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Abstract

This document describes how to deploy a Microsoft® Identity Integration Server 2003 (MIIS) warm standby server that can be quickly brought online if the primary MIIS server fails. This document explains the design considerations and operational procedures for the security principals and the database access required to enable this manual failover technique.
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Introduction

This document describes how to deploy a Microsoft® Identity Integration Server 2003 (MIIS) warm standby server that can replace the primary MIIS server if that server fails. This document describes the design considerations and operational procedures for the security principals and database access required to enable this manual failover technique.

Who Should Read This Document

If you are responsible for implementing procedures related to system reliability and security, read this document before deploying an MIIS server. This document helps you make the right decisions for your company about security and configuration before you deploy MIIS. 

Scope

This document describes how to configure and operate an environment that allows for failover when a primary MIIS server fails or stops working while a secondary server—the warm standby server—is rapidly brought online to minimize downtime.

This document supplements but does not replace resources describing failover for Microsoft Windows® 2000 Server, Microsoft Windows Server™ 2003, and Microsoft SQL Server™ 2000. 
.

Design Considerations

When planning your MIIS warm standby configuration, set your MIIS servers to use a database on a remote server and to use security principals that are different from the default MIIS configuration. In simple terms, both the primary and the warm standby servers share a database on a different server to provide this functionality. To provide this functionality, Both MIIS servers must have the same security principals to access the remote database.    
SQL Server Configuration

The database server requires no special configuration; however, it must be reachable, via TCP/IP, from both the primary and the warm standby MIIS servers. Both the default SQL instance and a named SQL instance work. The TCP port can be selected with the SQL Server client network utility if the MIIS servers use the same port.
The SQL service can run as the system service account or as a particular domain account if SQL Server replication is being used for that instance. For more information about account credentials for the SQL service, see the SQL Server documentation.
Security Principals
MIIS operates in a service account, and users can invoke MIIS operations only by virtue of their membership in MIIS role-based security groups. Before setting up the primary and warm standby servers, create these security principals. Provide their names when setting up the MIIS.
MIIS Service Account

The MIIS service account must be able to log on to the computer running SQL Server and access the MIIS database from two computers—the primary and the warm standby servers. Before setting up MIIS on the primary MIIS server, create a domain account. When setup requests the service account credentials, supply the same account name, password, and domain name for both MIIS servers.

The MIIS service account must be a member of the MIIS server Users group on both MIIS servers. When you create the service account, it becomes a member of the Domain Users group. On the MIIS server, this group is a member of the Users group by default.
MIIS Security Groups

The MIIS service performs requested operations from the user interface (UI) or via Windows Management Interface (WMI) by virtue of the requesting user’s membership in one of the three role-based MIIS security groups. Membership in these groups determines what functions users can invoke. Access is denied to any user who is not a member of a group authorized to perform the requested function. 

MIIS setup asks for the names of groups whose members are authorized to use MIIS functions. To use a group name that can be resolved from both the primary and secondary MIIS servers, create security groups for the roles of administrator, operator, password, browse, and account joiner. That way, group membership can be managed at the domain level. If the primary MIIS server is taken offline, the group memberships still are valid on the warm standby server.
User Accounts

User accounts must be domain accounts to be members of the domain groups discussed previously. 
Encryption Key Management

MIIS encrypts certain kinds of configuration and metadirectory data, depending on the data source and metaverse schemas. The warm standby server requires the key set used for data encryption on the primary MIIS server; otherwise, the warm standby server cannot decrypt data on the remote database server.
To restore a database after an MIIS server fails or to use the configuration described in this document, you must have a backup that reflects the most recent state of the encryption keys on your primary MIIS server. Use the MIIS encryption Key Management Utility, MIISkmu.exe, in the Bin folder of the MIIS installation path, to help make these backups.

If you fail to back up your key set, you could lose all previously encrypted data, including configuration information. Without the key set, the MIIS service cannot run on the warm standby server unless you abandon the old keys and create a new key set. Doing so erases all previously encrypted data. When you activate the warm standby server, provide the backup of the MIIS key set.

Server Configuration

Configure four sections to enable a warm standby server:

Domain objects (security principals) that are contained in the domain and used for authentication and authorization. Domain objects include the users and groups that the MIIS servers use to operate.
The computer running SQL Server 

The primary MIIS server

The secondary or warm standby MIIS server 
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Figure 1. Configuring the server.
Domain Objects

This configuration uses different computers with shared security principals, such as accounts and groups. Because these principals must be valid across machines, you must use domain-level accounts and groups.
Create objects that correspond to the following MIIS groups:

MIIS service account

Administrators security group

Operators security group

Account Joiners security group

Browse security group

Password security group
Microsoft SQL Server

The computer running SQL Server requires no special configuration other than running setup. If required, you can use domain or computer credentials other than the local system service account (the default choice in setup). If the server manages data for multiple applications, and some of those applications require SQL mode authentication, you can use mixed mode authentication. If SQL Server supports only MIIS, use the Windows integrated authentication model.

If you are using an instance other than the default instance, be sure to note its name. MIIS setup requires this information before MIIS can use the database.

If you need to change the transport, protocol, or port that SQL Server uses for connections from other computers, use the Server Networking Utility. (For more details on these configuration options, see the SQL Server documentation.) To use MIIS, you do not need to change any of these configuration settings. If you change these network settings later, MIIS continues to function the same way as long as you don’t change the instance name.

Note: The files for the MIIS database are stored in the default path for the instance you configured.
Primary Server

The primary MIIS server requires no special configuration other than running setup. When setup requests information about SQL Server, be sure to provide the instance name if you used an instance name other than the default.

After setup completes, back up the encryption key set. Use the MIIS Key Management Utility MIISkmu.exe. You will need the encryption key backup when you point the secondary server to the database.
Secondary Server

The secondary server is the warm standby. Configure this server when you set up the primary server. If the primary server fails, the secondary server can be rapidly activated to minimize downtime. To configure the secondary server in the database, run a utility program. Then you can resume operations as normal with the secondary server.

The secondary server must be activated to be used. If the primary server fails, the standby server becomes primary when you activate it. When the primary server comes back online, it becomes the secondary server. You can activate and restore it to primary server status if you want.
Initial Configuration

Set up the secondary server with the same configuration options you used for the primary server. Setup detects that you are trying to use a database that is already operational and requires the encryption key set. After you provide your encryption key set backup, you can activate your warm standby if the primary server fails.
Activation

To activate your warm standby server, open a command window, and run MIISact.exe in the {MIIS Installation Path}\Bin folder. (The default MIIS installation path is a folder called Microsoft Identity Integration Server, under your program files folder, which is C:\Program Files by default.)

This program requests your encryption key set backup file. To avoid losing data, be sure to back up your encryption key set every time you create new keys. Provide the backup key set to ensure that MIIS can manage your encrypted data and use the credentials that are part of those MAs that require passwords for connections.

MIIS automatically manages the custom extensions in your {MIIS Installation Path}\Extensions folder and ensures that all extensions present the last time MIIS ran on the primary server are available on the secondary server.
Operational Requirements

Configuring a warm standby server requires you to perform the following tasks in your regular procedures:
Whenever changes are made to the {MIIS Installation Path}\MAdata folder, be sure that the files also exist in the equivalent folder on the secondary server. That way, audit files, drop files, or input files that are part of your regular MIIS processing will always be found.

Always back up your encryption key set whenever you create new keys or re-encrypt your data. If you don’t do so, you will be missing encryption keys when MAs run and credentials can’t be decrypted, or if MIIS is processing data that was encrypted with a key that is not part of the current configuration. The only way to recover from this situation is to abandon encryption keys.
Summary
Deploying an MIIS warm standby server requires planning and changing your operational environment. The most important items to consider are:

The computer running SQL Server is different from the MIIS servers.

The MIIS service account, the MIIS security groups, and the accounts that are members of those groups are domain objects rather than local machine objects on the MIIS server.

The primary and secondary servers both use the same remote computer running SQL Server.

You must back up encryption key sets regularly because you need the key set to activate the secondary server.

Back up regular management agent data files (from the MAdata folder of the MIIS installation path) to ensure that your secondary MIIS server has all of the same files as your primary MIIS server.

Related Links

For more information, see the following resources:

The Microsoft Identity Integration Server Web site, at http://www.microsoft.com/MIIS

The Active Directory Web site, at http://www.microsoft.com/AD
The SQL Server Web site, at http://www.microsoft.com/SQL 
For the latest information about Windows Server 2003, see the Windows Server 2003 Web site, at http://www.microsoft.com/windowsserver2003.
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