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Introduction

This Administration Guide explains how to configure and manage your Microsoft® Office Communications Server 2007 topology. This guide contains the following sections:

· Management Overview provides an overview of the tools used to administer Office Communications Server 2007, new management features in this release, the platforms that you can use to administer servers and users, and the version restrictions for using Office Communications Server 2007 with previous releases.

· Installing and Using Administrative Tools describes the management tools available for managing Office Communications Server 2007 servers and users, including how to install and use each, including the Office Communications Server 2007, the Computer Management snap-in extension, and Active Directory Users and Computers.
· Managing Global Settings for the Forest describes how to manage the global settings that affect all servers and pools in the forest, including specifying the supported internal SIP domains, as well as viewing the status of specific components and settings.

· Managing Enterprise Pools and Standard Edition Servers describes how to manage pools, as well as individual Standard Edition Server servers and servers in Enterprise pools, including controlling the availability of specific services and servers.

· Managing External Connectivity for Your Organization with Edge Servers describes how to manage federation, public IM connectivity, remote users and related functionality to support external connectivity using edge servers, including managing server connectivity between internal servers and edge servers, configuring internal and external interfaces and certificates for edge servers, and monitoring and managing access by specific federated partners.
· Administering Address Book Servers describes how to configure an Address Book Server, the component responsible for providing global address list information from Active Directory® Domain Services and performing phone number normalization for Communicator telephony integration.

· Managing Usage describes how to set up and configure specific functions and features of Office Communications Server 2007, including those required for implementing support for Web conferencing meetings, distribution groups, contacts, presence, queries, client version filtering, intelligent IM filtering, archiving, call detail recording, meeting compliance, and applications.

· Managing User Accounts describes how to enable and configure individual accounts to provide the functionality required for each account, as well as how to search for, move, and delete users.

· Using Office Communications Server 2007 Logging Tool provides procedures for using the debug functionality of Office Communications Server 2007 Logging Tool, as well as other logging and tracing functionality.

· Appendix A: How Server Settings Affect Client Functionality provides a table that maps server settings to client functionality.
· Appendix B: Quick Reference for Office Communications Server 2007 Administration Tools provides an overview of the primary elements of the user interface that you use to manage Office Communications Server 2007.

· Appendix C: Service That Must Be Restarted lists the Office Communications Server 2007 services and the requirements for stopping, starting, or restarting one or more services when you change specific MMC and WMI settings.

· Appendix D: Active Directory Replication provides an overview of the settings that require replication of Active Directory Domain Services in order to take effect.
How to Use this Guide

This document provides step-by-step procedures for ongoing administration of Office Communications Server 2007 servers and users, after server deployment. If you have not yet deployed the servers required to support the Office Communications Server 2007 functionality needed by your organization, use the Microsoft Office Communications Server 2007 Planning Guide to determine your deployment options, strategy, and requirements. It provides an in-depth discussion of planning considerations and guidance for designing your Office Communications Server topology, as well as references to the deployment guides to be used to deploy servers. This document, as well as the other Office Communications Server 2007 documentation, is available from the Office Communications Server Web site at http://r.office.microsoft.com/r/rlidOCS?clid=1033&p1=library.
Terms and Concepts
Access Edge Server. An Office Communications Server 2007 server in the perimeter network that validates incoming SIP traffic, then forwards the IM traffic between internal and external users. In Live Communications Server 2005, it was called the Access Proxy. The Access Edge Server and Web Conferencing Server should be collocated on the same server. The A/V Edge Server can also be collocated on the same server.
Active Directory Domain Services. The directory service that stores information about objects on a network and makes this information available to users and network administrators.

Anonymous user. An external user who does not have credentials in Active Directory Domain Services.

A/V. Audio/video.

A/V Conferencing Server. An Office Communications Server 2007 server in the internal network that enables audio and video peer-to-peer communications and audio and video conferencing. This server role is available on a Standard Edition Server. In an Enterprise pool, it can be collocated with the Front End Server and Web Conferencing Server or can be deployed on a separate server.
A/V Edge Server. An Office Communications Server 2007 server in the perimeter network that provides a single trusted point through which media traffic can traverse NATs and firewalls. It enables audio and video conferencing and A/V peer-to-peer communications with external users equipped with the Office Communicator 2007 client. This server role can be collocated with the Access Edge Server and Web Conferencing Edge Server, or it can reside on a separate, dedicated server.
Archiving and CDR Server. An Office Communications Server 2007 server in the internal network that supports archiving instant messaging (IM) conversations and group conferences and for capturing usage information related to file transfers, audio/video (A/V) conversations, application sharing, remote assistance, meetings, and conferencing servers in call detail records (CDRs). To implement archiving and CDR support, one or more Archiving and CDR servers must be deployed in the organization and the Enterprise pool or Standard Edition Server should point to the Archiving and CDR Server. The database for the Archiving and CDR Server can be deployed on the same computer as the Archiving and CDR Server or on a separate computer.
Back-end database. One of two SQL databases:

A database in the internal network that stores user information and conference state, including persistent user data, transient user data, and persistent Office Communications Server 2007 settings. This back-end database is collocated with the Standard Edition Server or, for an Enterprise pool, deployed on a separate, dedicated computer. 

If deploying an Archiving and CDR Server, a database in the internal network that stores the archiving data, CDRs, and meeting content compliance data. This back-end database may be collocated with the Archiving and CDR Server or deployed on a separate, dedicated computer.
Consolidated topology. An Enterprise pool configuration in which all server components, including Internet Information Services (IIS), the Web Conferencing Server, the Web Components Server, and the A/V Conferencing Server, are collocated on the pool’s Front End Servers. The IM Conferencing Server and Telephony Server are also collocated with the Front End Server.
Edge server. An Office Communications Server 2007 server in the perimeter network that provides connectivity for external users and public IM connections. Each edge server has one or more of the following server roles: Access Edge Server, a Web Conferencing Edge Server, or an A/V Edge Server. An edge server is managed using the Office Communications Server 2007 snap-in extension for the Computer Management snap-in, not the Office Communications Server 2007 administrative snap-in.
Enterprise pool. Servers in the internal network that are running Office Communications Server 2007, Enterprise Edition and host the necessary services, including IM, presence, and conferencing services. Depending on the pool configuration (consolidated configuration or expanded configuration), services can all be collocated on the Front End Server or specific services can run on separate, dedicated computers. The back-end database runs on a separate server.
Enterprise Voice. The IP telephony component of the Microsoft Unified Communications solution.
Expanded topology. An Enterprise pool configuration in which the Front End Server, the Web Conferencing Server, Web Components Server, and the A/V Conferencing Server are installed on separate, dedicated computers. The IM Conferencing Server and Telephony Server are collocated with the Front End Server.
External user. A user connecting from outside the organization’s firewall. External users include anonymous users, federated users, and remote users.

Federated user. An external user who possesses valid credentials with a federated partner and who therefore is treated as authenticated by Office Communications Server.
Federation. A trust relationship between two or more SIP domains that permits users in separate organizations to communicate in real-time across network boundaries as federated partners. Internal users can communicate with external users of a federated partner by using IM or conferencing. A federated partner can also be an audio conferencing provider (ACP) providing telephony integration.
Front End Server. An Office Communications Server 2007 server in the internal network that hosts the IM Conferencing service, Address Book service, and Telephony Conferencing service to support registration, presence, IM, and conferencing. This server role is available on a Standard Edition Server. In an Enterprise pool, it can be collocated with the Web Conferencing Server and A/V Conferencing Server, or can be deployed on a separate server.
IM Conferencing Server. An Office Communications Server 2007 conferencing server that provides server-managed group IM. It runs as a separate process on the Standard Edition Server or Enterprise pool Front End Server.
Mediation Server. An Office Communications Server 2007 server in the internal network that mediates signaling and media between the Enterprise Voice infrastructure (such as a Director or home server) and another gateway (such as a Basic Media Gateway). A Mediation Server is also used to link Office Communications Server and a PBX in both departmental deployment and PBX integration topologies. The Mediation Server is deployed on a separate, dedicated server.
Pool. One or more servers that provide IM, presence, and conferencing services and are connected to a SQL database for storing user and conference information. For an Enterprise pool, the database must be installed on a separate, dedicated computer. Installing the back-end database on a server running any other Office Communications Server role is not supported. In addition, certain conferencing components may or may not be deployed on the same physical computer, depending on the pool configuration (Standard Edition Server, Enterprise pool consolidated configuration, or Enterprise pool expanded configuration).
Remote user. A user outside the internal network who has a persistent Active Directory identity within the organization.

Reverse proxy server. A server in the perimeter network that is required if any of the following is required: enabling external users to download meeting content or expand distribution groups, or to enable remote users to download files from the Address Book service. This can be a server running Microsoft® Internet Security and Acceleration (ISA) Server or another reverse proxy server.
SIP. Session Initiation Protocol, a signaling protocol.

Standard Edition Server. A server in the internal network running Office Communications Server 2007, Standard Edition that hosts all necessary services, including IM, presence, and conferencing services, as well as the database, on a single server.
Telephony Conferencing Server. An Office Communications Server 2007 conferencing server that enables audio conference integration with audio conferencing providers (ACPs). It runs as a separate process on the Standard Edition Server or Enterprise pool Front End Server.
Web Components Server. A server in the internal network that provides IIS-based Web components that support Office Communications Server 2007. These Web components include IIS Virtual Directory setup to support Address Book Server, the Web Conferencing Server (downloading of meeting content), and the IM Conferencing group expansion Web service. The Web Components Server runs on each Standard Edition Server and, for Enterprise pools, either on the Front End Server (in a consolidated configuration) or on a dedicated IIS server (in an expanded configuration).
Web Conferencing Server. An Office Communications Server 2007 server in the internal network that enables multi-party data collaboration. This server role is available on a Standard Edition Server. In an Enterprise pool, it can be collocated with the Front End Server and A/V Conferencing Server, or can be deployed on a separate server. 
Web Conferencing Edge Server. An Office Communications Server 2007 server in the perimeter network that enables data collaboration with external users. This server role is collocated with the Access Edge Server, except in remote offices, where the Web Conferencing Edge Server is deployed separately because no Access Edge Servers are deployed in the remote office.
Management Overview
Office Communications Server 2007 provides several administrative tools to facilitate the management of servers and users in an Office Communications Server 2007 deployment. To use these tools effectively, you should understand the following:
· Administrative Tools Overview
· New Management Features

· Management Platforms
· Version Restrictions
Administrative Tools Overview
Office Communications Server 2007 provides dedicated administrative tools. Table 1 describes the available tools and their usage.
Table 1. Administrative Tools
	Tool
	Purpose
	Description
	Availability and Use

	Office Communications Server 2007
	Primary tool for management of Office Communications Server 2007 servers that are in an Active Directory domain.
	A Microsoft Management Console (MMC) snap-in that is the primary administrative tool for Office Communications Server 2007 servers in an Active Directory domain. Use it to view and configure Office Communications Server 2007 pools, servers and users, including the settings for the servers and users on Standard Edition Server servers and in Enterprise pools that are in the Active Directory forest.
	Automatically installed on each server in a domain that is running Office Communications Server 2007 or any computer on which Office Communications Server 2007 administrative tools are installed. It is not used to administer edge servers or Proxy Servers.

	Office Communications Server 2007 management components for Active Directory Users and Computers
	Additional tool for management of Office Communications Server 2007 servers in Active Directory Domain Services.
	An additional method of managing user settings for Office Communications Server 2007 users in the domain, based on the organizational unit (OU) or folder in which they reside, using the Active Directory Users and Computers snap-in.
	Available on any server running Office Communications Server 2007 or any computer on which Office Communications Server 2007 administrative tools are installed, but can only be used if the server is in a domain.

	Office Communications Server 2007 snap-in extension for the Computer Management console
	Primary tool for management of Office Communications Server 2007 servers that are not in an Active Directory domain and for Proxy Servers.
	A snap-in extension for the Computer Management console that is the primary administrative tool for managing Office Communications Server 2007 servers that are not in an Active Directory domain (such as edge servers in the perimeter network), as well as Proxy Servers.
	Available on any server running Office Communications Server 2007 or any computer on which Office Communications Server 2007 administrative tools are installed. On the local computer, only server-level settings can be managed with this snap-in extension. If the local computer is not running Office Communications Server 2007, you can use Computer Management to connect to a Office Communications Server 2007 server and then use the Office Communications Server 2007 snap-in extension to manage the server-level settings of that computer.

	LCSCmd.exe
	Provide command-line support for Office communications Server 2007, including preparation of Active Directory and for backup and restoration operations.
	A command-line tool used to prepare Active Directory, create Enterprise pools, perform XML-based logging, manage permissions, and install, activate, check the status of, or deactivate servers, as well as to perform backup and restoration operations for Office Communications Server 2007 servers and Enterprise pools.
	Available on any server running Office Communications Server 2007 or any server on which Office Communications Server 2007 administrative tools are installed. 

This tool is used initially for Active Directory preparation, and then for ongoing backup and restoration operations, so it is not covered in this Administration Guide. For information about how to use this tool for Active Directory preparation and other command-line management tasks, see the Microsoft Office Communications Server 2007 Command-Line Reference Guide and the Microsoft Office Communications Server 2007 Active Directory Guide. For information about how to use this tool for backup and restoration, see the Microsoft Office Communications Server 2007 Backup and Restoration Guide. 


In addition to the administrative tools provided in Office Communications Server 2007, you can use Windows Management Instrumentation Tester (WBEMTest), which ships with the Microsoft Windows 2000® Server and Microsoft Windows Server® 2003 operating systems, to modify WMI settings. Run WBEMTest tool on any computer on which Office Communications Server 2007 is installed. This guide includes specific procedures for using WBEMTest to change WMI settings. For more information about WBEMTest, see “Using WBEMTest user interface” at http://r.office.microsoft.com/r/rlidOCS?clid=1033&p1=Wbem.
New Management Features

New management features supported in this release include:

· Controls for managing on-premises conferencing at the global, pool, conferencing server, and user levels. 

· Settings for configuring new server roles, such as the Web Conferencing Server and Audio/Video (A/V) Conferencing Server.

· Settings for configuring Enterprise Voice features, including Enterprise Voice sessions between Enterprise Voice users and Enterprise users who are still hosted on a PBX, and PSTN numbers, as well as conferencing, call-forwarding, and call-control.
· New views and organization methods that provide different perspectives of your Office Communications Server 2007 deployment.

· Ability to query the Office Communications Server 2007 database using the Database tab in the Action pane.

Management Platforms
You can run Office Communications Server 2007 administrative tools on the following operating systems:

· Windows Vista®, Business Edition operating system
· Windows Vista, Enterprise Edition operating system
· Microsoft Windows® XP operating system with Service Pack 2 (SP2) or later
· Microsoft Windows Server® 2003 operating system with Service Pack 1 (SP1) or later
· Microsoft Windows Server 2003 R2 operating system
Office Communications Server 2007 administrative tools can also run in Windows 32-bit on Windows 64-bit (WOW64) mode on 64-bit versions of Windows, but not as a native 64-bit application

For information about the system platform prerequisites for Office Communications Server 2007, see the Microsoft Office Communications Server 2007 Planning Guide.

Version Restrictions
Installing Office Communications Server 2007 administrative tools and Live Communications Server 2005 SP1 administrative tools on the same computer is not supported. Additionally, you cannot administer Live Communications Server 2005 SP1 servers and users with the Office Communications Server 2007 administrative tools, nor can you administer Office Communications Server 2007 servers and users with the Live Communications Server 2005 SP1 administrative tools.
You can use the Move Users Wizard in Office Communications Server 2007 to move users from Live Communications Server 2005 SP1. For more information about migrating from Live Communications Server 2007 to Office Communications Sever 2007, including how to move users, see Migrating to Microsoft Office Communications Server 2007.
Installing and Using Administrative Tools
Office Communications Server 2007 administrative tools are available on Office Communications Server 2007 servers. You can also install and use the administrative tools on other computers, such as a computer that you use as a central administrative console. This section covers installation, access, and general use each of the administrative tools, including:
· Installing Administrative Tools

· Using the Office Communications Server 2007 Administrative Snap-in
· Using the Computer Management Snap-in Extension

· Using the User Management Functionality in Active Directory Users and Computers
The remaining sections in this Administration Guide provide more detailed information about the settings you need to configure when administering Office Communications Server 20007 servers and users, as well as step-by-step procedures for configuring these settings.
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Note

Changes to some settings do not take effect until the appropriate Office Communications Server service is restarted. For more information, see Appendix C: Services That Must Be Restarted.
Installing Administrative Tools

If you are managing Office Communications Server 2007 from a server that is running Office Communications Server 2007, administrative tools are installed and available for use (appropriate to the role of the server, as described in the Administrative Tools Overview section of this guide. If you want to install the administrative tools on another computer, such as a management console from which you want to centrally manage Office Communications Server 2007 servers and users, you can use the Deployment Wizard to install the following administrative tools:
· Office Communications Server 2007 administrative snap-in.
· Office Communications Server 2007 management components for Active Directory Users and Computers (available only on computers running Active Directory Users and Computers).
· Office Communications Server 2007 snap-in extension for the Computer Management console (to use the Connect to another computer option in Computer Management to connect to a server running Office Communications Server 2007 and manage it remotely).
· LcsCmd.exe command-line tool.

Use the following procedure to install the Office Communications Server 2007 administrative tools on a computer that meets the system requirements described in the Management Platforms section of this guide.
[image: image2.wmf]
To install the Office Communications Server 2007 administrative tools
1. On the computer on which you want to install the Office Communications Server 2007 administrative tools, log on using an account that is a member of the Administrators group (or an account with equivalent privileges).

2. From the Office Communications Server 2007 installation media, click Setup.exe to launch the Microsoft Office Communications Server 2007 Deployment Wizard.
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3. In the Deployment Wizard, click Administrative Tools in the right column.
4. Complete the Administrative Tools Setup Wizard.
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Note

Installing or removing the administrative tools on a computer running Windows Vista on which the Security Center service is running with the startup mode set to Automatic may result in the following error message: “Error stopping service since one or more dependent services failed to stop. Please try again.” If you close the error message, the process should complete successfully. 

Using the Office Communications Server 2007 Administrative Snap-in

The Office Communications Server 2007 administrative snap-in is the primary tool for managing Office Communications Server 2007 servers and users that are in Active Directory Domain Services.
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Note

You cannot use this administrative snap-in to manage edge servers, Proxy Servers, or any server that is not joined to a domain. You can use the Computer Management snap-in extension to manage those servers. For more information, see the Using the Computer Management Snap-in Extension section of this guide.
If you have deployed an Enterprise pool behind a load balancer using a Destination Network Address Translation (DNAT) configuration, do not use the Office Communications Server 2007 administrative console on the servers in that pool. Instead, manage those servers using the Office Communications Server 2007 administrative snap-in installed on another server that is joined to the Active Directory domain. Using the administrative snap-in on these servers can cause certain management operations, such as moving users, to fail.
The Office Communications Server 2007 administrative snap-in provides integrated support for managing Standard Edition Server servers and Enterprise pools, including the user accounts of each.

Figure 1. Office Communications Server 2007
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Use the information and procedures in this section to understand the requirements and procedures for the following:

· Opening the Office Communications Server 2007 Administrative Snap-in
· Changing the Domain View and Server Organization View
Opening Office Communications Server 2007
You can open the Office Communications Server 2007 administrative snap-in from any server in the domain running Office Communications Server 2007 or any computer in the domain on which the Office Communications Server 2007 administrative tools have been installed.
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Note

The following procedure describes how to open the Office Communications Server 2007 administrative snap-in on a computer on which Office Communications Server 2007 has been installed. It can also be used from a computer running Windows Server 2003 or Windows Server 2003 R2 on which the Office Communications Server 2007 administrative tools are installed. However, if you installed Office Communications Server 2007 administrative tools on a computer running Windows XP or Windows Vista, you can only open the Office Communications Server 2007 administrative snap-in by using the WRTCSnap2.msc in the \\Program Files\Common Files\Microsoft Office Communications Server 2007 folder or by running mmc.exe and then adding the Office Communications Server 2007 snap-in to the console.
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To open Office Communications Server 2007
1. On the server running Office Communications Server 2007, log on using one of the following:

· To administer user account settings, an account that is a member of the RTCUniversalUserAdmins group, or an account with equivalent privileges.
· For all other administration tasks, an account that is a member of the RTCUniversalServerAdmins group, or an account with equivalent privileges.

2. Click Start, point to All Programs, point to Administrative Tools, and then click Office Communications Server 2007.
Changing the Domain View and Server Organization View
You can specify how the Office Communications Server 2007 topology information is displayed and organized. By default, Office Communications Server 2007 is configured to hide the Active Directory view of your topology and organize servers by role. Use the Advanced View Settings dialog box and the procedures in this section to change these settings.

Figure 2. Default Advanced View Settings
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In the Advanced View Settings dialog box, in View, you have the following domain view options:
· Show Active Directory domains. Use this option if you want to view domain information for each server. This option provides more information, but degrades performance.

· Hide Active Directory domains. Use this option if you do not want to view domain information. This option provides less information, but improves performance.

Table 2 shows the console tree for both domain view options:
Table 2. Domain Views
	Show Active Directory Domains
	Hide Active Directory Domains
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In the Advanced View Settings dialog box, in Filter, you have two organization options for displaying servers in an Enterprise pool:
· Organize servers by role. Use this option to organize Office Communications Server 2007 servers into separate lists, based on the server roles. This option is generally most appropriate for administering servers in an Enterprise pool, expanded configuration. The role view of servers provides a better representation of such a deployment because the servers associated with the Enterprise pool are differentiated based on roles.
· Organize servers as list. Use this option to organize servers in an Enterprise pool as an alphabetical list, without indication of the server role. Other servers are still organized by role. This option is generally most appropriate for administering Enterprise pools, consolidated configuration. The list view of servers provides is better suited to display your server information for such a deployment because all Front End Servers are configured the same, with the same server roles configured on each Front End Server.
The Filter options for server organization do not affect Standard Edition Servers.

Table 3 shows the console tree for both server organization options.
Table 3. Server Organization
	Organize Servers by Role
	Organize Servers as List
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Important

The procedures documented in this guide generally use the default View option (Hide Active Directory domains) and default Filter option (Organize Servers as list). If you change either of these options, modify the steps in the affected procedures, as appropriate. 
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To change the domain view option
5. Open Office Communications Server 2007.

6. In the console tree, right-click Office Communications Server 2007, and then click View Options.

7. In the Advanced View Settings dialog box, under View, click the appropriate option, and then click OK. A change is not effective until you close Office Communications Server 2007 and reopen it.

[image: image16.wmf]
To change the server organization option for Enterprise pools
8. Open Office Communications Server 2007.

9. In the console tree, right-click Office Communications Server 2007, and then click View Options.

10. In the Advanced View Settings dialog box, under Filter, click the appropriate option, and then click OK. The change is not effective until you close Office Communications Server 2007 and reopen it.

Using the Computer Management Snap-in Extension
You can use the Office Communications Server 2007 snap-in extension for the Computer Management snap-in to manage server settings for servers in your deployment. This includes the following:
· Managing edge servers, Proxy Servers, and any Office Communications Server 2007 server not joined to an Active Directory domain.
· Managing individual server-level settings on any Office Communications Server 2007 using the Computer Management snap-in to configure settings specific to the physical server on which the snap-in is running.
· Managing server-level settings remotely. From any server running Office Communications Server 2007 or any computer on which the Office Communications Server 2007 administrative tools are installed, you can use Computer Management to connect to an Office Communications Server 2007 server and manage server-level settings for that computer.
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Note

When using Computer Management to connect to and remotely manage an Office Communications Server 2007 server, the Office Communications Server 2007 snap-in extension is not available in Computer Management (in Services and Applications) until you use the Connect to another computer option in Connection Management to connect to that server.
The Computer Management-based procedures in this guide describe only local management steps. If you use Computer Management to remotely manage a server, adjust the procedures as appropriate.

Figure 3. Computer Management Snap-in on an Edge Server
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Accessing the Computer Management Snap-in Extension
Use the procedures in this section to open the Computer Management snap-in and access the Office Communications Server 2007 server settings on a local computer or remotely.
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To use the Computer Management snap-in extension to manage the local computer
11. On an Office Communications Server 2007 server or other computer on which Office Communications Server 2007 administrative tools have been installed, log on using an account that is a member of the Administrators group or an account with equivalent privileges.
12. Click Start, point to All Programs, point to Administrative Tools, and then click Computer Management.
13. In the console tree, expand Services and Applications, and then click Office Communications Server 2007.
[image: image20.wmf]
To use the Computer Management snap-in extension to manage a remote computer

14. On an Office Communications Server 2007 server or other computer on which Office Communications Server 2007 administrative tools have been installed, log on using an account that is a member of the Administrators group, RTC Local Administrators group, (or an account with equivalent privileges).

15. Click Start, point to All Programs, point to Administrative Tools, and then click Computer Management.
16. In the console tree, right-click Computer Management (local), and then click Connect to another computer.

17. In the Select Computer dialog box, specify the name of the Office Communications Server 2007 server you want to manage, and then click OK.

18. In the console tree, expand Services and Applications, and then click Office Communications Server 2007.
Managing Users Using Active Directory Users and Computers

You can use Active Directory Users and Computers to manage and configure settings for your Office Communications Server 2007 users. This includes the same user management functionality available in the Office Communications Server 2007 administrative snap-in functionality, including functionality to do the following tasks:
· Enabling users for Office Communications Server.
· Configuring settings for Office Communications Server users.

· Moving Office Communications Server users.

· Deleting Office Communications Server users.

This Office Communications Server 2007 management functionality is available in the Active Directory Users and Computers snap-in only if Office Communications Server 2007 is installed on that computer.
In general, the user management procedures in this guide describe the use of the Active Directory Users and Computers snap-in instead of the Office Communications Server 2007 administrative snap-in, but the user management functionality is available in both tools.

For more information about the Office Communications Server 2007 management functionality available in Active Directory Users and Computers, and procedures for using this functionality, see the Managing User Accounts section of this guide.
Opening Active Directory Users and Computers

Use the following procedure to open the Active Directory Users and Computers snap-in on a computer on which Office Communications Server 2007 is installed:

[image: image21.wmf]
To open Active Directory Users and Computers

19. Log on as a member of the RTCUniversalUserAdmins group, or an account with equivalent privileges, to an Enterprise Edition Server or a server that is a member of an Active Directory domain and has the Office Communications Server administrative tools installed.

20. Do one of the following:

· Click Start, point to All Programs, point to Administrative Tools, and then click Active Directory Users and Computers.

· If Active Directory Users and Computers is not available from the Start menu, click Start, click Run, type dsa.msc and then click OK.
Managing Global Settings for the Forest

The highest level of configuration for Office Communications Server 2007 is the global level, where you configure settings that apply to the entire forest. The global settings for the forest include the following settings:
· General, used to manage support for internal SIP domains.

· Search, used to manage how client search queries are handled by Office Communications Server.

· User, used to manage the number of users and devices, as well as to enable users to view presence information for non-contacts.

· Meetings, used to manage meeting policies, including the specification of specific meeting settings for each policy, and the specification of the global policy controlling participation of anonymous users in meetings.

· Edge Servers, used to manage the supported Access Edge Servers, Web Conferencing Edge Servers, and A/V Edge Servers, which are the trusted servers used to support external access.

· Federation, used to manage global-level support for federation and public IM connectivity.
· Archiving, used to manage archiving of internal and federated communications.
· Call Detail Records, used to manage support for call detail recording, including for instant message conversations, conferences, and Enterprise Voice calls.
In addition to these global settings for the forest, separate forest-level settings are used to manage Enterprise Voice settings, including the following settings:
· Location profiles, used to specify which normalization rules apply to calls from a particular locale.
· Phone usage records, used to define user calling privileges. A single user may have multiple phone usage records. 

· Policies, used to specify which phone usage records apply to which users. They also specify whether endpoint devices are enabled for simultaneous ringing. The simultaneous ringing feature enables each user to configure Communicator such that incoming calls, in addition to ringing the user's registered endpoints, also ring an additional non-registered endpoint, such as a personal mobile phone.
· Routes, used to define how calls are routed through the Enterprise Voice infrastructure. A route consists of a target telephone number, one or more media gateways that are designated to handle that number, and the phone usage records that a user must have for permission to call the target number.

Many of the global settings are used in conjunction with pool-level, server-level, and user account-level settings, as covered in this guide. 
Use the information in this section to view the status of any of these settings, as well as to configure the General settings to manage support for internal domains. To configure the other global settings, use the appropriate information in the remainder of this guide.

Viewing the Status of Global Settings for a Forest
You can view information about the global settings for a forest, including the following:

· General settings, including the forest name, schema version, Active Directory preparation state, and the supported domains for Office Communications Server.

· Meeting settings, including meeting policy definitions and support for participation of anonymous users in meetings.

· Edge servers and their settings.

· Federation settings, including whether it is configured and, if so, the FQDN and port.

· Archiving settings for internal and federated communications.

· Call detail record (CDR) settings for peer-to-peer, conferencing, and Voice call detail recording.

· Voice settings.

· Voice task flow.

Use the following procedure to view the status of forest-level, global settings in your organization.
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To view the status of global settings
21. Open Office Communications Server 2007.

22. In the console tree, click the forest node.

23. In the details pane, click the Status tab or Voice tab.

24. On the tab, expand the specific item for which you want to view global settings.
Specifying Supported Internal SIP Domains

For each forest in which you want to use Office Communications Server 2007, you need to specify the SIP domains that you have set up for Office Communications Server and specify one SIP domain to be used as the default routing domain. If your topology and requirements change, you can add new domains or remove existing domains, as well as change the default routing domain.

Domains are individually enabled for SIP. Therefore, if you have multiple domains in your organization, you can enable one domain for SIP while not enabling SIP for the other domains. By enabling individual domains for SIP, you can also apply Group Policy according to the domain. By applying Group Policy per SIP domain, the users of one domain can have access to a different set of Office Communications Server features than the users of another SIP domain.

Use the following procedures to add or remove a SIP domain or change the default routing domain.

[image: image23.wmf]
To add or remove a SIP domain

25. Open Office Communications Server 2007.

26. In the console tree, right-click the forest node, click Properties, and then click Global Properties.
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27. On the General tab, do one of the following:

· To add a SIP domain, click Add. In the Add Domain Entry dialog box, type the FQDN of the SIP domain, and then click OK.

· To remove a SIP domain, click it, and then click Remove.

[image: image25.wmf]
To specify the default routing domain

28. Open Office Communications Server 2007.

29. In the console tree, right-click the forest node, click Properties, and then click Global Properties.

30. On the General tab, do one of the following:

· If the domain to be used as the default routing domain is in the list, skip to step 4.

· If the domain to be used is not in the list, click Add. In the Add Domain Entry dialog box, type the name of the SIP domain, and then click OK.

31. On the General tab, select the check box of the domain to be used as the default routing domain.

Managing Standard Edition Servers and Enterprise Pools
Initial configuration of Enterprise pools, Standard Edition servers, and any other servers in your environment should have been done during deployment of the individual servers. Post-deployment management of servers and pools for Standard Edition Servers and Enterprise Pools includes the following tasks:

· Viewing the Status of Pools
· Generating and Viewing Database Reports for Enterprise Pools
· Managing Front End Servers
· Managing Web Conferencing

· Managing A/V Conferencing

· Changing Service Account Credentials
· Managing Databases

· Starting and Stopping Services and Deactivating Server Roles

· Removing Servers and Server Roles, Removing Pools, and Decommissioning Servers and Pools
Management of external connectivity, Address Book Servers, and usage (including usage of Enterprise Voice and Mediation Servers) requires additional management tasks, which are covered later in this guide.
Viewing the Status of Pools
For each Enterprise pool and the pool of each Standard Edition Server, you can view information about pool status, as well as the status of other components used by the pool, including the following:

· General settings for the pool, such as pool name, federation or global route, authentication protocol, compression settings, static IP routes, and default certificate settings for servers.
· Meeting settings, which shows the settings configured for meetings.

· Archiving and CDR settings, which shows the settings configured for archiving and call detail records (CDRs).
· Address Book Server settings, including synchronization time and file locations.
· Voice settings, including phone lock settings, location profile, and advanced options, such as security settings.
Use the following procedure to check the status and settings of each pool in your organization. For information about managing server settings and configuring specific roles, see the Managing Standard Edition Servers and Enterprise Pools section of this guide.
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To view the status and settings of a pool
32. Open Office Communications Server 2007.

33. In the console tree, expand the forest node, and then do one of the following:

· For an Enterprise pool, expand Enterprise pools, and then click the pool for which you want to view status and settings.
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· For a Standard Edition Server, expand Standard Edition servers, and then click the pool for which you want to view status and settings.
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34. In the details pane, on the Status tab, view the status and settings for the pool.
Generating and Viewing Database Reports for Enterprise Pools
For each Enterprise pool, you can use the Database tab to view the database name, as well as retrieve and view reports from the database. Table 4 describes the reports that are available for each Enterprise pool.
Table 4. Database Reports
	Section
	Description

	User Summary Reports
	This section displays aggregate information about users in a pool, such as the number of enabled users, the average number of contacts per user, and the number of users for specific features. 

When you use these reports, the following information may be helpful:
· An enabled user is a user who has been enabled for Office Communications Server 2007 by using the Active Directory Users and Computers snap-in.

· An active user is a user who has logged on or registered.

· The summary reports also offer a set of statistical information regarding contacts. These statistics are only valid for the population of users who have logged on at least once and who have at least one contact. Consequently, you will typically not see a minimum number of contacts of 0. Because of this behavior, if a user has no contacts (but is active, in that the user has registered), you may see: <empty> for some of the statistics fields.

	Per-User Reports
	Unlike the summary reports, which are calculated over a user population, these are reports about a specific user.

	Conference Summary Reports
	This section displays aggregate information about conference summary statistics for the pool, such as the number of active conferences and total number of participants.


Each of these reports, as well as the name of the database where the information is stored, are available from the Database tab. Use the following procedure to generate and view a database report.
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To generate and view a database report

35. Open Office Communications Server 2007.

36. In the console tree, expand the Forest node, expand Enterprise pools, and then click the pool for which you want to generate a database report.

37. In the details pane, click the Database tab.
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38. On the Database tab, do the following:

· To view the name of the database, expand General Settings, and then view the database name.

· To retrieve current user summary statistics for the pool, expand User Summary Reports, click Go, and then view the results.
· To retrieve current per-user data for an individual user of the pool, expand Per-User Reports, type the user’s SIP URI, click Go, and then view the results.

· To retrieve current conference summary statistics for the pool, expand Conference Summary Reports, click Go, and then view the results.
Managing Front End Servers
Both Standard Edition Server servers and Enterprise pools have Front End Server settings at the pool level and at the server level that require configuration. Managing these Front End Server settings includes the following tasks:
· Configuring Connections for Servers
· Configuring IM Conferencing for Servers
· Configuring Telephony Conferencing for Servers
· Configuring Certificates for Servers
· Configuring Compression for Front Ends
· Configuring Authentication for Front Ends
· Configuring Static Routes for Pools
· Configuring Authorized Hosts
Use the information and procedures in this section to configure settings for these server-level and pool-level settings. Other settings, including settings that are specific to federation, host authorization, archiving, and Enterprise Voice settings, are configured at the pool level. Use the information in the appropriate sections later in this guide to configure settings for these other pool-level settings.
Configuring Connections for Servers
Configuring a Standard Edition Server or Front End Server in an Enterprise pool requires specifying the addresses, ports, and transports that this server uses for inbound connections.

Use the following procedure to configure connection settings for a Front End Server.
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To add or edit an incoming connection for a Standard Edition Server or Front End Server in an Enterprise pool

39. Open Office Communications Server 2007.

40. In the console tree, expand the forest node, and then do one of the following:

· For an Enterprise pool, expand Enterprise pools, expand the pool, expand Front Ends, right-click the Front End Server that you want to configure, and then click Properties. 

· For a Standard Edition Server, expand Standard Edition servers, expand the pool, right-click the server, click Properties, and then click Front End Properties.
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41. On the General tab, in Connections, do one of the following:

· To remove a connection, click it, and then click Remove.

· To temporarily disable a connection, clear the check box next to the connection.

· To add an address to the list of connections, click Add.
· To change the configuration of an address in the list of connections, click Edit.
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42. If adding or editing a connection, within the Add Connection or Edit Connection dialog box, in Listening Address Settings, specify the appropriate connection information:

· IP address. In the list, click the IP address associated with the Front End Server or, if you do not want to use a specific IP address for this connection, click All. The default is All, which is recommended if IP addresses in your environment are assigned dynamically or if your environment uses the FQDN to refer to the server instead of the IP address.
· Port. Type the number of the port you want to use to listen to the incoming connection. This is the port on which the Front End Server receives SIP messages. By default, the conventional SIP ports are used.
· Transport. In the list, click the transport protocol to be used for incoming messages, including sending messages to the Front End Server over this connection. Specifying TLS or MTLS rather than TCP allows encrypted communications with this server. Removing TCP connections can make connections to this server more secure.

You can configure multiple listening addresses, but in order to avoid conflicts, you can configure only one for each transport type. When you configure a new listening address, ensure that you choose a port that is not already in use on the computer.

43. In Connections, ensure that the check box of each connection that you want to use is selected, and then click OK.
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To remove an incoming connection for a Standard Edition Server or Enterprise pool

44. Open Office Communications Server 2007.

45. In the console tree, expand the forest node, and then do one of the following:

· For an Enterprise pool, expand Enterprise pools, expand the pool, expand Front Ends, right-click the Front End Server that you want to configure, and then click Properties. 

· For a Standard Edition Server, expand Standard Edition servers, expand the pool, right-click the server, click Properties, and then click Front End Properties.

46. On the General tab, in Connections, click a connection, click Remove, and then click OK.
Configuring IM Conferencing for Servers
The IM Conferencing component of the Front End Server manages group IM conferences for users of Microsoft Office Communicator 2007. During installation, the Front End Server is configured with default settings for IM conferencing. On the IM Conferencing tab, you can configure the IP address and the SIP listening port to be used for group IM:
· IP address: This is the IP address that is associated with the IM Conferencing component of the Front End Server. 

· SIP listening port: This is the port on which the IM Conferencing component of the Front End Server receives SIP signaling messages. You can configure multiple listening addresses, but in order to avoid conflicts, you can configure only one for each transport type. Use a port that is not already in use on the computer.

If you change the settings, ensure that the settings you choose do not conflict with settings for other Communications Server components that are running on the same computer.
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To configure IM conferencing for a Front End Server
47. Open Office Communications Server 2007.

48. In the console tree, expand the forest node, and then do one of the following:

· For an Enterprise pool, expand Enterprise pools, expand the pool, expand Front Ends, right-click the Front End Server that you want to configure, and then click Properties.

· For a Standard Edition Server, expand Standard Edition Server, expand the pool, right-click the server, click Properties, and then click Front End Properties.

49. Click the IM Conferencing tab.
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50. In the IP address box, click the IP address that you want to use. The default is All, which is recommended if IP addresses in your environment are assigned dynamically or if your environment will use the FQDN (fully qualified domain name) to refer to the server instead of the IP address.

51. In the SIP listening port box, type the port number that you want to use. Ensure that you specify a port that is not already in use on the computer.
Configuring Telephony Conferencing for Servers
The Telephony Conferencing component of the Front End Server manages group phone conferences for users of Microsoft Office Communicator 2007. During installation, the Front End Server is configured with default settings for phone conferencing, which specify the IP address and port on which the Front End Server receives messages. If you change the settings, ensure that the settings you choose do not conflict with settings for other Communications Server components that are running on the same computer.

On the Telephony Conferencing tab, you can configure the IP address and the SIP listening port used for phone conferencing:

· IP address: The IP address that is associated with the Telephony Conferencing component of the Front End Server. The default is All, which we recommend if IP addresses in your environment are assigned dynamically or if your environment will use the FQDN (fully qualified domain name) to refer to the server instead. To refer to the server by using a single, specific IP address, click IP address, and then click the IP address that you want to use. 

· SIP listening port: The port on which the Telephony Conferencing component of the Front End Server receives SIP signaling messages. 
You also enable telephony for individual users. For more information, see the Configuring Telephony for Individual Users section of this guide.
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To configure telephony conferencing
52. Open Office Communications Server 2007.

53. In the console tree, expand the forest node, and then do one of the following:

· For an Enterprise pool, expand Enterprise pools, expand the pool, expand Front Ends, right-click the Front End Server that you want to configure, and then click Properties.
· For a Standard Edition Server, expand Standard Edition servers, expand the pool, right-click the server, click Properties, and then click Front End Properties.

54. Click the Telephony Conferencing tab.
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55. In the IP address box, click the IP address that you want to use. The default is All, which is recommended if IP addresses in your environment are assigned dynamically or if your environment will use the fully qualified domain name (FQDN) to refer to the server instead.

56. In the SIP listening port box, type the port number that you want to use. The default value is 5064.

Configuring Certificates for Servers
Using Transport Layer Security (TLS) or Transport Layer Security with Mutual Authentication (MTLS) requires a certificate to be used for authentication of inbound connections to the Front End Server and for some outbound connections from the Front End Server. The certificate that you select from the list is provided by the server in response to authentication challenges from clients or servers that send messages to this server.

If your deployment is a Standard Edition Server or an Enterprise pool in the consolidated configuration, the certificate configuration applies to all pool server roles collocated on the computer, including the Web Conferencing and, if deployed, the A/V Conferencing. If your deployment is an Enterprise pool in an expanded configuration, you must configure the certificate for the Web Conferencing server and A/V Conferencing server individually. For information about configuring the certificate for those individual servers, see the Configuring Certificates for Web Conferencing Servers and Configuring Certificates for A/V Conferencing Servers sections of this guide.
You should have set up the appropriate certificate using the Certificate Wizard when you deployed the Standard Edition Server or Front End Server of an Enterprise pool. If you want to change the certificate, you can do either of the following:
· You can use the Certificate Wizard to guide you through the process of requesting and assigning certificates to various Office Communications Server 2007 server roles. (You can launch the Certificate Wizard from the Available tasks pane in Office Communications Server 2007 and in Computer Management for Standard Edition Servers. You can also access it from the Office Communications Server 2007 installation media).

· If you want to assign a different certificate on an individual server, view a certificate, or delete a certificate, you can open the individual server’s properties and configure the certificate using the Certificate tab. The procedures in this section describe how to use the Certificate tab.
Any modifications you make are only applied to future connections—existing connections continue to use the old certificate as long as the connection continues.
[image: image39.wmf]
Note

If the default certificate does not have the name of the local server, clicking the Certificate tab of the properties sheet for the Front End Server generates a warning stating that making any changes to the certificate may mean that other clients or servers will be unable to connect to this server. 
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To view the certificate used for the Standard Edition Server or Front End Server in an Enterprise pool
57. Open Office Communications Server 2007.

58. In the console tree, expand the forest node, and then do one of the following:

· For an Enterprise pool, expand Enterprise pools, expand the pool, expand Front Ends, right-click the Front End Server that you want to configure, and then click Properties.
· For a Standard Edition Server, expand Standard Edition servers, expand the pool, right-click the server, click Properties, and then click Front End Properties.

59. On the Certificate tab, click Select Certificate.

60. In the Select Certificate dialog box, in the list of certificates, click the certificate you want to view, and then click View Certificate.

61. In the Certificate dialog box, do the following:
· On the General tab, view the certificate name, to whom it is issued, who issued it, how long it is valid, and whether you have a privacy key corresponding to the certificate.

· On the Details tab, view the certificate fields and their values, including the fields for any or all of the following: version 1 fields, extensions, critical extensions, and properties.

· On the Certification Path tab, view the certification path and certificate status.
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To change the certificate used for the Standard Edition Server or Front End Server in an Enterprise pool

62. Open Office Communications Server 2007.

63. In the console tree, expand the forest node, and then do one of the following:

· For an Enterprise pool, expand Enterprise pools, expand the pool, expand Front Ends, right-click the Front End Server that you want to configure, and then click Properties.
· For a Standard Edition Server, expand Standard Edition servers, expand the pool, right-click the server, click Properties, and then click Front End Properties.

64. On the Certificate tab, click Select Certificate.

65. In the Select Certificate dialog box, in the list of certificates, click the certificate you want to use, and then click OK twice.
66. If the subject name or any other setting on the new certificate other than the expiration date is different from the corresponding setting on the expiring certificate, restart the following Front End services: Front End service, IM Conferencing service, Telephony Conferencing service, Web Conferencing service, and Audio/Video Conferencing service (if the Web Conferencing Server and A/V Conferencing Server are collocated on the Front End Server computer). 
[image: image42.wmf]
To delete the certificate used for the Standard Edition Server or Front End Server in an Enterprise pool

67. Open Office Communications Server 2007.

68. In the console tree, expand the forest node, and then do one of the following:

· For an Enterprise pool, expand Enterprise pools, expand the pool, expand Front Ends, right-click the Front End Server that you want to configure, and then click Properties.
· For a Standard Edition Server, expand Standard Edition servers, expand the pool, right-click the server, click Properties, and then click Front End Properties.

69. On the Certificate tab, click Delete Certificate, and then click OK. This causes the certificate to no longer be assigned to the server for TLS or MTLS, but the certificate is not deleted from the computer. 
70. Restart the following Front End services: Front End service, IM Conferencing service, Telephony Conferencing service, Web Conferencing service, and Audio/Video Conferencing service (if the Web Conferencing Server and A/V Conferencing Server are collocated on the Front End Server computer).
Configuring Compression for Front End Servers
Compressing connections between servers and clients can help improve performance on your network by reducing the bandwidth used by Office Communications Server. You can enable compression for outgoing server-to-server connections from servers in the pool, client-to-server connections, or both.

[image: image43.wmf]
To configure compression for Front Ends 

71. Log on to the Office Communications Server 2007 server as a member of the RTCUniversalServerAdmins group.

72. Open Office Communications Server 2007.

73. In the console tree, expand the forest node, and then do one of the following:

· For an Enterprise pool, expand Enterprise pools, expand the pool, right-click Front Ends, and then click Properties.

· For a Standard Edition Server, expand Standard Edition servers, right-click the pool, click Properties, and then click Front End Properties.

74. Click the Compression tab.
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75. On the Compression tab, do either or both of the following:

· In Server Compression, select or clear the Request compression on outgoing server-to-server connections check box. If you select this check box, then in Maximum number of server-to-server connections, type a number from 0 through 65535 to specify the maximum allowable connections from the servers in this pool to other servers.
· In Client Compression, select or clear the Enable compression on client-to-server connections check box. Selecting this check box causes incoming connections between the clients and servers in the pool to be compressed.
Configuring Authentication for Front End Serverss
The authentication protocol you specify for each pool determines which challenges servers in the pool issue to clients. The available protocols are:

· Kerberos. The servers in the pool issue challenges using only Kerberos authentication. 
· NTLM. The servers in the pool issue challenges using only Windows NT LAN Manager (NTLM)
· Both NTLM and Kerberos. The servers in the pool issue challenges using either NTLM or Kerberos authentication, depending on the capabilities of the client.
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To specify the authentication protocol for Front End Servers
76. Log on to the Office Communications Server 2007 server as a member of the RTCUniversalServerAdmins group.

77. Open Office Communications Server 2007.

78. In the console tree, expand the forest node, and then do one of the following:

· For an Enterprise pool, expand Enterprise pools, expand the pool, right-click Front Ends, and then click Properties.

· For a Standard Edition Server, expand Standard Edition servers, right-click the pool, click Properties, and then click Front End Properties.

79. Click the Authentication tab.
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80. On the Authentication tab, in the Authentication protocol list, click the protocol you want to use:
· Kerberos is the strongest password-based authentication scheme available to clients, but it is normally available only to enterprise clients because it requires client connection to a Key Distribution Center (Kerberos domain controller). This setting is appropriate if the server authenticates only enterprise clients.

· NTLM is the password-based authentication available to clients that use a challenge-response hashing scheme on the password. This is the only form of authentication available to clients without connectivity to a Key Distribution Center (Kerberos domain controller), such as outside users. If a server only authenticates outside users, or Kerberos is otherwise undesirable, NTLM is the preferred choice.

· Both NTLM and Kerberos is the best choice when a sever supports authentication for both outside and enterprise users. The edge server and internal servers communicate to ensure that only NTLM authentication is offered to outside clients. If only Kerberos is enabled on these servers, they cannot authenticate outside users. If enterprise users also authenticate against the server, they choose Kerberos over NTLM.
Configuring Static Routes for Pools
You configure static routes for each pool to specify the routes for all outbound connections from all servers in the pool. A static route directs traffic to a specific entity. For example, you can create a static route to handle messages with phone URIs. With such a static route, all inbound messages to the pool that contain a phone URI are sent to the address specified as the next hop computer in the static route. That next hop computer can be an Internet Protocol public switched telephone network (IP-PSTN) gateway that routes the call so that the phone number associated with the phone URI receives a call.
For Enterprise Voice users, an outbound call made by the user is subject to the routing rules specified in the outbound routing application. If Enterprise Voice is not enabled for users, a static route is required to route the outbound call, and the request URI must match the route. Optionally, you can configure a static route for use by Enterprise Voice users, but the static route will only be applied to those users if you disable the OutboundRouting application. For more information about the OutboundRouting application, see the Managing Applications section of this guide.
Configuration of the static route includes the following:

· Matching URI. This specifies a fixed uniform resource identifier (URI) that will use the static route for an outbound network connection.

· Next hop. This specifies the computer that is the next hop in the route. To specify the computer, you specify the following:

· Next hop computer. You specify the computer using either of the following:

· Fully qualified domain name (FQDN). You can only specify the next hop server's FQDN if you configure the route to use TLS as the transport.

· IP address of the next hop computer on the route.  You can only specify the next hop server's IP address if you configure the route to use TCP as the transport.
· Transport protocol. This is the protocol to be used to send messages to the next hop computer:

· TCP. This specifies that the message sent to the next hop computer will use the Transmission Control Protocol (TCP).
· TLS. This specifies that the message sent to the next hop computer will use the Transport Layer Security (TLS) protocol.
· Port. This specifies the port on the next hop computer to which messages will be sent.
· Replace host in request URI. Select this option to specify that the host part of the request URI in the incoming message be replaced with the address of an Internet Protocol public switched telephone network (IP-PSTN) gateway.
You can create multiple static routes but, to avoid routing conflicts, static routes cannot include the same matching URI.

If you create a static route, but messages are not routed as you expect, ensure the static route is configured properly. You can edit an existing static route so that it better matches the incoming messages that you want to route using the static routing rules. If a message that you expect to use the static routing rules does not use it, confirm that the routing rule is not too restrictive regarding the domain name. Also confirm that the next hop computer can be reached by all the servers in the pool.
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To configure a static route for outbound proxy requests or PSTN gateway calls
81. Log on to the Office Communications Server 2007 server as a member of the RTCUniversalServerAdmins group.

82. Open Office Communications Server 2007.

83. In the console tree, expand the forest node, and then do one of the following:

· For an Enterprise pool, expand Enterprise pools, expand the pool, right-click Front Ends, and then click Properties.

· For a Standard Edition Server, expand Standard Edition servers, right-click the pool, click Properties, and then click Front End Properties.

84. Click the Routing tab.
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85. On the Routing tab, do the following:

· To specify a new static route, click Add.
· To change the configuration of an existing static route, click the static route, and then click Edit.
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86. In the Add Static Route dialog box or Edit Static Route dialog box, under Matching URI, do the following:
· In Domain, type the domain name (or wildcard domain name) that an incoming network connection must use in order for the static route to be applied to the subsequent outbound connection. 

· If this is a phone URI, select the Phone URI check box.
87. Under Next hop, do the following:

· In the Transport box, click TCP to use the Transport Control Protocol for routing connections to the next hop computer or click TLS to use the Transport Layer Security protocol.
· If you are using TLS, type the FQDN of the computer that is defined as the next hop in FQDN.
· If you are using TCP, type the IP address of the computer that is defined as the next hop in IP address.
· In Port, type the port number of the next hop computer to which matching incoming network connections on the servers in the pool are to be routed.

· To specify that the host part of the request URI in the incoming message be replaced with the address of an IP-PSTN gateway, select the Replace host in request URI check box.

Configuring Authorized Hosts

An authorized host is a server, client, or gateway that you explicitly designate as trusted. For example, an authorized host might be a server or client that has already performed authentication but does not appear on the trusted server list. Or it might be an IP-PSTN gateway or other entity that does not perform authentication but can be trusted anyway.  When specifying an authorized host, you need to specify the following:
· Server. You can identify the server using either the FQDN or IP address.

· Settings. You can specify the following settings for each authorized host:

· Outbound only. This specifies that a server in this pool can only make outbound connections to the authorized host. When you select this option, the authorized host cannot open a connection to the servers in this pool. When you do not select this option, the remote authorized host can open connections to the servers in this pool. This setting is only used in conjunction with a static route.

· Throttle as server. This specifies that connections made to the authorized host are throttled as though the authorized host is a server instead of a client computer. When you select this option, greater throughput to the authorized host is enabled than is allowed when connecting for client connections. If you do not select this option, the authorized host is throttled as a client, meaning that greater restrictions are imposed on the connection.

· Treat as authenticated. This specifies that connections made to the authorized host are considered to have already been authenticated and, therefore, are not challenged by the servers in the pool. If you select this option, you should mitigate the risks by implementing additional security measures, such as a firewall or IPSec, around the authorized host.
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To add or edit an authorized host for a Standard Edition Server or Enterprise pool

88. Open Office Communications Server 2007.

89. In the console tree, expand the forest node, and then do one of the following:

· For an Enterprise pool, expand Enterprise pools, expand the pool, right-click Front Ends, and then click Properties.

· For a Standard Edition Server, expand Standard Edition servers, right-click the name of the pool, click Properties, and then click Front End Properties.

90. Click the Host Authorization tab:
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91. On the Host Authorization tab, do one of the following:

· To add an authorized host, click Add.

· To change the configuration an authorized host, click Edit.
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92. In the Add Authorized Host or Edit Authorized Host dialog box, specify the appropriate information:

· Under Server, click FQDN and type the FQDN of the authorized host, or click IP address and type the IP address of the authorized host. Specify the FQDN of the authorized host if you configured a static route on the pool that specifies the next hop computer by its FQDN. Specify the IP address of the authorized host if you configured a static route on the pool that specifies the next hop computer by its IP address. The IP address 0.0.0.0 is not allowed. Multicast addresses ranging from 224.0.0.0 to 239.255.255.255 are also not allowed. All other IP addresses are allowed.
· Under Settings, select the check boxes of the options that you want to implement (Outbound Only, Throttle As Server, and Treat As Authenticated). If you select the Treat As Authenticated option, you should implement additional security measures (such as a firewall or IPSec) around the authorized host.

Managing Web Conferencing
Managing Web conferencing includes the following:

· Configuring the Listening Address for Web Conferencing Servers
· Configuring Certificates for Web Conferencing Servers
All Web Conferencing Servers in an Enterprise pool must be identically configured.

Use the information and procedures in this section to configure settings for these servers.

Configuring the Listening Address for Web Conferencing Servers
Use the General tab of the Web Conferencing Server properties to configure the listening address for the Web Conferencing Server. This is the address to which users and the Web Conferencing Edge Servers connect. Configuring the listening address includes configuring the following:
· IP address. This is the IP address that is associated with the Web Conferencing Server. The default is All, which is recommended if IP addresses in your environment are assigned dynamically or if your environment will use the FQDN to refer to the Web Conferencing Server, but it can also be a specific IP address.

· Media listening port. This is the port on which the Web Conferencing Server receives media.

A listening address is a combination of the IP address and port on which a server can receive inbound connections. You can create multiple listening address combinations for the server, but each combination must be different.
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To configure the listening address for a Web Conferencing Server 

93. Open Office Communications Server 2007.

94. In the console tree, expand the forest node, and then do one of the following:
· For an Enterprise pool, expand Enterprise pools, expand the pool, expand Web Conferencing, right-click the Web Conferencing Server that you want to configure, and then click Properties.

· For a Standard Edition Server, expand Standard Edition servers, expand the pool, right-click the server, click Properties, and then click Web Conferencing Properties.

95. Click the General tab.
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96. On the General tab, under Settings, in the IP address drop-down list box, click the specific IP address you want the Web Conferencing Server to use or, to include all IP addresses for the FQDN, click All. This is the address to which users connect.
97. In Media listening port, type the port number to which you want the Web Conferencing Edge Server and users to connect. If you change this port number, ensure that you also change the corresponding setting on the Web Conferencing Edge Server internal interface.
Configuring Certificates for Web Conferencing Servers

In a Standard Edition Server deployment or an Enterprise pool in a consolidated configuration, the Web Conferencing Server is collocated with the Front End Server so the Web Conferencing Server uses the certificate configured for the Front End Server. For an Enterprise pool in an expanded configuration, you must configure the certificate for the Web Conferencing Server separately.

You should have set up this certificate using the Certificate Wizard when you deployed the Standard Edition Server or Enterprise pool. If you want to change the certificate, you can do either of the following:

· You can use the Certificate Wizard to guide you through the process of requesting and assigning a certificate. (You can launch the Certificate Wizard from the Available tasks pane in Office Communications Server 2007 and in Computer Management for Standard Edition Servers. You can also access it from the Office Communications Server 2007 installation media).

· If you want to assign a different certificate on an individual server, view a certificate, or delete a certificate, you can open the individual server’s properties and configure the certificate using the Certificate tab. Deleting a certificate causes it to no longer be assigned to the server for TLS or MTLS, but the certificate is not deleted from the computer. The procedure in this section describes the use of the Certificate tab. 
Any modifications you make are only applied to future connections—existing connections continue to use the old certificate as long as the connection continues.
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To configure a certificate for a Web Conferencing Server

98. Open Office Communications Server 2007.

99. In the console tree, expand the forest node, and then do one of the following:

· For an Enterprise pool, expand Enterprise pools, expand the pool, expand Web Conferencing, right-click the Web Conferencing Server that you want to configure, and then click Properties.

· For a Standard Edition Server, expand Standard Edition servers, right-click the server, click Properties, and then click Web Conferencing Properties.
100. On the Certificate tab, do one of the following:

· To delete a certificate, click the certificate, and then click Delete Certificate.

· To assign a new certificate, click Select Certificate.

101. If any certificate setting on the new certificate other than the expiration date is different from the corresponding setting on the old certificate, restart the Office Communications Server Web Conferencing service for the change to take effect for all connections. 
Managing A/V Conferencing

With the A/V Conferencing Server users can conduct audio and video conversations with Office Communications Server 2007. During installation, the A/V Conferencing Server is configured with default settings. If you change the settings, ensure that the settings you choose do not conflict with settings for other Office Communications Server components that are running on the same computer. Configuring settings for an A/V Conferencing Server includes the following:

· Configuring the Listening Address for A/V Conferencing Servers

· Configuring Certificates for A/V Conferencing Servers

Configuring the Listening Address for A/V Conferencing Servers

To configure the listening address for A/V Conferencing Servers, you specify the following:

· IP address for the listening address. The default is All, which is recommended if IP addresses in your environment are assigned dynamically or if your environment will use the FQDN to refer to the A/V Conferencing Server instead of an IP address.

· Port on which the A/V Conferencing Server receives SIP signaling messages.

· Range of media ports, from low to high, which the A/V Conferencing Server uses for Real-Time Transport (RTP) media. The default is 49152 to 65535. The low port can be any number from 49152 to 65535. The high port can also be any number from 49152 to 65535, but must be greater than the low port number by 23.
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To configure the listening address for an A/V Conferencing Server

102. Open Office Communications Server 2007.

103. In the console tree, expand the forest node, and then do one of the following:

· For an Enterprise pool, expand Enterprise pools, expand the pool, expand A/V Conferencing, right-click the A/V Conferencing Server that you want to configure, and then click Properties.

· For a Standard Edition Server, expand Standard Edition servers, expand the pool, right-click the server, click Properties, and then click A/V Conferencing Properties.

104. Click the General tab.
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105. On the General tab, under Settings, in the IP address drop-down list box, click the IP address that you want the A/V Conferencing Server to use. This is the address to which users connect for audio/video information and to which the A/V Edge Server connects. Any change to this setting will not take effect until you restart the Office Communications Server Audio/Video Conferencing service.

106. In SIP listening port, type the port number on which the A/V Conferencing Server listens for SIP traffic. Any change to this setting will not take effect until you restart the Office Communications Server Audio/Video Conferencing service.

107. In Media port range, type the lowest and highest port numbers of the port range that you want the A/V Edge Server and users to use to connect. The default is 49152 to 65535. The low port can be any number from 49152 to 65535. The high port can also be any number from 49152 to 65535, but must be greater than the low port number by 23.

Configuring Certificates for A/V Conferencing Servers

In a Standard Edition Server deployment or an Enterprise pool in a consolidated configuration, the A/V Conferencing Server, if deployed, is collocated with the Front End Server so the A/V Conferencing Server uses the certificate configured for the Front End Server. For an Enterprise pool in an expanded configuration, you must configure the certificate for the A/V Conferencing Server separately.

You should have set up this certificate using the Certificate Wizard when you deployed the Standard Edition Server or Enterprise pool. If you want to change the certificate, you can do either of the following:

· You can use the Certificate Wizard to guide you through the process of requesting and assigning a certificate. (You can launch the Certificate Wizard from the Available tasks pane in Office Communications Server 2007 and in Computer Management for Standard Edition Servers. You can also access it from the Office Communications Server 2007 installation media).

· If you want to assign a different certificate on an individual server, view a certificate, or delete a certificate, you can open the individual server’s properties and configure the certificate using the Certificate tab. Deleting a certificate causes it to no longer be assigned to the server for TLS or MTLS, but the certificate is not deleted from the computer. The procedure in this section describes the use of the Certificate tab. 

Any modifications you make are only applied to future connections—existing connections continue to use the old certificate as long as the connection continues.
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To configure a certificate for an A/V Conferencing Server

108. Open Office Communications Server 2007.

109. In the console tree, expand the forest node, and then do one of the following:

· For an Enterprise pool, expand Enterprise pools, expand the pool, expand A/V Conferencing, right-click the A/V Conferencing Server that you want to configure, and then click Properties.

· For a Standard Edition Server, expand Standard Edition servers, right-click the server, click Properties, and then click A/V Conferencing Properties.
110. On the Certificate tab, do one of the following:

· To delete a certificate, click the certificate, and then click Delete Certificate.

· To assign a new certificate, click Select Certificate.
111. If any certificate setting on the new certificate other than the expiration date is different from the corresponding setting on the old certificate, restart the Office Communications Audio/Video Conferencing service for the change to take effect for all connections. 
Changing Service Account Credentials 

You can change specific credentials, including doing the following, for service accounts that will run services in Office Communications Server 2007:

· Changing the Name of a Service Account 
· Changing the Password of the LSGroupExpAppPool Account
· Changing the Password for the Enterprise Pool Guest User Account
Changing the Name of a Service Account 
To change the service account for any Office Communications Server 2007 server, use the following procedure.
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To change the name of a service account

112. Deactivate the server role as described in Deactivating Server Roles. On a server with multiple server roles, deactivate all server roles on the server.
113. Activate the server role as described in one of the following documents. During activation, specify the name and password of the new service account.

· Microsoft Office Communications Server 2007 Enterprise Edition Deployment Guide

· Microsoft Office Communications Server 2007 Standard Edition Deployment Guide

· Microsoft Office Communications Server 2007 Edge Server Deployment Guide

· Microsoft Office Communications Server 2007 Archiving and CDR Server Deployment Guide

· Microsoft Office Communications Server 2007 Enterprise Voice Planning and Deployment Guide

All of these documents, as well as the other Office Communications Server 2007 documentation, are available form the Office Communications Server Web site: http://r.office.microsoft.com/r/rlidOCS?clid=1033&p1=library.
Changing the Password of the LSGroupExpAppPool Account
To change the password of the LSGroupExpAppPool account, use the following procedure.
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To change the password for the LSGroupExpAppPool account
1. Log on to the Front End Server as a member of the Administrators group.

2. Open Internet Information Services (IIS) Manager: Click Start, point to Administrative Tools, and then click Internet Information Services (IIS) Manager.

3. In the console tree, expand server name (local computer), expand Application Pools, right-click LSGroupExpAppPool, and then click Properties.
4. On the Identity tab, in the Password box, type the new password for the LSGroupExpAppPool account, and then click OK.
5. To activate the new password in Office Communications Server open a Command Prompt window: Click Start, and then click Run. In the Open box, type cmd, and then click OK. At the command prompt, type the following command with the appropriate settings, and then press RETURN:

LcsCmd /Web /Action:Activate /PoolName:[EE Pool Name] /User:[AppPool Identity Domain User Account] /Password:[AppPool Identity Domain User Password]

Changing the Password for the Enterprise Pool Guest User Account
To change the password for the guest user account for an Enterprise pool, use the following procedure.
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To change the password for the Enterprise pool guest user account
1. Log on to the Front End Server as a member of the Administrators group.

2. Open Internet Information Services (IIS) Manager: Click Start, point to Administrative Tools, and then click Internet Information Services (IIS) Manager.

3. In the console tree expand server name (local computer), expand Web Sites, expand Default Web Site, expand Etc, expand Null, right-click File Tree, and then click Properties.

4. On the Virtual Directory tab, click Connect as.

5. In the Password box, type the new password for the Enterprise pool guest account, and then click OK.
6. To activate the new password in Office Communications Server open a Command Prompt window: Click Start, and then click Run. In the Open box, type cmd, and then click OK. At the command prompt, type the following command with the appropriate settings, and then press RETURN:
LcsCmd /Web /Action:Activate /PoolName:[EE Pool Name] /Guest:[Guest Access Domain User Account] /GuestPassword[Guest Access Domain User Password]

Managing Databases

Database management generally requires regular backup of all databases, as covered in the Microsoft Office Communications Server 2007 Backup and Restoration Guide, as well as routine maintenance. Depending on growth of a topology and other factors, it may also be necessary to change the location of a database. Use the information and procedures in this section for the following:

· Managing the Schedule for Maintenance of the RTCconfig and User Database

· Moving the Back-End Database
· Changing the Database Used by an Archiving and CDR Server

Managing the Schedule for Maintenance of the RTCconfig and User Database
You should schedule database maintenance for the RTCconfig and user database during off-hours when it will not interfere with business operations. 

[image: image62.wmf]
To configure the schedule for database maintenance

114. Open Office Communications Server 2007.

115. In the console tree, expand the forest node, and then do one of the following:

· For an Enterprise pool, expand Enterprise pools, expand the pool, right-click Front Ends, and then click Properties.

· For a Standard Edition Server, expand Standard Edition servers, right-click the pool, click Properties, and then click Front End Properties.
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116. On the General tab, in Automatic database maintenance time, specify the hour when database cleanup is to start each day. The possible values are 0 (midnight) to 23 (11 p.m.). The default is 2 (2 a.m.) 

Moving a Back-End Database
If you need to move the back-end database, such as might be required if the current location has insufficient space available for the database, you can move the back-end database as follows:

· For an Enterprise pool, you can move the back-end database to a different location on the same computer or to another computer.

· For a Standard Edition server, you can move the back-end database to a different location on the same computer.
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Note

Before you move a database, ensure that the new location meets the system requirements for a back-end database. If you are moving the database of an Enterprise pool to a different computer, ensure that SQL Server 2005 is installed on the server. For more information about system requirements and installation of SQL Server 2005, see the Microsoft Office Communications Server 2007 Planning Guide, the Microsoft Office Communications Server 2007 Enterprise Edition Deployment Guide, and the Microsoft Office Communications Server 2007 Enterprise Edition Deployment Guide. 
Moving a Back-End Database for an Enterprise pool

In order to move a back-end database for an Enterprise pool, you do the following:

· Detach the RTC, RTCConfig, and RTCDyn databases from the Enterprise pool and move the database files to the new location.

· Attach the RTC and RTCConfig databases to the Enterprise pool.
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To detach the RTC, RTCConfig, and RTCDyn databases and move the database files for an Enterprise pool

117. Verify that the RTC database is backed up and that the backup files are accessible. For details about backing up the database, see the Microsoft Office Communications Server 2007 Backup and Restoration Guide.

118. Log on as a member of the RTCUniversalServerAdmins group to the server on which Office Communication Server is installed.

119. Stop all Office Communications Server 2007 services in the pool, including the following:

· A/V Conferencing service

· Web Conferencing service

· Front end services, including IM Conferencing service, Telephony Conferencing Server service, and Front End service

120. Log on as a member of the Administrators group to the Back-End Database Server for the pool.

121. Open SQL Server Management Studio for Microsoft SQL Server 2005. Click Start, click All Programs, click Microsoft SQL Server 2005, and then click SQL Server Management Studio
122. In the console tree, expand the server node. Expand Databases, and then for each of the three databases (RTC, RTCConfig, and RTCDyn), do the following:

a. Right-click the database, point to Tasks, and then click Detach.

b. In the Detach Database dialog box, in the details pane, select the checkbox in the Drop Connections column, and then click OK.

After you have detached all three databases, move the .mdf and .ldf files of the RTC and RTCConfig databases to the new location (server or path), and then use the following procedure to attach the RTC and RTCConfig databases.
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To attach the RTC and RTCConfig databases for an Enterprise pool

123. Log on as a member of the Administrators group to the Back-End Database Server where you are moving the databases. 
124. Open SQL Server Management Studio for Microsoft SQL Server 2005.

125. In the console tree, expand the server node. Right-click Databases, and then click Attach.

126. For the RTC database and the RTCConfig database, do the following:

a. In the Attach Databases dialog box, in the details pane, under Databases to attach, click Add.

b. In the Locate Database Files dialog box, click the .mdf file for the RTC database, and then click OK.
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c. In the Attach Databases dialog box, verify that both the .mdf file and the .ldf file of the RTC database are listed under database details. If Rtc.ldf is not listed, add it now: Click the button in the Current File Path column, next to Rtc.mdf, click the .ldf file for the RTC database, and then click OK. In the Attach Databases dialog box, click OK.  

127. After you have verified that the RTC and RTCConfig databases are listed under the Databases folder in SQL server, update the pool back-end settings. Click Start, and then click Run. In the Open box, type cmd, and then click OK. At the command prompt, type the following command with information about your deployment: 
lcscmd /forest /action:UpdatePoolBackend /poolname:[name of pool to which databases have been attached] /poolbe:[name of SQL server instance for the pool back-end]

128. Log on as a member of the RTCUniversalServerAdmins group to the server on which the Enterprise pool was created (generally, the Front End Server of the Enterprise pool).

129. Insert the Microsoft Office Communications Server 2007 CD, or if you installed Office Communications Server from a network share, go to the \Setup\I386 folder on the share, and then double-click setup.exe.

130. In the deployment tool, do one of the following:

· Click Deploy Pools in a Consolidated Topology.

· Click Deploy Pools in an Expanded Topology.

131. At Create Enterprise Pool, click Run.

132. In the Create Enterprise Pool Wizard, on the Pool Name, Domain, and Back-End page, do the following:

· In Pool name, type the pool name.

· In Domain, verify that the domain FQDN is correct.

· In Pool FQDN, verify that the FQDN is the pool name followed by the domain name.

· In SQL Server instance, type the name of the SQL Server that is to host the back-end database and the name of the database instance. If you are using the default instance, specify only the name of the SQL Server. Otherwise, enter the SQL Server name and instance by using the following syntax: <servername>\<instance>.
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Note

The SQL Server instance must already exist before you perform this step.

133. On the Web Farm FQDNs page, in Internal Web farm FQDN and External Web farm FQDN, type the same FQDNs as before.

134. On the Reuse Existing Database page, clear the Replace existing database check box.
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Caution

If you select the Replace existing database check box, all of your existing data will be lost.

135. On the Locations for User Database page, in Persistent user database and the Transient user database, type the appropriate path for each
136. On the Meeting Content and Archive Location page, do the following:
· Under Meeting content location, type the address of the share where Web conference presentations are stored. You must specify a remote UNC path.

· Under Meeting metadata location, type the address of the share used to store metadata used by the pool’s Web Conferencing Server for the pool. You must specify a remote UNC path.

· To enable archiving of Web conference data, select the Enable meeting archiving check box. Click Meeting archive location, and then type the address of the share used to store Web conference compliance information. You must specify a remote UNC path.
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Note

If for some reason, the wizard cannot access any of these shares or cannot grant the correct permissions, the wizard fails. If you encounter this issue, ensure that the account you are using has permissions to administer the shares. As a last resort, you can bypass this step by using LcsCmd.exe with the /force switch. If you do this, you must grant the appropriate permissions on these shares manually. For more information, see the Microsoft Office Communications Server 2007 Command Line Reference Guide.

137. On the Address Book Server page, in Address Book Server file store, type the UNC path of the share that is used for storing Address Book information. You must specify a remote UNC path..

138. On the Archive and Call Detail Recording page, select the Archive instant messages check box and the Archive call detail recording check box, if appropriate.

139. On the Ready to Create Enterprise Pool page, review the settings that you specified. If you are satisfied with them, click Next to begin installation.

140. When the files have been installed and the wizard is complete, select the View the log when you click Finish check box, and then click Finish.

141. After looking at the log and verifying that all tasks completed successfully, start all Office Communications Server services for the Enterprise pool in the following sequence:

· Office Communications Server Front End service

· Office Communications Server IM Conferencing service

· Office Communications Server Telephony Conferencing service

· Office Communications Server Web Conferencing service

· Office Communications Server A/V Conferencing service

Moving a Back-end Database for a Standard Edition Server

In order to move a back-end database for a Standard Edition server, you do the following:

· Detach the RTC, RTCConfig, and RTCDyn databases from the server and move the database files to a new path on the same server.

· Attach the RTC and RTCConfig databases.
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To detach the RTC, RTCConfig, and RTCDyn databases and move the database files for Standard Edition server

142. Verify that the RTC database is backed up and that the backup files are accessible. For details about backing up the database, see the Microsoft Office Communications Server 2007 Backup and Restoration Guide.

143. Log on as a member of the RTCUniversalServerAdmins group to the Standard Edition server.

144. Stop all Office Communications Server 2007 services in the pool, including the following:

· A/V Conferencing service

· Web Conferencing service

· Front End services, including IM Conferencing service, Telephony Conferencing service, and Front End service

145. Open SQL Server Management Studio Express for Microsoft SQL Server 2005 Express Edition.

146. In the console tree, expand the server node. Expand Databases, and then for each of the three databases (RTC, RTCConfig, and RTCDyn), do the following:

a. Right-click the database, point to Tasks, and then click Detach.

b. In the Detach Database dialog box, in the details pane, select the check box in the Drop Connections column, and then click OK.

After you have detached all three databases, move the .mdf and .ldf files of the RTC, RTCConfig, and RTCDyn databases to the new path on the Standard Edition server, and then use the following procedure to attach the RTC, RTCConfig, and RTCDyn databases.
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To attach the RTC, RTCConfig, and RTCDyn databases for a Standard Edition server

147. Open SQL Server Management Studio Express for Microsoft SQL Server 2005 Express.

148. In the console tree, expand the server node. Right-click Databases, and then click Attach.

149. For each database, do the following:

a. In the Attach Databases dialog box, in the details pane, under Databases to attach, click Add.

b. In the Locate Database Files dialog box, click the .mdf file for the RTC database, and then click OK.
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c. In the Attach Databases dialog box, verify that both the .mdf file and the .ldf file of the RTC database are listed under database details. If Rtc.ldf is not listed, add it now: click the button in the Current File Path column, next to Rtc.mdf file, click the .ldf file for the RTC database, and then click OK. In the Attach Databases dialog box, click OK.
150. After you have verified that the RTC, RTCConfig, and RTCDyn databases are listed under the Databases folder in SQL server, enable database chaining for the RTC and RTCDyn databases by running the following two stored procedures from the SQL Server query window:

Exec sp_dboption 'RTC','db chaining',True
Exec sp_dboption 'RTCDyn','db chaining',True
151. Start all Office Communications Server services on the Standard Edition Server in the following sequence:

· Office Communications Server Front End service

· Office Communications Server IM Conferencing service

· Office Communications Server Telephony Conferencing service

· Office Communications Server Web Conferencing service

· Office Communications Server A/V Conferencing service

Changing the Database Used by an Archiving and CDR Server

To change the database used by the Archiving and CDR Server, you deactivate the server and then activate it again, specifying the new database name during the activation process. 

Before you activate the Archiving and CDR Server to specify a new database name, be aware of the following:

· If you are running a 64-bit version of SQL for the database, you must activate the server role from a 32-bit computer with the SQL Distributed Management Objects (SQL-DMO) installed.

· To activate the Archiving and CDR Server on a server other than the back-end archiving database, you must install SQL database management objects (SQLDMO) on the computer. To install SQLDMO, do one of the following:

· If you are using SQL Server 2000 SP4, you can install SQL DMO by running SQL Server 2000 Setup and installing the client tools.

· If you are using SQL Server 2005 SP1 either 32-bit or 64-bit, you can install SQL DMO by using the SQL Server Setup CD and running SQLServer2005_BC.msi for the 32-bit version. This download is available on the Microsoft Web site at: http://r.office.microsoft.com/r/rlidOCS?clid=1033&p1=sqlback. If you are using a 64-bit version of the SQL database but are trying to activate on a 32-bit computer, the 32-bit SQL DMO tools will work for activation.

The database can be located on either of the following computers:

· The computer that is running the Archiving and CDR Agent.

· A separate, dedicated SQL back-end computer that is attached to the server or servers that are running the Archiving and CDR Agent.

The Archiving and CDR database must be a dedicated SQL database, and it cannot be on the same computer as the Back-End Database Server of an Enterprise pool.
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To change the database of the Archiving and CDR Server 

152. On the server where you installed the Archiving and CDR Server, log on as a member of the DomainAdmins and RTCUniversalServerAdmins groups.

153. Open Office Communications Server 2007.

154. Expand Archiving and CDR Servers, right-click the FQDN of the Archiving and CDR Server, and then click Deactivate to start the Deactivate Archiving and CDR Server Wizard.

155. Complete the wizard to deactivate the server.

156. To start the activation process, insert the Microsoft Office Communications Server 2007 CD. Setup starts and launches the deployment tool. If you installed the Archiving and CDR Server from a network share, go to the \Setup\I386 folder on the share, and then double-click setup.exe.

157. Click Deploy Other Server Roles, and then click Deploy Archiving and CDR Server.

158. On the Archiving and CDR Server page, next to Step 2: Activate Archiving and CDR Server, click Run to start the Activate Archiving and CDR Server Wizard.

159. On the Welcome page, click Next.

160. On the Select Service Account page, specify a new or existing service account to use for the Office Communications Server Archiving and CDR service, and then enter the password. The default account is RTCArchivingService. For a new account, ensure that you use a strong password that meets your organization’s Active Directory password requirements. When you are finished, click Next to continue.

161. On the Select SQL Server Instance page, type the SQL Server instance that the Archiving and CDR Server is to use. The format for the SQL Server instance is <servername>/<instance>. For example, sqlserver/dbInstance.
162. In Enter database name, type the name of the SQL Server database that the Archiving and CDR Server will use (by default, LcsLog), and then click Next.

163. On the Reuse Existing Database page, do one of the following:

· If you want to use a database that is already on the SQL Server instance, clear the Replace any existing database check box.

· If you want to use a new database, or overwrite an existing database, select the Replace any existing database check box. 
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Caution

If you select the Replace any existing database check box, any existing database on the SQL Server instance will be deleted, and all its data will be lost.

164. Click Next.

165. On the Location for Database Files page, specify where you want to install the archiving database and transaction log files:

· Under Archiving database, in Database, accept the default directory, or click Browse to locate another directory.

· In Transaction logs, accept the default directory, or click Browse to locate another directory.

166. When you are finished, click Next.

167. On the Start Service Option page, select the Start the service after activation check box.
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Note

SQL Server (the MSSQLServer service) must be started before you start the Office Communications Server Archiving and CDR service (the RTCLog service).

168. When you are finished, click Next.

169. On the Ready to Activate Archiving and CDR Server page, review the settings that you specified, and then click Next to activate the Archiving and CDR Server. To make any setting changes, click Back.

170. When the wizard finishes, verify that the View the log when you click Finish check box is selected, and then click Finish.
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Note

Any change that you make to the pool-level archiving and CDR settings do not take effect until you restart the Office Communications Server Front End service. If you change any of the archiving or CDR settings for a pool, you should restart all Front End Servers in the pool to ensure that the settings take effect uniformly. If you mark archiving as critical on your Front End Servers and you then disable the Archiving and CDR Server, you must restart all Front End Servers; otherwise, one or more Front End Servers might stop running.

Starting and Stopping Services and Deactivating Server Roles 
After some administrative actions, you may need to stop and restart one or more Office Communications Server 2007 services. As your needs change, you may decide to deactivate one or more server roles. 
Additionally, you can remove a server or pool from your Office Communications Server deployment as described later in this guide in Removing Servers and Server Roles, Removing Enterprise Pools, and Decommissioning Servers and Pools.

Stopping and Starting Services
You can start or stop each individual Office Communications Server 2007 service by using any of the following tools:

· Computer Management snap-in extension for Office Communications Server 2007 (on the server on which the service is running).

· Office Communications Server 2007 administrative snap-in (on the server on which the service is running or from a remote computer in the same forest for all services except services that are running on an edge server or proxy server).
· Services snap-in.
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Note

For details about setting changes that require service restarts, see Appendix C: Services That Must Be Restarted.
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To stop or start an Office Communications Server 2007 service
171. Log on as a member of the RTCUniversalServerAdmins group to the Office Communications Server 2007 server on which the service is running.

172. Open Computer Management.
173. In the console tree, expand Services and Applications, right-click Office Communications Server 2007, and then do one of the following:

· If the computer is running a single server role, click Start or Stop.

· If the computer is running services for multiple server roles, point to Start or Stop, and then click the appropriate services for the server roles that you want to start or stop. (Services for server roles that are not installed on the server are not activated.)

Deactivating Server Roles

Occasionally, you may need to take a Standard Edition server or a server in an Enterprise pool offline, for example, for purposes of maintenance or replacement. When you deactivate a server role, the services that are provided through that role are no longer available to users. If you take a server offline without first taking appropriate precautionary steps (as described in the following subsection), you can significantly affect the availability of service. 

Deactivating a server role removes specific Active Directory objects that are associated with the role, but any service accounts and group accounts that you created to run the associated services remain intact. You can deactivate a server role by using any of the following tools:

· Computer Management snap-in extension for Office Communications Server 2007

· Office Communications Server 2007 administrative snap-in (for all server roles except edge servers, Proxy Servers, and any other servers not in a domain).
· LcsCmd.exe command-line tool

This section explains the following tasks:

· Deactivating server roles for a Standard Edition server or a server in an Enterprise pool
· Deactivating a Mediation Server

· Deactivating an Archiving and CDR Server

· Deactivating an edge server role
Deactivating Server Roles for a Standard Edition Server or an Enterprise Pool

Before you deactivate a server role on a Standard Edition server or on an Enterprise Edition server in an Enterprise pool, do the following in order to mitigate the effects of the server role being unavailable:

· Provide users with sufficient notice that they can plan for the down time.

· Deactivate the server roles on the weekend or holiday or during other off-peak hours,.

· At the appointed time, wait until all active sessions that will be affected by the down time are completed.
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Caution

Deactivating a server role can result in the loss of data and settings. Before you deactivate a server role, ensure that all data and settings have been backed up and appropriate restoration procedures are in place. For details about backing up data and server settings, see the Microsoft Office Communications Server 2007 Backup and Restoration Guide.
If you deactivate any server role on a computer, you must deactivate all server roles on that are running on the same computer. These server roles should be deactivated in the following sequence:

174. A/V Conferencing Server

175. Web Conferencing Server

176. Web Components Server
177. Front End Server
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Note

Only server roles that are installed on the server and activated are available for deactivation.

Before you deactivate a server role, we recommend that you stop all Office Communications Server services to help ensure that no users are connected to the server. For details about stopping a service, see Starting and Stopping Services and Deactivating Server Roles earlier in this guide.
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To deactivate a server role on a Standard Edition Server or server in an Enterprise pool

178. Log on as a member of the RTCUniversalServerAdmins group to the Office Communications Server 2007 server.

179. Open Computer Management.
180. Expand Services and Applications, right-click Office Communications Server 2007, point to Deactivate, and then click the server role that you want to deactivate.
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Note

Only server roles that are installed on the server and activated are available for deactivation. Additionally, the Web Conferencing Server is dependent on the Web Components Server, so the Web Components Server role is not available for deactivation until after the Web Conferencing Server role has been deactivated.

181. In the Deactivation Wizard, review the information on each page, and then click Next.

182. When the wizard is complete, select the View the log when you click Finish check box, and then click Finish.

183. Use the log file to verify that the deactivation status in the Execution Result column (including the status of each deactivation task) for a server role is Success.

[image: image84.wmf]
Important

The deactivation status that is shown in the log must indicate success before you deactivate any other server role or take other Office Communications Server actions. If any task does not complete successfully, resolve the problem and run the Deactivation Wizard again to complete the deactivation.

Deactivating a Mediation Server

If you remove a Mediation Server from service without first taking appropriate precautionary steps, you can significantly impact the availability of service, including causing any active calls to be dropped. Before deactivating a Mediation Server, do the following, as appropriate:

· Deactivate the Mediation Server on the weekend or holiday, or during other off-peak hours, but only after you have checked the call logs to make sure nobody is using that particular gateway.

· Change routes on the Communications Server so that no new calls are routed through the Mediation Server to be deactivated, and then wait for all calls to hang up. This option is riskier than the first option because mid-call transfers and other types of call routing might be broken if the routes have been deleted.

· Do a combination of the first two options in which you change routes on the Communications Server during off-peak hours, but only after all calls are completed.
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Caution

Deactivating a Mediation Server can result in the loss of data and settings. Before you start the deactivation procedure in this section, ensure that all data and settings have been backed up and appropriate restoration procedures are in place. For more information about backing up data and settings, see the Microsoft Office Communications Server 2007 Backup and Restoration Guide.
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To deactivate a Mediation Server
184. Log on to the Mediation Server as a member of the RTCUniversalServerAdmins group.

185. Open Computer Management.
186. Expand Services and Applications, right-click Office Communications Server 2007, and then click Deactivate Mediation Server.

187. In the Deactivation Wizard, review the information on each page, and then click Next.

188. When the wizard is complete, select the View the log when you click Finish check box, and then click Finish.

189. Use the log file to verify that the deactivation status in the Execution Result column (including the status of each deactivation task) for a server role is Success.
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Important

The deactivation status that is shown in the log must indicate success before you deactivate any other server role or take other Office Communications Server actions. If any task does not complete successfully, resolve the problem and run the Deactivation Wizard again to complete the deactivation.

Deactivating an Archiving and CDR Server

If you remove an Archiving and CDR Server from service without first taking appropriate precautionary steps, you can significantly impact the availability of service. Before deactivating an Archiving and CDR Server, do the following:

· Deactivate the Archiving and CDR Server on the weekend or holiday, or during other off-peak hours.

· Verify the lack of archiving and CDR logging activity.
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Caution

Deactivating an Archiving and CDR Server can result in the loss of data and settings. Before starting the deactivation procedure in this section, ensure that all data and settings have been backed up and appropriate restoration procedures are in place. For more information about backing up data and settings, see the Microsoft Office Communications Server 2007 Backup and Restoration Guide.

Ensure that Archiving and CDR Server settings are configured to prevent the loss of any compliance records required for your organization.
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To deactivate an Archiving and CDR Server

190. Log on to the Mediation Server as a member of the RTCUniversalServerAdmins group.

191. Open Computer Management.
192. Expand Services and Applications, right-click Office Communications Server 2007, and then click Deactivate.

193. In the Deactivation Wizard, review the information on each page.

194. When the wizard is complete, select the View the log when you click Finish check box, and then click Finish.

195. Use the log file to verify that the deactivation status in the Execution Result column (including the status of each deactivation task) for a server role is Success.
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Important

The deactivation status that is shown in the log must indicate success before you deactivate any other server role or take other Office Communications Server actions. If any task does not complete successfully, resolve the problem and run the Deactivation Wizard again to complete the deactivation.

Deactivating an Edge Server

When you deactivate an edge server, you deactivate all edge server roles that are running on the server, which can include following:

· Access Edge Server

· Web Conferencing Edge Server

· A/V Edge Server.

If you remove an edge server from service without first taking appropriate precautionary steps, you can significantly impact the availability of service for external users. Before deactivating an edge server, do the following:

· Deactivate the edge server on the weekend or holiday, or during other off-peak hours.

· Export or copy all certificates so they are available for subsequent use, if required.
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Caution

Deactivating an edge server can result in the loss of data and settings. Before starting the deactivation procedure in this section, ensure that all data and settings have been backed up and appropriate restoration procedures are in place. For more information about backing up data and settings, see the Microsoft Office Communications Server 2007 Backup and Restoration Guide.
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To deactivate an edge server
196. Log on to the edge server as a member of the RTCUniversalServerAdmins group.

197. Open Computer Management.
198. Expand Services and Applications, right-click Office Communications Server 2007, point to Deactivate, and then click Edge Server.
199. In the Deactivation Wizard, review the information on each page.

200. When the wizard is complete, select the View the log when you click Finish check box, and then click Finish.

201. Use the log file to verify that the deactivation status in the Execution Result column (including the status of each deactivation task) for a server role is Success.
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Important

The deactivation status that is shown in the log must indicate success before you deactivate any other server role or take other Office Communications Server actions. If any task does not complete successfully, resolve the problem and run the Deactivation Wizard again to complete the deactivation.

Removing Servers and Server Roles, Removing Enterprise Pools, and Decommissioning Servers and Pools

If a server or pool is no longer needed, or a server or pool needs to be removed, such as might be required to enable a change in the topology, you have the following options:

· Removing Servers and Server Roles
· Removing an Enterprise Pool
· Decommissioning Servers and Pools
It is recommended that you read the information in each of these sections before determining which procedure to use.

Removing Servers and Server Roles
Some situations require removing one or more servers or server roles. Such situations could be the result of an upgrade, a change in topology, recovery from software or hardware corruption, or other scenario in which the server or server role needs to be changed or removed, but the Office Communications Server environment is intact.

You can use Add or Remove Programs to remove an Office Communications Server 2007 server role. This includes a Standard Edition server, a server in an Enterprise pool, a Mediation Server, an Archiving and CDR Server, Proxy Server, and edge servers.
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Caution

Removing a server role can result in the loss of data and settings. Before removing a server, ensure that all data and settings have been backed up and appropriate restoration procedures are in place. For Archiving and CDR Servers, ensure that the backups are created and maintained according to the regulations and requirements established for your organization. It is also a good idea to export user contacts (using the DBImpExp.exe tool, as described in the Decommissioning Standard Edition Servers and Enterprise Pools section).
If the Office Communications Server 2007 environment requires a major change that makes it necessary to completely remove and reinstall all server roles, use the information in the Decommissioning Standard Edition Servers and Enterprise Pools section instead of using the following procedure to remove a Standard Edition server or servers in an Enterprise pool. Also, if extensive changes are required to multiple server roles of a Standard Edition servers and servers in an Enterprise pool, consider using the decommissioning procedures instead of simply removing server roles.
If the Office Communications Server 2007 environment is compromised as a result of a natural disaster or other unplanned event that causes the environment becomes unavailable, see the Microsoft Office Communications Server 2007 Backup and Restoration Guide for information about restoring service.

If removing only an A/V Conferencing Server or Web Conferencing Server, remove the Office Communications Server 2007 components in the following sequence:

· Microsoft Office Communications Server 2007, Audio/Video Conferencing Server

· Microsoft Office Communications Server 2007, Web Conferencing Server

If removing a Standard Edition Server or one or all server roles in an Enterprise pool, remove the Office Communications Server 2007 components in the following sequence:

· Microsoft Office Communications Server 2007, Audio/Video Conferencing Server

· Microsoft Office Communications Server 2007, Web Conferencing Server

· Microsoft Office Communications Server 2007, Web Components Server

· Microsoft Office Communications Server 2007, Front End Server

· Microsoft Office Communications Server 2007, Unified Communication Managed API v1.0 Redist

If removing an edge server, Mediation Server, or Archiving and CDR Server, remove the Office Communications Server 2007 components in the following sequence:

· The appropriate server role:

· Microsoft Office Communications Server 2007, Edge Server

· Microsoft Office Communications Server 2007, Mediation Server

· Microsoft Office Communications Server 2007, Archiving and CDR Server

· Microsoft Office Communications Server 2007, Unified Communication Managed API v1.0 Redist
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Note

Before removing a Standard Edition server, a server in an Enterprise pool, a Mediation Server, an Archiving and CDR Server, a Proxy Server, or an edge server, deactivate server roles, as described in the previous section, Deactivating Server Roles, to remove Active Directory objects associated with it.
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To remove a server

202. Log on to the Office Communications Server 2007 server as a member of the local Administrators group.

203. In Control Panel, open Add or Remove Programs.
204. Click Change or Remove Programs.

205. In the Currently Installed Programs list, click the Office Communications Server 2007 server role you want to remove. If removing a Standard Edition Server or server in an Enterprise pool, consolidated topology, use the information provided previously in this section to determine which server to remove first.

206. Click Change.

207. In the Office Communications Server 2007 Setup Wizard, follow the instructions to complete the wizard.

208. Repeat steps 4 through 6 for each server role on the server, in the sequence described earlier in this section.

209. After removing the server role(s) on the server, as appropriate, click Microsoft Office Communications Server 2007, Unified Communication Managed API v1.0 Redist, click Remove, and then complete the removal.
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Note

To remove a Web Components Server, you may need to manually remove permissions. During installation, Full Control is granted to the RTC Component Local Group account for the Web and Non-Web folders. If these folders contain any files or sub-folders, the permissions remain after removing the Web Components Server. To remove the permissions from the folders, you can use the Properties dialog box, Security tab of each folder. By default, these folders are installed at the following locations:
· %programfiles%\Microsoft Office Communications Server 2007\Web Components\Data MCU Web\Non-Web

· %programfiles%\Microsoft Office Communications Server 2007\Web Components\Data MCU Web\Web

Removing an Enterprise Pool

You might remove an Enterprise pool as part of  a change to your environment. For example, to change a pool name you move users out of the current pool, deactivate all server roles in the pool, remove the pool, create a new pool, activate servers to associate them with the new pool, and then move users to the new pool. When removing a pool, you have the following options:

· Delete user database. By default, the Remove Pool Wizard keeps the user database, which preserves user contacts, groups, and access control entries (ACEs), but you can choose to delete the user database.

· Force removal of Enterprise pool. By default, the wizard does not remove an Enterprise pool if users are still assigned to it. If you force removal, any users who are assigned to the pool are disassociated from the pool when it is removed. You can later assign these users to a different Enterprise pool or Standard Edition Server.
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Caution

Removing a pool can result in the loss of data and settings. Before removing a pool, do the following:

· Ensure that all data and settings have been backed up and that appropriate restoration procedures are in place. It is also a good idea to export user contacts by using the DBImpExp.exe tool, as described in Decommissioning Standard Edition Servers and Enterprise Pools later in this guide.

· Move user accounts to a different pool or to the Unassigned users node, as described in Moving Office Communications Server Users later in this guide.

· Deactivate server roles, as described earlier in this guide in Deactivating Server Roles, to remove Active Directory objects associated with the pool.

If the Office Communications Server 2007 environment requires a major change that makes it necessary to completely remove and reinstall all server roles, use the information in Decommissioning Standard Edition Servers and Enterprise Pools instead of removing the pool.

[image: image99.wmf]
To remove an Enterprise pool

210. Open Office Communications Server 2007.

211. In the console tree, expand the Forest node, and then expand Enterprise pools.

212. Right-click the Enterprise pool that you want to remove, and then click Remove Pool.

213. In the Remove Pool Wizard, specify the following:

· Whether or not to keep the user database. Keeping the database preserves existing user contacts, groups, and access control entries (ACEs).

· Whether or not to force removal of the Enterprise pool. Forcing removal dissociates any existing end users from the pool and disables any existing servers in the Enterprise pool.
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Note

To remove a Web Components Server, you may have to manually remove permissions. During installation, Full Control is granted to the RTC Component Local Group account for the Web and non-Web folders. If these folders contain any files or subfolders, the permissions remain after you remove the Web Components Server. To remove the permissions from the folders, you can use the Properties dialog box, Security tab of each folder. By default, these folders are installed at the following locations:

· %programfiles%\Microsoft Office Communications Server 2007\Web Components\Data MCU Web\Non-Web

· %programfiles%\Microsoft Office Communications Server 2007\Web Components\Data MCU Web\Web
Decommissioning Standard Edition Servers and Enterprise Pools

Some situations require removal of a Standard Edition server or Enterprise pool and rolling back the environment. Such situations could be the result of a disaster recovery, hardware failure, an upgrade scenario, or other situation that makes it necessary to do a complete removal of the Standard Edition server or Enterprise pool.

Most of the steps of the procedures in this section can be completed using the following tools:

· Office Communications Server 2007 administrative tools snap-in.

· Office Communications Server 2007 management components for Active Directory Users and Computers.

· Office Communications Server 2007 snap-in extension for the Computer Management console.

Some steps require the use of command-line tools, including the following:

· The version of the DBImpExp.exe tool that is available with Office Communications Server 2007. This tool is available from the <drive>:\Support folder of the Office Communications Server 2007 installation media and is also in the <drive>:Program Files\Microsoft Office Communications Server 2007\Server\Support folder of a server on which Office Communications Server 2007 is installed.

· The Ldifde.exe tool that is available from <drive>:\WINNT\system32.

Before decommissioning a Standard Edition server or a server in an Enterprise pool, do the following:

· Deactivate the server roles on the weekend or holiday, or during other off-peak hours, but only after providing sufficient notice to ensure that users can plan for the down time.

· Do a combination of the first two options in which you change routes on the Communications Server during off-peak hours, but only after all calls are completed.

Use the procedures in this section to decommission a Standard Edition server or Enterprise pool.
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To decommission a Standard Edition Server or Enterprise pool
214. Before starting, verify that the current RTC database has been backed up. For more information about backing up the database, see the Microsoft Office Communications Server 2007 Backup and Restoration Guide.
215. If user information is to be restored at a later time, export the user information using the DBImpExp.exe.
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Note

The new Office Communications Server 2007 DBImpExp.exe tool is required for this operation. Do not use the Live Communications Server 2005 with SP1 version of this tool.

The Office Communications Server 2007 User Services database (the RTC database) must be available when you perform this procedure, but users should not sign in while you are running the DBImpExp tool. To prevent users from signing in, stop the Communications Server service on the Office Communications Server 2007 server.

Running this tool on a Microsoft SQL Server cluster is not supported.

For more information about the DBImpExp.exe tool for Office Communications Server 2007, see the DBImpExp-Readme.htm file in the <drive>:Program Files\Microsoft Office Communications Server 2007\Server\Support folder of a server on which Office Communications Server 2007 is installed.

To use DBImpExp.exe, run the following command from the command prompt:

dbimpexp.exe /hrxmlfile:"%temp%\SavedUserData.xml"
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Important

Before proceeding to the next step, verify that the exported file contains the expected information.

216. Log on to the Standard Edition server or the Front End Server of an Enterprise as a member of the RTCUniversalServerAdmins group.

217. Open Office Communications Server 2007.
218. Deactivate the server roles as follows::
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Note

Before deactivating server roles, it is recommended that you stop the Office Communications Server services to help ensure that no users are connected 

Only server roles that are installed on the server and activated are available for deactivation.
Additionally, the Web Conferencing Server is dependent on the Web Components Server, so the Web Components Server role is not available for deactivation until after the Web Conferencing Server role has been deactivated.
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Important

Each server role is deactivated separately. After the deactivation of each role, as covered below, use the log file to verify that the deactivation status in the Execution Result column (including the status of each deactivation task) for a server role is Success. If there is any task that does not complete successfully, you must resolve the problem and run the Deactivation Wizard again to complete the deactivation before proceeding to the deactivation of the next server role or to the next step.

· For an Enterprise pool, expand the forest, expand Enterprise pools, expand the server role, right-click the pool, point to Deactivate, and then click the server role you want to deactivate. Deactivate all server roles except the Front End Server, in the following sequence: A/V Conferencing Server, Web Conferencing Server, Web Components Server.

· For a Standard Edition Server, expand the forest, expand Standard Edition servers, expand the pool, right-click the server, point to Deactivate, and then click the server role you want to deactivate. Deactivate all server roles except the Front End Server, in the following sequence: A/V Conferencing Server, Web Conferencing Server, Web Components Server.

219. Log on to a computer on which Office Communications Server 2007 administrative snap-in and Active Directory Users and Computers are installed and available, using an account that is a member of the RTCUniversalServerAdmins group.

220. Disable SIP-enabled users.
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Note

You can obtain a list of SIP-enabled users, using the ldifde.exe to create the list. For more information about the Ldifde.exe tool, see Using LDIFDE to import and export directory objects to Active Directory at http://r.office.microsoft.com/r/rlidOCS?clid=1033&p1=kb237677.

To use the ldifde.exe to disable SIP-enabled users, run the following command from the command prompt:

ldifde -d "OU=Users' OU,DC=Domain,DC=Dom" -l msRTCSIP-UserEnabled:TRUE -f SIPEnabledUsers.txt
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Note

If SIP-enabled users are in more than one organizational unit (OU), run the command for each OU.

221. Open Office Communications Server 2007.

222. In the console tree, delete users from the Standard Edition server or Enterprise pool by expanding the forest, and then doing the following:

· For an Enterprise pool, expand Enterprise pools, expand the pool name, click Users, right-click Users, and then click Delete users to start the Delete Office Communications Server Users Wizard.

· For a Standard Edition server, expand Standard Edition servers, expand the pool name of the Standard Edition server, right-click Users, and then click Delete users to start the Delete Office Communications Server Users Wizard.

223. Complete the wizard to delete all users of the Standard Edition server, verifying on the Delete Operations Status page that the deletions succeeded.

224. In the console tree, right-click Users, click Refresh, and then verify that no users are listed in the details pane.

225. In the console tree, deactivate the Front End Server role by doing the following:

· For an Enterprise pool, expand Enterprise pools, expand the pool, right-click the FQDN of the server, and then click Deactivate.

· For a Standard Edition server, expand Standard Edition servers, expand the pool, right-click the FQDN of the Standard Edition server, point to Deactivate, and then click Front End Server.
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Important

Use the log file to verify that the deactivation status in the Execution Result column (including the status of each deactivation task) for the Front End Server is Success. If there is any task that does not complete successfully, you must resolve the problem and run the Deactivation Wizard again to complete the deactivation before proceeding to the next step.

226. If no other Standard Edition server or Enterprise pool (and no other Office Communications Server 2007 servers, such as a Mediation Server or Archiving and CDR Server) is deployed in the forest or domain (that is, the Standard Edition server being decommissioned is the only Office Communication Server deployment in the forest or domain), use the Unprep task to remove relevant objects and attributes from Active Directory.
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Note

In the Office Communications Server 2007 administrative snap-in, Unprep is only available when using Show Active Directory Domains of View Options. For more information about specifying view options, see Changing the Domain View and Server Organization View.

Running Unprep for a domain removes the access control entries (ACEs) granted to Active Directory universal groups to host and manage users within the domain, which were created when the domain was prepared for Office Communications Server 2007.

Running Unprep for a forest removes the Active Directory global settings and objects that were created when the forest was prepared for Office Communications Server 2007.

For more information about the preparation of forests and domains, see the Microsoft Office Communications Server 2007 Active Directory Guide.
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Caution

Do not run Unprep unless you have deactivated and removed all Office Communications Server 2007 servers (including all Standard Edition servers and all Enterprise pools) and deleted Office Communications Server users from this domain.

To perform the Unprep task, do the following:

· To unprep the domain, expand Domains, right-click the domain, and then click Unprep.
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Important

Use the log file to verify that the Unprep domain status in the Execution Result column (including the status of each Unprep task) is Success. If there is any task that does not complete successfully, you must resolve the problem before proceeding to the Unprep forest task.

· To unprep the forest, right-click the forest, and then click Unprep.
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Important

Use the log file to verify that the Unprep forest status in the Execution Result column (including the status of each Unprep task) is Success. If there is any task that does not complete successfully, you must resolve the problem before proceeding to the next step.

227. Optionally, to verify that all relevant objects and attributes have been successfully removed from Active Directory, run the following command from the command prompt of a Domain Controller:

ldifde -d „CN=Microsoft,CN=System,DC=Domain,DC=DOM” -f Microsoft_Container.txt
228. Log on to the Standard Edition server or Front End Server in an Enterprise pool as a member of the local Administrators group.

229. Remove Office Communications Server 2007 components by opening Add or Remove Programs, and then locating and removing programs in sequence as follows:
· If this is an Enterprise pool, click Microsoft Office Communications Server 2007, Administrative Tools, click Remove, and then complete the removal

· Click Microsoft Office Communications Server 2007, Audio/Video Conferencing Server, click Remove, and then complete the removal.

· Click Microsoft Office Communications Server 2007, Web Conferencing Server, and then click Remove, and then complete the removal.

· Click Microsoft Office Communications Server 2007, Web Components Server, click Remove, and then complete the removal.

· If this is an Enterprise pool, click Microsoft Office Communications Server 2007, Enterprise Edition Server, click Remove, and then complete the removal.

· If this is a Standard Edition Server, Click Microsoft Office Communications Server 2007, Standard Edition Server, click Remove, and then complete the removal.

· Click Microsoft Office Communications Server 2007, Unified Communication Managed API v1.0 Redist, click Remove, and then complete the removal.
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Note

To remove a Web Components Server, you may need to manually remove permissions. During installation, Full Control is granted to the RTC Component Local Group account for the Web and Non-Web folders. If these folders contain any files or sub-folders, the permissions remain after removing the Web Components Server. To remove the permissions from the folders, you can use the Properties dialog box, Security tab of each folder. By default, these folders are installed at the following locations:

· %programfiles%\Microsoft Office Communications Server 2007\Web Components\Data MCU Web\Non-Web

· %programfiles%\Microsoft Office Communications Server 2007\Web Components\Data MCU Web\Web

230. After completing the removal of each of these programs, locate and delete the \LC Data and \LC Log folders.

231. In Active Directory Users and Computers, locate and delete the following RTC service accounts:

· RTCComponentService

· RTCGuestAccessUser

· RTCService

232. In DNS, delete the DNS SRV and Host records by doing the following:

· Expanding the forward lookup zones, selecting the domain zone, and then locating and deleting the pool Host A record.

· Expanding the domain zone, expanding _tcp, and then locating and deleting the _sipinternaltls and _sipinternal SRV records.

· If appropriate, deleting the Web Farm Internal/External records. (This is required if you have created non-default external and internal Web farm URLs, with the appropriate host records in the DNS forward lookup zone for the domain to represent these Web farm URLs.
233. Remove the Microsoft Office Communications Server 2007 certificate by opening the Certificates snap-in, expanding Certificates (Local Computer), expanding Personal, clicking Certificates, and then locating and deleting the certificate issued to the FQDN of the Standard Edition server or the pool name of the Enterprise pool.

Managing External Connectivity for Your Organization with Edge Servers
Office Communications Server 2007 supports communications and collaboration with external users, including the following:

· Users in federated domains
· Public IM connectivity

· Remote users
· Anonymous users
Edge servers provide a way for internal and external users to communicate across corporate firewalls. If you deploy the appropriate edge servers and reverse proxy in your perimeter network, internal users can communicate with external users, subject to the settings you configure. Edge servers include three server roles deployed on one or more computers in the perimeter network. Edge servers enable instant messaging and presence, as well as Web conferencing and audio/video (A/V) collaboration between internal users and users outside your internal network. To support this functionality, you need at least one server set up with one or more of the following server roles, as appropriate:

· Access Edge Server, to enable external users to collaborate with any Office Communications Server users in your organization. The Access Edge Server handles SIP traffic between internal and external users.
· Web Conferencing Edge Server, to enable external users to participate in your internal conference meetings. The Web Conferencing Edge Server handles the exchange of meeting content between internal and external users. 
· A/V Edge Server, to enable A/V conferencing between internal and external users, which makes it possible to share audio and video with external users. 
These edge servers can be collocated on a single computer or deployed on multiple computers. The recommended configuration for most deployments is to collocate the Access Edge Server and Web Conferencing Server on one computer (or multiple load-balanced computers) and, for reasons of bandwidth, the A/V Edge Server by itself on a separate computer (or multiple load-balanced computers). Additionally, if your deployment includes remote sites, the remote site can include Web Conferencing Edge Servers, as well as A/V Edge Servers.

If your organization has decided to enable external users to download meeting content, enable remote users to expand distribution groups, or to enable remote users to download files from the Address Book Server, the internal Web server requires a reverse proxy to be deployed in the perimeter network, such as provided by Microsoft Internet Security and Acceleration (ISA) Server 2006.
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Note

The procedures in this guide assume that the appropriate Office Communications Server 2007 edge servers and a reverse proxy are already deployed in your perimeter network. For information about how to deploy these servers, including the reverse proxy, see the Microsoft Office Communications Server 2007 Edge Server Deployment Guide.

Ongoing management of the servers and settings required to provide external connectivity includes the following:

· Managing Connectivity between Internal Servers and Edge Servers

· Configuring Internal and External Interfaces and Certificates for Edge Servers
· Managing Federated Partner Access

Additionally, ongoing management requires configuration of user accounts, as required. For more information about configuring user accounts, see the Managing User Accounts section of this guide.
To configure the servers and settings required to manage external connectivity for your organization, use the procedures in this section and the following tools:
· Office Communications Server 2007
· Active Directory Users and Computers

· Computer Management snap-in extension for Office Communications Server 2007

For more information about these tools, see the Administrative Tools Overview and Installing and Using Administrative Tools sections of this guide.
Managing Connectivity between Internal Servers and Edge Servers

Managing connectivity between internal servers and edge servers includes the following:

· Specifying Edge Servers and Internal Domains
· Managing Inbound and Outbound Connections

Specifying Servers and Domains for Edge Servers
Controlling external connectivity includes the following:

· Specifying Trusted Edge Servers

· Specifying Supported Internal SIP Domains for Edge Servers
· Specifying Authorized Internal Servers

Specifying Trusted Edge Servers
For internal Office Communications Server 2007 servers to recognize an edge server and communicate with it, the edge server must be in the appropriate trusted edge server lists:

· Access Edge and Web Conferencing Edge Servers. The list includes the FQDNs of each Access Edge Server and Web Conferencing Edge Server that your internal Office Communications Server 2007 servers trust to route SIP traffic, meeting content, and audio-video streams between internal and external users. Your internal Office Communications Server 2007 servers only send outbound traffic to trusted Access Edge and Web Conferencing Edge Servers on this list.
· A/V Edge Servers. This list includes the FQDNs and ports used for A/V authentication for each Audio/Video (A/V) Edge Server that your internal Office Communications Server 2007 servers trust for A/V conferencing between internal and external users. Your internal Office Communications Server 2007 servers only send outbound A/V traffic to edge servers on this list. All A/V traffic must be authenticated by the A/V Edge Server.
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To specify a trusted edge server

3. Open Office Communications Server 2007.

4. In the console tree, right-click the forest node, click Properties, and then click Global Properties.

5. Click the Edge Servers tab.
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6. Under Access Edge and Web Conferencing Edge Servers, do one of the following:

· To select an edge server from the FQDN list, click the name of the edge server.

· To add a new edge server, click Add. In the Add Edge Server dialog box, in FQDN, type the FQDN of the server to be added—if using an array of Access Edge Servers, specify the FQDN of the virtual IP address of the internal load balancer.
· To remove an edge server from the list, click the name of the server, and then click Remove.

7. Under A/V Edge Servers, do the following:

· To add a new edge server, click Add. In the Add A/V Edge Server dialog box, in Internal FQDN, type the FQDN used for access from the internal network—if using an array of A/V Edge Servers, specify the FQDN of the virtual IP address of the internal load balancer. In A/V authentication port, type the number of the port to be used by the Office Communications Server Audio/Video Authentication service.
· To remove an edge server from the list, click the server name, and then click Remove.

Specifying Supported Internal SIP Domains for Edge Servers
Add each internal SIP domain used in your organization to the list of domains authorized to connect to the edge servers. The list should not include any external domains or domains of federated partners.
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Note

If the A/V Edge Server and Access Edge Server are not collocated on a single computer, you must specify supported internal SIP domains on the Access Edge Server, as well as the A/V Edge Server.
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To specify a supported SIP domain

8. On the edge server, open Computer Management.

9. In the console tree, expand Services and Applications, right-click Office Communications Server 2007, and then click Properties.
10. Click the Internal tab.
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11. Under Domains, click Add Domain.

12. In the Add SIP Domain dialog box, type the FQDN of the internal SIP domain.

Specifying Authorized Internal Servers

You can add an internal server to the list of servers authorized to connect to an edge server. The list should include:

· All servers that can send messages to the Access Edge Server from within the internal network.

· All internal servers that can establish connections to the Web Conferencing Edge Server or A/V Edge Server.
· All servers to which a script or managed application running on the edge server can route messages.
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To add an authorized internal server

1. On the edge server, open Computer Management. 

2. In the console tree, expand Services and Applications, right-click Office Communications Server 2007, and then click Properties.
3. On the Internal tab, under Servers, click Add Server.
4. In the Add Office Communications Server dialog box, in Server name, type the FQDN of the internal Standard Edition Server or Enterprise pool that you want to authorize to connect to the edge server.
Managing Inbound and Outbound Connections
Managing Outbound Connections includes the following tasks:

· Enabling Federation and public IM connectivity, and configuring routing of inbound and outbound SIP traffic.
· Configuring routing of Web conferencing traffic.
· Configuring A/V Conferencing remote user authentication. 

· Configuring A/V Conferencing media encryption. 

· Specifying the next hop network address and port number for Access Edge Servers.
· Enabling and configuring remote user access.
· Enabling and configuring anonymous participation in meetings.
Enabling Federation and Public IM Connectivity and Configuring Routing of Inbound and Outbound SIP Traffic

Enabling Federation and public IM connectivity makes it possible for internal users to communicate with federated partners and use public IM providers. To implement federation and public IM connectivity, you must enable this functionality and configure a default route for your internal Office Communications Server 2007 servers to use to send outbound SIP traffic. You may have already configured support for federation and public IM connectivity when you deployed your servers, but you can also enable or disable support after deployment, as well as change the routing for outbound SIP traffic.
The default route for outbound SIP traffic specifies the next hop server for all communication requests that do not match the SIP domains supported by your organization. The FQDN you specify for the route can be any of the following:

· If a Director is deployed, the FQDN of the Director that is used to route SIP traffic outside your organization. A Director is recommended for security and scalability. Depending on your configuration this FQDN can be one of the following:

· If you are using a single Standard Edition Server as a Director, specify the FQDN of that server.

· If you are using an array of Standard Edition Servers connected to a load balancer, specify the FQDN of the virtual IP address of the load balancer used by the array.

· If you are using an Enterprise pool, specify the FQDN of the virtual IP address of the load balancer used by the pool.
· If a Director is not deployed, specify the internal FQDN of the Access Edge Server. Depending on your configuration, this FQDN can be one of the following:

· If you are using a single Access Edge Server, specify the internal FQDN of the server.

· If you are using an array of Access Edge Servers, specify the FQDN of the virtual IP address used by the Access Edge Servers on the internal load balancer. 

Configuration of the default route includes the following:

· Configure the global default route. You must define the global-level default route for the forest to enable internal users to exchange SIP messages with users outside the organization network, including federated partners, public IM service providers, and remote users, as well as to track the presence of these external users. The default route is specified at the global level, so it is the default for all Standard Edition Server servers and Enterprise pools in the forest. The default route can be overridden for any single Standard Edition Server or Enterprise pool. When you run the Configuration Wizard, the default route is automatically configured at the global level (for the forest).

· Override the default route for an individual Enterprise pool and Standard Edition Server. To use a different route than the global default route to send outbound SIP traffic from specific servers or pools, you can configure the pool-level settings to override the global default route. If you are using a Director, it is typically configured as the next hop server at the global level, but on the Director itself, you override this setting and configure the Access Edge Server as the next hop server.

Use the procedures in this section, as appropriate, to configure the global default route and, if appropriate, to override the global default route for a specific Standard Edition Server or Enterprise pool. After you enable federation and public IM connectivity, you enable federation, public IM connectivity, or both for each individual user account.
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Note

After you configure the global policy for federation and public IM connectivity, you need to manage federated partner access by configuring access by federated partners, and then monitor and manage access on an ongoing basis. For information and procedures, see the Managing Federated Partner Access section of this guide.
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To enable federation and public IM connectivity and specify the global default route

1. Log on to an Office Communications Server 2007 Standard Edition or Enterprise Edition server or a server with Office Communications Server 2007 installed as a member of the RTCUniversalServerAdmins group or a group with equivalent user rights.
2. Open Office Communications Server 2007.
3. In the console tree, right-click the forest node, click Properties, and then click Global Properties.
4. Click the Federation tab.
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5. Select the Enable Federation and Public IM connectivity check box, and then do the following:

· In FQDN, specify the FQDN of the Access Edge Server, Director, or load balancer through which outbound SIP traffic is to be routed.

· In Port, accept the default value of 5061.
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To override the global default route for an Enterprise pool or a Standard Edition Server
1. Log on to an Office Communications Server 2007 Standard Edition or Enterprise Edition server or a server with Office Communications Server 2007 installed as a member of the RTCUniversalServerAdmins group or a group with equivalent user rights.

13. Open Office Communications Server 2007.
14. In the console tree, expand the forest node, and then do one of the following:

15. For an Enterprise pool, expand Enterprise pools, expand the pool, right-click Front Ends, and then click Properties.

16. For a Standard Edition Server, expand Standard Edition servers, right-click the pool, click Properties, and then click Front End Properties.
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17. On the Federation tab, in FQDN, specify the name of the next hop server.

18. In Port, specify the port number. The default port is 5061.

Configuring Routing of Web Conferencing Traffic

To support Web Conferencing, you need to specify the Web Conferencing Edge Server to which your internal Web Conferencing Server is to send external Web conferencing traffic to external users and receives inbound Web conferencing traffic originating from outside the intranet. 

During deployment of your edge servers, if you completed the Configure Server or Pool Wizard and configured your Enterprise pool or Standard Edition Server for external user access, the routing should have been automatically configured. If you want to change the settings, you can use the Office Communications Server 2007 administrative snap-in to view or update the settings for the Web Conferencing Edge Server or add or remove a server.

Use the following procedures to configure routing of outbound traffic to a Web Conferencing Edge Server, including the following:

· Specify the internal and external FQDNs of the Web Conferencing Edge Server.

· Specify the ports used to communicate with the Web Conferencing Edge Server. The same ports are used for all Web Conferencing Edge Servers of an Enterprise pool or Standard Edition Server.
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To specify the internal and external FQDNs of the Web Conferencing Edge Server

19. Open Office Communications Server 2007.
20. In the console tree, do one of the following:
· For an Enterprise pool, expand Enterprise pools, expand the pool, right-click Web Conferencing, and then click Properties.

· For a Standard Edition Server, expand Standard Edition servers, right-click the pool, click Properties, and then click Web Conferencing Properties.

21. Click the Web Conferencing Edge Server tab.
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22. On the Web Conferencing Edge Server tab, do one or more of the following:

· To add a Web Conferencing Edge Server, click Add. In the Add Web Conferencing Edge Server FQDN dialog box, type the internal FQDN and the external FQDN for the server you want to add, and then click OK.

· To edit an existing Web Conferencing Edge Server, click the server name, and then click Edit. Under Web Conferencing Edge Server FQDNs, modify the internal FQDN and the external FQDN, as appropriate, and then click OK.
· To remove a Web Conferencing Edge Server, click the name of the server to be removed, and then click Remove.
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To specify the ports used to communicate with a Web Conferencing Edge Server

23. Open Office Communications Server 2007.
24. In the console tree, do one of the following:
· For an Enterprise pool, expand Enterprise pools, expand the pool, right-click Web Conferencing, and then click Properties.

· For a Standard Edition Server, expand Standard Edition servers, right-click the pool, click Properties, and then click Web Conferencing Properties.

25. Click the Web Conferencing Edge Server tab.
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26. On the Web Conferencing Edge Server tab, do the following:

· In External port, type the external port number that is used by the Web Conferencing Edge Server. External clients use this port to connect to the Web Conferencing Edge Server. This port must be open on all Web Conferencing Edge Servers. The default is 443.
· In Internal port, type the internal port number that is used by the Web Conferencing Edge Server. Internal servers use this port to connect to the Web Conferencing Edge Server. This port must be open on all Web Conferencing Edge Servers. The default is 8057.
Configuring A/V Conferencing Remote User Authentication 
Remote users connecting to A/V conferences must be authenticated at the A/V Edge Server. The Office Communications Server Audio/Video Authentication service authenticates users participating in A/V conferencing. To do this, the A/V Conferencing Server must be configured with the appropriate A/V authentication settings. The settings you specify at the pool level apply to inbound and outbound A/V connections (RTP/RTCP streams) on all A/V Conferencing Servers in a pool.
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To configure authentication for A/V Conferencing
27. Open Office Communications Server 2007.
28. In the console tree, do one of the following: 

· For an Enterprise pool, expand Enterprise pools, expand the pool, right-click A/V Conferencing, and then click Properties.

· For a Standard Edition Server, expand Standard Edition servers, right-click the pool, click Properties, and then click A/V Conferencing Properties.
29. Click the General tab.
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30. On the General tab, in the first drop-down list box, click the internal FQDN and port to be used for the A/V authentication. A colon separates the FQDN and port (for example, AVEdge.contoso.com:5062). If you completed the Configure Server or Pool Wizard during deployment of your edge server or afterwards, the available A/V Edge Servers are listed here. If you want to change these settings, you can use the Office Communications Server 2007 administrative snap-in to view or update the settings for the A/V Edge Server using Office Communications Server Global Properties. 
Configuring A/V Conferencing Media Encryption 

To provide security, media streams used in conferencing can be encrypted.
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To configure A/V Conferencing media encryption

31. Open Office Communications Server 2007.
32. In the console tree, do one of the following: 

· For an Enterprise pool, expand Enterprise pools, expand the pool, right-click A/V Conferencing, and then click Properties.

· For a Standard Edition Server, expand Standard Edition servers, right-click the pool, click Properties, and then click A/V Conferencing Properties.
3. Click the General tab.
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4. On the General tab, in the Encryption level drop-down list box, click one of the following:

· Require encryption. Inbound and outbound audio and video connections to the A/V Conferencing Servers in this pool must be encrypted using SRTP. If you require encryption, a participant whose computer is not capable of SRTP encryption will be unable to join any audio/video conferences that are hosted by the A/V Conferencing Servers in this pool. (Office Communicator 2007 clients support SRTP encryption. Legacy clients, such as Office Communicator 2005, support 3DES encryption.)

· Support encryption. Inbound and outbound audio and video connections to the A/V Conferencing Servers in this pool can be encrypted using Secure Real-Time Transport Protocol (SRTP) for clients that support it.

· Do not support encryption. Inbound and outbound audio and video connections to the A/V Conferencing Servers in this pool are not encrypted.
Specifying the Next Hop Network Address and Port Number for Access Edge Servers

The server you specify in the next hop address is the server to which the Access Edge Server routes all incoming messages. This server is usually your Director.

[image: image134.wmf]
To specify the next hop network address and port number

33. On the Access Edge Server, open Computer Management.

34. In the console tree, expand Services and Applications, right-click Office Communications Server 2007, and then click Properties.
35. Click the Internal tab.
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36. In Next hop network address, type the FQDN of the Access Edge Server’s next internal hop.
37. In Port, specify the port number 5061. The default is 5061.
Enabling and Configuring Remote User Access
You enable and configure remote access to control whether remote users can collaborate with internal Office Communications Server users. Remote users have a persistent Active Directory identity within the organization. They include employees working at home or on the road, and other remote workers, such as trusted vendors, who have been granted enterprise credentials. Remote users can create and join conferences and act as presenters.
You control remote access on two levels:

· On the Access Edge Server, you specify whether or not to allow incoming remote access connections. Use the procedure in this section to specify whether or not to allow incoming remote access connections. If you configured this functionality when you deployed your edge servers, you do not need to do so again, unless you want to change an option.
· At the user account level, you specify which users can make incoming connections from remote locations. To specify which users can connect remotely, see the Managing User Accounts section of this guide.
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To configure the edge server for remote access with federated contacts and anonymous participation in meetings

234. On the Access Edge Server, open Computer Management.

235. In the console tree, expand Services and Applications, right-click Office Communications Server 2007, and then click Properties.
[image: image137.png][Microsoft Office Communications Server 2007 Properties

Mow | ook | Comssion | MPoide
Genesl | AccessMelhods | Edgelmraces | e

[V Eederate with other domains
19" Alow discovery of federation patters

This isthe most flesible way t implement Federation. Adding
fedsrating domains ta the Alluw st is aptional

¥ Enable archiving disclaimer notication to federated users

[V Allow remote user access to your network

1™ il sy e s o g

= ll temote sers to commicate vith federated corfacts

Cancel Apply Help





236. On the Access Methods tab, select the Allow remote user access to your network check box, and then, if appropriate, do either or both of the following:

· To enable anonymous external users to join meetings, select the Allow anonymous users to join meetings check box. For more information about additional configuration required to support this option, see the Enabling and Configuring Anonymous Participation in Meetings section of this guide.
· If this edge server is configured as an Access Edge Server dedicated to remote user access (with another Access Edge Server configured for federation and public IM connectivity), select the Allow remote users to communicate with federated contacts check box to enable remote users connecting through this Access Edge Server to communicate with federated users that connect through another Access Edge Server. If the Federate with other domains check box on this tab is selected, the Allow remote users to communicate with federated contacts option is not available.
Enabling and Configuring Anonymous Participation in Meetings

Anonymous participation in meetings enables anonymous users, that is, users whose identity is verified through the meeting or conference key only, to join your meetings. By default, all users are disallowed from inviting anonymous users to participate in a meeting, unless you configure support as follows:
· On the Access Edge Server, you specify whether or not to allow incoming remote access connections and whether to allow anonymous users to join meetings. To specify whether or not to allow incoming remote access connections and anonymous participation see the Enabling and Configuring Remote User Access section of this guide. If you configured this functionality when you deployed your edge servers, you do not need to do so again, unless you want to change the option.

· At the global level, you specify the policy to be applied:

· Allow all users in your organization to invite anonymous users to participate in meetings.

· Block all users in your organization from inviting anonymous users.

· Allow anonymous participation for your entire organization or on a per user basis.
Use the procedure later in this section to specify the global policy.
· At the user account level, if you set the global level policy to control anonymous participation on a per user basis, only the user accounts for which you enable this support can invite anonymous participants. If you set the global level policy to control anonymous participation on a per user basis, use the information in the Allowing or Disallowing Invitation of Anonymous Participants to Meetings by Individual Users section of this guide to enable specific users to invite anonymous participants.
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Note

Anonymous users are external users, but are not remote users because remote users have domain credentials. To enable anonymous users to participate in meetings, though, you must enable remote users, because that setting controls incoming traffic for individual users.
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To configure the global policy for anonymous participation in meetings

237. Log on to an Office Communications Server 2007 Standard Edition or Enterprise Edition server or a server with Office Communications Server 2007 installed as a member of the RTCUniversalServerAdmins group or a group with equivalent user rights.

238. Open Office Communications Server 2007.

239. In the console tree, right-click the forest node, click Properties, and then click Global Properties.

240. Click the Meetings tab.
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241. In the Anonymous participants drop-down list box, click the global policy that you want to enforce:

· Allow users to invite anonymous participants. This policy allows all users in your organization to invite anonymous users to meetings.
· Disallow users from inviting anonymous participants. This policy prevents all users in your organization from inviting anonymous users to meetings.
· Enforce per user. This policy requires that you configure each individual user account that you want to be able to invite anonymous users feature (as covered in the next procedure). All other users are prevented from inviting anonymous users.
242. If an appropriate global meeting policy has not been assigned, you can configure one as follows:

· Under Policy Settings, in the Global policy drop-down list box, click the name of the policy that you want to use for meetings.

· To view or modify a policy, under Policy definition, click the name of the policy, click Edit, modify the policy, as appropriate, and then click OK.
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Note

For more information about the Global policy and policy definition, see the Configuring Meeting Policies section of this guide.
Configuring Internal and External Interfaces and Certificates for Edge Servers 
The external and internal interfaces of all edge servers must be configured to support traffic between external users and internal users. The settings for each interface are configured when you initially deploy the edge server. You can change any of the interface settings on this tab or you can run the Configuration Wizard to change any of the interface settings.

Each edge server in the perimeter network has two network interfaces:

· The internal interface is the interface to which internal Communications Servers connect to the edge server. It is used for communications between servers in the internal network and the edge server. Depending on your edge server topology, the internal interface may be shared among server roles. See the Microsoft Office Communications Server2007 Edge Server Deployment Guide for more information.
· The external interface is used by external users (such as remote users and federated partners) to connect to the edge server.

Part of the configuration of these interfaces is configuring certificates for the interfaces, as appropriate. Additionally, certificate configuration requires configuring a certificate on the A/V Edge Server to be used for A/V user authentication. 

Configuring the internal and external interfaces and certificates of edge servers includes the following:

· Configuring Access Edge Servers

· Configuring Web Conferencing Edge Servers

· Configuring A/V Edge Servers

· Configuring Compression on Edge Servers

· Configuring IM Provider Support on Edge Servers

· Viewing Edge Server Roles

When you deploy your edge servers using the Configure Office Communications Server 2007 Edge Server Wizard that is available in the Communications Server 2007 Deployment Wizard used to deploy your servers, the configuration wizard guides you through the process of defining your internal and external interfaces for each server role. If you decide to change the configuration of any of these interfaces, you can do so in either of the following ways:

· Rerunning the Configure Office Communications Server 2007 Edge Server Wizard. For detailed instructions on using the Configuration Wizard see the Microsoft Office Communications Server 2007 Edge Server Deployment Guide.

· Using the Computer Management snap-in. The procedures in the following sections describe how to use the Computer Management snap-in to configure edge server interfaces. When using the Computer Management snap-in, all interface and certificate configuration for edge servers is done from the Edge Interfaces tab.
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Configuring Access Edge Servers

Configuring Access Edge Servers includes the following:

· Configuring the Internal Interface
· Configuring the External Interface
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Important

If you change any of these settings, ensure that you also update the DNS records to point to your Access Edge Server, as appropriate. For information about configuring the DNS records, see the Microsoft Office Communications Server 2007 Edge Server Deployment Guide.

If you change the internal port or FQDN, you must also update these settings on the Federation tab in Global Properties.

If you change the internal certificate used by this server, you must update the Edge Server tab in Global Properties with the new subject name. 

Configuring the Internal Interface

You can use the procedures in this section to configure the internal interface of an Access Edge Server, including the following:

· Configure IP address of the internal interface of the Access Edge Server.

· Configure the certificate and FQDN for the internal interface of the Access Edge Server.

· Configure the port used for the internal interface of the Access Edge Server.
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Note

The IP address, certificate, and FQDN that you configure for the internal interface applies to all edge server roles collocated on the computer. 

Each edge server role requires a separate port number. For more information about configuring ports, see the Microsoft Office Communications Server 2007 Edge Server Deployment Guide.

[image: image145.wmf]
To configure the IP address of the internal interface of the Access Edge Server

243. On the Access Edge Server, open Computer Management. 

244. In the console tree, expand Services and Applications, right-click Office Communications Server 2007, and then click Properties.
245. On the Edge Interfaces tab, under Internal Interface, click Configure.
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246. In the Internal Interface dialog box, in the IP address drop-down list box, click the IP address for the internal interface of the Access Edge Server. If you are using a load balancer, click the IP address to which the load balancer connects. This IP address cannot be the same as any external IP address of the edge server.
247. Under Certificate for this IP address, click Select certificate, and then select a certificate. For more information about the certificate requirements, see the Microsoft Office Communications Server 2007 Edge Server Deployment Guide.

248. If you have made any changes, restart the Office Communications Server Access Edge service. If the Web Conferencing Edge Server and A/V Edge Server are collocated with the Access Edge Server, you must also restart the Web Conferencing Edge service and Audio/Video Edge service. When you replace an expiring certificate, if the subject name and all other certificate settings of the new certificate except the expiration date are identical to the settings of the expiring certificate, it is not necessary to restart the service.
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To configure the certificate and FQDN for the internal interface of the Access Edge Server
[image: image148.wmf]
Note

This procedure uses the Edge Interfaces tab to configure the certificate. You can also use the Certificate Wizard to guide you through the process of configuring the certificate, including assigning the certificate to the internal interface of the server.

249. On the Access Edge Server, open Computer Management.

250. In the console tree, expand Services and Applications, right-click Office Communications Server 2007, and then click Properties.

251. On the Edge Interfaces tab, under Internal Interface, click Configure.
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252. In the Internal Interface dialog box, under Certificate for this IP address, click Select certificate, and then select a certificate. See the Microsoft Office Communications Server 2007 Edge Server Deployment Guide for more information about the certificate requirements.

253. If you have made any changes, restart the Office Communications Server Access Edge service. If the Web Conferencing Edge Server and A/V Edge Server are collocated with the Access Edge Server, you must also restart the Web Conferencing Edge service and Audio/Video Edge service. When you replace an expiring certificate, if the subject name and all other certificate settings of the new certificate except the expiration date are identical to the settings of the expiring certificate, it is not necessary to restart the service.
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To configure the port used for the internal edge of the Access Edge Server

254. On the Access Edge Server, open Computer Management.

255. In the console tree, expand Services and Applications, right-click Office Communications Server 2007, and then click Properties.

256. On the Edge Interfaces tab, under Access Edge Server, click Configure.
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257. In the Access Edge Server dialog box, under Internal ports, in SIP port, if necessary, specify the internal port to which internal servers send SIP traffic destined for external locations. For federation, you must use port 5061. You can change the port used for remote access, but we recommended that you use port 443 to support remote users and anonymous users who connect to conferences from behind a firewall.
258. If you have made any changes, restart the Office Communications Server Access Edge service. If the Web Conferencing Edge Server and A/V Edge Server are collocated with the Access Edge Server, you must also restart the Web Conferencing Edge service and Audio/Video Edge service.

[image: image152.wmf]
Important

If you change port settings on the edge servers, you must also update the settings on the Enterprise pool or Standard Edition Server, as appropriate, using the Federation tab in Global Properties of the forest node, as described in the Enabling Federation and Public IM Connectivity and Configuring Routing of Inbound and Outbound SIP Traffic section of this guide. If you are using a Director, make a corresponding change on the Director using the Federation tab or Front End Properties of the Standard Edition Server or Enterprise pool node. 
Configuring the External Interface

The external interface of the Access Edge Server is used by external users, including the Access Edge Servers of federated partners, to communicate with your Access Edge Server.

You can use the procedures in this section to configure the external interface of an Access Edge Server, including the following:

· Configure the IP address of the external interface of the Access Edge Server
· Configure the ports used for the external interface of the Access Edge Server
Important

If you change any of these settings, ensure that you also update DNS records for the Access Edge Server, as appropriate. For more information about configuring records, see the Microsoft Office Communications Server 2007 Edge Server Deployment Guide.
· Configure the certificate and FQDN for the external interface of the Access Edge Server
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To configure the IP address of the external interface of the Access Edge Server

259. On the Access Edge Server, open Computer Management.

260. In the console tree, expand Services and Applications, right-click Office Communications Server 2007, and then click Properties.
261. On the Edge Interfaces tab, under Access Edge Server, click Configure.
262. In the Access Edge Server dialog box, in the External IP address drop-down list box, click the IP address for the external interface. If you are using a load balancer, click the IP address to which the load balancer connects.
263. Under Certificate for this IP address, click Select certificate, and then select a certificate. For more information about the certificate requirements, see the Microsoft Office Communications Server 2007 Edge Server Deployment Guide.

264. If you have made any changes, restart the Office Communications Server Access Edge service. If the Web Conferencing Edge Server and A/V Edge Server are collocated with the Access Edge Server, you must also restart the Web Conferencing Edge service and Audio/Video Edge service. When you replace an expiring certificate, if the subject name and all other certificate settings of the new certificate except the expiration date are identical to the settings of the expiring certificate, it is not necessary to restart the service.
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To configure the ports used for the external interface of the Access Edge Server

265. On the Access Edge Server, open Computer Management.

266. In the console tree, expand Services and Applications, right-click Office Communications Server 2007, and then click Properties.
267. On the Edge Interfaces tab, under Access Edge Server, click Configure.
268. In the Access Edge Server dialog box, under External ports, do the following:

· In Federation port, specify the port to be used for communications with federated partners. Federated users connect through this port. For federation to work properly, you must use port 5061.
· In Remote access port, specify the port to be used for remote user access. Remote users connect through this port. The default port is 443.
· If you have made any changes, restart the Office Communications Server Access Edge service. If the Web Conferencing Edge Server and A/V Edge Server are collocated with the Access Edge Server, you must also restart the Web Conferencing Edge service and Audio/Video Edge service.
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To configure the certificate for the external interface of the Access Edge Server

[image: image157.wmf]
Note

This procedure uses the Edge Interfaces tab to configure the certificate. You can also use the Certificate Wizard to guide you through the process of configuring the certificate, including assigning the certificate to the external interface of the Access Edge Server.

269. On the Access Edge Server, open Computer Management.

270. In the console tree, expand Services and Applications, right-click Office Communications Server 2007, and then click Properties.

271. On the Edge Interfaces tab, under Access Edge Server, click Configure.

272. Under Certificate for this IP address, click Select certificate, and then select a certificate. For more information about the certificate requirements, see the Microsoft Office Communications Server 2007 Edge Server Deployment Guide.

273. If you have made any changes, restart the Office Communications Server Access Edge service. If the A/V Edge Server is collocated with the Access Edge Server, you must also restart the Audio/Video Edge service. When you replace an expiring certificate, if the subject name and all other certificate settings of the new certificate except the expiration date are identical to the settings of the expiring certificate, it is not necessary to restart the service.

Configuring Web Conferencing Edge Servers

As with Access Edge Servers, configuring Web Conferencing Edge Servers includes the following:

· Configuring the Internal Interface
· Configuring the External Interface
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Important

If you change any of these settings, ensure that you also update the DNS records to point to your Web Conferencing Edge Server, as appropriate. For more information about configuring the DNS records, see the Microsoft Office Communications Server 2007 Edge Server Deployment Guide.

If you change the internal or external ports or the certificate on the external interface of the Web Conferencing Edge Server, you must also update these settings on the Web Conferencing Edge Server tab of internal Web Conferencing Servers.

If you change the subject name of the certificate used by this server, you must update the Edge Servers tab in Global Properties with the new subject name.
Configuring the Internal Interface

You can use the procedures in this section to configure the internal interface of a Web Conferencing Edge Server, including the following:

· Configure the IP address of the internal interface of the Web Conferencing Edge Server.
· Configure the certificate and FQDN for the internal interface of the Web Conferencing Edge Server.
· Configure the port used for the internal interface of the Web Conferencing Edge Server.
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Note

The IP address, certificate, and FQDN that you configure for the internal interface applies to all edge server roles collocated on the computer. 
Each edge server role requires a separate port number. For more information about configuring ports, see the Microsoft Office Communications Server 2007 Edge Server Deployment Guide.
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To configure the IP address of the internal interface of the Web Conferencing Edge Server 
274. On the Web Conferencing Edge Server, open Computer Management.

275. In the console tree, right-click Office Communications Server 2007, and then click Properties.

276. On the Edge Interfaces tab, under Internal Interface, click Configure.
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277. In the Internal Interface dialog box, in the IP address drop-down list box, click the IP address for the internal interface of the Web Conferencing Edge Server. If you are using a load balancer, click the IP address to which the load balancer connects.

278. Under Certificate for this IP address, click Select certificate, and then select a certificate. (For more information about the certificate requirements, see the Microsoft Office Communications Server 2007 Edge Server Deployment Guide.)
279. If you have made any changes, restart the Office Communications Server Web Conferencing Edge service. When you replace an expiring certificate, if the subject name and all other certificate settings of the new certificate except the expiration date are identical to the settings of the expiring certificate, it is not necessary to restart the service.
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To configure the certificate for the internal interface of the Web Conferencing Edge Server
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Note

This procedure uses the Edge Interfaces tab to configure the certificate. You can also use the Certificate Wizard to guide you through the process of configuring the certificate, including assigning the certificate to the internal interface of the server.

280. On the Web Conferencing Edge Server, open Computer Management.

281. In the console tree, expand Services and Applications, right-click Office Communications Server 2007, and then click Properties.

282. On the Edge Interfaces tab, under Internal Interface, click Configure.

283. Under Certificate for this IP address, click Select certificate, and then select a certificate. See the Microsoft Office Communications Server 2007 Edge Server Deployment Guide for more information about the certificate requirements.
284. If you have made any changes, restart the Office Communications Server Web Conferencing Edge service. When you replace an expiring certificate, if the subject name and all other certificate settings of the new certificate except the expiration date are identical to the settings of the expiring certificate, it is not necessary to restart the service.
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To configure the port used for the internal interface of the Web Conferencing Edge Server

285. On the Web Conferencing Edge Server, open Computer Management.

286. In the console tree, expand Services and Applications, right-click Office Communications Server 2007, and then click the Properties.

287. On the Edge Interfaces tab, under Web Conferencing Edge Server, click Configure.
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288. In the Web Conferencing Edge Server dialog box, under Internal ports, in Data port, specify the port number that your internal Web Conferencing Servers are to use to contact your Web Conferencing Edge server. The default is 8057.
289. If you have made any changes, restart the Office Communications Server Web Conferencing Edge service.

Configuring the External Interface

The external interface of the Web Conferencing Edge Server is used by external users to contact your Web Conferencing Edge Server and participate in your on-premise conferencing meetings.

You can use the procedures in this section to configure the external interface of a Web Conferencing Edge Server, including the following:

· Configure the IP address of the external interface of the Web Conferencing Edge Server.
· Configure the port used for the external interface of the Web Conferencing Edge Server.
· Configure the certificate and FQDN for the external interface of the Web Conferencing Edge Server.
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Important

If you change any of these settings, ensure that you also update the DNS records to point to your Web Conferencing Edge Server, as appropriate. For more information about configuring the DNS records, see the Microsoft Office Communications Server 2007 Edge Server Deployment Guide.

If you change the internal or external ports or the certificate on the external interface of the Web Conferencing Edge Server, you must also update these settings on the Web Conferencing Edge Server tab of internal Web Conferencing Servers.

If you change the subject name of the internal certificate used by this server, you must update the Edge Servers tab in Global Properties with the new subject name.
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To configure the IP address of the external interface of the Web Conferencing Edge Server

290. On the Web Conferencing Edge Server, open Computer Management.

291. In the console tree, expand Services and Applications, right-click Office Communications Server 2007, and then click Properties.
292. On the Edge Interfaces tab, under Web Conferencing Edge Server, click Configure.
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293. In the Web Conferencing Edge Server dialog box, in the External IP address drop-down list box, click the IP address of the external interface. If you are using a load balancer, specify the IP address to which the load balancer connects.
294. If you have made any changes, restart the Office Communications Server Web Conferencing Edge service.
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To configure the port used for the external interface of the Web Conferencing Edge Server

295. On the Web Conferencing Edge Server, open Computer Management.

296. In the console tree, expand Services and Applications, right-click Office Communications Server 2007, and then click Properties.
297. On the Edge Interfaces tab, under Web Conferencing Edge Server, click Configure.
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298. In the Web Conferencing Edge Server dialog box, under External ports, in Data port, type the port number to be used for the external interface. The default port is 443.
299. If you have made any changes, restart the Office Communications Server Web Conferencing Edge service.
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To configure the certificate for the external interface of the Web Conferencing Edge Server
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Note

This procedure uses the Edge Interfaces tab to configure the certificate. You can also use the Certificate Wizard to guide you through the process of configuring the certificate, including assigning the certificate to the external interface of the server.

300. On the Web Conferencing Edge Server, open Computer Management.

301. In the console tree, expand Services and Applications, right-click Office Communications Server 2007, and then click Properties.

302. On the Edge Interfaces tab, under Web Conferencing Edge Server, click Configure.

303. Under Certificate for this IP address, click Select certificate, and then select a certificate. For more information about certificate requirements, see the Microsoft Office Communications Server 2007 Edge Server Deployment Guide.
304. If you have made any changes, restart the Office Communications Server Web Conferencing Edge service. When you replace an expiring certificate, if the subject name and all other certificate settings of the new certificate except the expiration date are identical to the settings of the expiring certificate, it is not necessary to restart the service.
Configuring A/V Edge Servers

Configuring A/V Edge Servers includes the following tasks:

· Configuring the Internal Interface
· Configuring the External Interface
· Configuring the A/V Authentication Certificate
Configuring the Internal Interface

You can use the procedures in this section to configure the internal interface of an A/V Edge Server, including the following:

· Configure the IP address of the internal interface of the A/V Edge Server
· Configure the certificate and FQDN for the internal interface of the A/V Edge Server
· Configure the internal TCP and authentication ports used for the A/V Edge Server
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Note

The IP address, certificate, and FQDN that you configure for the internal interface applies to all edge server roles collocated on the computer. 

Each edge server role requires a separate port number. For more information about configuring ports, see the Microsoft Office Communications Server 2007 Edge Server Deployment Guide.

[image: image174.wmf]
To configure the IP address of the internal interface of the A/V Edge server

305. On the A/V Edge Server that is not collocated with an Access Edge Server, open Computer Management.

306. In the console tree, expand Services and Applications, right-click Office Communications Server 2007, and then click Properties.

307. On the Edge Interfaces tab, under Internal Interface, click Configure.
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308. In the Internal Interface dialog box, in the IP address drop-down list box, click the IP address for the internal interface. If you are using a load balancer, click the IP address to which the load balancer connects.
309. If you have made any changes, restart the Office Communications Server Audio/Video Edge service.
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To configure the certificate and FQDN for the internal interface of the A/V Edge Server

[image: image177.wmf]
Note

This procedure uses the Edge Interfaces tab to configure the certificate. You can also use the Certificate Wizard to guide you through the process of configuring the certificate, including assigning the certificate to the internal interface of the server.

310. On the A/V Edge Server that is not collocated with an Access Edge Server, open Computer Management.

311. In the console tree, expand Services and Applications, right-click Office Communications Server 2007, and then click Properties.

312. On the Edge Interfaces tab, under Internal Interface, click Configure.

313. Under Certificate for this IP address, click Select certificate, and then select a certificate. For more information about the certificate requirements, see the Microsoft Office Communications Server 2007 Edge Server Deployment Guide.
314. If you have made any changes, restart the Office Communications Server Audio/Video Edge service and the Office Communications Server Audio/Video Authentication service. When you replace an expiring internal interface certificate, if the subject name and all other certificate settings of the new certificate except the expiration date are identical to the settings of the expiring certificate, it is not necessary to restart the service.
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To configure the internal TCP and authentication ports used for the A/V Edge Server

315. On the A/V Edge Server, open Computer Management.

316. In the console tree, expand Services and Applications, right-click Office Communications Server 2007, and then click Properties.

317. On the Edge Interfaces tab, under A/V Edge Server, click Configure.
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318. In the A/V Edge Server dialog box, under Internal Ports, do the following:

· In TCP port, specify the internal port used for TCP traffic on the internal interface of the A/V Edge Server. Internal servers connect to this IP address and port to send outbound traffic. The default port is 443.
· In A/V authentication port, specify the port used by the Office Communications Server Audio/Video Authentication service. The default port is 5062. If you change the port setting, make a corresponding change to the edge interfaces configuration in your internal network, as appropriate.
319. If you have made any changes other than a change to the A/V authentication certificate, restart the Office Communications Server Audio/Video Edge service and the Office Communications server Audio/Video Authentication service.

Configuring the External Interface

The external interface of the A/V Edge Server is used for allocating resources that enable A/V sessions between internal and external users. This includes A/V conferences and point-to-point calls.
You can use the procedures in this section to configure the external interface of an A/V Edge Server, including the following:

· Configure the IP address and FQDN of the external interface of the A/V Edge Server.
· Configure the TCP port and media port range used for the external interface of the A/V Edge Server.
No certificate is required for the external interface of the A/V Edge Server, but an A/V user authentication certificate is required, as described in the Configuring the A/V Authentication Certificate section of this guide.
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Important

If you change any of these settings, ensure that you also update the DNS records to point to your A/V Edge Server, as appropriate. For more information about configuring DNS records, see the Microsoft Office Communications Server 2007 Edge Server Deployment Guide.

If the Access Edge Server and A/V Edge Server are collocated on the same computer, do not use the same port for both.

[image: image181.wmf]
To configure the IP address and FQDN of the external interface of the A/V Edge Server

320. On the A/V Edge Server, open Computer Management.

321. In the console tree, expand Services and Applications, right-click Office Communications Server 2007, and then click Properties.

322. On the Edge Interfaces tab, under A/V Edge Server, click Configure.
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323. In the A/V Edge Server dialog box, under External Interface, do the following:

· In the IP address drop-down list box, click the IP address for the external interface. External users connect to this IP address to participate in A/V sessions. The IP address should be publicly routable.
· In FQDN¸ type the FQDN of the external interface of the A/V Edge Server.

324. If you have made any changes, restart the Office Communications Server Audio/Video Edge service and the Office Communications Server Audio/Video Authentication service. When you replace an expiring internal interface certificate, if the subject name and all other certificate settings of the new certificate except the expiration date are identical to the settings of the expiring certificate, it is not necessary to restart the service.
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To configure the TCP port and media port range used for the external interface of the A/V Edge Server

325. On the A/V Edge Server, open Computer Management.

326. In the console tree, expand Services and Applications, right-click Office Communications Server 2007, and then click Properties.

327. On the Edge Interfaces tab, under A/V Edge Server, click Configure.

328. In the A/V Edge Server dialog box, under External Interface, do the following:

· In TCP port, type the port used for TCP traffic on the external interface of the A/V Edge Server. External or remote users connect to this port to participate in A/V sessions in your organization. The default is port 443.
· In Media port range, type the beginning and ending number to specify the range of ports available on the external interface of the A/V Edge Server to send A/V conferencing traffic (such as 50000 to 59999). The minimum number of ports in the range is 100.
329. If you have made any changes, restart the Office Communications Server Audio/Video Edge service and the Office Communications Server Audio/Video Authentication service. When you replace an expiring internal interface certificate, if the subject name and all other certificate settings of the new certificate except the expiration date are identical to the settings of the expiring certificate, it is not necessary to restart the service.

Configuring the A/V Authentication Certificate

In addition to the configuring settings for the internal and external interfaces of an A/V Edge Server, you also configure the A/V authentication certificate of the A/V Edge Server. If you have load-balanced A/V Edge Servers, you must configure the same A/V authentication certificate on each of the A/V Edge Servers.
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To configure the A/V authentication certificate
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Note

This procedure uses the Edge Interfaces tab to configure the certificate. You can also use the Certificate Wizard to guide you through the process of configuring the certificate.

330. On the A/V Edge Server, open Computer Management.

331. In the console tree, expand Services and Applications, right-click Office Communications Server 2007, and then click Properties.

332. On the Edge Interfaces tab, under A/V Edge Server, click Configure.

333. In the A/V Edge Server dialog box, under A/V Authentication Certificate, click Select certificate. For certificate requirements for edge servers, see the Office Communications Server 2007 Edge Server Deployment Guide.
Configuring Compression on Edge Servers

Compressing connections between servers and clients can improve performance on your network by reducing the bandwidth used by Office Communications Server 2007. You can use the Compression tab of edge server Properties to configure compression for the edge server, including the following:

· Server compression:

· Request compression on outgoing server-to-server connections. Use this option to compress outgoing traffic between servers.
· Maximum number of server-to-server connections. If you enable compression, you must specify the maximum allowable number of connections to other servers. The valid range of values is 0 to 65535; the default value is 1024.

· Client compression:
· Enable compression on client-to-server connections. Use this option to compress incoming traffic between clients and the servers in the pool.
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To configure compression on an edge server 

334. On the Access Edge Server, open Computer Management.
335. In the console tree, expand Services and Applications, right-click Office Communications Server 2007, and then click Properties.
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336. On the Compression tab, specify the appropriate server and client options.
Configuring IM Provider Support on Edge Servers

Public IM connectivity allows users in your organization to use IM to communicate with users of instant messaging services provided by public IM service providers, including the MSN® network of Internet services, Yahoo!®, and AOL®. You can authorize use of public IM connectivity for your entire organization or on a per user basis. 

Use the IM Provider tab of edge server Properties to control the IM service providers that are allowed to federate with your organization. You can add or remove an IM service provider, and change other settings for any IM service provider (including temporarily blocking the IM service provider). The settings you specify for each IM service provider includes the following:

· Whether or not the IM Provider is allowed to federate with your organization.

· IM service provider name.
· Network address of the IM service provider Access Edge, which you specify using the FQDN of the Access Edge Server of the IM provider. 
· Whether or not this is a public IM service provider. 
· Filtering option for incoming communications:
· Allow communications only from users on recipient's contact list. This setting means you do not trust verification levels asserted by the IM service provider. If you choose this option, the Access Edge Server marks all incoming presence subscription requests as unverified. If the sender is already on the recipient’s Allow list, the internal server will respond to that request. Otherwise, the request is rejected. Similarly, requests for an IM session that are marked unverified are rejected by the client. 

· Allow communications only from users verified by this provider. This setting is the default. It means you trust the IM service provider’s verification level and handle incoming messages accordingly. Requests marked as unverified are handled as described for the previous option. Requests marked as verified are handled as described for the following option. 

· Allow all communications from this provider. This setting means that you accept all messages regardless of whether they are verified or not. If you choose this option, the Access Edge Server marks all messages as verified. The recipient’s home pool or server notifies the client, and all messages are handled according to settings on the client. In the case of presence subscription requests, the settings determine how the message is handled. (Allow: The sender’s request is accepted and the sender will be able to see the recipient’s presence information; Block: The request is rejected; Prompt: The recipient is asked whether to allow the sender to see presence information.) 

In the case of IM invitations, the response depends on the client software. The request is accepted unless external senders are explicitly blocked by a user-configured rule (in the user Allow and Block list). Additionally, IM Invitations can be blocked if a user has elected to block all IM from users who are not on his or her Allow list.
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Note

By default, the MSN® network of Internet services, AOL®, and Yahoo! ® are available in the list, but are not enabled.

For a public IM service provider, public IM connectivity requires the purchase of additional service licenses and provisioning the connections using the Microsoft provisioning page (http://r.office.microsoft.com/r/rlidOCS?clid=1033&p1=provision)
Use the following procedure to configure IM provider support on an edge server. If you want to provide support for one or more IM service providers, use the Office Communications Server 2007 administrative snap-in to configure server-side support at the global level (for the forest) and enable and disable support for each user. For more information about configuring the global setting, see the Enabling Federation and Public IM Connectivity and Configuring Routing of Outbound SIP Traffic section of this guide. For more information about configuring the user settings, see the Configuring Federation, Remote User Access, and Public IM Connectivity for Individual Users section of this guide.
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To configure IM provider support on an edge server
38. On the Access Edge Server, open Computer Management.

39. In the console tree, expand Services and Applications, right-click Office Communications Server 2007, and then click Properties. 
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40. On the IM Provider tab, do one of the following:
· To add an IM provider, click Add. In the Add IM Service Provider dialog box, specify the appropriate options, and then click OK.

· To view or edit the settings for an IM service provider, in the Edit IM Service Provider dialog box, click the name of the IM service provider, and then click Edit. In the Edit IM Service Provider dialog box, view or change settings, as appropriate, and then click OK. 

· To temporarily block any IM service provider in the list, you can temporarily disable support: click the name of the IM service provider, click Edit, in the Edit IM Service Provider dialog box clear the Allow this IM service provider check box, and then click OK. This blocks the IM service provider until you later select the check box, but does not delete the configuration information. 
· To permanently remove an IM service provider from the list, click the name of the server, and then click Remove. If you later want to add the IM service provider again, you must use the procedure described earlier in this procedure to add the provider and specify all settings.
Viewing Edge Server Roles

You can use the General tab of edge server Properties to view and verify which of the Office Communications server roles an edge server is configured to support, including the following:

· Instant messaging and presence. This indicates if the Access Edge Server is installed on the edge server. Access Edge Server enables your internal users to send instant messages and view presence with external users, including federated users and remote users. If your organization has purchased a license for public IM connectivity, your users can also communicate with external users on the public IM networks of the MSN® network of Internet services, AOL®, and Yahoo!®. Public IM Connectivity requires a separate license.
· Web conferencing. This indicates if the Web Conferencing Edge Server is installed on the edge server. Web Conferencing Edge Server enables your internal users to invite external users to participate in on-premise Web conferencing meetings.

· A/V conferencing. This indicates if the A/V Edge Server is installed on the edge server. A/V Edge Server enables your internal users to participate in audio and video sessions with external users.
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To view edge server roles configured on a server 

41. On the Access Edge Server, open Computer Management.
42. In the console tree, expand Services and Applications, right-click Office Communications Server 2007, and then click Properties.
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43. On the General tab, the available Office Communications Server roles on the server are listed.

Managing Federated Partner Access

Managing federated partner access requires the following:
· Configuring Access for Federated Partners
· Monitoring and Controlling Federated Partner Access
Configuring Access for Federated Partners

If you configured access for federated partners during deployment, you do not need to do so again unless you want to change the access method for Access Edge Servers of any or all of your federated partners.

Using Office Communications Server 2007, you can enable access by federated partners, including other organizations and audio conferencing providers (ACPs) who provide telephony integration for your organization. You can implement federation using the following methods:

· Allow discovery of federation partners. This is the default option during initial configuration of an Access Edge Server because it balances security with ease of configuration and management. For instance, when you enable discovery of federated partners on your Access Edge Server, Office Communications Server 2007 automatically evaluates incoming traffic from discovered federation partners and limits or blocks that traffic based on trust level, amount of traffic, and administrator settings.

· Do not allow discovery of federation partners and limit access of federated partners to only those listed on the Allow list. Connections with federated partners are allowed only if the federated partner domain and, optionally, the partner’s Access Edge Server FQDN are listed in the Allow list. This method offers the highest level of security, but does not offer the ease of management and other features available with automatic discovery.
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Note

To add an ACP, you must add both the domain and FQDN of the ACP to the Allow list. For information about how to configure support for an ACP, go to http://r.office.microsoft.com/r/rlidOCS?clid=1033&p1=ACP.

You can also enable discovery of federation partners and add federated partners to the Allow list. Adding specific partners to the Allow list gives them a higher level of trust. Your Access Edge Server would then discover federated partners other than the ones listed on the Allow list. 

If you did not specify the appropriate federation method during edge server deployment or you now want to change the federation method, you can use one of the following two procedures to enable the appropriate method:

· To use discovery of Access Edge Servers, either with all federated partners or only for specific federated partner domains, use the first procedure in this section.

· To disallow discovery, restricting federated partner access to specific federated domains and their specified Access Edge Servers, use the second procedure in this section.
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To enable discovery of Access Edge Servers of federated partners 

337. On an Access Edge Server, open Computer Management.

338. In the console tree, expand Services and Applications, right-click Office Communications Server 2007, and then click Properties.
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339. On the Access Methods tab, select the Federate with other domains check box and the Allow discovery of federation partners check box.
340. To restrict DNS discovery of federated partners to Access Edge Servers in specific domains, on the Allow tab, click Add. 
341. In the Add Federated Partner dialog box, do the following:

· In Federated partner domain name, type the name of the federated partner domain for which you want to enable DNS-based discovery of the Access Edge Server FQDN. This name should be unique and should not already exist in the Allow list for this Access Edge Server. The name cannot exceed 256 characters in length.

· To provide the highest level of trust, type the name of each individual Access Edge Server in the Federated partner Access Edge Server box. If you add server names to the list, discovery is not limited to the names that you add, but the names that you add have a higher trust level than names that are not in the list.

342. Repeat step 4 and 5 for each federated partner you want to add to your Allow list.
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To restrict federated partner access to specific Access Edge Servers 
343. On an Access Edge Server, open Computer Management.
344. In the console tree, expand Services and Applications, and then click Office Communications Server 2007.

345. On the Access Methods tab, do the following:
· Select the Federate with other domains check box.

· Clear the Allow discovery of federation partners check box.
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346. On the Allow tab, click Add.
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347. In the Add Federated Partner dialog box, do the following:

· In Federated partner domain name, type the name of the external SIP domain of the federated partner that you want to add to your Allow list. This name should be unique and should not already exist in the Allow list for this Access Edge Server. The name cannot exceed 256 characters in length.
· In the Federated partner Access Edge Server box, type the FQDN of each Access Edge Server that you want to add to your Allow list.
348. Repeat steps 4 and 5 for each federated partner you want to add to your Allow list.

Monitoring and Controlling Federated Partner Access

If you have configured support for federated partners, which might be one or more specific external organizations or an audio conferencing provider (ACP) providing telephony integration, you need to actively manage the external domains that can communicate with the servers in your organization. Office Communications Server 2007 provides mechanisms to facilitate tracking and control of federated domain connections, including the following:

· Domains. You can view a list of the federated domains that have most recently made at least one connection to your Access Edge Server.
· Usage. DNS-based discovery of Access Edge Servers is the recommended configuration for the Access Edge Server. This configuration can be used in conjunction with the Allow tab, on which you can configure allowed domains. For increased security explicitly specify the FQDN of a federated partner’s Access Edge Server. When a domain is configured in the Allow list, communications with this domain are assumed to be legitimate. The Access Edge Server does not throttle connections for these domains. In case of DNS-based discovery of federated domains that are not on the Allow tab, connections are not assumed to be legitimate, so the Access Edge Server actively monitors these connections and limits the allowed throughput. The Access Edge Server marks a connection for monitoring in one of two situations: 

· If suspicious traffic is detected on the connection. To detect suspicious activity, the server monitors the percentage of specific error messages on the connection. A high percentage can indicate attempted requests to invalid users. In this situation, the connection is placed on a watch list, and the administrator can choose to block this connection.

· If a federated party has sent requests to more than 1000 user URIs (valid or invalid) in the local domain, the connection is placed on the watch list. Any additional requests are then blocked by the Access Edge Server. Two possible situations can cause a federated domain to exceed 1000 requests:

· The federated party is attempting a directory attack on the local domains. In this case the administrator would want to block the connection.

· Valid traffic between the local and federated domains exceeds the limit. In this situation, the administrator would probably not want to the connection to be throttled. In this case, the administrator would probably want to add the domains associated with that connection to the Allow list.

An administrator can review lists and take appropriate action, which can be any of the following:

· Leave the list as is.

· If the domain is a federated partner that requires more than 1000 legitimate, active requests on a consistent basis, add the specific domain to the Allow list.

· To permanently block the federated domain from connecting to your organization, add the name to the Block list and revoke the certification (move it to the revoked list) so that the TLS connection is automatically dropped upon initiation.

Use the procedures in this section to monitor domains and the watch list and, if necessary, manage individual domain connections.
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To view federated domain connections and usage 

349. On an Access Edge Server, open Computer Management. 
350. In the console tree, expand Services and Applications, click Office Communications Server 2007.

351. In the details pane, click the Open Federation tab.
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352. Expand Domains and review the listed connections, looking for any activity that is out of the ordinary or suspicious, and then determine if action is required for any domain.

353. Expand Watch List and review the throttled connections, looking for any suspicious activity or domains that may require a higher level of trust, and then determine if action is required.
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To add an external domain to the Allow list 
354. On an Access Edge Server, open Computer Management.

355. In the console tree, expand Services and Applications, right-click Office Communications Server 2007, and then click Properties.

356. On the Allow tab, click Add.

357. In the Add Federated Partner dialog box, do the following:

· In Federated partner domain name, type the FQDN of the external SIP domain of the federated partner that you want to add to the list. This name should be unique and should not already exist in the Allow list for this Access Edge Server. The name cannot exceed 256 characters in length.
· If the federated partner does not publish its federation records for discovery or you want to establish a higher level of trust for the federated partner, in Federated partner Access Edge Server, type the FQDN of the Access Edge Server that the federated partner uses for external connectivity. The name cannot exceed 256 characters in length.
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To block an external domain 

358. On an Access Edge Server, open Computer Management. 

359. In the console tree, expand Services and Applications, right-click Office Communications Server 2007, and then click Properties.
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360. On the Block tab, click Add.
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361. In the Add Blocked SIP Domains dialog box, in SIP domain, type the name of the domain to be added to the list of blocked SIP domains. This name should be unique and should not already exist in the Block list for this Access Edge Server. The name cannot exceed 256 characters in length.
Viewing Edge Server Settings

You can view your settings for edge servers in the detail pane of the Office Communications Server 2007 extension for the Computer Management snap-in.
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To view edge server settings 

362. On an Access Edge Server, open Computer Management. 

363. In the console tree, expand Services and Applications, click Office Communications Server 2007. 

364. In the details pane, click the Status tab. 
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365. Expand one or more of the following to view the corresponding settings for edge servers:

· General Settings

· External User Access

· Federation and Public IM

· External Interface Settings

· Internal Interface Settings
Administering Address Book Servers
The Address Book Server runs as a part of the Office Communications Server Front End service. This service runs on the following servers:

· Standard Edition Server
· Front End Server in an Enterprise pool
The Address Book Server performs two important functions: 

· The primary function is providing global address list information from Active Directory to Office Communications Server 2007. If Communicator accesses Active Directory directly, it could affect network performance. To make address book updates faster and more efficient, the Address Book Server acts as an intermediary to provide the updated local copy of the address list to the Communicator client.

· The secondary and optional function is performing phone number normalization for Communicator telephony integration. For more information about phone number normalization, see the Microsoft Office Communications Server 2007 Enterprise Voice Planning and Deployment Guide.
Administering Address Book Servers includes the following:

· Using WMI to configure Address Book Server settings.
· Configuring Address Book Server phone normalization.
· Managing the Address Book Server from the command line.
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Note

The ABS Configuration Tool (ABSConfig.exe), which is available in the Office Communications Server 2007 Resource Kit Tools, provides a graphical interface to configure the Address Book Server settings. You can download the Resource Kit Tools from the Microsoft Web site at http://r.office.microsoft.com/r/rlidOCS?clid=1033&p1=reskit.

Using WMI to Configure Address Book Server Settings

Using WMI (Windows Management Instrumentation) to configure Address Book Server settings includes the following:

· Configuring Address Book Server WMI Settings

· Modifying WMI Settings Using Windows Management Instrumentation Tester (wbemtest)

· Modifying WMI Settings Using VBScript

The following sections describe the WMI classes and how to use WMI to change settings.

Configuring Address Book Server WMI Settings

Address Book Server local WMI settings are stored as properties in the MSFT_SIPAddressBookSetting WMI class in the root\CIMV2 namespace. Table 5 describes these properties.
Table 5. WMI Properties

	Property Name
	Type
	Default Value
	Description

	MaxDeltaFileSizePercentage
	Integer
	1250
	Delta file is not created if percent change is greater than this number.

	OutputLocation
	String
	None
	File location, a valid folder.

	RunTime
	Integer

(0 to 2359)
	130
	Service start time.

	SynchronizedPollingIntervalSecs
	Integer
	300
	Number of seconds between checks for synchronization.

	UseNormalizationRules
	Boolean
	True
	Flag to perform normalization or not.

	PartitionOutputByOU
	Boolean
	False
	Flag to partition data by organizational unit (OU).

	IgnoreGenericRules
	Boolean
	False
	Flag that determines whether or not to use the built-in generic rules.


The static Address Book Server settings that are compile-time constants in the code are as follows:

· Output file extension = .lsabs

· NumberOfDaysToKeep = 30
Modifying WMI Settings Using Windows Management Instrumentation Tester (wbemtest)

You can use Windows Management Instrumentation Tester (wbemtest), which ships with the Windows 2000 Server and Windows Server 2003 operating systems, to modify WMI settings for the Address Book Server.

[image: image208.wmf]
To use wbemtest to modify WMI settings 

366. Log on to the server running the Address Book service as a member of the RTCUniversalServerAdmins group or an account with equivalent user rights.
367. Click Start, and then click Run.
368. In the Open box, type wbemtest.

369. In the Windows Management Instrumentation Tester dialog box, click Connect.
370. In the Connect dialog box, type root\cimv2 in the Namespace box.
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371. Click Connect.
372. Click Open Instance.
373. In the Get Object Path box, type MSFT_SIPAddressBookSetting, and then click OK.

374. In the Object Editor for MSFT_SIPAddressBookSetting dialog box, click Instances.

375. Double-click MSFT_SIPAddressBookSetting=@.
376. Edit the properties that you want to modify.
377. Close the Windows Management Instrumentation Tester dialog box.

378. To verify that the change applied, open Event Viewer, and then look for Office Communications Server event ID 21057.

Modifying WMI Settings Using VBScript

You can use the following sample script written in the Microsoft Visual Basic® Scripting Edition (VBScript) language to modify the WMI settings that you want to change.

Sub CommitChange


Dim objLocator


Dim objService


Dim objInstances


Dim objInstance


Wscript.Echo "Connecting to local WMI store..."


Set objLocator = CreateObject("WbemScripting.SWbemLocator")


Set objService = objLocator.ConnectServer(".", "root\cimv2")


Wscript.Echo "select * from MSFT_SIPAddressBookSetting"

Set objInstances = objService.ExecQuery("select * from …

    …MSFT_SIPAddressBookSetting")                                                                                                                                                                                 


If IsNull(objInstances) Or (objInstances.Count = 0) Then



Wscript.Echo "Error: No instance"


Else


For Each objInstance in objInstances



objInstance.Properties_.Item("MaxDeltaFileSizePercentage").Value = 1500

  

objInstance.Properties_.Item("RunTime").Value = 200



objInstance.Properties_.Item("OutputLocation").Value = \\server\ABServer"

 

objInstance.Properties_.Item("SynchronizePollingIntervalSecs").Value =500



objInstance.Properties_.Item("UseNormalizationRules").Value = "True"



objInstance.Put_



wscript.Echo "Done"


  Exit For

      Next

   End If


    Wscript.Echo ""


End Sub


CommitChange

Configuring Address Book Server Phone Normalization

Phone numbers that are stored in disparate directories are essentially unstructured strings that lack a strict model for consistency. Communicator requires standardized E.164 phone numbers. This number translation is performed by the Address Book Server in conjunction with mapping rules. Two types of rules can be applied to phone numbers:

· Generic rules are a resource inside of the ABServer.exe file, which will enforce the fact that they are not editable.

· A sample company rule is in a text file that is included in the installation folder alongside ABServer.exe, with a comment at the top of the file telling the administrator that, to implement a company specific rule, to copy the sample file to the output location for the pool and change the name to Company_Phone_Number_Normalization_Rules.txt so that it can be used for future synchronization passes.
Sample_Company_Phone_Number_Normalization_Rules.txt is the sample file in which you configure rules specific to your company requirements. To use this file, copy it to Company_Phone_Number_Normalization_Rules.txt; otherwise, Address Book Server uses only the built in generic rules. Company rules override the generic rules.
Managing the Address Book Server from the Command Line

You can manage the Address Book Server by running ABServer.exe from a command prompt. You can modify the environment path system variable to include the location of ABServer.exe (%programfiles%\Microsoft Office Communications Server 2007\Server\Core), or you can run the tool directly from the Office Communications Server Address Book directory. 

Table 6 shows valid command switches and arguments.

Table 6. ABServer.exe Command Switches and Arguments

	Command Switch
	Arguments
	Description

	-?
	None
	Displays all command switches for ABServer.exe.

	-syncNow
	None
	Manually synchronizes the Address Book Server by pausing the service to perform synchronization and then restarting the service. If you are in a failover scenario and failing over from one server to another and syncNow does not work, check the load-balancer settings. The health monitor for incoming port 135 should point to 5060 (or 5061) on the servers. By default, it will point to 135 on the servers and since 135 is always up when the computer is running the server remains marked as being up even though Office Communications Server Front End service is down.

	-regenUR
	None
	Forces user replication regeneration.

	-dumpFile input-file [output-file]
	Input-file [output-file]
	Dumps the input file given as the first argument, formatted as text, to the output file given as the second argument. If the second argument is not given, the output file name defaults to the same path and file name as the input file with a .txt extension appended.

	-testPhoneNorm
	Phone-number
	Loads the normalization rules text file and attempts to normalize the phone number arguments. The results are displayed in the command-line shell. If the phone number argument contains spaces, the phone number must be enclosed in quotation marks (“ “).

	-validateDB
	None
	

	-dumpRules
	None
	Displays all rules currently in effect, including generic and custom rules.


Managing Usage

You can configure Office Communications Server 2007 to provide the features and functionality that are most appropriate for your organization. This includes the following:

· Managing Support for On-Premise Web Conferencing Meetings
· Managing Enterprise Voice

· Managing the Use of Distribution Groups to Send Instant Messages
· Managing Contacts, Presence, and Queries
· Configuring Client Version Filtering
· Configuring Intelligent IM Filtering
· Configuring Archiving, Call Detail Recording, and Meeting Compliance
In addition to management of these features and functionality for your organization, you can also manage many settings for individual user accounts, as described in the Managing User Accounts section of this guide.
Managing Support for On-Premise Web Conferencing Meetings

The Web Conferencing Server enables on premise conferencing within your organization. If your organization has also deployed a Web Conferencing Edge Server, external users can also participate in on-premise conferencing meetings.

When you deploy a Web Conferencing Server, most settings are configured during setup using configuration wizards. Managing support for on-premise Web conferencing meetings includes the following:

· Configuring Meeting Policies
· Changing the UNC Paths Where Meeting Content or Metadata Is Stored
· Configuring Meeting Invitation URLs

· Specifying the Organization Name for Meeting Invitations
· Configuring the Maximum Scheduled Meetings Allowed Per User
· Managing Meeting Life Cycles
Configuring Meeting Policies
If your Office Communications Server 2007 deployment includes servers or Enterprise pools that are configured for Web conferencing, any user who is enabled for Office Communications Server 2007 can join a meeting. If enabled for Web conferencing, a user can organize a meeting and invite internal participants or federated users. Additionally, you can configure Office Communications Server 2007 to permit users to invite anonymous participants. Anonymous participants are external users that do not belong to your organization or a federated partner. For example, you may want to invite a vendor to participate in an internal meeting. In this case, a user could send this vendor an invitation to the meeting and, when this vendor joined the meeting, the user’s identity would be verified through a meeting key. To invite an anonymous participant to a meeting, however, the account of the user who organizes the meeting must be configured with the necessary permissions. You have the following configuration options for anonymous participation:

· Give permission at the global level to invite anonymous participants to meetings, in which case all users in an Active Directory forest can invite anonymous participants to meetings.

· Deny permission to all users at the global level, in which case no users in the forest can invite anonymous participants to meetings.

· Enforce a meeting policy per user, in which case only individual user accounts configured to allow anonymous participation can invite anonymous participants. For information and procedures for configuring a user account to work with per user settings, see the Allowing or Disallowing Invitation of Anonymous Participants to Meetings by Individual Users section of this guide.
To support anonymous participation in meetings, you must also configure edge server support to allow anonymous users to connect to your network. For information about configuring edge servers to support anonymous participation in meetings, see the Enabling and Configuring Anonymous Participation in Meetings section of this guide.
Meeting features, except anonymous participation, are grouped and managed using meeting policies. You control which meeting features a meeting organizer can use during a meeting by configuring and applying specific policies. The meeting organizer’s meeting policy controls the meeting and applies to all meeting participants, not the meeting policy of the participant. For example, Bob is configured with a meeting policy that has IP audio enabled and Sue is configured with a default meeting policy that has IP audio disabled. As an attendee of Bob’s meeting, Sue can use IP audio because the meeting uses Bob’s meeting policy. However, when Sue organizes a meeting, all attendees of her meeting use her meeting policy, so no IP audio is available for the meeting. For information about configuring meeting policies for individual users, see the Configuring the Meeting Policy for Individual Users section of this guide.
By default, Office Communications Server 2007 has five meeting policy definitions. All meeting policies include the same features, but any or all of the features can be configured differently for each meeting policy. Table 7 shows the policy settings that you configure for each policy to manage features.
Table 7. Policy settings for meetings

	Policy setting
	Description

	Policy name
	A name that you specify. We recommend that the name describe the purpose of the policy. The name cannot exceed 256 Unicode characters.

	Maximum meeting size
	The maximum number of participants that an organizer’s meeting can admit. An organization can invite more participants than the maximum meeting size, but once attendance reaches the maximum meeting size, no one else can join the meeting. The maximum number is 1000.

	Enable Web conferencing
	Enables Web conferencing for users of the policy. If you select this option, you also need to configure the following options:
· Whether to use native format for Microsoft® Office PowerPoint® presentation graphics program files

· Support for program and desktop sharing

· Support for recording meetings

These options are covered later in this table.

	Use native format for PowerPoint files
	When a user uploads PowerPoint content, it is converted to .png files that the server renders. PNG files are similar to screenshots. 

If this option is enabled in a policy (the default), when a presenter makes a slide deck active, then each attendee’s Microsoft Office Live Meeting 2007 client automatically downloads the Microsoft Office PowerPoint presentation in its native format (.ppt file) as well as the converted PNG files. The PowerPoint data is only available for the duration of the meeting.
If the policy does not enable this option, when a presenter makes a slide deck active, each Live Meeting 2007 client automatically downloads only the converted PNG files. If you do not use native PowerPoint format, the original source is unavailable and cannot be changed. Attendees also cannot see any active content or animation. Preventing native format increases security because the original source is unavailable and cannot be modified.
Allowing PowerPoint files to be uploaded in their native format can impact performance and the Office Communications Server infrastructure. This option is generally not selected if there are concerns about the bandwidth required to download slides in native mode, or if original files should not be shared with participants. If this option is not selected, PowerPoint slides are downloaded as *.png images, which are equivalent to screen shots.

	Enable program and desktop sharing
	This setting enables presenters in a meeting to share applications or an entire desktop with other participants.

If selected in a meeting policy, the presenter can allow all participants with Active Directory accounts to take control of the organizer’s desktop or a program that is running on the desktop.

You can specify the range of colors (color depth) used to display slides and other meeting content:

Gray scale (16 shades)

Gray scale (256 shades)

256 colors

High color (16 bit)

True color (24 bit)
The default color depth for displaying slides and other meeting content in the Default Policy and Policy 5 (Low) meeting policies is now High color (16 bit). For Office Communications Server 2007 and earlier versions, the default for these two meeting profiles was 256 colors. If you install Office Communications Server 2007 in an environment in which a pre-release version of Office Communications Server 2007 was installed, the default will continue to be 256 colors for all servers in the environment. You should change the setting for these two policies on all servers in your environment to either True color (24 bit), which is recommended for the best meeting experience, or High color (16 bit). Original documents are not affected by the color definition settings when viewed outside of a meeting. 

You can also change the sharing settings that apply to federated and anonymous users (non-Active Directory users). The following options are available:

Never allow control of shared programs or desktop. Use this option to specify that users without an Active Directory domain account in your organization cannot take control of a shared program or desktop during meetings organized by users who have been assigned this meeting policy.

Allow control of shared programs. Use this option to specify that users without an Active Directory domain account in your organization can take control of a shared program, but not a shared desktop, during meetings organized by users who have been assigned this meeting policy.

Allow control of shared programs and desktop. Use this option to specify that users without an Active Directory domain account in your organization can take control of a shared program or shared desktop during meetings organized by users who have been assigned this meeting policy.
Restricting control of shared programs and desktops is generally done to address concerns about who might have access to the shared programs or desktops.

	Allow presenter to record meetings
	This setting enables internal presenters to record meetings.

	Presenter can allow attendees to record meetings
	If you selected the Allow presenter to record meetings option, you can also allow the presenter to allow attendees to record meetings.

	Enable IP audio
	This setting enables audio conferencing (Enterprise Voice) over TCP (Transport Control Protocol). This option controls whether streaming of audio over the Internet connection is allowed in meetings organized by users who have been assigned this meeting policy. This option is generally not selected if there are concerns about the bandwidth required for IP audio. 
Enabling IP audio for meetings requires deployment of the appropriate audio hardware, including head sets, microphones, or speakers.

Enabling IP audio can impact performance and the Office Communications Server infrastructure.

	Enable IP video
	If you selected the Enable IP audio option, you can also enable support for IP video.

This option controls whether streaming of video over the Internet connection is allowed in meetings organized by users in this forest who have been assigned this meeting policy. This option is generally not selected if there are concerns about the bandwidth required for video. 

Enabling IP video for meetings requires deployment of the appropriate video hardware, including webcams or Microsoft Office RoundTable.

Enabling IP video can impact performance and the Office Communications Server infrastructure.


Each meeting policy defined at the global level is available for use across the forest. By default, the following policies are defined for Office Communications Server 2007:

· Default Policy. This is the default meeting policy configured at the forest level.

· Policy 1 (High). This is the policy of the same name configured at the forest level. By default, this policy grants the highest level of access to meeting features when compared to the other default policies.

· Policy 2 (Medium High). This is the policy of the same name configured at the forest level.

· Policy 4 (Medium Low). This is the policy of the same name configured at the forest level.

· Policy 5 (Low). This is the policy of the same name configured at the forest level. By default, this policy grants the lowest level of access to meeting features when compared to the other default policies.

You can use these meeting policies, define one or more new meeting policies, change the policy definition for any global meeting policy, and delete any policy except the default policy. 
Use the procedures in this section to do the following:

· Create a global meeting policy.

· Modify or remove a global meeting policy.

· Select the meeting policy for your organization.
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To create a global meeting policy

379. Open Office Communications Server 2007.

380. In the console tree, right-click Forest, click Properties, and then click Global Properties.

381. Click the Meetings tab.

[image: image211.png]Office Communications Server Global Properties

Fedein | Aching | CalDetsiRecords
Gered | Seach | User WG | EdgeSevers
Aorymous paticrts[Diolow e fom ting anonymos pari ]
Fetspezits

Global poly: Defauit Folcy B

Poliey Defition
Defat Poly
Folicy 1 (High)
Folicy 2 Medium High)
Folicy 4 Medium Low)

Add Edit Berove

Co ] com | | |





382. In Policy settings, under the Policy Definition list, click Add.

[image: image212.png]Policy name:

I b e Sarrening

| L e et for PawerPai s
(17 Enbe program and deskion sharig
Coor el [Fiaheooriesn ]
Selectsetings fornorActive Directory users:
€ everelow contval o share rograms o deskicg
& Blow concl f shared programs

€ Al corirol of shared prosams anl deskiop.

I Alow preserten to record meetings

I Pizsente can el attzndees to ecord meetings.

[T Enable IP audio
™ EnabizIF wideo

5 Cwesl | Heb





383. In the Policy name box, type a name for the policy.

384. Specify the settings you want in this policy to control the level of access to meeting features granted to users.
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To modify or remove a global meeting policy

385. Open Office Communications Server 2007.

386. In the console tree, right-click Forest, click Properties, and then click Global Properties.
387. On the Meetings tab, click the individual policy definition (meeting policy) you want to modify or remove, and then do one of the following:

· To view or modify a policy definition to control the level of access to meeting features granted to users, In the Policy Definition list, click the name of the policy, and then click Edit. In the Edit Policy dialog box, change any settings, as appropriate.

· To remove a policy definition, click Remove.
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To apply a global meeting policy

388. Open Office Communications Server 2007.

389. In the console tree, right-click Forest, click Properties, and then click Global Properties.

390. Click the Meetings tab.

[image: image215.png]Office Communications Server Global Properties

Fedein | Aching | CalDetsiRecords
Gered | Seach | User WG | EdgeSevers
Aorymous paticrts[Diolow e fom ting anonymos pari ]
Fetspezits

Global poly: Defauit Folcy B

Poliey Defition
Defat Poly
Folicy 1 (High)
Folicy 2 Medium High)
Folicy 4 Medium Low)

Add Edit Berove

Co ] com | | |





391. In Policy settings, in the Global Policy drop-down list box, do one of the following:

· To use a single global policy for the entire organization, click the name of the specific policy in the drop-down list. If an appropriate policy does not exist in the list, use the procedure earlier in this section to create it.
· To apply meeting policies on a per-user basis, click Use per user policy in the drop-down list. You then specify the policy for individual users, as described in the Configuring the Meeting Policy for Individual Users section of this guide.
Changing the UNC Paths Where Meeting Content or Metadata Is Stored

The Web Conferencing Server in Office Communications Server 2007 saves any content created in a conference to a folder. Along with the content, the Web Conferencing Server also saves metadata information to a folder. The metadata information describes the meeting content such as upload time and user who uploaded the content. Both the meeting content and the metadata are encrypted.

The location for the meeting content folder and the meeting metadata folder are specified during setup and cannot be changed using Office Communications Server 2007. However, those locations can be changed after Office Communications Server is deployed by using the manual steps described in the following sections. 

Manually changing the folder location for meeting content and metadata requires completing the following steps:

392. Stopping the Office Communications Server Web Conferencing service.

393. Creating and configuring the file folders and file shares for meeting content and metadata.
394. Changing WMI settings for meeting content and meeting content metadata folders.
395. Changing the IIS virtual directory to the presentation folder.
396. Restarting the Office Communications Server Web Conferencing service.
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Note

Stop the Office Communications Server Web Conferencing service before performing the following steps.

Step 1 Stopping the Office Communications Server Web Conferencing Service

Stop the Office Communications Server Web Conferencing service on your Standard Edition server or on each server in your Enterprise pool that is running the service. For details, see Stopping and Starting Service and Deactivating Server Roles earlier in this guide.
Step 2 Creating and Configuring File Folders and File Shares for Meeting Content and Metadata

If the folder does not exist, create a new meeting content file folder (Standard Edition) or file share on a file server (Enterprise Edition) and record the folder’s UNC path, for example, \\Contoso\CommunicationsServer\Content. Configuration includes setting the correct access control (permissions) on the folder or share.
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To configure file folder or share for meeting content and metadata

397. Set correct permissions for the meeting content folder or share as follows:

· For a Standard Edition Server, right-click the file folder, click Properties, click the Security tab, and then ensure that permissions are configured according to Table 8.
Table 8. Access permissions granted to meeting content folder for a Standard Edition Server
	User Group
	Access Permissions

	RTC Component Local Group
	Read/Write

	Users (Local Group)
	Read-Only


· For an Enterprise pool, right-click the file folder, click Properties, click the Security tab, and then ensure that permissions are configured according to Table 9.

Table 9. Access permissions granted to meeting content share for an Enterprise pool

	User Group
	Access Permissions

	RTCUniversalGuestAccessGroup
	Read

Read and Execute

List Folder Contents

	RTCComponentUniversalServices
	Read

Read and Execute

Modify

List Folder Contents

Write


398. If the meeting content metadata folder does not exist, create a new folder (Standard Edition) or file share on a file server (Enterprise Edition) and record its UNC path, for example: \\Contoso\CommunicationsServer\Metadata.

399. Set correct permissions for the meeting content metadata folder:

· For a Standard Edition Server, right-click the file folder, click Properties, click the Security tab, and then ensure that permissions are configured according to Table 10.

Table 10. Access permissions granted to Metadata folder for a Standard Edition Server
	User Group
	Access Permissions

	RTC Component Local Group 
	Read/Write


· For an Enterprise pool, right-click the file folder, click Properties, click the Security tab, and then ensure that permissions are configured according to Table 11.

Table 11. Access permissions granted to Metadata share for an Enterprise pool
	User Group
	Access Permissions

	RTCComponentUniversalServices
	Read

Read and Execute

Modify

List Folder Contents

Write


Step 3 Changing WMI Settings for Meeting Content and Meeting Content and Metadata Folders

You can change Windows Management Instrumentation (WMI) settings to point to a new UNC path.
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To change WMI settings for meeting content ant meeting content metadata folders

400. Log on to an Office Communications Server 2007 Standard Edition Server or a server in an Enterprise Edition pool, or a server with Office Communications Server 2007 administrative tools installed, as a member of the RTCComponentUniversalServices group or an account with equivalent user rights.

401. At the command prompt, type wbemtest.exe.

402. In the Windows Management Instrumentation Tester dialog box, click Connect.
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403. In the Connect dialog box, in Namespace, type root\cimv2, and then click Connect.
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404. In the Windows Management Instrumentation Tester dialog box, click Query.
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405. In the Query dialog box, type the query, such as:
Select * from MSFT_SIPDataMCUCapabilitySetting where Backend = “(local)\\rtc”
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Note

The example shown in this procedure is for Office Communications Server 2007 Standard Edition. For an Enterprise pool, replace “(Local)\\RTC” with ”BackendServerName\\DatabaseInstanceName”. If you do not know the name of the SQL back-end server and database instance for the pool, you can see it in the details pane of Office Communications Server 2007. In Office Communications Server 2007, in the console tree, click the name of the pool. In the details pane, click the Database tab. The value of Database Instance Name indicates the name of the database instance.

406. In the Query dialog box, click Apply.
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407. In the Query Result dialog box, double-click MSFT_SIPDataMCUCapabilitySetting.
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408. In the Object editor dialog box, do the following:

· To change the location of meeting content, double-click the MeetingPresentationContentLocation property. In the Property Editor dialog box, change the value to a new UNC path, and then click Save Property.

· To change the location of the meeting content metadata folder, double-click the Meeting MetadataLocation property. In the Property Editor dialog box, change the value to a new UNC path, and then click Save Property.
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409. In the Property Editor dialog box, click Save Property, and then close the WBEMTEST program.

Step 4 Changing the IIS Virtual Directory to the Presentation Folder

You change IIS virtual directory settings to point to a new UNC path.
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To change the IIS virtual directory to the presentation folder

410. Log on to a server with Web Components installed as a member of the Administrators group or a group with equivalent user rights.

411. Open IIS Manager. Click Start, point to All Programs, point to Administrative Tools, and then click Internet Information Services (IIS) Manager.
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412. Expand the computer name, expand Web Sites, expand Default Web Site, expand Etc, expand Place, expand Null, right-click FileTree, and then click Properties.
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413. On the Virtual Directory tab, do one of the following:

· If the content for this resource is on the local computer, click A directory located on this computer, and then type the path to the meeting content folder that you created in the Local path box.
· If the content for this resource is not on the local computer, click A share located on another computer, and then type the path to the meeting content folder that you created in the Network directory box.
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Note

If the directory that you specify is a network share, you need to ensure that the account configured for IIS anonymous access has Read permission on the network share. You should use a user account that belongs to the RTCUniversalGuestAccessGroup for this purpose. To verify what account is configured for IIS anonymous access, in the FileTree Properties dialog box, on the Directory Security tab, under Authentication and access control, click Edit.

Step 5 Restarting the Office Communications Server Web Conferencing Service

Restart the Office Communications Server Web Conferencing service on your Standard Edition server or on each server in your Enterprise pool that is running the service.

Configuring Meeting Invitation URLs

When a user is invited to a meeting, the user receives a meeting invitation through the Microsoft Office Outlook® messaging and collaboration client. The meeting invitation contains a URL to join the meeting. Additionally, if you have configured Office Communications Server 2007 to support meetings for both internal and external users, the following URLs are available to meeting attendees:
· Meeting client download URL. This is a link for users to download and install the Live Meeting 2007 client. You can only change the internal meeting client download URL, not the external client download URL.

· Support page URLs. By default, both the internal and external URLs link to a Microsoft support page (http://r.office.microsoft.com/r/rlidLiveMeeting?p1=12&p2=en_us&p3=LMInfo&p4=supportserver), but you can host your own support page on your own Web server.
Use the procedures in this section to do the following:

· Specify a URL for downloading the Live Meeting 2007 Client.
· Host the support page on a Web server and specify the support URL
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To specify a URL for downloading the Live Meeting 2007 Client
414. On the Office Communications Server 2007 server configured as the Web Components Server, open Office Communications Server 2007.

415. In the console tree, expand the forest node, and then do one of the following:

· For an Enterprise pool, expand Enterprise pools, expand the pool, right-click Web Components, and then click Properties.

· For a Standard Edition Server, expand Standard Edition servers, right-click the pool, click Properties, and then click Web Component Properties.

416. Click the Meeting Invitations tab.
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417. Under Live Meeting 2007 Client URL, in Internal, type the URL that internal users are to use to download the client. For example, http://eepool1.contoso.com/meetings/int/clientdownload.html or http://OCSServer1.contoso.com/meetings/int/clientdownload.html.
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To host the support page on a Web server and specify the support URL 

418. Log on to the Web Server.

419. Create a Web page (in any format) providing support information for Office Communications Server Web conferencing users.

420. Copy the Web page to a Web folder that internal users can access and to a Web folder that external users can access. For example, you could copy the Web page to the default wwwroot directory for a Microsoft Internet Information Services (IIS) Web server—if you copy an HTML Web page to “C:\Inetpub\wwwroot\meetings\support\int”, the default URL will be https://<FQDN of the server running Web Components>/meetings/support/int/<WebPageFilename>.html.
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Note

After you copy the support page to the appropriate locations, verify the following:

· The URL that internal users will use to download the page works inside the corporate network only.

· The URL that external users will use to download the page works from outside the corporate network.

421. Open Office Communications Server 2007.

422. In the console tree, expand the forest node, and then do one of the following:

· For an Enterprise pool, expand Enterprise pools, expand the pool, right-click Web Components, and then click Properties.

· For a Standard Edition Server, expand Standard Edition servers, right-click the pool, click Properties, and then click Web Component Properties.

423. Click the Meeting Invitations tab.

424. Under Technical Support URL, do the following:

· In Internal, type the URL that internal users are to use to view the support page. For example, http://eepool.contoso.com/meeting/int/Tshoot.html or http://OCSServer1.contoso.com/meeting/int/Tshoot.html.
· In External, type the URL that external users are to use to view the support page. For example, http://eepool.contoso.com/meeting/ext/Tshoot.html or http://OCSServer1.contoso.com/meeting/ext/Tshoot.html.
Specifying the Organization Name for Meeting Invitations

You can also change the name of the organization that appears in the meeting e-mail invitation. This name is sent to the Microsoft Office Live Meeting add-in for Microsoft Office Outlook for use in meeting invitations sent by users in this pool.
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To change the organization name for meeting invitations

425. Open Office Communications Server 2007.

426. In the console tree, expand the forest node, and then do one of the following:

· For an Enterprise pool, expand Enterprise pools, expand the pool, right-click Web Components, and then click Properties.

· For a Standard Edition Server, expand Standard Edition servers, right-click the pool, click Properties, and then click Web Component Properties.
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427. On the General tab, in the Organization type the name of your organization.
Configuring the Maximum Scheduled Meetings Allowed Per User

Use the following procedure to customize the maximum number of meetings that a user is permitted to schedule at one time.
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To configure maximum scheduled meetings
428. Open Office Communications Server 2007.

429. In the console tree, expand the forest node, and then do one of the following:

· For an Enterprise pool, expand Enterprise pools, expand the pool, right-click Web Components, and then click Properties.

· For a Standard Edition Server, expand Standard Edition servers, right-click the pool, click Properties, and then click Web Component Properties.

430. On the General tab, in Maximum scheduled meetings per user, type the maximum number of meetings that can be scheduled by each user. The valid range is from 1 to 10000. The default is 1000.

Managing Meeting Life Cycles

Meeting life cycles are controlled by the following processes:

· Deactivation. Deactivating a meeting ends the instance of the meeting, but the meeting continues to exist in the database and can be reactivated and rejoined. 

· Expiration. When the expiration time is reached, the meeting and all associated meeting content are deleted from the database.  The default expiration time is 14 days.

Meeting deactivation and expiration are primarily automatic processes in Office Communications Server 2007. However, there are three WMI settings that the administrator can use to modify the meeting deactivation and expiration processes. 
For conference deactivation, there are two pool-level WMI settings that are stored as properties in the MSFT_SIPMeetingScheduleSetting WMI class in the root\CIMV2 namespace, as described in Table 12.
Table 12. MSFT_SIPMeetingScheduleSetting WMI class in the root\CIMV2 namespace
	Property Name
	Type
	Default Value
	Description

	UnAuthenticatedUserGracePeriod
	Integer (0~60)
	10 (minutes)
	Grace period allowed for anonymous or federated users to stay in the meeting without any authenticated user in the meeting.

	MaxMeetingLength
	Integer 

(0 ~ 8760)
	24 (hours)
	Maximum length of any meeting without join activity.


For conference expiration, there is one pool-level WMI setting that is stored as a property in the MSFT_SIPDataMCUCapabilitySetting WMI class in the root\CIMV2 namespace, as described in Table 13.
Table 13. MSFT_SIPDataMCUCapabilitySetting WMI class in the root\CIMV2 namespace

	Property Name
	Type
	Default Value
	Description

	ContentExpirationGracePeriod
	Integer (0~365)
	14 (days)
	Grace period in addition to the expire time, after which the Web Conferencing Server should clean up content for a conference.


Use Windows Management Instrumentation Tester (WBEMTest) and the following procedure to modify deactivation and expiration WMI settings.
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To use WBEMTest to modify deactivation and expiration WMI settings

431. Log on to an Office Communications Server 2007 Standard Edition Server or a server in an Enterprise Edition pool, or a server with Office Communications Server 2007 administrative tools installed, as a member of the RTCUniversalServerAdmins group or an account with equivalent user rights.

432. Click Start, click Run, type wbemtest, and then click OK.

433. In the Windows Management Instrumentation Tester dialog box, click Connect.
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434. In the Connect dialog box, in Namespace, type root\cimv2, and then click Connect.

435. In the Windows Management Instrumentation Tester dialog box, click Open Instance.

436. In the Get Object Path dialog box, in Object Path, type the WMI class name (MSFT_SIPMeetingScheduleSetting or MSFT_SIPDataMCUCapabilitySetting), and then click OK.

437. In the Object editor dialog box for the WMI class, click Instances.

438. In the Query Result dialog box, double-click an instance.
439. In the Object editor dialog box for the WMI class, double-click the property you want to edit in Properties:

· If you specified the MSFT_SIPMeetingScheduleSetting WMI class in step 6 of this procedure, double-click UnAuthenticatedUserGracePeriod or MaxMeetingLength.

· If you specified the MSFT_SIPDataMCUCapabilitySetting WMI class in step 6 of this procedure, double-click ContentExpirationGracePeriod.

440. In the Property Editor dialog box, change the value to the new value in the Value box, and then click Save Property.

441. When you are finished with the editing, in the Object editor dialog box, click Save Object.

442. Close all dialog boxes, and then close Windows Management Instrumentation Tester.

443. To verify that the change was applied, open Event Viewer and look for event ID 56015.
Managing Enterprise Voice

The Office Communications Server 2007 Administrative Tools enable you to accomplish the following Enterprise Voice management tasks:

· Viewing Voice Settings

· Configuring Global Settings for Enterprise Voice
· Managing Pool Settings for Enterprise Voice

· Configuring a Mediation Server
· Deactivating a Mediation Server
· Enabling Call Detail Records for Enterprise Voice

Viewing Voice Settings

You can view your settings for Enterprise Voice in the detail pane of the Office Communications Server 2007 administrative snap-in. Use the procedures in this section to do the following:
· View global settings for Enterprise Voice

· View Voice configuration task flow

· View Voice settings for a pool
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To view global settings for Enterprise Voice

1. Open Communications Server 2007.

2. In the console pane, click the forest node.
3.  In the details pane, click the Voice tab.
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4. Expand one or more of the following to view the corresponding settings for Voice:

· Global Policy

· Phone Usages

· Normalization Rules

· Location Profiles

· Routes
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To view Voice configuration task flow

1. Open Office Communications Server 2007.

2. In the console pane, click the Forest node. 

3. In the details pane, click the Voice Task Flow tab.

The Voice Task Flow tab presents the main Voice configuration tasks as a series of steps. To view the property page corresponding to each step, click the MMC Reference path. Click Help to view the online help for each property page.
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To view Voice settings for a pool

1. Open Office Communications Server 2007.

2. In the console pane, click the pool whose settings you want to view. 
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3. In the details pane, expand Voice Settings to view the pool-level settings for phone lock, location profile, and advanced configuration options, which include quality of service and security settings.

4. Expand the settings you want to view.

Configuring Global Settings for Enterprise Voice

Global settings govern the routing of calls that originate with Enterprise Voice users throughout a forest. Global settings include the following:

· Location Profiles specify the normalization rules to be applied to calls from specific locations.
· Phone Usages define user calling privileges.
· Policy specifies which phone usage records apply to which users.
· Routes define how calls are routed through the Enterprise Voice infrastructure. A route consists of a target telephone number, one or more media gateways that are designated to handle that number, and the phone usage records that a user must have for permission to call the target number. 

Creating and Configuring Location Profiles

A location profile is a named set of normalization rules that translate phone numbers for a named location to a single standard (E.164) format for purposes of phone authorization and call routing. A location profile specifies a set of phone number normalization rules to be applied to numbers that are dialed from a specific location. The same phone number dialed from different locations can, based on the respective location profiles, resolve to different E.164 numbers, as appropriate to each location. Creating and configuring location profiles includes specifying the following:

· Name. Type a clear, descriptive name for the location profile. This name must be unique and cannot exceed 256 Unicode characters, each of which can be an alphabetic or numeric character, a hyphen (-), a dot (.), a plus sign (+), underscore ( _ ), or either a left or right parenthesis: ) or (. No other special characters including spaces are allowed. The name typically reflects the location to which it applies. If integrating Exchange Unified Messaging (UM) with Communications Server, the name of the location profile must match the FQDN of the corresponding UM dial plan.

· Description. Describe the location profile in more detail. The description should be recognizable and significant to end users who might encounter it.

· Normalization Rules. This list contains all the normalization rules that have been defined and that, therefore, are available for this location profile. Each location profile must have at least one normalization rule. The normalization rules define how phone numbers expressed in various formats are to be routed for the named location by specifying how to convert dialed numbers in various formats to the standard E.164 format for purposes of reverse number lookup. The same number string may be interpreted and translated differently depending on the locale from which it is dialed. Normalizing user-supplied phone numbers provides a consistent format that makes it possible to match a dialed number to the intended recipient's SIP-URI and to apply dialing authorization rules to the calling party.

You cannot assign a single phone number normalization rule to multiple location profiles. Instead, you create a separate normalization rule for each location profile. To facilitate the process of specifying each normalization rule, you can copy an existing normalization rule. When you copy a normalization rule, the existing rule is used as a template for the creation of the new normalization rule. 

The order of normalization rules is significant because, when attempting to match dialed numbers, the server applies the list from top to bottom. If the first rule matches the dialed number, the server quits looking and proceeds with routing. Typically, to expedite routing, put the normalization rules in order, starting with the most general rule at the top of the list and going to the most specific rule at the bottom of the list. 
A large organization may need a separate location profile for each location where it maintains an office. If your organization has a legacy PBX deployed, as most do, you can use its dial plan to create location profiles.
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Note

We recommend that, if you intend to configure Exchange Server 2007 Unified Messaging (UM) to work with Enterprise Voice, you do that before creating the location profiles. Each Exchange UM dial plan requires a corresponding location profile. If you use the same dial plan name in multiple Exchange forests, you must create a matching location profile specific to the UM dial plan FQDN for each forest. After creating location profiles, you must configure Communications Server to work with Exchange UM, as well as complete deployment and configuration of other components.
To create Exchange UM dial plans, you can use the OcsUMUtil tool that is included with Office Communications Server 2007 to validate the names of the corresponding location profiles. The tool does not correct invalid names, but it does identify each location profile name that does not match the FQDN of the corresponding UM dial plan. For more information about the use of this tool and other planning and implementation information, see the Microsoft Office Communications Server 2007 Enterprise Voice Planning and Deployment Guide.

After creating location profiles for an Enterprise pool, you need to assign them to the Communications Server Front End Server pool, and Mediation Server (or Advanced Media Gateway). The Front End Server and pool use the location profile to determine the media gateways to which calls to the PSTN or a PBX are to be routed. The Mediation Server receives E.164 numbers from the gateway, uses the location profile to determine how to interpret the E.164 number for local dialing, and then routes the number to the next hop server for reverse lookup. You must configure the PSTN gateway to convert telephone numbers from a national format to the E.164 format before sending them to the Mediation Server.

For more information about location profiles and how they are used, including routing logic, see the Microsoft Office Communications Server 2007 Enterprise Voice Planning and Deployment Guide.
Use the information in this section to create or configure a location profile, as well as to add or edit a normalization rule.
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To create or configure a location profile

1. On a Front End Server, open Office Communications Server 2007.

2. In the console tree, right-click the Forest node, point to Properties, and then click Voice Properties.
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3. On the Location Profiles tab, do one of the following:

· To add a new location profile, click Add.

· To edit an existing location profile, click Edit.

4. In the Add Location Profile or Edit Location Profile dialog box, do the following:
· In Name, type a unique name that does not exceed 256 Unicode characters, consisting only of the following: alphabetic or numeric character, a hyphen (-), a dot (.), a plus sign (+), underscore (_), or either left or right parenthesis: ) or (.
· In Description, type a description of the location profile.

· In the Normalization Rules drop-down list box, ensure that the required normalization rules are in the list and in the appropriate sequence. To remove a normalization rule, click Remove. To add or edit a normalization rule, use the following steps.

5. Under Normalization Rules, click Add or Edit, as appropriate.
6. In the Add Phone Number Normalization Rule or Edit Phone Number Normalization Rule dialog box, specify the following:

· Name. Specify a name for this normalization rule. The name must be a Unicode string that does not exceed 256 characters. The name should clearly identify the normalization rule.
· Description. Specify a description for the normalization rule. The description can be any Unicode string  up to 1,024 characters. The description provides an opportunity to describe the normalization rule more fully.
· Phone pattern regular expression. Specify a .NET regular expression that describes the numeric pattern of the user-supplied phone numbers that will be matched.
· Translation pattern regular expression. Specify the E.164 format into which phone numbers matching the Phone pattern regular expression are to be translated. 
For example, you could specify a phone pattern of  ^([0-9]{7})$ and a translation pattern of +1425$1 to translate a number such as 5550100 to +14255550100. Use the Helper button to get detailed information about how to specify the phone pattern regular expression and translation pattern regular expression (.NET Regular Expressions). For more information about using .NET Regular Expressions to specify a phone usage normalization rule, including examples, see the Microsoft Office Communications Server 2007 Enterprise Voice Planning and Deployment Guide.
Use the Copy button to use an existing normalization rule as the template for a new rule. This copies all settings for the normalization rule, except the name of the normalization rule, to the Add Phone Number Normalization Rule dialog box. If before clicking the Copy button, you typed a description for the new rule, the description you typed is retained and the description from the existing rule is not copied.
After specifying the rule, test it by typing a number in Sample dialed number, and then check the translation in Translated number.
Configuring Call Authorizations
Configuring call authorization consists of defining phone usage records and Voice policies. 

· Phone usage records are named classes of calls that specify which call routes a user is authorized to use, facilitating enforcement of both dialing authorization and route utilization. Phone usage records are similar to what in traditional telephony is known as “class of service”, but phone usage records offer greater flexibility because they are applied to both users and routes, making it possible to formulate very precise phone authorizations for both individuals and groups. You specify a phone usage record as an arbitrary label that enables you to identify a category of call destinations. You can name phone usage records whatever you like, but the names should be easily recognizable. For example, typical phone usage records might include “Local”, “Area Code”, “State”, “Province, “USA”, “Singapore”, and “International”. After creating phone usage records, you then assign them to both policies and routes. Planning phone usage records consists primarily of listing all the current call permissions for your organization, and then determining the permissions for which to create phone usage records. Phone usage records are assigned to both routes and users for the purposes of specifying call authorization. A single user can have multiple phone usage records. Phone usage records provide a quick, simple way to assign call permissions to users as well as facilitate route prioritization and selection. By assigning phone usage records to both user policies and outbound call routes, you indicate which users are allowed to make calls that utilize particular routes.
· Policies are named sets of phone usage records. Policies are used to assign call privileges to users. They also specify whether endpoint devices are enabled for simultaneous ringing. When you deployed Enterprise Voice, you specified at least one Voice policy. You can change the global policy used for the forest by selecting a specific policy to be used as the global policy or specifying that the policy is to be specified on a per-user basis. If you chose to apply policies on a per-user basis, you can create multiple policies and assign each, as appropriate, to specific individuals or groups of users. If you specify a global policy that applies to all users, not a per-user policy, you cannot assign additional policies on a per-user basis.

If a policy associated with a user account contains one or more phone usage records that match a phone usage record that is associated with a specific route, then the user is authorized to initiate calls that use that route.

The order in which you create phone usage records does not matter, but the order in which you assign them to Voice policies is significant because the server traverses the phone usage records in the Voice policies from top to bottom. For best performance, the phone usage records in each policy should be ordered top to bottom from most to least widely preferred. For example: RedmondLocal, RedmondLongDist, RedmondInternational, RedmondBackup.
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Note

The recommended way of creating a Voice policy is to create the appropriate phone usage records first, and then create the policy and add the appropriate phone usage records.

As an alternative, you can create one or more policies and add the phone usage records later. However, should you forget to add the phone usage records and then apply the policy to one or more users, the policy will have no effect whatsoever.

Before you configure call authorizations for your organization, it is recommended that you read the information about phone usage records, policies, and planning call authorizations in the Microsoft Office Communications Server 2007 Enterprise Voice Planning and Deployment Guide.
Use the information and procedures in this section to do the following:

· Create a phone usage record

· Create a Voice policy

· Specify a global Voice policy

For information about configuring routing for Enterprise Voice, see the Configuring Outbound Call Routing for Enterprise Voice of this guide.
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To create a phone usage record

444. On a Front End Server, open Office Communications Server 2007.
445. In the console tree, right-click the Forest node, point to Properties, and then click Voice Properties.
446. Click the Phone Usages tab.
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447. On the Phone Usages tab, click Add to create a new phone usage record.
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448. In the Add Phone Usage Record dialog box, do the following:

· In Name, type a clear, descriptive, unique name for the phone usage record, for example, Local Long-Distance Stockholm, Internal Only, International. You can use any name you like up to 256 Unicode characters. The name can contain spaces.

· In Description, optionally, describe the phone usage record in more detail.

449. Repeat the two previous steps to create as many phone usage records as you require. 
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To  create a Voice policy

450. On a Front End Server, open Office Communications Server 2007.
451. In the console tree, right-click the Forest node, point to Properties, and then click Voice Properties.

452. Click the Policy tab.
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453. On the Policy tab, click Add.
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454. In the Add Policy dialog box, in Policy name, type a name.

455. To enable simultaneous ringing of phones for this policy, select the Allow simultaneous ringing of phones check box. This enables each user to configure Communicator such that incoming calls, in addition to ringing the user's registered endpoints, also ring an additional non-registered endpoint, such as a personal mobile phone. To disable simultaneous ringing, clear the check box. Normally, simultaneous ringing should be enabled, but in the event of excessive congestion, you can disable this feature
456. To add a phone usage record to the policy, click Configure.
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457. In the Configure Phone Usage Records dialog box, do the following:

· To add a phone usage record to the Configured list, click the phone usage record in the Available list, and then click the right arrow. Continue adding phone usage records, if appropriate.

· To remove a phone usage record from the Configured list, click it, and then click the left arrow.

· To move a phone usage record up or down in the Configured list, click it, and then click Up and Down.

458. When finished, click OK. The phone usages you added now appear in the list of Phone usage records in the Add Policy or Edit Policy dialog boxes.

[image: image256.wmf]
To specify a global Voice policy 

459. On a Front End Server, open Office Communications Server 2007. 

460. In the console tree, right-click the Forest node, point to Properties, and then click Voice Properties.

461. On the Policy tab, in the Global policy drop-down list, do one of the following:

· To use a single policy for all users, click the name of the policy.

· To apply policies individual for specific users, select Use per user policy.
Configuring Outbound Call Routing for Enterprise Voice
Enterprise Voice routes specify how Communications Server 2007 handles outgoing calls placed by Enterprise Voice users. These routes associate target phone numbers with particular media gateways and phone usage records. Communications Server maintains a table of outbound call routes. When a user places a call, the server, if necessary, normalizes the phone number to E.164 format and attempts to match it to a SIP-URI. If the server is unable to make the match, it applies outgoing call routing logic based on the number. You define that logic in the form of a separate route for each set of target phone numbers that are listed in the location profile for each location.

When Communications Server determines that a dialed number needs to be routed to a PSTN gateway, the routing table is queried to determine the optimal gateway for the call. The policy of the calling user (or a user transferring the call), along with the dialed number, together determine the gateway to which the call should be routed. The ability to specify the PSTN gateways to which various numbers are routed enables you to determine which routes incur the lowest costs and implement them accordingly. Typically, you specify gateways by choosing the one closest to the location of the destination number in order to minimize long-distance charges. For example, if you are in New York and calling a number in Rome, you would carry the call over the IP network to the gateway in your Rome office, thereby incurring a charge only for a local call.
Configuring outbound call routing consists of instructing Communications Server how to route calls from Enterprise Voice users to phone numbers on the PSTN or a PBX. These routes populate the routing table, which embodies the outbound call routing logic that is followed by the server for PBX and PSTN numbers. An Enterprise Voice Route consists of:

· A unique name and optional description that identify and describe the route.

· One or more .NET regular expressions that specify target phone numbers that can use this route for outbound calls. The regular expression provides a numeric pattern to be matched to identify the target phone numbers to which the route is applied. The pattern-matching notation of regular expressions makes it possible to quickly parse large amounts of text to find specific character patterns; to extract, edit, replace, or delete text substrings; or to add the extracted strings to a collection in order to generate a report. Numbers that do not match the pattern of the target number cannot use this route. For more information about specifying a route target regular expression using .NET regular expressions, and samples and descriptions of route target regular expressions (such as for creating a failover route, dialing 911, setting up an international gateway, or blocking calls to specific numbers), see the Microsoft Office Communications Server 2007 Enterprise Voice Planning and Deployment Guide.
· One or more phone usage records that must be present in a caller’s Voice policy in order for that caller to place calls to target phone numbers associated with this route. The routing logic uses the phone usage record assigned to the caller as well as the dialed number in order to determine the optimal route. If a user’s Voice policy does not include a phone usage record associated with this route, the user is not authorized to place calls to those numbers. The order of phone usage records in Voice policies is significant because, when matching users to routes, the server compares phone usage records from top to bottom. If the first phone usage record matches the call route, the server quits looking and routes the call to the corresponding gateway. The remaining phone usages provide backup in the event of route congestion or call failure. To expedite call routing, the order of phone usage records should typically proceed from general to specific.
· One or more media gateways and Mediation Servers that can handle routing for the target phone numbers. 
To add a route, you must have previously deployed at least one media gateway and, if necessary, Mediation Server, as well as a location profile and phone usage record. For a route to work, numbers routed to a gateway must be localized at the gateway, using the gateway’s administrative interface. For more information about routes and how to plan for and implement specific routes, such as failover routes and other types of routes for specific purposes, see the Microsoft Office Communications Server 2007 Enterprise Voice Planning and Deployment Guide.
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To create an outbound call route
462. On a Front End Server, open Office Communications Server 2007.

463. Right-click the Forest node, point to Properties, and then click Voice Properties.

464. Click the Routes tab.
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465. On the Routes tab, click Add. 
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466. In the Add Route dialog box, in the Name box, type a unique name for the new call route. 

467. In the Description box, type an optional description of the new call route.
468. In Target phone numbers, use .NET framework regular expressions to describe the pattern of the phone numbers that are to use this route. To specify a target regular expression for target phone numbers, you specify a combination of symbols and variables that represent the target numbers and their dialing patterns. For assistance, including a sample values, click Helper. 

469. To add a media gateway or Mediation Server to the Gateways list, click Add.
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470.  In the Add Route Gateway dialog box, in the Select the Gateway Address drop-down list box, click the Mediation Server or Advanced Media Gateway to be added, and then click OK. Only those gateways and/or Mediation Servers that have been correctly installed and configured will appear in this list.
471. To add a phone usage record to this call route, in the Add Route dialog box, under Phone Usages, click Configure.
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472. In the Configure Phone Usage Records dialog box, do the following:

· To add a phone usage record to the Configured list, click the phone usage record in the Available list, and then click the right arrow. To add a phone usage record to a route, you must have previously defined at least one phone usage record. Continue adding phone usage records, if appropriate.
· To remove a phone usage record from the Configured list, click it, and then click the left arrow.

473. When finished, click OK. The phone usages you added now appear in the list of Phone usage records in the Add Route or Edit Route dialog boxes.

474. Create as many routes as you need.

Managing Pool Settings for Enterprise Voice

The Communications Server 2007 Enterprise Pool, or a Standard Edition Server functioning as a pool, must be configured with a location profile. The location profile translates dialed numbers into E.164 format for reverse number look-up and call routing. The location profile defines the default set of normalization rules that are applied to phone numbers dialed by users in the pool. The normalized phone numbers are used to perform reverse number lookup, which is the process of finding a recipient’s SIP URI from their phone number. If this lookup fails, the call will be routed according to the global routing rules which have been established.

You should have specified one or more initial location profiles when you deployed Enterprise Voice. You can change the default location profile for the pool. The location profile you select as the default should include all phone numbers to which calls can be routed for the pool. It can be any location profile that has been previously created at the global level for the forest. For more information about creating a location profile, see the Creating and Configuring Location Profiles section of this guide.
In addition to specifying a default location profile for the pool, you can also change settings for the Microsoft Office Communicator Phone Edition. This includes the following:

· Enforce phone lock. Selecting this option locks the Office Communicator Phone Edition desktop device. The Office Communicator Phone Edition desktop device phone can be locked for purposes of security. If you choose to enforce the phone lock, it is enforced only in the pool for which it is configured. If you select this option, also specify the following:
· Minimum PIN length. This is the minimum PIN length for a valid PIN created by a user to unlock an Office Communicator Phone Edition desktop device.
· Minimum time-out. This is the minimum length of time in minutes before the phone locks itself.
· Quality of Service (QoS). For an acceptable quality of service for Enterprise Voice, the IP network must assure that packet loss, delay, jitter, and bandwidth fall within acceptable ranges. Voice communication in particular is intolerant of packet loss and delay and requires greater bandwidth than data transmissions. The Voice QoS value and 802.1p Voice settings work together to enable your IP network to assign priority to audio packets, based on the settings you specify:

· The Voice QoS value allows you to assign higher priority to audio packets at routers performing Network Layer IP-based packet routing. The default value of 40 represents an IETF Differential Service Code Point, which is used to mark packets so that routers can provide appropriate per-hop behavior based on the class of traffic. For optimum quality of service, it is recommended that you do not change the default value.

· The 802.1p Voice setting allows you to assign higher priority to audio packets at the nodes performing Data Link Layer switching within a LAN segment. The default value is 0. Assigning a higher value assigns higher priority to audio packets. For optimum quality of service, it is recommended that you do not change the default value.
· SIP security.  The SIP security settings are used to specify transport and authentication requirements for IP phones connecting to Communications Server 2007. If you do not configure a policy setting, an IP phone can use any transport, but if it does not use TLS and the server authenticates users, then the phone must use either NTLM or Kerberos authentication.
Use the following procedures to manage pool-level settings for Enterprise Voice:

· View pool-level properties

· Assign a default location profile for an Enterprise pool or Standard Edition Server

· Configure phone lock for the Microsoft Office Communicator Phone Edition

· Configure Quality of Service for the Microsoft Office Communicator Phone Edition

· Configure SIP security settings for Microsoft Office Communicator Phone Edition

For more information about deploying Enterprise Voice, see the Microsoft Office Communications Server 2007 Enterprise Voice Planning and Deployment Guide.
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To view pool-level properties 

1. Open Office Communications Server 2007. 

2. In the console tree, expand the Forest node, and then do one of the following:

· If you are configuring a Standard Edition Server, expand Standard Edition Servers, right-click the Standard Edition pool that you want to configure (not the server itself but the pool-level node for that server), point to Properties, and then click Front End Properties.

· If you are configuring an Enterprise Edition Pool, expand Enterprise Pools, expand the pool that you want to configure, right-click Front Ends, and then click Properties. 

3. In the Front End Properties dialog box, click the Voice tab.
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To assign a default location profile for an Enterprise pool or Standard Edition Server 

1. Open Office Communications Server 2007.

2. In the console tree, expand the Forest node, and then do one of the following:

· If you are configuring a Standard Edition Server, expand Standard Edition Servers, right-click the Standard Edition pool that you want to configure (not the server itself but the pool-level node for that server), point to Properties, and then click Front End Properties.

· If you are configuring an Enterprise Edition Pool, expand Enterprise Pools, expand the pool that you want to configure, right-click Front Ends, and then click Properties. 

3. On the Voice tab, under Location Profile, in the drop-down list box, click the name of a profile, and then do the following:

· To review the settings of the location profile, click View.

· To use the profile as the default profile, click OK.

If the location profile you want does not exist, you must create a new one. For information about how to create a location profile, see the Creating and Configuring Location Profiles section of this guide.
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To configure phone lock for the Microsoft Office Communicator Phone Edition 
475. Open Office Communications Server 2007.
476. In the console tree, expand the Forest node, and then do one of the following:
· If you are configuring a Standard Edition Server, expand Standard Edition Servers, right-click the Standard Edition pool that you want to configure (not the server itself but the pool-level node for that server), point to Properties, and then click Front End Properties.

· If you are configuring an Enterprise Edition Pool, expand Enterprise Pools, expand the pool that you want to configure, right-click Front Ends, and then click Properties. 

477. On the Voice tab, select the Enforce phone lock check box, and then accept the default values for Minimum pin length and Minimum timeout or type new values. Acceptable value ranges are shown in Table 14:
Table 14. Valid ranges for PIN length and time-out length.

	PIN Length
	Time-out Length (in minutes)

	4–15 characters; default 6
	0–60 minutes; default 10
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To configure Quality of Service for the Microsoft Office Communicator Phone Edition 

1. Open Office Communications Server 2007.
2. In the console tree, expand the Forest node, and then do one of the following:

· If you are configuring a Standard Edition Server, expand Standard Edition Servers, right-click the Standard Edition pool that you want to configure (not the server itself but the pool-level node for that server), point to Properties, and then click Front End Properties.

· If you are configuring an Enterprise Edition Pool, expand Enterprise Pools, expand the pool that you want to configure, right-click Front Ends, and then click Properties. 

3. On the Voice tab, next to Advanced options, click Configure.
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4. In the Advanced Voice Options dialog box, under Quality of Service, accept the default values for Voice QoS value and 802.1p Voice or type new values. Acceptable value ranges are shown in the Table 15.
Table 15. Valid ranges for Voice QoS Value and 801.2p Voice

	Voice QoS Value Setting
	801.2p Voice Setting

	0-63; default 40
	0–7; default 0


For optimum quality of service, we recommend that you do not change the default Voice QoS value or the default 801.2p Voice setting. 
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To configure security settings for Microsoft Office Communicator Phone Edition 

478. Open Office Communications Server 2007.

479. In the console tree, expand the Forest node, and then do one of the following:

· If you are configuring a Standard Edition Server, expand Standard Edition Servers, right-click the Standard Edition pool that you want to configure (not the server itself but the pool-level node for that server), point to Properties, and then click Front End Properties.

· If you are configuring an Enterprise Edition Pool, expand Enterprise Pools, expand the pool that you want to configure, right-click Front Ends, and then click Properties. 

480. On the Voice tab, click Configure.

481. In the Advanced Voice Options dialog box, under SIP security, specify the SIP security mode. The default setting is High.
Managing a Mediation Server

During deployment of the Mediation Server, you should have completed the initial setup of the Mediation Server, including assigning a certificate. After deployment you need to configure the mediation server. You can also change the certificate and deactivate the mediation server, as appropriate. Use the information in this section to do the following:

· Configuring the Mediation Server

· Configuring the certificate for the Mediation Server
For details about setting up a Mediation Server, including initial assignment of the certificate, see the Microsoft Office Communications Server 2007 Enterprise Voice Planning and Deployment Guide.

Configuring the Mediation Server

The existence of media gateways in a Communications Server network creates a potential security loophole because they do not support MKI, TLS, or SRTP, and therefore cannot be trusted. To help ensure the physical as well as logical separation of the Enterprise Voice infrastructure from the media gateways, the Mediation Server is generally installed on a computer that has two network adapters:

· Network adapter facing the Communications Server 2007 proxy that acts as the Mediation Server’s internal next hop. This adapter on the internal edge of the Mediation server accepts traffic only from the internal network.

· Network adapter facing the gateway. This adapter on the external edge of the Mediation Server accepts traffic from a media gateway. 
Each of these two network adapters is configured with a separate listening address so that there is always clear separation between trusted traffic originating in the Communications Server network and untrusted traffic from the PSTN. 
A Mediation Server must be able to pass SIP requests and media between the Enterprise Voice infrastructure and a media gateway connected to the PSTN. Media flowing both directions between the Mediation Server and Communications Server network is encrypted using SRTP. Organizations that rely on IPSec for packet security are strongly advised to create an exception on a small media port range if they are to deploy Enterprise Voice. The security negotiations required by IPSec work fine for normal UDP or TCP connections, but they can slow down call setup to unacceptable levels.

Network settings for the Mediation Server include the following:

· The FQDN of the Mediation Server. 
· The Communications Server listening IP address. The internal edge of a Mediation Server should be configured to correspond to a unique static route that is described by an IP address and a port number. The default port is 5061. The Communications Server listening IP address is the address on an advanced media gateway that listens for call traffic from Communications Server. If no advanced media gateways are available, this address corresponds to the network adapter that serves as the internal edge of the Mediation Server. The IP address that you select from the Communications Server listening IP address must match the address that is returned by a DNS query on the Mediation Server’s FQDN. If the two addresses do not match, the IP address listed in DNS for your FQDN you will not be able to connect, and call traffic will not be directed to an interface that listens for Office Communications Server traffic.
· The Gateway listening IP address. The external edge of a Mediation Server should be configured as the internal next-hop proxy for the media gateway. The default port is 5060. It should be identified by a unique combination of IP address and port number. The IP address should not be the same as that of the internal edge. The gateway listening IP address is the address on the Mediation Server that listens for traffic from a basic media gateway or Basic Hybrid Media Gateway. This address corresponds to the network adapter that serves as the external edge of the Mediation Server.
· The name of the A/V Edge Server that is to provide A/V authentication for the Mediation Server.

· The default location profile to be used by the Mediation Server.

· The port range for media exchange. This range can be between 49152 and 65535, but we recommend that you use the default media port range, which is 60000 to 64000. This is because of the following: 

· High-bandwidth traffic such as voice and video tends to stress poorly provisioned networks, and reducing the port range greatly reduces server capacity.

· Limiting media traffic to a known range of ports makes troubleshooting bandwidth problems easier.
For basic media gateways, the bandwidth requirement between gateway and Mediation Server is 64,000 per concurrent call. Multiplying this number by the number of ports for each gateway is a fair estimate of the required bandwidth on the gateway side of the Mediation Server. On the Communications Server side, the bandwidth requirement is considerably lower. The default media port range enables the server to handle up to 1,000 simultaneous voice calls. Reducing the port range greatly reduces server capacity. Changing the port range should be undertaken only for specific reasons by an administrator who is knowledgeable about media port requirements and scenarios.
· The FQDN and TLS port of the internal Office Communications Server next hop server used by this Mediation Server.
· The FQDN and TCP port of the media (PSTN) gateway used by this Mediation Server. 

A Mediation Server also requires a certificate, which must be assigned to the Mediation Server. 
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Note

All of the settings in the previous list except the FQDN of the Mediation Server can be configured in the Office Communications Server 2007 administrative snap-in. Changes to any of these settings except the default location profile, the A/V Edge Server, the media port range, and the certificate take effect only after you restart the Office Communications Server Mediation service. Changes to the default location profile and A/V Edge Server take effect only after Active Directory replication completes.

To configure the Mediation Server, use the information in this section and the following procedure.
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To configure a Mediation Server 

482. Log on to a Communications Server 2007 Mediation Server.

483. Click Start, point to Administrative Tools, and then click Office Communications Server 2007. 
484. Expand the appropriate forest node.
485. Expand the Mediation Servers node, right-click the Mediation Server to be configured, click Properties, and then click the General tab.
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486. In the FQDN box, make sure the FQDN listed matches that of the Mediation Server you have selected.
487. Open a command prompt, change to the root directory, and type nslookup <fqdn of Mediation Server>, using the FQDN displayed on the Mediation Server General tab, and then press ENTER.
488. From the list of IP addresses displayed in the Communications Server listening IP address list, select the IP address returned in step 6. 
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Important

If the IP address selected in step 7 does not match the IP address returned in step 6, Communications Server traffic is directed toward an interface that is not listening for such traffic and away from the one that is.

489. From the list of two IP addresses displayed in the Gateway listening IP address list, select the other IP address (that is, the one not already selected in step 7). 
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Note

The address selected in Step 8 can listen for traffic from either a media gateway or a PBX.

490. From the A/V Edge Server list, select the A/V Edge Server that hosts the Audio/Video Authentication Service for this Mediation Server.
[image: image274.wmf]
Important

If the A/V Edge Server that hosts the Audio/Video Authentication Service for this Mediation Server does not appear in the list, that means that the A/V Edge Server on which the service is collocated has not been entered into the A/V Edge Servers list on the Edge Servers tab of the Global Properties dialog box. You will need to add the A/V Edge Server to the previous list before it will appear in the A/V Edge Server list on the Mediation Server tab. For more information, see the Microsoft Office Communications Server 2007 Edge Server Deployment Guide.

491. In the Default location profile list, select the default location profile for this Mediation Server.

Important

As discussed in the introduction to this section, organizations that employ IPSec for packet security are advised to disable it for media ports. 

Also, as discussed in the introduction to this section, changing the media port range is generally not recommended.

492. In Media port range accept the default range of 60000 to 64000. 
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493. Click the Next Hop Connections tab.
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494. On the Next Hop Connections tab under Office Communications Server next hop, do the following:

· In the FQDN list, select the FQDN of the next-hop internal server. This server could be a Director or pool.
· In the Port box, accept the default of 5061 for TLS.
495. On the Next Hop Connections tab under PSTN Gateway next hop:

· In the IP address box, specify the IP address of the PSTN Gateway or the PBX associated with this Mediation Server.

· In the Port box, accept the default of 5060 for TCP.
496. If you make changes to the Communications Server listening IP address or Gateway listening IP address settings on the General tab, or to the Office Communications Server next hop FQDN or Port settings or PSTN gateway next hop IP address or Port settings on the Next Hop Connections tab, restart the Office Communications Server Mediation service.
Configuring a Certificate for the Mediation Server

The Mediation Server must be configured with a server certificate in order to connect to other Office Communications Server servers. You should have set up this certificate using the Certificate Wizard when you deployed the Mediation Server. If you want to change the certificate, you can do either of the following:

· If you are logged onto the Mediation server, you can use the Certificate Wizard to guide you through the process of requesting and assigning a certificate. For more information about using the Certificate Wizard to configure a certificate for the Mediation Server, see the Microsoft Office Communications Server 2007 Enterprise Voice Planning and Deployment Guide.

· If you want to assign a different certificate on an individual server, view a certificate, or delete a certificate, you can open the individual server’s properties and configure the certificate using the Certificate tab. Deleting a certificate causes it to no longer be assigned to the server for TLS or MTLS, but the certificate is not deleted from the computer. The procedure in this section describes the use of the Certificate tab. 

Any modifications you make are only applied to future connections—existing connections continue to use the old certificate as long as the connection continues.
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To configure a certificate for a Mediation Server

497. Open Office Communications Server 2007.
498. In the console tree, expand the forest node, expand Mediation Servers, right-click the Mediation Server for which you want to configure a certificate, and then click Properties.

499. On the Certificate tab, do one of the following:

· To delete the current certificate, click Delete Certificate, and then click OK. This causes the certificate to no longer be assigned to the server, but the certificate is not deleted from the computer.

· To assign a certificate to the Mediation Server, click Select Certificate. In the Select Certificate dialog box, in the list of certificates, click the certificate you want to use, and then click OK twice.
Enabling Call Detail Records for Enterprise Voice

You can configure CDR (Call Detail Records) in Office Communications Server 2007 to capture Enterprise Voice call details. 
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Note

Before you administer call detail recording, you must first install an Archiving and CDR Server and all its prerequisites as well as enable call detail recording according to the instructions in the Microsoft Office Communications Server 2007 Archiving and CDR Server Deployment Guide. Also ensure that you have enabled archiving according to the instructions in the Configuring Archiving section of this guide.
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To enable call detail recording for Enterprise Voice

1. Log on to a server in the forest where you installed Communications Server 2007 that has the Office Communications Server, Administration Tools installed using an account in the RTCUniversalServerAdmins group.
2. Open Office Communications Server 2007.

3. In the console tree, right-click the Forest node, point to Properties, and then click Global Properties.

4. Click the Call Detail Records tab.
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5. On the Call Detail Records tab, select the Voice call details check box, and then click OK.

Managing the Use of Distribution Groups to Send Instant Messages

In Office Communications Server 2007, you can enable group expansion to allow users to send an instant message or a meeting invitation to a distribution group in Active Directory. Distribution group expansion enables users to invite all or selected members of a distribution group to an IM conversation without having to search for and add each one individually. To do so, Office Communications Server 2007 accesses an IIS server that hosts the distribution group expansion service so that the group membership can be expanded to individual users to whom meeting invitations or instant messages are sent. 
Managing the use of distribution groups includes the following:

· Configuring Group Expansion
· Viewing URLs for Group Expansion
Configuring Group Expansion

If you chose to install the Communications Server Web Components during setup of a Standard Edition Server or an Enterprise pool, by default, group expansion in enabled for the Enterprise pool or Standard Edition Server on which you install it. You can do the following to manage group expansion:

· Enable or disable support for group expansion.

· View the internal and external URLs that identify the location of the Web service that is used to enable distribution group expansion for internal clients and external clients.
· Change the maximum group size. The default maximum size of the group to which instant messages can be sent is 100. The maximum valid value is 1000.  
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To configure group expansion

500. Log on to the Web Conferencing Server using an account in the RTCUniversalServerAdmins group.

501. Open Office Communications Server 2007.

502. In the console tree, expand the forest node, and then do one of the following:

· For an Enterprise pool, expand Enterprise pools, expand the pool, right-click Web Components, and then click Properties.
· For a Standard Edition Server, expand Standard Edition servers, right-click the pool, click Properties, and then click Web Component Properties.

503. Click the Group Expansion tab.
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504. On the Group Expansion tab, do the following:

· To enable group expansion, select the Enable distribution groups expansion check box.

· To disable group expansion, clear the Enable distribution groups expansion check box.

· If group expansion is enabled, to change the maximum number of users to which any instant message can be sent, in Maximum group size, type the maximum group size you want to allow.

Viewing URLs for Group Expansion

In order to expand membership in a distribution group, the Office Communications Server 2007 server contacts an IIS server that hosts the distribution group expansion service. During setup, you can configure two URLs, which you can later view using Office Communications Server 2007. These URLs include the following:

· Internal URL, which is used when an internal user sends an instant message to a distribution group. The internal URL identifies the location of the Web service that enables distribution group expansion for internal clients. This URL is hosted by the internal Web Components Server. The Front End Server provides this address to clients as part of in-band provisioning.
· External URL, which is used when an external user sends an instant message to a distribution group within your organization, if support for external users is configured for your organization. The external URL identifies the location of the Web service that enables distribution group expansion for remote clients. This URL is hosted by the reverse proxy in the perimeter network that points to the internal URL. The Front End Server provides this address to clients as part of in-band provisioning.
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To view the URLs used for distribution group expansion

505. Log on to the Web Conferencing Server using an account in the RTCComponentUniversalServices group.

506. Open Office Communications Server 2007.

507. In the console tree, expand the forest node, and then do one of the following:

· For an Enterprise pool, expand Enterprise pools, expand the pool, right-click Web Components, and then click Properties.

· For a Standard Edition Server, expand Standard Edition servers, right-click the pool, click Properties, and then click Web Component Properties.

508. On the Group Expansion tab, Internal URL displays the URL used when an internal user sends an instant message to a distribution group and External URL displays the URL used when an external user sends an instant message to a distribution group.

Managing Contacts, Presence, and Queries

To provide optimal performance and usage, you can configure contacts, presence, and query settings for your environment. This includes the following:

· Specifying the Maximum Number of Contacts Per User
· Specifying the Maximum Subscribers and Devices Per User for Presence Subscriptions
· Controlling the Ability of Users to View Presence Information for Non-Contacts
· Managing Client Search Queries for New Contacts
Specifying the Maximum Number of Contacts per User

The Office Communications Server back-end database stores user information. When you specify the maximum number of contacts to which each user can subscribe, consider the storage and performance impacts to your back-end database.
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To specify the maximum number of contacts per user 

509. Open Office Communications Server 2007.

510. In the console tree, expand the forest node, and then do one of the following:

· For an Enterprise pool, expand Enterprise pools, expand the pool, right-click Front Ends, and then click Properties.

· For a Standard Edition Server, expand Standard Edition servers, right-click the pool, click Properties, and then click Front End Properties.
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511. On the General tab, in Maximum contacts per user, type the maximum number of pool contacts per user for the selected pool.

Specifying Maximum Subscribers and Devices Per User for Presence Subscriptions
The global-level presence settings that control the maximum number of subscribers and devices apply to all SIP users in an Active Directory forest. Reasonable limits based on your infrastructure help ensure optimum throughput and performance.
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To specify the maximum number of subscribers and devices per user 

512. Open Office Communications Server 2007.

513. In the console tree, right-click the forest node, click Properties, and then click Global Properties.
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514. On the User tab, do either or both of the following:

· In Maximum subscribers per user, type a number from 10 through 3000 for the maximum number of subscribers to presence. The default is 200.
· In Maximum devices per user, type a number from 1 through 64 for the maximum number of endpoints that a registered user can have. The default is 8.
Controlling the Ability of Users to View Presence Information for Non-Contacts
Users can poll the presence of all users in their contact list. For example, an e-mail client might poll for the presence of people who have sent a user e-mail but who are not in the user’s contact list. You can control whether users who are not in the user’s contact list can view presence information. 
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To enable or disable viewing of presence information for non-contacts
515. Open Office Communications Server 2007.

516. In the console tree, right-click the forest node, click Properties, and then click Global Properties
517. On the User tab, do one of the following:

· To make it possible for non-contacts to view presence information, select the Enable users to view presence information for non-contacts check box.

· To prevent non-contacts to view presence information, clear the Enable users to view presence information for non-contacts check box.
Managing Client Search Queries for New Contacts
When a user searches for a contact using Microsoft Office Communicator, Communicator forwards the request to the Front End Server, which queries Active Directory for the latest information. Because this operation increases network traffic, you can change the limits on contact searches by end users who are adding new individuals to their contact lists. The limits you define do not apply to searches for existing clients because those queries are to the internal database. The internal database is not queried when adding a new contact because it is refreshed by the Address Book service only once per day, so it can be up to 24 hours out of date at the time of a query.
The query limits apply to all SIP clients and servers in an Active Directory forest.
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To specify how client search queries are handled by Office Communications Server
518. Open Office Communications Server 2007.

519. In the console tree, right-click the forest node, click Properties, and then click Global Properties.
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520. On the Search tab, do the following:

· In the Maximum number of rows returned to the client box, type a number from 1 through 1000 to specify the maximum number of results that the server returns to a client response in a new contact query. The default is 20.
· In the Number of rows requested by the server box, type a number from 1 through 3000 to specify the number of results that are requested by the server in a single query. The default is 200. This number must be equal to or greater than the number you specify for the Maximum number of rows returned to the client.
· In the Maximum number of outstanding requests per server box, type a number from 1 through 500 to specify the maximum number of pending requests that the server will handle before it declines additional search requests. The default is 80. This number must be equal to or greater than the number you specify for the Number of rows requested by the server, which must be equal to or greater than the number you specify for the Maximum number of rows returned to the client.
Configuring Client Version Filtering

The Client Version Filter application provides you with a way to specify the version of clients that are supported in your Office Communications Server 2007 environment. When two clients of differing versions interact, the features that are available to either client can be limited by the capabilities of the previously released client. To make the greatest use of features included in Office Communications Server 2007 and to improve the overall user experience, you can use the Client Version Filter to restrict the client versions that are used in your Office Communications Server environment. Using the Client Version Filter can also help improve costs associated with supporting multiple client versions. 

The Client Version Filter application is a managed program that is installed by default on the following Office Communications Server 2007 server roles:

· Standard Edition Server
· Enterprise pool Front End Servers

· Access Edge Servers
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Note

If you are running Office Communications Server 2007 in a mixed environment, Office Communications Server 2007 is the minimum version required to use the Client Version Filter application. The Client Version Filter is not supported on Live Communications Server 2005.

The Client Version Filter provides the following:

· Filtering of Office Communicator and legacy IM clients

· Filtering of Microsoft Office Live Meeting 2007 clients
When two clients of differing versions interact, the features that are available to either client can be limited by the capabilities of the previously released client. To make the greatest use of features included in Office Communications Server 2007 and to improve the overall user experience, you can use the Client Version Filter to restrict the client versions that are used in your Office Communications Server environment. Using the Client Version Filter can also help improve costs associated with supporting multiple client versions.

When an Office Communicator client, legacy IM client that supports SIP INVITE messages, or Office Live Meeting client logs on, the Client Version Filter application checks the version of the client (by checking the SIP User Agent header) and takes action according to the client version. The Client Version Filter checks the SIP User Agent header in order to determine the client version. Depending on the version of the client, the Client Version Filter application can do one of the following:

· Allow - Allow the client to log on to the pool.
· Block - Prevent the client from logging on to the pool.
· Block with URL - Present the user with a message that indicates the user is using a client that is not supported.
Each pool Front End Server maintains a client version control list that you configure with the client versions you want to filter and the appropriate action for each client version. The Client Version Filter can act according to a specific client version number. The Client Version Filter can also act according to a client version that is less than or equal to or greater than or equal to the version number that you specify. The Client Version Filter also includes a configuration option that specifies the default action for clients that are not included in the version control list.

When you configure the Client Version Filter, you specify the way in which clients are handled during logon. The Client Version Filter provides options for configuring the following:

· User Agent header. This is the name of the agent for the client version.
· Client version number. This includes the major version number, minor version number, and build number.
· Matching rules. This specifies the comparison operation to perform to identify the specific version or range of versions of the client to which the filtering action is to apply.
· Action to take based on client version. As covered previously in this section, the action can be Allow, Block, or Block with URL. 
· Client download URL. This is used only for the Block with URL option.
A default list of filters is installed when you install Office Communications Server Standard Edition or Enterprise Edition. You can edit any of the preceding options for an existing filter or you can create a new filter. You can use wildcards when specifying the client version number.

Client version filters in the version control list act on specific criteria. However, you also need to configure a default filter to apply to clients that do not match any other client version filter, specifying one of the following:

· Allow. This allows the client to log on.

· Block. To prevent the client from logging on.

· Block with URL.  To prevent the client from logging on and display a message indicating that the client version is not supported. The message is from the URL that you specify.

Use the procedures in this section to do the following:

· Create or edit a client version filter.

· Configure the default behavior when there is no match.
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To create or edit a client version filter

521. Open Office Communications Server 2007.

522. In the console tree, do one of the following:

· To configure client version filtering for an Enterprise pool, expand Enterprise pools, right-click the pool name, point to Application Properties, and then click Client Version Filter.

· To configure client version filtering for a Standard Edition Server, expand Standard Edition servers, right-click the name of the pool, point to Application Properties, and then click Client Version Filter.
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523. On the Client Version Check tab, select the Enable Version Control check box, and then do one of the following:

· To create a new client version filter, click Add. You can create multiple client version filters, but the criteria must be different for each filter.

· To edit an existing client version filter, under Client application version control, click the filter you want to edit, and then click Edit.

524. In the Add or Edit Version Filter dialog box, in the User agent header drop-down list box, click the type of client for which you want to create a filter from the following list:

· LCC – Microsoft Office Communicator 2005 instant messaging client

· RTC - Real-Time Communications instant messaging client

· RTCC - Real-Time Communications and Collaboration client

· UCCP - Unified Communications Client Platform client

· OC - Office Communicator 2007 instant messaging client

· WM - Windows Messenger instant messaging client

· CWA - Microsoft Office Communicator Web Access instant messaging client

· COMO - Microsoft Office Communicator Mobile instant messaging client

· LMC - Office Live Meeting client

525. Under Version Information, do the following:

· In Major version number, type the version number corresponding to the major release of the client.
· In Minor version number, type the version number corresponding to the minor release of the client.

· In Build number, type the build number corresponding to the major and minor release of the client.

526. To specify the matching operation for the client version you specified in the preceding steps, in the Select comparison operation to perform drop-down list box, click one of the following:

· <=
less than or equal to

· =
equal to

· >=
greater than or equal to

527. To specify the action to perform when the criteria in the preceding steps are met, click one of the following in the Select the action to apply to this version drop-down list box:

· Allow - allow client to log on
· Block - prevent client from logging in

· Block with URL - prevent client from logging on and present error message

528. Do one of the following:

· If, in the previous step, you clicked Allow or Block, go to the next step.

· If, in the previous step, you clicked Block with URL, in URL, type the client download URL to include in the error message in the Information URL box.
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To configure the default behavior when there is no match

529. Open Office Communications Server 2007.

530. In the console tree, do one of the following:

· To configure client version filtering for an Enterprise pool, expand Enterprise pools, right-click Front Ends, point to Application Properties, and then click Client Version Filter.

· To configure client version filtering for a Standard Edition Server, expand Standard Edition servers, right-click the name of the pool that you want to archive, point to Application Properties, and then click Client Version Filter.

531. On the Client Version Check tab, under Default behavior if no match, in Action, click one of the following:

· Allow - Allow client to log on if client version does not match any filter in the Client application version control list.
· Block - Prevent client from logging in if client version does not match any filter in the Client application version control list.
· Block with Url - Prevent client from logging on if client version does not match any filter in the Client application version control list and include error message with URL to download newer client.
532. If, in the previous step, you clicked Allow or Block, go to the next step. If, in the previous step, you clicked Block with URL, in URL, type the client download URL to include in the error message.

Configuring Intelligent IM Filtering

The Intelligent IM Filter application helps protect your Office Communications Server 2007 deployment against the spread of the most common forms of viruses with minimal degradation to the user experience. Use Intelligent IM Filter to configure filters to block unsolicited or potentially harmful instant messages from unknown endpoints outside the corporate firewall. You configure filters by specifying the criteria to be used to determine what should be blocked, such as instant messages containing hyperlinks and files with specific extensions.

The Intelligent IM Filter provides the following:

· Enhanced URL filtering 

· Enhanced file transfer filtering

Configuring Intelligent IM filtering includes the following:

· Configuring URL Filtering

· Configuring File Transfer Filtering

Before you deploy the Intelligent IM Message Filter application, you should understand how filtering options are applied as messages are routed from one Office Communications Server 2007 server to another. The way these filtering options are applied is consistent, regardless of whether the servers are located in a single organization or across organizational boundaries. This consistency applies to the way that the customized notice and warning texts are inserted into messages and sent across servers. 

You can configure the modification notice or the warning on the URL Filter tab. A modification notice is sent when the Intelligent IM Filter modifies a hyperlink by inserting an underscore before the link and converting it to plain text. This action occurs if you select Allow instant messages that contain hyperlinks, but convert the links to plain text. Enter the notice that you want to insert at the beginning of each instant message containing hyperlinks.

A warning is inserted in an instant message that contains a hyperlink when you select Allow instant messages that contain active hyperlinks. Enter the warning you want to insert at the beginning of each instant message containing hyperlinks.
When an instant message travels from one server to another, the following general guidelines apply:

· If a server blocks an IM (the Block instant messages check box on the URL Filter tab is selected), an error is returned to the client. Subsequent servers do not receive this IM. 

· If a server (S1) modifies a URL by converting it to plain text and adds a modification notice, any subsequent servers that receive the message do not edit the notice sent by S1. If a subsequent server with the same settings receives this message, the modification notice from S1 is retained, and no additional notices are added. A subsequent server with different URL filtering settings that receives this message, S2 for example, may still take an action based on another active hyperlink present in the instant message and block, modify, or add a warning to the IM. The modification notice or warning from S2 is placed just before the modification notice from S1. 

· If a server (S1) adds a warning to an IM that contains an active hyperlink, a subsequent server (S2) that receives this IM can still take a different action based on this active hyperlink present in the IM and block the IM or modify the URL by converting it to plain text. If S2 is configured only to add a warning for this URL, the earlier warning added by S1 would be removed, and the warning configured on S2 would be added to the beginning of the IM. 

· As a special case, if the sending server (S1) filters intranet URLs (the Allow local intranet URLs check box is cleared) but allows active links with only a warning, then S1 will insert a warning in any message with an intranet URL; however, if a subsequent server (S2) that receives this message permits intranet URLs, then S2 will remove the warning text from the message.

In the examples below, examples 1 and 2 illustrate how modification notices are affected as a message travels across two servers. Example 3 illustrates how modification notices and warnings are affected as a message travels across two servers.

Example 1: Message Travels across Two Servers with Identical Filtering Options

In this example, two servers, S1 and S2, are configured with the same URL filtering options, and both servers filter HTTP URLs. When a message is sent to the first server, S1, with a URL of http://example.com, Server S1 inserts an underscore at the beginning of the URL to convert the hyperlink to plain text. Server S1 also inserts a notice at the beginning of the instant message to notify the user that the hyperlink has been modified. 

When the message travels from Server S1 to Server S2, the original notification inserted by Server S1 is retained.

Example 2: Message Travels across Two Servers with Different Filtering Options for URL Modifications 

In this example, two servers, S1 and S2, are configured with different URL filtering options. S1 filters all HTTP URLs but does not filter FTP URLs. S2 blocks both HTTP and FTP URLs. When a message containing an HTTP URL and an FTP URL is sent to Server S1, the server inserts an underscore at the beginning of the HTTP URL to convert the hyperlink to plain text. Server S1 also inserts a notice at the beginning of the instant message to notify the user that the hyperlink has been modified, but Server S1 makes no modifications to the FTP URL before sending the message to Server S2. When Server S2 receives the message, it inserts an underscore at the beginning of the FTP URL to convert the hyperlink to plain text. Server S2 also adds its own customized modification notice ahead of the notice that was added by Server S1.

Example 3: Message Travels Across Two Servers with Different Filtering Options: One Modifies URLs, and the Other Allows URLs with a Warning

In this example, Server S1 allows HTTP URLs but adds a warning to the message that informs the user of the potential risk of clicking a URL from an unknown person. Server S2 is configured to convert all HTTP URLs to plain text and to add a notice that informs the user that the message has been modified. When an instant message with an active HTTP URL travels from a client to Server S1, Server S1 sends the active hyperlink but adds a warning to the beginning of the instant message. When this message travels to Server S2, the server converts this active hyperlink to plain text, removes the warning, and adds its own notice to inform the user that the active hyperlink has been modified.

The Intelligent IM Filter application is available in the Office Communications Server 2007 administrative snap-in.
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Note

If you are running Office Communications Server 2007 in a mixed environment, Live Communications Server 2005 with SP1 is the minimum version required to use the Intelligent IM Filter application. The Intelligent IM Filter is not supported on Live Communications Server 2005 without SP1.

Configuring URL Filtering

As described in the overview, the URL Filtering tab controls the way in which hyperlinks are handled during an IM conversation. Use the following information and the procedures in this section to configure URL filtering.
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Note

The Intelligent IM Filter increases the amount of CPU resources required to process URLs in a message. This increase in CPU demand also affects the performance of Office Communications Server 2007 itself. 

· If you did not use the Enable URL filtering option, the Intelligent IM Filter does not perform any URL filtering: All hyperlinks contained in IM messages are passed through the server.

· If you used the Enable URL filtering option, the Intelligent IM Filter performs filtering according to the options that you select:

· Block all hyperlinks, both intranet and Internet, that contain any of the file extensions defined on the File Transfer Filter tab. If you chose this option (the default), the Intelligent IM Filter blocks any active intranet or Internet hyperlink that contains a file with an extension listed on the File Transfer Filter tab. When the instant message is blocked, an error message is returned to the sender. When selected, this option takes precedence over all other filtering options. For example, if you select both this check box and the Allow instant messages that contain hyperlinks check box, the server would continue to block any hyperlinks that contained the file extensions defined on the File Transfer Filter tab.
· Allow local intranet URLs. If you use this option, only Internet URLs are blocked. URLs for locations within your intranet are passed through the server; however, individual Office Communications Server 2007 servers may define an intranet URL differently, depending on the browser settings on the server itself.
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Important

Filtering of file extensions is limited to standard file names. Filtering may not work with file extensions embedded in other names.

· Blocking action. The client experience for blocked hyperlinks is determined by which of the three following options you choose:

· Block instant messages that contain hyperlinks. If you choose this option, delivery of  instant messages containing active hyperlinks is blocked by Office Communications Server 2007, and an error message is sent back to the sender.

· Allow instant messages that contain hyperlinks, but convert the links to plain text. If you choose this option, URLs in messages are sent through the server, but these links are prefixed by an underscore so that the links are no longer active and a user cannot click them. You need to specify the notice you want to insert at the beginning of each instant message containing hyperlinks. This notice can consist of no more than 300 characters.

· Allow instant messages that contain active hyperlinks. Enter the warning that you want to insert at the beginning of each instant message containing hyperlinks. If this check box is selected, Office Communications Server 2007 permits active hyperlinks in instant messages; but sends a warning. You need to specify the warning to be inserted into messages containing active hyperlinks. For example, this warning might state the potential dangers of clicking an unknown link, or it might refer to your organization’s relevant policies and requirements. The warning can be no more than 300 characters.
· Enter the prefixes, separated by a space, that you want the URL filter to block. A default list of URL types appears in this box. You can configure this list by adding or removing entries. All entries except for href must end with a period or a colon or with an asterisk followed by a period. Valid entries in this box can contain any characters in the set of valid URL characters except the asterisk (*). The set of valid URL characters is: #*+/0123456789=@ABCDEFGHIJKLMNOPQRSTUVWXYZ^_` abcdefghijklmnopqrstuvwxyz|~

The following examples are valid entries:

· www*.

· ftp.

· http:
If you are using the Windows Internet Explorer® Internet browser, use the following procedure to configure your intranet settings.

[image: image298.wmf]
To configure your intranet settings in Internet Explorer

533. Use the “run as” option and log on with the RTCService account. (You must use this account because the Intelligent IM Filter runs under this account.)

534. Open Internet Explorer.

535. On the Tools menu, click Internet Options.

536. On the Security tab, click Local intranet, and then click Sites.

537. In the Local intranet dialog box, select or clear the check boxes, as appropriate.
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To configure URL filtering

538. Open Office Communications Server 2007.

539. In the console tree, do one of the following:

· To configure URL filtering for an Enterprise pool, expand Enterprise pools, right-click the pool name, point to Application Properties, and then click Intelligent IM Filter.

· To configure URL filtering for a Standard Edition Server, expand Standard Edition servers, right-click the name of the pool, point to Application Properties, and then click Intelligent IM Filter.
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540. On the URL Filter tab, configure the appropriate settings.

Configuring File Transfer Filtering

Filter transfer filtering affects both instant messages and conferencing meetings. For meetings, these settings affect both the handout feature in the Office Live Meeting 2007 client and multimedia playback features.
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Note

The Intelligent IM Filter increases the amount of CPU resources required to process URLs in a message. This increase in CPU demand also affects the performance of Office Communications Server 2007 itself. 

Use the File Transfer Filter tab and the procedure in this section to configure filtering options for file transfers. 
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Note

Communicator also offers file transfer setting options. This server side option is offered in addition to these client-side controls.

Use the Enable file transfer filtering option to filter file transfers during instant message conversations and use the handout feature in the Office Live Meeting 2007 client and multimedia playback features for all file types. If you chose to use the Enable file transfer filtering option, you also need to choose one of the following options:

· Block all file extensions. All instant messages that contain file transfer requests are dropped by the server, and an error message is returned to the sender of the request. The handout feature in the Office Live Meeting 2007 client is disabled. 

· Block only those extensions in the list below. You specify which file transfer requests are filtered by the server. You can customize the file extension entries. Entries in the list can contain all standard characters, but not the wildcard character (*). In the Office Live Meeting 2007 client, the handout feature is enabled but any file with this extension cannot be uploaded or downloaded. URL filtering uses this list to block active hyperlinks that contain any of these file extensions if you use the Block all intranet and Internet hyperlinks that contain any of the file extensions defined on the File Transfer Filter tab option. By default, URL Filtering is configured to block these file extensions in active hyperlinks.
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Important

Filtering of file extensions is limited to standard file names. Filtering may not work with file extensions embedded in other names.
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To configure a file transfer filter

541. Open Office Communications Server 2007.

542. In the console tree, do one of the following:

· To configure client version filtering for an Enterprise pool, expand Enterprise pools, right-click the pool name, point to Application Properties, and then click Intelligent IM Filter.

· To configure client version filtering for a Standard Edition Server, expand Standard Edition servers, right-click the name of the pool, point to Application Properties, and then click Intelligent IM Filter.
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543. On the File Transfer Filter tab, configure the appropriate settings.

Configuring Archiving, Call Detail Recording, and Meeting Compliance

To record content, activities, and instant message conversations, Office Communications Server 2007 includes the following features:

· Archiving enables you to archive instant message conversations for your organization. The Archiving and CDR Server does not capture any meeting data from conferences. 

· Call Detail Records (CDRs) provide a way to collect both IM and meeting data, and generate reports on usage characteristics, which can be used to determine employee usage patterns, and return on investment (ROI). CDRs capture user sign-ins, IM conversations, and conference starts and joins.

· Meeting compliance provides a way to record meeting activities and the content that is uploaded during a meeting.
To configure these features requires the following:

· Configuring Archiving
· Configuring Call Detail Recording

· Configuring Log Meeting Content for Compliance
Configuring Archiving

The Archiving and CDR Server provides the following data retention capabilities:

· Archives all instant messaging (IM) conversations for all or specific users. Archiving retains specific conversation data. For example, organizations that are required to store the content of all communications for regulatory compliance can enable archiving. Those organizations typically also configure the servers to shut down if archiving fails because it prevents messages from being exchanged without being archived.
· Archives call detail records (CDRs) for all or specific users. Call detail recording retains general usage data, not user-specific information. Call detail records are useful for identifying trends in Office Communications Server usage within an organization. For example, organizations that want to track usage data for ROI (return on investment) reports might enable call detail recording.
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Note

In order to archive the activities or content of on-premise meetings, see the Configuring Log Meeting Content for Compliance section of this guide.
In order to archive multiparty IM conversations or meetings with users in a distribution group, the Office Communications Server Archiving and CDR service must be enabled and running on the pool or server of the user who initiates the session. 
In a peer-to-peer IM conversation, if at least one of the users is configured for archiving, the entire conversation is archived. The Office Communications Server Archiving and CDR service does not archive audio, video, or file transfers that occur using Office Communications Server 2007. However, general usage information for audio, video, and file transfers can be archived if you enable call detail recording using the information in the Configuring Call Detail Recording section of this guide.
Before you can administer archiving, you must first install and configure an Archiving and CDR Server and all its prerequisites according to the instructions in the Microsoft Office Communications Server 2007 Archiving and CDR Server Deployment Guide. After installing and configuring the Archiving and CDR Server, you manage archiving settings at the following levels:

· Global level. Archiving must first be configured at the global level (for the forest). When you configure archiving at the global level, you can choose to enable archiving for all users in the forest, disable archiving for all users in the forest, or enable and disable archiving on a per user basis.
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Note

Global archiving settings, including those for internal conversations and federated conversations, do not apply to group instant messaging conversations.

When you configure archiving for all users at the global level, the archiving settings at the user level are not configurable. If you want to implement archiving for some users, but not all, you must configure archiving according to user settings.

· Pool level. After you have configured archiving at the global level, you must configure it at the pool level. At the pool level, you can activate archiving and call detail recording. If your organization requires it, you can also configure archiving as a critical service that triggers the Office Communications Server service on the pool to shut down if archiving fails or if the messaging queue is unable to encrypt the archived content. Furthermore, it is at the pool level that you associate the servers in an Enterprise pool with the archiving message queue that it will use. When you enable archiving, content that is to be archived is first written to the destination queue in Message Queuing (also known as MSMQ) before it is stored in the SQL Server database.
· User level. If, at the global level, you select the option to configure archiving on a per user basis, you must then enable archiving for each user or group of users whose activity you want to capture. Archiving settings at the user level indicates whether or not you want to archive internal messages and/or federated messages. 

Additionally, the Archiving and CDR Server has the following settings:

· Server name. The name of the Archiving and CDR Server can only be specified during installation of the Archiving and CDR Server.

· Message queue name. The message queue path name is the same setting that you provide when you install the Archiving and CDR Server. Although the message queue name is the same as the SQL Server database name by default, the two are not related.

· SQL Server database settings, including the name of the server hosting the database and the database name, which you initially specified during setup of the Archiving and CDR Server. You can change the database, if appropriate.
· Maximum days to be logged. When selected, this setting specifies the maximum number of days that messages will be logged. Valid values range from 0 to 2562. The default value is 0. 

Use the procedures in this section to configure global level and the pool level archiving settings, as well as to change the maximum days logged. This includes the following procedures:

· Enabling Archiving at the Global Level

· Configuring Enterprise Pools and Standard Edition Servers for Archiving

· Viewing and Changing Archiving and CDR Server Settings

· Enabling Archiving Disclaimer Notification for Federated Users

To change the SQL Server database for the Archiving and CDR Server, see the Changing the Database Used by an Archiving and CDR Server section of this guide. To configure user-level archiving settings, see Configuring Archiving for Individual Users.

Enabling Archiving at the Global Level

In order to archive communications for your organization, you must first enable archiving at the global level. At the global level, you can enable or disable archiving for all users in the forest or on a per user basis. If you followed the instructions in the Microsoft Office Communications Server 2007 Archiving and CDR Server Deployment Guide, you may have already configured global archiving.
When you configure archiving at the global level for all users in the forest, archiving settings are not configurable at the user level. If you want to archive for some users, but not all, you must configure global properties for the forest to archive according to user settings. After you have configured archiving at the forest level, you must also configure it at the pool level. Furthermore, if you configure the forest to archive according to user settings, you must then enable archiving for each user or group of users whose activity you want to capture.
You can use the Archiving tab to change the global-level settings for archiving, including the following:
· Internal communications. Use this setting to specify the archiving settings for Office Communications Server activity conducted between internal users in your organization.

· Federated communications. Use this option to specify the archiving settings for Office Communications Server activity conducted between internal users in your organization and users in an organization that is federated with yours.
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To enable or disable archiving at the global level

544. Using an account that is a member of the RTCUniversalServerAdmins group, log on to a server in the forest where you installed Office Communications Server 2007 that has Office Communications Server 2007 installed.

545. Open Office Communications Server 2007.

546. In the console tree, right-click the forest node, click Properties, and then click Global Properties.
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547. On the Archiving tab, under Internal communications, do the following:

· To archive conversations for all users inside your organization’s network, click Archive for all users.

· To archive conversations for none of the users inside your organization’s network, click Do not archive for any users.

· To archive conversations only for specific users inside your organization’s network, click Archive according to user settings.

548. Under Federated communications, do the following:

· To archive conversations for all users that are outside your organization but part of a federated network, click Archive for all users.

· To archive conversations for none of the users that are outside your organization but part of a federated network, click Do not archive for any users.

· To archive conversations for certain users that are outside your organization but part of a federated network, click Archive according to user settings.

549. If in steps 4 and 5 you chose the Archive according to user settings option for either internal communications or federated communications, configure the individual user accounts for which you want to archive conversations and usage information. For information about how to configure the individual user accounts, see the Configuring Archiving for Individual Users section of this guide.
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Note

Unlike Live Communications Server 2005, in Office Communications Server 2007, you cannot configure an archiving disclaimer notification to federated partners. Group Policy can still be used to configure a warning displayed by Communicator client regarding recorded conversations.

Configuring Enterprise Pools and Standard Edition Servers for Archiving

After you enable archiving at the global level, ensure that you configure archiving on every Enterprise pool and Standard Edition Server for which you want to implement archiving. If you followed the instructions in the Microsoft Office Communications Server 2007 Archiving and CDR Server Deployment Guide, you may have already configured your pools and servers for archiving.
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To configure an Enterprise pool or Standard Edition Server for archiving

550. Using an account that is a member of the RTCUniversalServerAdmins group, log on to a server in the forest where you installed Office Communications Server 2007 that has Office Communications Server 2007 installed. 

551. Open Office Communications Server 2007.

552. In the console tree, expand the Forest node, and then do one of the following:

· If you are configuring archiving for an Enterprise pool, expand Enterprise pools, right-click Front Ends, and then click Properties.

· If you are configuring archiving for a Standard Edition Server, expand Standard Edition servers, right-click the name of the pool that you want to archive, click Properties, and then click Front End Properties.
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553. On the Archiving tab, in the server list, click the name of the Front End Server or Standard Edition Server with which the Archiving and CDR Server is to be associated, and then click Associate.
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554. In the Associate Queue Path dialog box, in Message queue path name, type the message queue path name that you configured when you installed the Archiving and CDR Server. This is the hostname of the computer running the Archiving and CDR Server followed by the name of the Message Queuing queue used by the Archiving and CDR Server. The string consists of a maximum of 380 characters: 115 for the queue, 255 for the hostname (either NetBIOS name or FQDN) of the Message Queuing server, and 10 for "\private$\". The Archiving and CDR Server reads the instant message data from this queue and writes it to the Microsoft SQL Server database. The default message queue path is .\private$\LCSLog. An example message queue path name is ArchivingServiceHostName\private$\ArchivingServiceHostMessageQueuingQueueName.

555. On the Archiving tab, do the following:

· To enable archiving on each specified pool or server, select the Activate content archiving check box and the shutdown options, as appropriate.

· To also enable call detail recording (CDR) for instant messaging conversations and meetings conducted using Office Communications Server 2007, select the Activate call details recording check box. For information about how to configure CDRs, see the Configuring Call Detail Recording section of this guide.
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Note

Archiving and call detail records are not supported on Proxy Servers.

Call detail records pertaining to meetings are not supported on servers that are configured with the Director role.

· If your organization requires archiving for regulatory compliance, select the Shut down server if archiving fails check box.

· If your organization requires encrypted archiving for regulatory compliance, select the Shut down server if MSMQ encryption fails check box.

Any change that you make to the pool-level archiving and CDR settings does not take effect until you restart the Office Communications Server Front End service. If you change any of the archiving or CDR settings for a pool, you should restart all Front End Servers in the pool to ensure that the settings take effect uniformly. If you mark archiving as critical on your Front End Servers and you then disable the Archiving and CDR Server, you must restart all Front End Servers. Otherwise, one or more Front End Servers might stop running.
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Note

In addition to the archiving settings that can be configured using the administrative tools, there are two settings that can be configured only by using Windows Management Instrumentation (WMI). Use WMI to configure the following properties of the MSFT_SIPLogSetting class:

· TimeToBeReceived - defaults to 45 minutes; time to wait for a message to be archived after reaching the destination queue before shutting down the Office Communications Server service when archiving is marked as critical.
· TimeToReachQueue - defaults to 30 minutes; time to wait for a message to reach the destination queue before shutting down the Office Communications Server service when archiving is marked as critical.
Any changes to either of these settings will not take effect until you restart the Office Communications Server Front End service.

Viewing and Changing Settings for an Archiving and CDR Server 

You specify Archiving and CDR Server settings when you initially install and configure the Archiving and CDR Server. After installation, you can use the Office Communications Server 2007 administrative snap-in to view settings for the Archiving database and to specify how long you want to retain logged events. 
To view the settings for the Archiving database
556. Open Office Communications Server 2007.

557. In the console tree, expand the forest node, expand Archiving and CDR Servers, right-click the server name, and then click Properties.
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The following settings are displayed in the Properties dialog box. Only Maximum days logged can be changed in the dialog box. 
· Server name. The FQDN of the computer that is running the Archiving and CDR Server. You specified this name during installation of the Archiving and CDR Server.

· Message queue name. The name of the Message Queuing (also known as MSMQ) queue that is used by the Archiving and CDR Server. The Archiving and CDR Server reads instant message data from this queue and writes it to the Microsoft SQL Server database. The default queue path is .\private$\LCSLog. The name of the queue can only be specified during installation of the Archiving and CDR Server.

· SQL Server. The name of the server that is hosting the database and the name of the database. To change this database, you must deactivate the Archiving and CDR Server and then activate it again, specifying the database to be used. For more information, see Changing the Database Used by an Archiving and CDR Server earlier in this guide.
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Note

By default, the Message Queuing queue name and the SQL Server database name are the same, but the queue and the database are not related.

· Maximum days logged. If selected, event logging is limited to the specified number of days.
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To configure the maximum days to be logged

558. Open Office Communications Server 2007.

559. In the console tree, expand the forest node, expand Archiving and CDR Servers, right-click the server name, and then click Properties.

560. On the Service tab, select the Maximum days logged check box. In the corresponding box, type the number of days to be logged. Valid values are from 0 to 2562. Records that are older than the specified maximum are automatically deleted.
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Note

We recommend that the maximum days logged be a minimum of 7 days and that record purging be scheduled during off-peak hours, when fewer instant messages and conferences are in progress. The default time is 4 a.m. but you can change this setting using the MSFT_SIPLogServiceSetting WMI class, PurgeTime property. 

561. If you changed the maximum days logged setting, restart the Office Communications Server Archiving and CDR service for the change to take effect.
562. Restart the Office Communications Server Archiving and CDR service.

Enabling Archiving Disclaimer Notification for Federated Users

You can enable the archiving disclaimer notification to be sent to federated users. If you archive communications from federated users, you should enable archiving disclaimer notification to warn partners that their messages are being archived.
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To notify federated users that their communications are being logged 

563. On the Access Edge Server, open Computer Management.

564. In the console tree, expand Services and Applications, right-click Office Communications Server 2007, and then click Properties.
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565. On the Access Methods tab, ensure that the Federate with other domains check box is selected, and then select the Enable archiving disclaimer notification to federated users check box.

Configuring Call Detail Recording

Call detail recording is a feature of archiving that records usage information about instant message conversations and meetings. Some organizations use the usage data obtained from call detail records (CDRs) to calculate their return on investment (ROI).

The following usage information can be recorded:

· Peer-to-peer call details - Details of all peer-to-peer sessions, including instant messaging, audio/video, file transfer, application sharing, and remote assistance sessions.

· Conferencing call details - Details of all multi-party sessions, including instant messaging and audio/video sessions, and details of all conferencing sessions conducted using the Office Live Meeting client.

· Voice call details - Details of all Enterprise Voice calls.

Before you administer call detail recording, you must first install an Archiving and CDR Server and all its prerequisites as well as enable call detail recording according to the instructions in the Microsoft Office Communications Server 2007 Archiving and CDR Server Deployment Guide. 
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To configure call detail recording 

566. Using an account that is a member of the RTCUniversalServerAdmins group, log on to a server in the forest where you installed Office Communications Server 2007 that has the Office Communications Server 2007 administrative tools installed.

567. Open Office Communications Server 2007.

568. In the console tree, right-click the forest node, click Properties, and then click Global Properties.
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569. On the Call Detail Records tab, select the check boxes that correspond to the usage information that you want to archive.

Configuring Log Meeting Content for Compliance

Meeting compliance enables logging of meeting content to a secure location. This information is not archived by the Office Communications Server 2007 Archiving and CDR Server. If your organization must comply with regulatory requirements for the archiving of meeting content, you can enable and configure meeting compliance. 

Configuring log meeting content for compliance involves the following steps:

570. Stopping the Office Communications Server Web Conferencing service.

571. Preparing the meeting compliance folder.
572. Configuring compliance settings.
573. Restarting the Office Communications Server Web Conferencing service.
Step 1 Stopping the Office Communications Server Web Conferencing Service

Stop the Office Communications Server Web Conferencing service on your Standard Edition Server or on all servers in the Enterprise pool that are running the service.
Step 2 Preparing the Meeting Compliance Folder

Preparing the meeting compliance folder requires creating a shared folder on a dedicated file server, setting correct access control (permissions) on the folder or share:

· Ensure that you grant the RTCComponentUniversalServices group Full Control on the share. 

· Remove Read permission from the Everyone group. 

There is no automatic cleanup of this content. 
Step 3 Configuring Compliance Settings

Configuring compliance settings includes verifying that meeting compliance is enabled and specifying the path to the existing compliance folder.
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To configure compliance settings
574. Log on to the Web Conferencing Server using an account that is a member of the RTCComponentUniversalServices group.
575. Open Office Communications Server 2007.

576. In the console tree, expand the forest node, and then do one of the following:

· For an Enterprise pool, expand Enterprise pools, expand the pool that contains the Web Conferencing Server, right-click Web Conferencing, and then click Properties.

· For a Standard Edition Server, expand Standard Edition servers, right-click the pool, point to Properties, and then click Web Conferencing Properties.
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577. On the Meeting Compliance tab, select the Enable meeting compliance check box.

578. To end meetings when meeting compliance cannot be fulfilled, select the Shutdown Meetings, if compliance fails check box.

579. In Location of meeting compliance logs, type the path to the compliance folder you created. This can be a UNC path. For instance, C:\CommunicationsServer\Compliance or \\contoso\CommunicationsServer\Compliance. 
Step 4 Restarting the Office Communications Server Web Conferencing Service
Restart the Office Communications Server Web Conferencing service on your Standard Edition Server or on all servers in the Enterprise pool that are running the service.

Managing Applications

In the Office Communications Server 2007 administrative tools, you can see the current state of MSPL (Microsoft SIP Processing Language) applications that are running on each server in your Office Communications Server environment and control the availability of applications. 

Managing applications includes the following:

· Viewing and Configuring Applications

· Adding Script-Only Applications

Viewing and Configuring Applications
On the Applications tab, you can see the current state of Microsoft SIP Processing Language (MSPL) applications that are running on each server in your Office Communications Server environment. You can also move an application up or down in the list, enable or disable it, specify it as critical, or edit it.

Available applications lists the applications that are available on this server, shows whether they are running, and displays the uniform resource identifier (URI) for each one. The applications run in the order they are listed. These applications include the following:
· ClientVersionFilter provides the administrator with a way to specify the version of clients that are supported by a pool. The client version filter checks the client version and can then either prevent the client from logging on or present the user with a message that indicates he or she is using a client that is not supported. The client version filter can also be configured to display a message to the user that contains the URL of the latest downloadable version of the client. 

· TranslationService translates a number that a user dials to an E.164 number according to the normalization rules defined by the administrator. 

· UserServices is the SIP registrar, presence, and conferencing component of a Front End Server. It provides closely integrated IM, presence, and conferencing features built on top of the SIP Proxy. 

· IIMFilter (Intelligent IM Filter) blocks messages that contain clickable URLs or that attempt to initiate file transfers. IIMFilter also checks the client version on behalf of the server. IIMFilter affects both file transfers that are initiated by using either Office Communicator or the Live Meeting 2007 client. By default, clickable links are disabled by adding an underscore character before the first character of the link. An administrator can change this behavior so that the link is blocked, in which case messages that contain clickable URLs or that attempt to initiate a file transfer are blocked by the server from reaching their intended destinations. IIMFilter is installed on all Office Communications Servers except Proxy Servers and Archiving and CDR Servers. 

· DefaultRouting is the default routing application for Office Communications Server servers. It is enabled by default. The routing application is installed on all Standard Edition and Enterprise Edition servers. 

· ExumRouting routes calls to Exchange Server Unified Messaging. ExumRouting determines the appropriate Exchange Unified Messaging server to route the call to when there is a new voice mail message to deposit. ExumRouting also handles some other Unified Messaging integration aspects, including routing to Auto Attendant and Subscriber Access. 

· OutboundRouting determines the gateway that routes a call to a phone number according to the dialed number and the user’s dialing authorization. OutboundRouting also handles rerouting of calls if a gateway cannot process a call.

You can also add a script-only application.

You can move each application up or down in the list to control when it runs. The applications run in order, starting at the top of the list. 

If you specify that an application is critical, the application must start during system startup, or Office Communications Server will not start. If the application fails while Office Communications Server is running, the server does not shut down, but it stops sending traffic to the application, and it writes errors in the event log.

For more information about MSPL applications, see the Microsoft SIP Processing Language topics in the SDK documentation for Office Communications Server 2007 at http://r.office.microsoft.com/r/rlidOCS?clid=1033&p1=SDK.

Adding Script-Only Applications

A script-only application is one that uses the MSPL (Microsoft SIP Processing Language) scripting language instead of the Office Communications Server API (Application Programming Interface). MSPL provides more granular control over filtering and proxy behaviors, as well as a facility for dispatching specific messages to transaction-based SIP applications. MSPL is used specifically for filtering and routing SIP messages. MSPL applications run in the same process as the UserServices module, while a program that is based on the RTC API runs in a separate process. To add a script-only application, you specify the following:
· Script path. This is the location of the script-only application. 
· Application name. This is the name of the application. This name need not relate to the URI (uniform resource identifier) of the script in any way. Multiple script applications can have identical application names. 
· URI. This is the URI that is used in the script to identify the application. For the application to run, the URI listed must match the one in the script. The URI must begin with http://. 

For more information, see the Microsoft Office Communications Server 2007 SDK.

Managing User Accounts

Similar to Live Communications Server 2005 with SP1, Office Communications Server 2007 offers wizards to enable and configure your user accounts for Office Communications Server 2007. When you enable individual user accounts for Office Communications Server 2007, you assign each user account to a Standard Edition Server or Enterprise pool and you specify how each sign-in name (SIP URI) of the user is to be generated. After enabling user accounts in the Users container or other OU of Active Directory Users and Computers, you can change user account settings or configure additional settings to specify the functionality available to each user. 

Management of user accounts includes the following:

· Enabling User Accounts for Office Communications Server
· Configuring Office Communications Server Users using the Wizard 
· Configuring Individual Office Communications Server User Account Properties
· Searching for Office Communications Server Users

· Moving Office Communications Server Users

· Deleting Office Communications Server Users

Settings for user accounts can be configured in different ways. In general, settings can be configured by using the following methods:

· Globally for all users in the forest, using the Office Communications Server 2007 administrative snap-in. 
· Individually or in groups, using the Configure Office Communications Server Users Wizard in the Office Communications Server 2007 administrative snap-in or the Active Directory Users and Computers snap-in. After enabling user accounts in Active Directory Users and Computers, using the Configure User Wizards to configure user accounts is recommended, especially for newly enabled user accounts, because it supports configuration of multiple users at a time.

· Individually, using the Properties Communications tab of the user account in Office Communications Server 2007 or Active Directory Users and Computers. This is useful if you want to change a small number of settings for a small number of user accounts, or for configuring settings that cannot be configured using the Configure User Wizards.

All three methods are not available for configuration of all settings. Additionally, some of the user account settings that have global settings require that the global setting be configured prior to configuring settings on specific user accounts. Table 16 describes which of the methods can be used to configure each of the specific user settings, as well as the global configuration requirements.

Table 16. Configurable user settings that use global settings

	User Setting
	Description
	Global 
Configuration
	Configurable in the Configure Office Communications Server Users Wizard
	Configurable from the Properties, Communications Tab

	Federation
	Enables or disables an Office Communications Server 2007 user to communicate with users from other organizations that have an Office Communications Server 2007 deployment and a federated link.
	Users cannot be enabled for federation unless federation is enabled at the global level. For information about how to configure the global policy for federation, see Enabling Federation and Public IM Connectivity and Configuring Routing of Inbound and Outbound SIP Traffic.
	Yes, but takes effect only when federation is enabled at the global level.
	Yes, but takes effect only when federation is enabled at the global level.

	Public IM connectivity
	Enables or disables an Office Communications Server 2007 user to communicate with users hosted on AOL®, Yahoo!®, or the MSN® network of Internet services.
	Users cannot be enabled for public IM connectivity unless federation is enabled at the global level. For information about how to configure the global policy for federation, see Enabling Federation and Public IM Connectivity and Configuring Routing of Inbound and Outbound SIP Traffic.
	Yes, but takes effect only when public IM connectivity is enabled at the global level.
	Yes, but takes effect only when public IM connectivity is enabled at the global level.

	Archiving
	Enables or disables archiving of IM conversations of the Office Communications Server 2007 user. This control can be enabled independently for internal conversations and for conversations with users outside your organization.
	Yes. At the global level, you can choose to enable archiving for all users, disable archiving for all users, or enable and disable archiving on a per user basis. For more information about enabling archiving, see Configuring Archiving.
	Yes, but only if the global setting is configured to enable and disable archiving on a per user basis.
	Yes, but only if the global setting is configured to enable and disable archiving on a per user basis.

	Invite anonymous participants to meetings
	Enables or disables Office Communications Server 2007 users in your organization that are meeting organizers to invite participants outside your organization.
	Yes. At the global level, you can choose to allow users to invite anonymous participants, disallow users from inviting anonymous participants, or enforce settings at a per user level. For information about how to enabling anonymous participation in meetings, see Enabling and Configuring Anonymous Participation in Meetings.
	Yes, but only if the global setting is configured to allow configuration of anonymous participation on a per user basis.
	Yes, but only if the global setting is configured to allow configuration of anonymous participation on a per user basis.

	Meeting policy
	Enforces a meeting policy for an Office Communications Server 2007 user who is allowed to organize meetings. The policy specifies aspects of meetings that the organizer can create. The policy name is used to specify which meeting policy to apply.
	Yes, at the global level, you can set up one or more meeting policies for specific uses and either select a single global meeting policy to be applied to all users in the forest or specify that the meeting policy is to be applied on a per-user basis.
	Yes, if you specify at the global level to apply the meeting policy on a per-user basis.
	Yes, if you specify at the global level to apply the meeting policy on a per-user basis.

	Enterprise Voice policy
	A Voice policy associates phone-usage records with users.
	Yes, at the global level, you can set up one or more Voice policies for specific uses and either select a single global Voice policy to be applied to all users in the forest or specify that the Voice policy is to be applied on a per-user basis.
	Yes, but only if the global policy is configured to specify Voice policy on a per user basis.
	Yes, but only if the global policy is configured to specify Voice policy on a per user basis.


The user settings that do not have global settings are configured only at the user level. Table 17 shows the configurable user settings that do not use global settings and the configuration methods available for each setting.

Table 17. Configurable user settings that do not use global settings

	User Setting
	Description
	Configurable in the Configure Office Communications Server Users Wizard
	Configurable from the Properties, Communications Tab

	Enable user for Office Communications Server
	Enables an Active Directory user for Office Communications Server 2007. For more information, see Enabling or Disabling an Individual User Account.
	No
	Yes, if an account has been initially enabled in Active Directory Users and Computers, and then disabled, it can be re-enabled on the Properties, Communications tab.

	Sign-in name
	Similar to a user’s e-mail address, the sign-in name uniquely defines the user’s SIP address as a SIP URI. For more information, see Enabling or Disabling and Individual User Account.
	No
	Yes

	Server or pool
	FQDN of the Standard Edition Server or Enterprise pool where a user’s data is stored. For more information, see Enabling or Disabling and Individual User Account.
	No
	Yes

	Enhanced presence
	Enables or disables enhanced presence, which enables users to control their presence with more granularity. This enables users to create different presence categories and assign data items to the categories. Different views on the categories can be created. With enhanced presence, users can expose different presence states for different categories of contacts.
	Yes, but once it is enabled, it cannot be disabled for a user.
	Yes, but once it is enabled, it cannot be disabled for a user.

	Remote user access
	Enables or disables a Live Communications user to sign in to Office Communications Server 2007 from outside the perimeter network of the user’s organization without requiring a VPN.
	Yes
	Yes, as an additional option.

	PC-to-PC communications only
	Enables or disables only PC-to-PC audio communications for the user. but not remote call control or Enterprise Voice. This option does not require deployment of a remote call control server or Unified Communications.
	No
	Yes, as an additional option.

	Remote call control
	Enables or disables Office Communications Server 2007 user control of a PBX desktop phone by using Microsoft Office Communicator 2007. This option also enables PC-to-PC audio communications.
	No
	Yes, as an additional option.

	Enterprise Voice
	Enables or disables Enterprise Voice for the user. This option also enables PC-to-PC audio communications. 
	Yes
	Yes, as an additional option.

	Enable PBX integration
	Enables or disables PBX integration for an Enterprise Voice user. This option requires first enabling Enterprise Voice for the user.
	No
	Yes, as an additional option.

	Line URI (User’s phone/device)
	URI that uniquely identifies the user’s phone line. This URI can be of the form of a SIP URI or a Tel URI.
	No
	Yes, as an additional option.

	Remote call control server URI
	SIP URI that uniquely identifies the remote call control gateway that controls the phone line.
	No
	Yes, as an additional option.


In addition to configuring the settings described in Tables 16 and 17, you can also perform the following user-specific actions:

· Find Office Communications Server users

· Move Office Communications Server users

· Delete Office Communications Server users

Use the following information and procedures to enable and configure user settings, as appropriate.

Enabling User Accounts for Office Communications Server
Use the Enable Office Communications Server Users Wizard in Active Directory Users and Computers to enable users for Office Communications Server 2007. Using the wizard, you can enable an individual user or multiple users at a time. The primary enhancement to this wizard in Office Communications Server 2007 is that you can specify the format of a user’s SIP URI. The different options for specifying the format of a user’s SIP URI are as follows:

· E-mail address

· User principal name (UPN)
· First name followed by a period and last name: <first>.<last>@domain

· SAMAccountName@domain

For the last two options, you can select the domain name portion of the SIP URI from a list of the domains that are managed by your Office Communications Server 2007 infrastructure.

User accounts are not available for management in the Office Communications Server 2007 administrative snap-in until you first enable them for Office Communications Server using the Enable Users Wizard in Active Directory Users and Computers. Use the following procedure to initially enable users for Office Communications Server.
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Note

After you use Active Directory Users and Computers to enable a user account for Office Communications Server 2007, the account is available for management in the Office Communications Server 2007 administrative snap-in. You can then use the administrative snap-in to configure settings for the user account, disable and re-enable the account, move the account, and perform other administrative functions for the account, including deleting the account. If you delete a user account in Office Communications Server 2007, the account is no longer available for use with Office Communications Server unless you use Active Directory Users and Computers to enable the account again. When you delete an account, all Office Communications Server settings for the account are lost, so you must configure the account again after enabling it in Active Directory Users and Computers.  
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To use the Enable Users Wizard to enable one or more users 

580. On a computer that has Office Communications Server 2007 administrative tools and Active Directory Users and Computers installed, open Active Directory Users and Computers.
581. In the console tree, expand the Users container or other organizational unit (OU) containing the user accounts that you want to enable for Office Communications Server.

582. Select the users, right-click the selected users, and then click Enable users for Communications Server to start the Enable Office Communications Server Users Wizard.

583. On the Welcome page, click Next.

584. On the Select Server or Pool page, in the drop-down list box, click the Standard Edition Server or Enterprise pool to which you want to assign the users, and then click Next.
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585. On the Specify Sign-in Name page, specify how the SIP URI for the user name is to be generated, by clicking one of the following options:

· Use user’s e-mail address

· Use user principal name (UPN)
· Use the format: <first name>.<last name>@. If you use this option, also click the appropriate domain name in the box.

· Use the format <sAMAccountName>@. If you use this option, also click the appropriate domain name in the box.

586. Click Next.

587. On the Enable Operation Status page, verify that each user was successfully enabled, and then do the following:

· To export account information to an XML file, click the Export button below the list containing the accounts for which you want to export user configuration information, specify a name for the XML file, and then click Save.

· To close the wizard, click Finish.

588. Use the procedure in the following section to configure the user account or accounts that were successfully enabled.

Configuring Office Communications Server User Accounts using the Wizard

You can use the Configure Office Communications Server Users Wizard in either the Active Directory Users and Computers or the Office Communications Server 2007 administrative snap-in to configure one or more user accounts. The procedure in this section describes the use of the Configure Office Communications Server Users Wizard in the Office Communications Server 2007 administrative snap-in to configure multiple settings for users.
[image: image329.wmf]
Note

In Office Communications Server 2007, only users that have been initially enabled in the Active Directory Users and Computers snap-in for Office Communications Server are available for configuration in the Office Communications Server 2007 administrative snap-in. Additionally, some user settings require that global settings be configured before individual user settings can be configured. If you enable federation for the forest, you can then specify that an individual user is either enabled or disabled for federation. If you configure archiving, meetings, or Enterprise Voice in global properties to use user settings, you can then configure archiving, meeting policy, and Voice policy settings on a per user basis. Other settings, such as remote access and enhanced presence, do not exist at the forest level and can only be configured on a per-pool or per-user basis.
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To configure settings for one or more users using the Configure Office Communications Server Users Wizard 

1. Open Office Communications Server 2007.

2. In the console tree, expand the forest node, and then navigate to the Standard Edition Server or Enterprise pool that contains the user account that you want to configure.
3. Expand the appropriate server node or pool node.
4. In the console tree, click Users, and then do one of the following:
· To configure all users in this node, right-click Users, and then click Configure Users to start the Configure Office Communications Server Users Wizard.

· To configure only specific users, in the details pane, select the users that you want to configure, right-click the selection, and then click Configure Users to start the Configure Communications Server Users Wizard.

5. On the Welcome page, click Next.
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6. On the Configure User Settings page, do the following:
· To configure federation, select the Federation check box, and then click Enable or Disable. This setting can be configured, but it does not take effect unless the Enable federation and Public IM connectivity setting is selected in Global Properties on the Federation tab and the edge server is configured to support federation.

· To configure remote user access, select the Remote user access check box, and then click Enable or Disable. This setting can be configured, but it will not take effect unless the edge server is configured to support remote access for Office Communications Server 2007. 

· To configure public IM connectivity, select the Public IM connectivity check box, and then click Enable or Disable. This setting can be configured, but it will not take effect unless the Enable federation and Public IM connectivity setting is selected in Global Properties on the Federation tab and the edge server is configured to support public IM connectivity (with federation).

· To configure enhanced presence, select the Enhanced presence check box, and then click Enable or Disable. Once this setting is enabled for a user, it cannot be disabled for the user.

· To configure archiving of internal messages, select the Archive internal messages check box, and then click Enable or Disable. This setting can be configured only if the Global Properties, Archiving, Internal communications setting is configured to use the Archive according to user settings option.

· To configure archiving of federated messages, select the Archive federated messages check box, and then click Enable or Disable. This setting can only be configured if the Global Properties, Archiving, Federated communications setting is configured to use the Archive according to user settings option.

7. Click Next.
[image: image332.png]Configure User Settings E‘

‘Specily whether to allow users to orgarizs mestings with anonymous pattcipants. i

T g g Wik s AT

& Llow
€ Disalow

Bk Cance





8. On the next Configure User Settings page, select the Organize meetings with anonymous participants check box, and then click Allow or Disallow. These options are not available if the global setting is not configured to support anonymous participation in meetings, as described in the Enabling and Configuring Anonymous Participation in Meetings section of this guide.
9. Click Next.
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10. On the next Configure User Settings page, do one of the following:
· To view the policy, click View. You can only view the settings of the selected policy. To change any settings shown in the View Meeting Policy page, edit them in Office Communications Server 2007, using the Meetings tab of Global Properties.

· To change the meeting policy for these users, select the Change meeting policy check box and, to select a different policy, click the policy in the Select a meeting policy for the users drop-down list box, and then click Next.

The Change meeting policy option cannot be changed for users if the global policy is not configured to enforce meeting policy on a per user basis.
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11. On the Configure Enterprise Voice Settings page, do one of the following:
· To view the Enterprise Voice policy, click View. You can only view the settings of the selected policy.

· To change Enterprise Voice settings for users, select the Change Enterprise Voice Settings check box, select or clear the Enable Voice check box, and if enabling Voice, click the appropriate Voice policy in the Select a Voice policy for the users drop-down list box, and then click Next. 

To specify a Voice policy for one or more individual users, the global policy must be configured to apply the Voice policy on a per-user basis.
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12. On the Configure Operation Status page, verify that the operation succeeded, and then do the following:

· To export account information to an XML file, click the Export button below the list containing the accounts for which you want to export user configuration information.

· To close the wizard, click Finish.

Configuring Individual Office Communications Server User Account Properties
After you have enabled individual user accounts for Office Communications Server 2007, you can manage specific settings of an individual user account by using the Properties Communications tab of the user account in the Office Communications Server 2007 administrative snap-in or Active Directory Users and Computers.
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Note

In Office Communications Server 2007, only users that have been initially enabled in the Active Directory Users and Computers snap-in for Office Communications Server are available for configuration in the Office Communications Server 2007 administrative snap-in. Additionally, some user settings require that global settings be configured before individual user settings can be configured. If you enable federation for the forest, you can then specify that an individual user is either enabled or disabled for federation. If you configure archiving, meetings, or Enterprise Voice in global properties to use user settings, you can then configure archiving, meeting policy, and Voice policy settings on a per user basis. Other settings, such as remote access and enhanced presence, do not exist at the forest level and can only be configured on a per-pool or per-user basis.
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This is useful if you want to change a small number of settings for a small number of user accounts.
You can use the Communications tab for the following:

· Enabling or Disabling an Individual User Account

· Changing the Sign-In Name for Individual Users

· Changing the Server or Pool for Individual Users

· Allowing or Disallowing Invitation of Anonymous Participants to Meetings by Individual Users
· Configuring the Meeting Policy for Individual Users

The Communications tab also has a Configure button to open the User Options dialog box.
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You can use this dialog box for the following:

· Configuring Telephony for Individual Users. 
· Configuring Federation, Remote Users Access, and Public IM Connectivity for Individual Users.
· Configuring Archiving for Individual Users.
· Enabling Enhanced Presence for Individual Users.
Enabling or Disabling an Individual User Account
After enabling a user account in Active Directory Users and Computers, as described in the Enabling User Accounts for Office Communications Server section of this guide, you can use the following procedure to disable a user account in Office Communications Server 2007 without losing user account settings, and then to enable it again.

When moving users from a Live Communications Server 2005 server to an Office Communications Server 2007 server, the user is not automatically enabled for Office Communications Server 2007, but you can use the following procedure to enable the user. Enabling a user for Office Communications Server 2007 automatically enables enhanced presence for the user. Once enhanced presence is enabled for a user, it cannot be disabled.
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To disable or enable an individual user account in Office Communications Server
589. Open Office Communications Server 2007.
590. In the console tree, expand the forest node, and then navigate to the Standard Edition Server or Enterprise pool that contains the user account that you want to temporarily enable or disable.
591. Expand the pool name for the Enterprise pool or the Standard Edition Server, and then expand Users.
592. In the details pane, right-click the user account name, and then click Properties.
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593. On the Communications tab, do one of the following:

· To temporarily disable the user account for Office Communications Server, clear the Enable user for Office Communications Server check box. 
· To enable a user account for Office Communications Server, select the Enable user for Office Communications Server check box. 
Changing the Sign-In Name for Individual Users
The sign-in name is one of the individual settings of a user account that can be configured on the Communications tab of user Properties, if the individual user has been enabled for Office Communications Server 2007. The sign-in name specifies the Session Initiation Protocol (SIP) address that is registered for the user and is used to route messages to and from the user. The sign-in name is in the form "sip:user@domain" and must be unique.
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To change the sign-in name for a specific user account

44. Open Office Communications Server 2007. 

45. In the console tree, expand the forest node, and then navigate to the Standard Edition Server or Enterprise pool that contains the user account that you want to configure.
46. Expand the pool name for the Enterprise pool or the Standard Edition Server, and then expand Users.

47. In the details pane, right-click the user account name, and then click Properties.

48. On the Communications tab, in Sign-in name, do the following:

· Specify the sign-in name (such as sip:usera).

· In the drop-down list box, select the domain (such as sales.contoso.com). 
Changing the Server or Pool for Individual Users

The server or pool to which the user is assigned is one of the individual settings of a user account that can be configured on the Communications tab of user Properties, if the individual user account has been enabled for Office Communications Server 2007.
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To change the server or pool for a specific user account

1. Open Office Communications Server 2007.
2. In the console tree, expand the forest node, and then navigate to the Standard Edition Server or Enterprise pool that contains the user account that you want to configure.

3. Expand the pool name for the Enterprise pool or the Standard Edition Server to which the user is currently assigned, and then expand Users.
4. In the details pane, right-click the user account name, and then click Properties.
5. On the Communications tab, in Server or pool, specify the name of the server or pool to which you want to assign the user (such as eepool.sales.contoso.com), as appropriate.

Allowing or Disallowing Invitation of Anonymous Participants to Meetings by Individual Users

An anonymous participant is an external user who does not have an Active Directory identity and who is not federated with your organization. If an individual user has been enabled for Office Communications Server 2007 and you chose to enforce anonymous participation using the Enforce per user option for your global policy, you can allow the user to invite anonymous participants to meetings. For information about how to configure the global policy to use the Enforce per user option, see the Enabling and Configuring Anonymous Participation in Meetings section of this guide.
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To enable users to invite anonymous participants to meetings

49. Open Office Communications Server 2007.

50. In the console tree, expand the forest node, and then navigate to the Standard Edition Server node or Enterprise pool node containing the user account that you want to enable for anonymous participation.

51. Expand the pool name for the Enterprise pool or Standard Edition Server, and then expand Users.

52. In the details pane, right-click the name of the user that you want to allow to invite anonymous participants, and then click Properties.

53. On the Communications tab, under Meetings, select the Allow anonymous participants check box.

Configuring the Meeting Policy for Individual Users

The meeting policy is one of the individual settings of a user account that can be configured on the Communications tab of user Properties, if the individual user has been enabled for Office Communications Server 2007 and you chose to apply meeting policies using the Use per user policy option for your global policy. The way that you configure policies at the global level determines which policies are available for selection. The default policies provided with Office Communications Server 2007 include the following:
· Default Policy. This is the default meeting policy configured at the forest level.

· Policy 1 (High). This is the policy of the same name configured at the forest level. By default, this policy grants the highest level of access to meeting features when compared to the other default policies.

· Policy 2 (Medium High). This is the policy of the same name configured at the forest level.

· Policy 4 (Medium Low). This is the policy of the same name configured at the forest level.

· Policy 5 (Low). This is the policy of the same name configured at the forest level. By default, this policy grants the lowest level of access to meeting features when compared to the other default policies.

For information about how to configure global-level meeting policies at the forest level for your organization, see the Configuring Meeting Policies section of this guide.
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To configure the meeting policy for a specific user account

1. Open Office Communications Server 2007.

2. In the console tree, expand the forest node, and then navigate to the Standard Edition Server or Enterprise pool that contains the user account that you want to configure.

3. Expand the pool name for the Enterprise pool or the Standard Edition Server, and then expand Users.
4. In the details pane, right-click the user account name, and then click Properties.
5. On the Communications tab, under Meetings, in the Policy drop-down list box, do the following.

· To view the configuration of a policy, click the policy in the list, and then click View.

· To select a policy to use, click the policy in the list.

Configuring Telephony for Individual Users

The telephony settings are some of the individual settings of a user account that can be configured from the Communications tab of user Properties, if the individual user has been enabled for Office Communications Server 2007 and the organization supports telephony. 
Office Communications Server 2007 user communications options include the following:

· Enable PC-to-PC only. The user can only make PC-to-PC audio calls. 

· Enable remote call control. The user can use Microsoft Office Communicator 2007 to control the desktop phone, and can also make PC-to-PC calls. The user remains connected to a PBX.

· Enable Enterprise Voice. The user can use the Office Communications Server infrastructure to route all incoming and outgoing calls. These users are no longer connected to a PBX, unless you also chose to enable PBX integration (with or without remote call control). Users can also make PC-to-PC calls.
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Note

The Telephony settings for the user are only meaningful in those cases that need to be routed. If the user places a phone call, and the routing logic succeeds in doing a “reverse number lookup” on the dialed number, then a SIP URI has been found, and the settings in this section are not used.

For more information about configuring telephony for an organization, see the Configuring Telephony Conferencing for Servers section of this guide, as well as the Microsoft Office Communications Server 2007 Enterprise Voice Planning and Deployment Guide.
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To configure telephony for a specific user account

1. Open Office Communications Server 2007.

2. In the console tree, expand the forest node, and then navigate to the Standard Edition Server or Enterprise pool that contains the user account that you want to configure.

3. Expand the pool name for the Enterprise pool or the Standard Edition Server, and then expand Users.
4. In the details pane, right-click the user account name, and then click Properties.
5. On the Communications tab, click Configure.
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6. In the User Options dialog box, under Telephony, do the following:
· To enable PC-to-PC audio communications for the user, but not remote call control or Enterprise Voice, click Enable PC-to-PC communication only.

· To enable remote call control, which enables a user to control his or her desktop phone line from Microsoft Office Communicator to make PC-to-PC calls and PC-to-phone calls, click Enable Remote call control, and then specify the Server URI of the Remote Call Control server and the Line URI of the telephone the user uses for remote call control. The user must have a desktop phone and PBX connection for call routing.

· To route the user’s phone calls using the Unified Communications Infrastructure in accordance with the class of service policy, including PC-to-PC audio communication, click Enable Enterprise Voice, select the appropriate policy in the Policy drop-down list box, and then specify the Line URI of the telephone that the user uses for Enterprise Voice. To also enable PBX integration, select the Enable PBX integration check box. To enable both remote call control and PBX integration, you must also specify the Server URI of the Remote Call Control server.
Configuring Federation, Remote User Access, and Public IM Connectivity for Individual Users
Federation, remote user access, and public IM connectivity for an individual user account can be configured from the Communications tab of user Properties, if the individual user has been enabled for Office Communications Server 2007 and your organization supports the functionality. These settings control the following types of Office Communications Server communications:

· Communication with users in organizations federated with your organization. This controls whether or not a user can communicate with users in another organization over a federated partner connection.
· Communications with users of public IM service providers. This controls whether or not a user can communicate with users of public IM networks. Public IM connectivity requires additional licenses. A user does not need to be enabled for federation to be enabled for public IM connectivity.

· Remote user access to Office Communications Server. This controls whether or not a user in your organization can connect through an edge server to Office Communications Server when the user is outside of the internal network.
In order to use federation, public IM connectivity, or remote user access features, you must first deploy the appropriate Office Communications Server 2007 edge server topology. For information about deploying an edge server, see the Microsoft Office Communications Server 2007 Edge Server Deployment Guide.
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To configure federation, remote user access, or public IM connectivity for a specific user account
1. Open Office Communications Server 2007.

2. In the console tree, expand the forest node, and then navigate to the Standard Edition Server or Enterprise pool that contains the user account that you want to configure.

3. Expand the pool name for the Enterprise pool or the Standard Edition Server, and then expand Users.
4. In the details pane, right-click the user account name, and then click Properties.
5. On the Communications tab, next to Additional options, click Configure.
6. In the User Options dialog box, under Federation, do the following:

· To enable or disable federation for the user, select or clear the Enable federation check box.

· To enable or disable remote user access for the user, select or clear the Enable remote user access check box.

· To enable or disable public IM connectivity for the user, select or clear the Enable public IM connectivity check box.
Configuring Archiving for Individual Users
Archiving settings of a user account can be configured on the Communications tab of user Properties, if the individual user has been enabled for Office Communications Server 2007 and you have configured global archiving settings to archive conversations and usage information on a per-user basis. For information about how to configure the global archiving settings, see the Enabling Archiving at the Global Level section of this guide.
Archiving settings are applied as follows:

· When you change the global archiving option from Archive according to user settings to Archive for All Users or Do not archive for any user, the change is not effective until the next register refresh window. The register is refreshed every ten minutes for external users and every two hours for internal users.
· When you change the global archiving option from Archive for All Users or Do not archive for any user to Archive according to user settings, the change does not take effect for a user until the next time the user logs on.
· When the global archiving option is set to Archive according to user settings and you enable or disable archiving for a user (for internal messages or federated messages), the change does not take effect until the next time the user logs on.

To avoid problems with the implementation of archiving settings, you should change archiving settings during off-peak hours.
In order to archive messages, you must first deploy the Archiving and CDR Server. For more information about deploying the Archiving and CDR Server, see the Microsoft Office Communications Server 2007 Archiving and CDR Server Deployment Guide.
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To configure archiving for a specific user
594. Open Office Communications Server 2007.
595. In the console tree, expand the forest node, and then navigate to the Standard Edition Server or Enterprise pool that contains the user account that you want to configure.

596. Expand the pool of the user or group of users for which you want to configure archiving, and then expand Users.
597. In the details pane, right-click the users whose messages you want to archive, and then click Properties. 
598. On the Communications tab, next to Additional options, click Configure.

599. In the User Options dialog box, under Archiving, do the following:

· To enable or disable archiving of internal IM conversations, select or clear the Archive internal IM conversations check box.

· To enable or disable archiving of federated IM conversations, select or clear the Archive federated IM conversations check box.

Enabling Enhanced Presence for Individual Users

Use of enhanced presence for a user account can be enabled on the Communications tab of user Properties, if the individual user has been enabled for Office Communications Server 2007. After you enable enhanced presence for a user, you cannot disable it. 
[image: image350.wmf]
Note

By default, enhanced presence is not enabled for an Office Communications Server 2007 user. However, for a disabled user account, enabling the account while it is assigned to an Office Communications Server 2007 Standard Edition Server or Enterprise pool automatically enables enhanced presence, and you cannot disable it. For more information about disabling and enabling an account, see the Enabling or Disabling an Individual User Account section of this guide.
[image: image351.wmf]
To configure enhanced presence for a specific user

600. Open Office Communications Server 2007.

601. In the console tree, expand the forest node, and then navigate to the Standard Edition Server or Enterprise pool that contains the user account that you want to configure.

602. Expand the pool of the user or group of users for which you want to configure archiving, and then expand Users.

603. In the details pane, right-click the user account, and then click Properties.

604. On the Communications tab, next to Additional options, click Configure.

605. In the User Options dialog box, select the Enable enhanced presence check box.
Searching for Office Communications Server Users

You can use the results of a search query to configure users for Office Communications Server 2007. You can search for a SIP URI string, which can include wildcards. For more advanced searches, you can specify search criteria:
· General: Find users assigned with high-level common settings. For example, find all users who are assigned to a specific server. 

· External access: Find users who are enabled or disabled for specific external access capabilities. For instance, find all users who are enabled for federation.

· Meetings: Find users who have the same configuration settings for meetings. For example, find all users who use the same meeting policy or users with a certain meeting size who are enabled for IP audio and IP video support.

· Archiving. Find users who have the same archiving settings. For example, find all users for which archiving of federated communications is enabled or disabled.

· Telephony: Find users who have the same configuration settings for telephony. For example, find all users who use the same Voice policy or are enabled for simultaneous ringing of phones.

Table 18 shows the options that can be used to find users with common settings.
Table 18. User Search Criteria

	Search Category
	Searchable Settings

	General
	Server or pool

Enhanced presence

	External access
	Federation

Remote user access

Public IM connectivity

	Meetings
	Policy name

Web conferencing

Allow presenters to record

Allow attendees to record

IP video

IP audio

Meeting size

Color depth

Allow program sharing

External sharing access

Native PowerPoint files

Allow anonymous participation

	Archiving
	Internal communications

Federated communications

	Telephony
	Policy name

Simultaneous ringing

Phone usage record

PC-to-PC Communications

Enterprise Voice

Remote call control

PBX integration

Server URI

Line URI
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Note

Some settings are available for searching only if the appropriate global policies are configured to use per-user settings.
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To search for one or more users

606. Open Office Communications Server 2007.

607. In the console tree, expand the forest node, and then navigate to the Standard Edition Server or Enterprise pool that contains the user account that you want to find.

608. Expand the pool name for the Enterprise pool or Standard Edition Server.

609. In the console tree, click Users, right-click Users, and then click Find users.

610. In the Find Communications Users dialog box, do one or both of the following:
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· On the Communications Users tab, type all or a portion of the SIP URI of the user account that you want. You can also use wildcards.
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· On the Advanced tab, specify additional search criteria that you want to use to narrow results. To specify the criteria, click the appropriate category in the Category drop-down list box, specify the appropriate Setting, Condition, and Value for the search, and then click Add.
611. Click Find Now.

612. The search results appear under Search results. You can select any or all of the users in the list and perform configuration tasks just as you can from the main snap-in window. 

Moving Office Communications Server Users

You can move users from one Enterprise pool or Standard Edition Server to another Enterprise pool or Standard Edition Server by using the Move Office Communications Users Wizard in the Active Directory Users and Computers or Office Communications Server 2007 administrative snap-in. To move a user account, both the source and destination must be available and the servers must be running.
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Note

You can also move users from the Unassigned Users node to an Enterprise pool or Standard Edition Server. The Unassigned Users node contains all users that are enabled for Office Communications Server, but are not currently assigned to a valid Standard Edition Server pool or Enterprise pool. If the server or pool that a user is assigned to is deactivated or removed from the Office Communications Server environment, the pool assignment becomes invalid and the user account is added to Unassigned users. Unassigned users cannot sign in using their Communications Server account.
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To move Communications Server users 
613. Open Office Communications Server 2007.

614. In the console tree, expand the forest node, and then navigate to the Standard Edition Server or Enterprise pool that contains the user account that you want to move.

615. Expand the pool name for the Enterprise pool or Standard Edition Server, and then do one of the following:

· To move all users in this node, in the console tree, click Users, right-click Users, and then click Move Users to start the Move Communications Server Users Wizard.
· To move only specific users, in the console tree, click Users. In the details pane, select the users that you want to move, right-click the selection, and then click Move Users to start the Move Communications Server Users Wizard.

616. Complete the Move Communications Server Users Wizard, specifying the following:

· The Enterprise pool or Standard Edition Server to which you want to move the user.
· Whether to force the move if the server or pool to which you are moving the user is unavailable. If you select this option and the server pool is unavailable, user-specific information is lost, including contact information, Allow and Block data, meeting data, and enhanced presence data.

Deleting Office Communications Server Users

You can delete users from an Enterprise pool or Standard Edition Server by using the Delete Users Wizard in Active Directory Users and Computers or Office Communications Server 2007.
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Important

Deleting Office Communications Server users permanently deletes all information for the user from the Office Communications Server 2007 database. The user is not deleted from Active Directory Users and Computers.
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To delete Communications Server users

617. Open Office Communications Server 2007.

618. In the console tree, expand the forest node, and then expand the Standard Edition server node or Enterprise pool node.

619. Expand the pool name for the Enterprise pool or Standard Edition Server, and then do one of the following:

· To delete all users in this node, in the console tree, click Users, right-click Users, and then click Delete Users to start the Delete Office Communications Server Users Wizard.
· To delete only specific users, in the console tree, click Users. In the details pane, select the users that you want to delete, right-click the selection, and then click Delete Users to start the Delete Office Communications Server Users Wizard.

620. Complete the wizard to delete the selected users.

Using Office Communications Server 2007 Logging Tool
The Microsoft® Office Communications Server 2007 Logging Tool integrates a range of logging and tracing functionality. The functionality available in Office Communications Server 2007 Logging Tool facilitates troubleshooting by capturing logging and tracing information from the product while the product is running. Logging and tracing functionality was previously available only by running OCSLogger.exe as a command-line tool, but is now also available from the Office Communications Server 2007 administrative snap-in on any computer running Office Communications Server 2007 or on which the Office Communications Server 2007 administrative tools are installed. You can use Logging Tool to run debug sessions on any Office Communications Server 2007 server role.
Office Communications Server 2007 Logging Tool generates log files on a per-server basis, so it must be actively running and tracing on each computer for which you want to generate a log.
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Note

To view and analyze log files on a computer other than the one on which the logs were captured, you can install and run OCSlogger.exe on the other computer by installing the Office Communications Server administrative tools on that computer. By default, OCSLogger.exe is installed to %ProgramFiles%\Common Files\Microsoft Office Communications Server 2007\Tracing. You can run OCSLogger.exe on computers that are based on the Microsoft Windows® XP or Windows Vista® operating system. In order to run OCSLogger on Windows Vista, you must launch it in an elevated mode (running the application in “Run as Administrator” mode).
Opening Logging Tool to Start a Debug Session

You open Office Communications Server 2007 Logging Tool in one of two modes:

· To set up and start a new debugging session, you open Logging Tool in the New Debug Session mode.
· To work with a previously started debug session, you open Logging Tool in the Existing Debug Session mode.
Starting a New Debug Session

The tools and procedures for starting debug sessions are specific to the server role:

· To start a debug session for a server in an Enterprise pool, Standard Edition Server, or Mediation Server, you use the Office Communications Server 2007 administrative snap-in.

· To start a debug session on an edge server, you use the Office Communications Server 2007 administrative snap-in extension for the Computer Management console.
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To start a new debug session for an Enterprise Edition Server, Standard Edition Server, Archiving and CDR Server, or Mediation Server
621. Open Office Communications Server 2007.

622. In the console tree, expand the forest node, and then do one of the following:

· For an Enterprise Edition Server, expand Enterprise pools, and then right-click the name of the pool to which the local computer belongs, click Logging Tool, and then click New Debug Session.

· For a Standard Edition Server, expand Standard Edition Servers, and then right-click the name of the pool to which the local computer belongs, click Logging Tool, and then click New Debug Session.

· For an Archiving and CDR Server, expand Archiving and CDR Servers, right-click the name of the local computer, click Logging Tool, and then click New Debug Session.

· For a Mediation Server, expand Mediation Servers, right-click the name of the local computer, click Logging Tool, and then click New Debug Session.
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To start a new debug session on an edge server 

623. Open Computer Management.
624. In the console tree, expand Services and Applications, right-click Office Communications Server 2007, click Logging Tool, and then click New Debug Session.

Opening an Existing Debug Session

The tools and procedures for starting debug sessions are specific to the server role:

· To work with an existing debug session for a server in an Enterprise pool, Standard Edition Server, or Mediation Server, you use the Office Communications Server 2007 administrative snap-in.

· To work with an existing debug session on an edge server, you use the Computer Management snap-in extension for Office Communications Server 2007.
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To open an existing debug session for an Enterprise Edition Server, Standard Edition Server, or Mediation Server

625. Open Office Communications Server 2007.

626. In the console tree, expand the forest node, and then do one of the following:

· For an Enterprise Edition Server, expand Enterprise pools, and then right-click the name of the pool to which the local computer belongs, click Logging Tool, and then click Existing Debug Session.

· For a Standard Edition Server, expand Standard Edition Servers, and then right-click the name of the pool to which the local computer belongs, click Logging Tool, and then click Existing Debug Session.

· For an Archiving and CDR Server, expand Archiving and CDR Servers, right-click the name of the local computer, click Logging Tool, and then click Existing Debug Session.

· For a Mediation Server, expand Mediation Servers, right-click the name of the local computer, click Logging Tool, and then click Existing Debug Session.
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To open an existing debug session on an edge server 

627. Open Computer Management.

628. In the console tree, expand Services and Applications, right-click Office Communications Server 2007, click Logging Tool, and then click Existing Debug Session.

Specifying Options for Logging
Using the Logging Tool includes specifying the appropriate options, including the following:

· Specifying the Log Folder
· Specifying Logging Options
· Specifying Global Options
· Specifying Advanced Options
· Generating Log Files

· Viewing and Analyzing Log Files

Specify the log folder, logging options, and global options prior to starting logging.

Logging Tool gets common defaults from the OCSLogger.config file. The defaults include the console window parameters to use for TraceFmt windows. When you close Logging Tool, configuration settings are saved to the OCSLogger.State.xml file. The settings are restored the next time you open Logging Tool.

Specifying the Log Folder

The log folder is the folder in which the log files are to be created and saved. The default is %windir%\Tracing.
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To change the log folder

629. Open Office Communications Server 2007 Logging Tool, New Debug Session.
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630. In Log File Folder, type the complete path and name of (or browse to) the folder to be used for logs.

Specifying Logging Options
Logging options includes components, logging level and flags to include in the log file contents. When it starts, Logging Tool detects any installed Office Communications Server components and then searches all their installation directories for executable files. It displays only those components that have an executable file on the computer. While tracing is running, you can select and cancel the use of specific components, levels, or flags and the trace sessions will update accordingly. Changes are applied immediately to the running trace for the selected component. You need to configure how logging is implemented for each of the following:
· Level. For components that honor levels, you can specify an appropriate log level:

· Fatal errors

· Errors

· Warnings

· Information

· Verbose

· All

Each level is inclusive of the levels preceding it in the list. For example: if you select warnings, logging includes fatal errors, errors and warnings.

· Flags. For each component, you can further specify logging flags. Only the flags available for a component are available in the list. By default, all components honor the TF_COMPONENT flag. Specific components can honor one or more of the following flags:

· TF_Connection: Connection related log entries. These logs include information on connections established to and from a particular component. This may also include significant network-level information (for components without the concept of a connection).

· TF_Security: All events/log entries related to security. For example for SipStack, these are security events such as domain validation failure, and client authentication/authorization failures.

· TF_Diag: Diagnostics events that can be used to diagnose or troubleshoot the component. For example: for SipStack, these are certificate failures, or DNS warnings/errors.

· TF_Protocol: Protocol Messages such as SIP and CCCP messages.

Selecting the All Flags check box enables generation of detailed traces (the former LcsTracer “Trace” option), which can then be used by Microsoft Customer Service and Support to further troubleshoot a problem.

You can change Flags for particular components after logging is enabled.

· Components. The available components include the components that belong to the Office Communications Server role on which you are running Logging Tool. You can also enable or disable components after logging is started. Logging Tool collects logs for a component during the time it is enabled. Table 19 describes the logging components that can be selected.
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Note

Additional components with a prefix of MediaStack_ or MediaRelay are available for troubleshooting, but you should use these components only when asked to do so by Microsoft Customer Service and Support.

Tier 1: Needs to be enabled for troubleshooting primary end-user scenarios around IM, presence, conferencing, and VoIP

Tier 2: Can be enabled to gather advanced information, administration-only scenarios or infrequent scenarios

Table 19. Logging Components

	Component Name
	Tier
	Flags
	Server Role
	Description of Logged Contents

	ABServer
	2
	TF_COMPONENT, All Flags
	Front End Server
	Enables logging for the Address Book service that provides global address list information from Active Directory to the Office Communicator client.

	ABServerHttpHandler
	2
	TF_COMPONENT, All Flags
	Web Components Server
	Redirects client requests for address book files to the appropriate file path in the output location configured for the Address Book Server.

	AcpMcu
	1
	TF_COMPONENT, All Flags
	Front End Server (Telephony Conferencing Server)
	Enables logging for the Telephony Conferencing Server that is responsible for ACP (audio conferencing provider) integration.

	AggregationScript
	2
	TF_COMPONENT, TF_PROTOCOL, 
All Flags
	Front End Server
	Enables logging for the component that determines the aggregate user state and capabilities across all endpoints.

	ApiModule
	2
	TF_COMPONENT, TF_PROTOCOL, 
All Flags
	Front End Server, Access Edge Server
	Enables logging for the component that exposes the Office Communications Server API to MSPL (Microsoft SIP Processing Language) and managed code applications.

	ArchivingAgent
	1
	TF_COMPONENT, TF_DIAG, 
All Flags
	Any Front End Server that you have enabled for archiving and is therefore running the Archiving Agent
	Enables logging for the Archiving agent that runs on the Front End Server and writes SIP messages to Message Queuing.

	AvMcu
	1
	TF_COMPONENT, TF_PROTOCOL, 
All Flags
	A/V Conferencing Server
	Enables logging for the A/V Conferencing Server.

	ClientVersionFilter
	2
	TF_COMPONENT, TF_PROTOCOL, 
All Flags
	Front End Server, Access Edge Server
	Enables logging for the Client Version Filter, an application that can be used to allow/block access from clients that conform to certain versions.

	Collaboration
	1
	TF_COMPONENT, TF_PROTOCOL, TF_CONNECTION, TF_SECURITY, TF_DIAG, 
All Flags
	Communicator Web Access, Administrator Tools
	Logs activities of the collaboration object layer pertaining to instant messaging. 

	CWAAuth
	2
	TF_COMPONENT, All Flags
	Communicator Web Access
	CWAAUTH logs activities of user authentication and authorization through Active Directory.

	CWAPolicy
	2
	TF_COMPONENT, All Flags
	Communicator Web Access
	CWAPOLICY logs activities of CWA WMI settings accessed.

	CWASearch
	2
	TF_COMPONENT, All Flags
	Communicator Web Access
	CWASEARCH logs activities of user search in Active Directory.

	CwaServer
	1
	TF_COMPONENT, All Flags
	Communicator Web Access
	Logs all standard activities of the Communicator Web Access server.

	CWASnapin
	2
	TF_COMPONENT, All Flags
	Communicator Web Access
	Logs administration activities within the Communicator Web Access Management Console.

	CwaWebPages
	1
	TF_COMPONENT, All Flags
	Communicator Web Access
	Logs activities of ASP.Net access layer.

	DataMCU
	1
	TF_COMPONENT, TF_PROTOCOL, TF_CONNECTION, TF_SECURITY, TF_DIAG, 
All Flags
	Web Conferencing Server
	Enables logging for the Web Conferencing Server.

	DataProxy
	1
	TF_COMPONENT, All Flags
	Web Conferencing Edge Server
	Enables logging for the Web Conferencing Edge Server which provides the functionality for external users to participate in your internal conference meetings.

	Dlx
	2
	TF_COMPONENT, All Flags
	Web Components Serve r(IIS)
	Enables logging for the Group (DL) Expansion service. 

	ExumRouting
	2
	TF_COMPONENT, All Flags
	Front End Server
	Enables logging for the component that routes calls to Exchange Unified Messaging for voice mail.

	IIMFilter
	2
	TF_COMPONENT, TF_PROTOCOL, 
All Flags
	Front End Server, Access Edge Server
	Enables logging for the Intelligent Instant Messaging (IIM) application that filters incoming IM traffic using criteria specified by administrators.

	ImMcu
	1
	TF_COMPONENT, All Flags
	Front End Server (IM Conferencing Server)
	Enables logging for the IM Conferencing Server, which enables group IM by relaying IM traffic among all participants. 

	InboundRouting
	2
	TF_COMPONENT, TF_DIAG, 
All Flags
	Front End Server
	Enables logging for the Inbound Routing component that handles incoming calls largely according to preferences that are specified by users on their Enterprise Voice clients.

	LCCertHelper
	2
	TF_COMPONENT, All Flags
	Any server running Office Communications Server Setup or the Office Communications Server administrative tools
	Enables logging of the component used for certificates-related functionality in SipStack, MMC, WMI, and the Certificates Wizard.

	LCDSUIEx
	2
	TF_COMPONENT, All Flags
	Any server running the Office Communications Server administrative tools
	Enables logging of the Find Users functionality in the Active Directory Users and Computers snap-in.

	LcManagedTaskHandler
	2
	TF_COMPONENT, All Flags
	Any server running Office Communications Server Setup or the Office Communications Server administrative tools
	Enables logging of the component used by validation tasks that are invoked either from the Validation Wizard or LcsCmd.

	LcsAdUcSnapin
	2
	TF_COMPONENT, All Flags
	Any server running the Office Communications Server administrative tools
	Enables logging of the extension for the Active Directory Users and Computers snap-in.

	LcsCmd
	2
	TF_COMPONENT, All Flags
	Any server running Office Communications Server Setup or the Office Communications Server administrative tools
	Enables logging of the command-line tool that lets you perform all Office Communications Server setup tasks such as activation and pool creation.

	LcsServer
	2
	TF_COMPONENT, All Flags
	Front End Server, Access Edge Server
	Enables logging of the RtcSrv service. On a Front End Server the RtcSrv service is the Office Communications Server Front End service. On an Access Edge Server, the RtcSrv service is the Office Communications Server Access Edge service.

	LcsSnapin
	2
	TF_COMPONENT, All Flags
	Any server running the Office Communications Server administrative tools
	Enables logging of the component that provides the management console for SipStack.

	LCSWizard
	2
	TF_COMPONENT, All Flags
	Any server running Office Communications Server Setup or the Office Communications Server administrative tools
	Component used by Setup and MMC Wizards such as the configuration wizards.



	LcsWMI
	2
	TF_COMPONENT, All Flags
	Any server running Office Communications Server Setup or the Office Communications Server administrative tools
	Enables logging of the component that is the WMI provider for Office Communications Server.

	LcsWMIUserServices
	2
	TF_COMPONENT, All Flags
	Any server running Office Communications Server Setup or the Office Communications Server administrative tools
	Enables logging of the component that provides the WMI consumer for UserServices.



	LcTaskHandler
	2
	TF_COMPONENT, All Flags
	Any server running Office Communications Server Setup or the Office Communications Server administrative tools
	Enables logging of the component used by LcsCmd, Setup wizards and MMC wizards.

	LcWmiConsumerManaged
	2
	TF_COMPONENT, All Flags
	Front End Server (IM Conferencing Server, Telephony Conferencing Server), Web Conferencing Server, A/V Conferencing Server, A/V Edge Server
	Enables logging of the WMI consumer for services built using managed code.

	LDM
	2
	TF_COMPONENT, All Flags
	Web Conferencing Server
	Enables logging of Web Conferencing Server Connection Management which manages TLS/MTLS connections from clients and other servers such as the Web Conferencing Edge Server.

	MCUFactory
	2
	TF_COMPONENT, All Flags
	Front End Server (IM Conferencing Server, Telephony Conferencing Server), A/V Conferencing Server, Web Conferencing Server


	Enables logging for the Focus Factory which determines which conferencing server is available to service the conference scheduling request.



	MCUInfra
	1
	TF_COMPONENT, TF_CONNECTION, 
All Flags
	Front End Server (IM Conferencing Server, Telephony Conferencing Server), A/V Conferencing Server, Web Conferencing Server
	Enables logging for the component that provides communication between the Focus and the conferencing servers.



	MediationServer
	1
	TF_COMPONENT, TF_PROTOCOL, TF_CONNECTION, All Flags
	Mediation Server
	Enables logging for the Mediation Server that translates between the Office Communications Servers and the media gateway.

	MRAS
	1
	TF_COMPONENT, TF_CONNECTION, TF_DIAG, 
All Flags
	A/V Edge Server
	Enables logging for the Office Communications Server Audio/Video Authentication service, which provides authentication services for the A/V Edge Server, the component that provides the functionality to share audio and video with external users.

	OutboundRouting
	2
	TF_COMPONENT, All Flags
	Front End Server
	Enables logging for the Outbound Routing component that routes calls to PBX or PSTN destinations, applies call authorization rules to callers, and determines the optimal media gateway for routing each call. 

	QueueDLL
	2
	TF_COMPONENT, All Flags
	Front End Server, Access Edge Server
	Enables logging for the component that facilitates inter-process communication between the server and applications.

	RtcHost
	2
	TF_COMPONENT, All Flags
	Front End Server, Access Edge Server
	Enables logging for the component that is the host for all server API applications.

	RTCSPL
	2
	TF_COMPONENT, All Flags
	Front End Server
	Enables logging for the component that is the host for running MSPL (Microsoft SIP Processing Language) script based applications.

	S4
	1
	TF_COMPONENT, TF_PROTOCOL
All Flags
	Communicator Web Access
	Logs all SIP messages sent to/from the Communicator Web Access server.

	SIPStack
	1
	TF_COMPONENT, TF_PROTOCOL, TF_CONNECTION, TF_SECURITY, TF_DIAG, 
All Flags
	Front End Server, Access Edge Server
	Enables logging for the SipStack component that handles TLS/MTLS connection management and SIP call flows.

	TranslationApplication
	2
	TF_COMPONENT, All Flags
	Front End Server
	Enables logging for the Translation Service which is the server component that is responsible for translating a dialed number into E.164 format based on the normalization rules defined by the administrator.

	UserServices
	1
	TF_COMPONENT, TF_PROTOCOL, 
All Flags
	Front End Server
	Enables logging for the UserServices component that provides closely integrated IM, presence, and conferencing features built on top of the SIP proxy. Includes the Focus and Focus Factory.
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To specify logging options
631. Open Office Communications Server 2007 Logging Tool, New Debug Session.

632. In Logging Options, select the components, level, and flags to be used for logging.

Specifying Global Options
Global options includes log file options and real-time options:
· Log File Options are used to manage the size of the log file and how logs are maintained:
· Maximum size. This is the maximum size for all individual log files.
· Circular logging. After the log file reaches the maximum file size, Logging Tool resumes writing entries at the beginning of the file.
· Sequential logging. After the log file reaches the maximum file size, Logging Tool stops logging operations.
· New file. Use this option to specify that logging is to roll over the log file and start over when the file reaches the maximum size. This generates a new log file.
· Real Time Options are used to specify how logging performs in real-time monitoring and filtering.
· Real Time Monitoring. Choosing this option enables you to see traces in the console window as they accumulate. You can also use the Display only, no log file option with real-time monitoring, which enables you to see traces in the console window, but does not generate a log file.
· Filter Options. You can use the Enable Filters option to enable filtering on log files so that only traffic to and from the addresses you specify are displayed. You can specify URI addresses, which will include only traffic to and from the specified SIP URI in the log file, and FQDN addresses, which will include only traffic to and from the specified computer FQDN in the log file. Trace filtering for URI/FQDN is available only for the SipStack and UserServices components; for all other components, the traces cannot be filtered at run time.
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Note

Although it can be useful to continue logging for a day or more to help troubleshoot an intermittent problem, we recommend that you not run real-time monitoring for more than an hour at a time.

We also recommend that you not use OCS Logger for ongoing monitoring. Turning on logging for an extended time for servers in a production environment can affect server performance.

For monitoring and troubleshooting, use the Microsoft Office Communications Server 2007 Management Pack for MOM 2005 or the Office Communications Server 2007 troubleshooting tools. For more information about Office Communications Server troubleshooting tools, see the Microsoft Office Communications Server 2007 Technical Reference.
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To specify global options
633. Open Office Communications Server 2007 Logging Tool, New Debug Session.

634. Under Global Options, do the following:

· Under Log File, in Type, click the type of log file you want to use.

· To enable real-time monitoring, select the Real Time Monitoring check box and, if appropriate, the Display only, no log file check box.

· To configure filters for real-time monitoring, under Filter Options, select the Enable Filters check box, and then specify URI and FQDN addresses to and from which you want to enable filters.

Specifying Advanced Options
Advanced options are specified using the Advanced Options menu. With the exception of the Display Times in UTC option for formatting, you should not change any of the Advanced Options settings unless advised to do so by Microsoft Customer Service and Support. Advanced Options include the following:
· Formatting options are used to specify advanced options for controlling log formats. Formatting does not impact how you capture logs, just how you view them on your computer. Formatting options include the following:
· Log file prefix. Specifies the prefix to be used to format log files for components that support levels. We recommend that you do not configure this option unless advised to do so by Microsoft Customer Service and Support.
· Real time prefix. Specifies the prefix used to format log files for the real-time monitoring window. We recommend that you do not configure this option unless advised to do so by Microsoft Customer Service and Support.
· Display times in UTC. By default, log timestamps are displayed in UTC (also known as Greenwich Mean Time or GMT). To display timestamps in the local server time, clear this check-box. 
· Format file search path. Logging Tool has all the information necessary to capture log information for log levels and flags previously described. If you have access to trace information files that contain more tracing information, you can use this setting to specify the path to those trace information files. We recommend that you do not configure this option unless advised to do so by Microsoft Customer Service and Support.

The following variables are supported for each prefix:

· %!COMP! for the component name. 

· %!LEVEL! for the level name. 

· %!FLAGS! for the flag name. 

· %!FUNC! for the name of the function or method that generated the log record. 

· %2 for the source file and line number that generated the record. 

· %3 for the ID of the thread that generated the record. 

· %4 for the time the event record was generated. 

· %5 for the cumulative processor time. 

· %7 for the local sequence number for the component. 

· %8 for the ID of the process that generated the record. 

· %9 for the number of the CPU that generated the record. 

%1 and %6 are not allowed.

%3, %7, %8, and %9 are integers that should be followed by a printf-style numeric format specifier enclosed in exclamation marks. For example %3!04X! displays the thread ID as a four-digit hexadecimal number.

%2, %4, and %5 are always strings, so they can only be followed by a string format specifier (!s!). Additionally, the real time prefix can contain the following escape characters: \n, \t, \s, or \\ that will be replaced with a new line sequence, a tab, a space and a single backslash, respectively.
· Buffering options are advanced options for modifying the default buffer values for real-time monitoring. We recommend that you do not adjust these values unless advised to do so by Microsoft Customer Service and Support.

· Clock Resolution options are values that control resolution for the time stamp. We recommend that you do not adjust these values unless advised to do so by Microsoft Customer Service and Support.

· Additional Components options are values that we recommend that you do not adjust unless advised to do so by Microsoft Customer Service and Support.
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To specify advanced options

635. Open Office Communications Server 2007 Logging Tool, New Debug Session.

636. Click Advanced Options. 
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637. Click one of the following tabs:
· Formatting

· Buffering

· Clock Resolution
· Additional Components

638. Specify the appropriate options.
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Important

We recommend that you not adjust the Buffering, Clock Resolution, or Additional Components options, or the Format file search path option of Formatting unless advised to do so by Microsoft Customer Service and Support.
Generating Log Files
After specifying logging options and global options, and any advanced option (if appropriate), you can start logging and create the log file.
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To generate a log file

639. In Office Communications Server 2007 Logging Tool, New Debug Session, click Options. 

640. Verify that the options you want to use are configured.

641. When you are ready to start logging click Start Logging.
642. Reproduce the issue you want to debug, and then click Stop Logging. The .ETL log file is written to the Log File Folder that you specified during logging configuration. 

Viewing and Analyzing Log Files

The log file that is generated by Logging Tool can be viewed by using a text editor. Additionally, protocol messages in the log file can be analyzed by using the Snooper tool, if the Microsoft Office Server 2007 Resource Kit Tools is installed on the computer. The log file that Logging Tool generates can also be sent to Microsoft Customer Service and Support for analysis.
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To view log files in a text editor

· In Logging Tool, when you have ended the debug session, click View Log Files to view the log files using a text editor. Opening a log file converts the log file contents to text. Each component you select opens in a separate instance of the editor you have associated with the .txt extension (which is by default Microsoft Notepad.exe).
Using the Package feature requires that cabarc.exe be installed on the computer. This file is available as part of the Windows Support Tools. To install Windows Support Tools, do one of the following:

· If you are using OCS Logger on a computer running Windows Server 2003, you can install Windows Support Tools by running the suptools.msi in the \Support\Tools folder of the Windows Server 2003 installation media. 

· If you are using OCS Logger on a computer running Windows XP, you can download the Windows XP Service Pack 2 Support Tools at http://r.office.microsoft.com/r/rlidOCS?clid=1033&p1=XPSupTool.
· You can also obtain the required file by installing the Microsoft Cabinet Software Development Kit, which is available for download at http://r.office.microsoft.com/r/rlidOCS?clid=1033&p1=CabSDK. However, this download does not include all of the tools available in Widows Support Tool (such as TraceLog.exe).
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To view and analyze protocol messages

· In Logging Tool, when you have ended the debug session, click Analyze Log Files to view the log files using the Snooper tool. You can analyze protocol logs for the following components:

· Office Communications Server SipStack (SIP) 

· Office Communications Server S4 (SIP) 

· Office Communications Server Conferencing signaling traffic (C3P), including MCU Infra C3P and Focus C3P 

· Office Communications Server Web conferencing traffic (PSOM) 

· Office Communications Server Unified Communications Client Platform client (UCCP) 

· Error reports from the archiving database
To view protocol traffic, the TF_Protocol flag must have been selected when you captured the log. 
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Note

To view and analyze protocol messages, you must install Microsoft Office Communications Server 2007 Resource Kit Tools, which includes the Snooper tool that provides this functionality. The Resource Kit includes documentation for using the tool.
Replacement of Flat File Logging Functionality
In Live Communications Server 2005 SP1, flat file logging could be used for collecting information about system usage at a specific time, such as IM from users (for example, from userA@contoso.com to userB@contoso.com). In Office Communications Server 2007, the recommended way of capturing this information is to deploy an Archiving and CDR Server. Flat file logging that was a part of prior server releases, such as Live Communications Server 2005 SP1, is no longer part of the product and has been replaced with functionality of the Office Communications Server 2007 Logging Tool. However, for troubleshooting purposes, you can use Office Communications Server 2007 Logging Tool to get the equivalent of flat file logs, but the current functionality is not identical to that previously available in Live Communications Server 2005 SP1.
Use the following procedure to implement the Office Communications Server 2007 version of this functionality. For more information about the Archiving and CDR Server, see the Microsoft Office Communications Server 2007 Planning Guide and the Microsoft Office Communications Server 2007 Archiving and CDR Server Deployment Guide.
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To get flat file logging equivalent logs

643. Open Office Communications Server 2007, Logging Tool, New Debug Session.
644. In the Components list, select the SIPStack check box.
645. In Flags, select the All flags check box or select the check boxes for the appropriate individual flags, including any the following: TF_PROTOCOL, TF_CONNECTION, TF_SECURITY, TF_DIAG. In Level, click Errors, Warnings, or Information. The approximate mapping of these flags and levels to prior FFL levels 1-4 is as follows:
· FFL level 1: Errors level for TF_CONNECTION, TF_SECURITY, and TF_DIAG
· FFL level 2: Warnings level for TF_CONNECTION and TF_DIAG, in addition to level 1 flags
· FFL level 3: Information level for TF_CONNECTION and TF_DIAG, in addition to level 1 and 2 flags 
· FFL level 4: TF_PROTOCOL, in addition to level 1, 2, and 3 flags

646. Click Start Logging to start logging, and then click Stop Logging to stop logging. 

647. Click View Log Files.

648. Select the SIPStack check box.

649. View the equivalent of flat-file logging output in Microsoft Notepad.
Appendices

Appendix A: How Server Settings Affect Client Functionality

Table A-1 explains the how server setting map to client functionality. 

Table A-1. Server Settings Mapped to Client Effect

	Doing this on the server
	Does this on the client

	Office Communications Server Global Properties page

	General tab settings
	No effect

	Search tab settings
	No effect

	User tab settings
	No effect

	Meetings tab settings
	Policies set on this tab determine whether or not a user can invite anonymous participants to a meeting using the Microsoft Office Live Meeting 2007 client and how policies are applied to meetings.

	Edge Servers tab settings
	No effect on the client, but settings on this tab determine the Access Edge Servers and A/V Edge Servers are available to users for communications with external users.

	Federation tab settings
	No effect on the client, but settings on this tab determine whether federation and public IM connectivity is supported.

	Archiving tab settings
	No effect on client. Enables or disables archiving of instant messages that are stored on the server. 

	Call Detail Records tab settings
	No effect

	Voice Properties page

	Location profiles tab settings
	Profiles on this tab determine how numbers that a client dials are translated when dialed from a specific location.

	Phone usages tab settings
	Phone usage records on this tab specify which routes a user is authorized to use.

	Policy tab settings
	Policies set on this tab determine how policies are applied to Voice users.

	Routes tab settings
	Routes on this tab specify how outgoing calls placed by Enterprise Voice users are routed.

	Front End Properties page

	General tab settings
	Regulates number of contacts per user

	Routing tab settings
	No effect

	Compression tab settings
	Enables or disables compression for server and client connections

	Authentication tab settings
	Determines how a client is authenticated. 

	Federation tab settings
	No effect

	Host Authorization tab settings
	No effect

	Archiving tab settings
	No effect

	Voice tab settings
	Determines the default location profile for users in the pool, as well as the phone lock, Quality of Service, and SIP security mode settings that are applied to users in a pool.

	Front End Server Properties page

	General tab settings
	No effect

	IM Conferencing tab settings
	No effect

	Telephony Conferencing tab settings
	No effect

	Certificate tab settings
	No effect

	Web Conferencing Properties page

	Meeting Compliance tab settings
	Logs meeting activities, including content that clients upload and activities they perform during the meeting.

	Web Conferencing Edge Server tab settings
	No effect on the client, but settings on this tab determine the Web Conferencing support for communications with external users.

	Web Conferencing Server Properties page

	General tab settings
	No effect

	Certificate tab settings
	No effect

	A/V Conferencing Properties page

	General tab settings
	Determines the encryption level to be used for A/V Conferencing. 

	A/V Conferencing Server Properties page

	General tab settings
	No effect

	Certificate tab settings
	No effect

	Web Components Properties page

	General tab settings
	No effect

	Meeting Invites tab settings
	No effect

	Group Expansion tab settings
	When you enable group expansion, users can send instant messages or meeting invitations to a distribution group that is subsequently expanded to individual members.

Maximum group size defines the maximum group size to which an instant message or meeting invitation can be sent.

	Intelligent IM Filter Configuration Application and Client Version Filter Application

	Selecting the Enable URL filtering check box on the URL Filter tab 
	Enables IM Filtering for clients.

	Selecting the Block all hyperlinks, both intranet and internet check box on the URL Filter tab 
	Blocks both Internet and intranet URLs in IMs between users.

	Selecting the Allow local intranet URLs check box on the URL Filter tab 
	Blocks Internet URLs but allows intranet URLs in IMs between users.

	Selecting Block instant messages that contain hyperlinks on the URL Filter tab 
	Blocks the entire user instant message if it contains a URL.

	Selecting Allow instant messages that contain hyperlinks, but convert on the URL Filter tab 
	Removes the hyperlink from any instant message containing a hyperlink, but incorporates a note before forwarding the instant message to the user.

	Selecting Allow instant messages that contain hyperlinks. Enter the warning on the URL Filter tab
	Forwards any instant message containing a hyperlink with the hyperlink intact, but adds a user warning in the instant message.

	Entering a prefix in the Enter the prefixes, separated box on the URL Filter tab 
	Entering a prefix in this box blocks URLs in user instant messages that start with that entered prefix.

	Selecting the Enable file transfer filtering check box on the File Transfer Filter tab 
	Enables file transfer filtering based on file extension for user instant messages.

	Selecting the Block all file extensions radio button on the File Transfer Filter tab 
	Blocks file transfer extensions from user instant messages.

	Selecting the Block only file extensions in the list below  radio button on the File Transfer Filter tab
	Blocks file transfer only of files with the entered file extensions from user instant messages.

	Selecting the Enable Version Control check box on the Client Version Check tab.
	Enables filtering (allowing or blocking) based of the client versions that can be used.

	Client versions in the Client application version control list on the Client Version Check tab.
	Blocks or allows signing in of the client versions in the list, which includes versions that you add, as well as any default versions that you have not removed.

	Default behavior if no match on the Client Version Check tab.
	Allows or prevents clients signing in that are using any client version other than the ones specified in the list, based on the action you specify in the Action drop-down-list box. If you choose the option to Block with URL, blocks sign in and provides a message to the client using the URL you specify for the message.


Appendix B: Quick Reference for Office Communications Server 2007 Administration Tools
This appendix provides an overview of the primary elements of the user interface that you use to manage your Office Communications Server 2007 deployment. This overview includes the following:
· Properties

· Tasks and wizards
· Details Pane

Properties

· Global properties

· Voice properties

· Pool properties

· Front End properties

· Web Conferencing properties

· A/V Conferencing properties

· Web Components properties

· Server properties for Standard Edition servers and servers in an Enterprise pool, as well as other server roles

· Front End Server properties

· Web Conferencing Server properties

· A/V Conferencing Server properties

· Web Components Server properties

· Archiving and CDR Server properties

· Mediation Server properties

· User properties

· Applications properties

· Edge Server properties

Global Properties

Global properties are the forest-level settings for your Office Communications Server 2007 deployment. These settings affect all servers and users in the forest. Table B-1 describes each tab that is available on the Global Properties property sheet, its function, and how you can use the tab to manage Office Communications Server 2007 functionality and usage.
Table B-1. Global Properties
	Tab
	Used to Manage
	Management Actions

	General
	Which internal SIP domains are supported in your organization, as well as which SIP domain serves as the default routing domain. Only the SIP domains specified on this tab can use Office Communications Server 2007.
	Add support for an internal SIP domain.

Remove support for an internal SIP domain.

Change the default routing domain.

	Search
	How client search queries are handled by Office Communications Server.
	Define how contact searches can be conducted by end users who are adding new individuals to their Contact list.

	User
	Presence subscription settings for all users.
	Change the maximum subscribers per user.

Change the maximum devices per user.

Enable users to view presence information for users who are not contacts.

	Meetings
	Policies that control which meeting features an organizer can use during a meeting, as well as support for meeting participation by anonymous users
	Add a new meeting policy or edit an existing policy, including the following: 

· Specifying policy name
· Specifying maximum meeting size
· Enabling and configuring Web conferencing support (including use of native format for PowerPoint files, support for program and desktop sharing, and whether to allow recording of meetings)
· Enabling IP audio and video support.

Remove a meeting policy.

Change the global policy for your organization, using a single meeting policy, or applying meeting policy on a per user basis.

Specify whether users in your organization can invite anonymous participants to internal online meetings

	Edge Servers
	Which Access Edge Servers, Web Conferencing Edge Servers, and A/V Edge Servers are trusted to provide external access. Internal servers cannot communicate with any edge server that is not in the trusted list. 
	Add an edge server to the trusted list.

Remove an edge server from the trusted list.

	Federation
	Support for federation and public IM connectivity for your organization
	Enable federation and public IM connectivity.

Permanently or temporarily disable federation and public IM connectivity.

Change the FQDN of the Director or Access Edge Server to which internal servers route outbound traffic.

Change the port number through which internal servers send outbound messages to federated users and remote users. 

	Archiving
	Support for archiving of internal and federated communications
	For internal communications, specify whether archiving is to be supported in your organization and, if so, how it is to be implemented for users.

For federated communications, specify whether archiving is to be supported in your organization and, if so, how it is to be implemented for users. 

	Call Detail Records
	Support for call detail recording, including instant messaging conversations, conferences, and Enterprise Voice calls
	Enable or disable support for recording of peer-to-peer call details.

Enable or disable support for recording of conferencing call details.

Enable or disable support for recording of Voice call details.


Voice Properties

Voice properties are the forest-level settings for Office Communications Server 2007 Enterprise Voice. These settings affect voice support for all servers and users in the forest. Table B-2 describes each tab that is available from the Voice Properties sheet, its function, and how you can use it to manage Office Communications Server 2007 Enterprise Voice functionality and usage.

Table B-2. Voice Properties 

	Tab
	Used to Manage
	Management Actions

	Location Profiles
	Which location profiles are available and how the location profiles translate specific numbers that are dialed from a defined location.
	Define a new location profile or edit an existing location profile, which includes specifying the name and a description of the profile and normalization rules that control how a phone pattern regular expression will be translated. Adding or editing a location profile includes the option to create and test normalization rules.

Remove a location profile.

	Phone Usages
	Which phone usage records are available for assignment to specific routes and voice policies as part of the implementation of call authorizations for users.
	Add a new phone usage record or edit an existing phone usage record, including specifying the name and description for the phone usage record.

Remove a phone usage record.

	Policy
	The Enterprise Voice policies that control the types of calls that a user or group of users are allowed to make 
Support for simultaneous ringing of phones 
	Add a new voice policy or edit an existing voice policy, including specifying the policy name, whether to allow simultaneous ringing of all a user’s phones, and the phone usage records to be applied to users of the voice policy.

Remove a voice policy.

Determine whether your organization will use a single global voice policy or it will apply voice policy on a per user basis

	Routes
	Routes that apply the outbound call logic that will be used by the server to route PBX and PSTN numbers 
	Add a new route or edit an existing route, including specifying the name, description, target regular expression, gateways, and phone usages for the route.

Remove a route.


Pool Properties

Pool-level properties control the settings for a specific server role that are applied to all computers in an Enterprise pool or to a specific server role on a Standard Edition Server. Table B-3 describes each tab that is available for the Front End Server role. The settings on this tab apply to all Front End Servers in an Enterprise pool or to the Front End Server role on a Standard Edition Server.
Table B-3. Pool-Level Front End Server Properties 

	Tab
	Used to Manage
	Management Actions

	General
	Database maintenance and maximum user contacts for the pool
	View pool name.
View back-end server address.

Specify the hour when database cleanup is to start each day.

Specify the maximum number of contacts to which a single user can subscribe.

	Routing
	Static routes to be used by servers in the pool
	Add a static route.
Edit a static route.

Remove a static route.

	Compression
	Performance and bandwidth for Office Communications Server network connections
	Configure compression on outgoing server-to-server connections, including the maximum number of server-to-server connections.
Enable compression on client-to-server connections.

	Authentication
	Authentication protocols
	Specify the type of authentication that is supported by Office Communications Servers in the pool (NTLM, Kerberos, or both).

	Federation
	The default route for federation that is used by the pool.
	Specify a default route for the pool, which overrides the default route that is specified at the global level for all pools in the forest.

	Host Authorization
	Which entities are trusted by the servers in the pool, such as a gateway, application server, or special clients that need additional bandwidth
	Add an authorized host, including specifying settings to limit the authorized host to outbound only, to throttle the authorized host as a server, or to treat the authorized host as authenticated.
Edit an authorized host.

	Archiving
	Archiving and call detail recording for the pool
	Activate content archiving, including specifying whether the server shuts down if archiving fails or if Message Queuing encryption fails.

Specify the Message Queuing path of the SQL Server database of the Archiving and CDR Server.

	Voice
	Enterprise Voice use for the pool
	Specify the default location profile for the pool.
View the configuration of a location profile, including the name and normalization rules of the profile.

Enforce phone lock and configure the minimum PIN length and minimum timeout.

Specify advanced options, including Quality of Service (QoS) options and SIP security mode.


Table B-4 describes each tab that is available for the Web Conferencing Server role. The settings apply to all Web Conferencing Servers in an Enterprise pool or to the Web Conferencing Server role on a Standard Edition Server.

Table B-4. Pool-Level Web Conferencing Properties
	Tab
	Used to Manage
	Management Actions

	Meeting Compliance
	The use of meeting compliance for the pool, such as might be required for regulatory compliance
	Enable meeting compliance.
Specify if meetings are to be shut down if compliance fails.

Specify the location of meeting compliance logs.

	Web Conferencing Edge Server
	How internal Web Conferencing Servers in the pool send outbound Web Conferencing traffic to external users and receive inbound Web Conferencing traffic from the Internet
	Specify the external and internal port to be used for Web Conferencing traffic for the pool.
Add a Web Conferencing Edge Server for the pool.

Edit the FQDNs of a Web Conferencing Edge Server.

Remove a Web Conferencing Edge Server from the pool.


Table B-5 describes each tab that is available for the A/V Conferencing Server role. The settings apply to all A/V Conferencing Servers in an Enterprise pool or to the A/V Conferencing Server role on a Standard Edition Server.

Table B-5. Pool-Level A/V Conferencing Properties

	Tab
	Used to Manage
	Management Actions

	General
	A/V authentication and the encryption level that is used for media exchange
	Specify the internal FQDN and port that are used for authentication of the A/V conferencing users in the pool.
Change the encryption level to be applied to inbound and outbound A/V connections (RTP/RTCP streams) on all A/V Conferencing Servers in the pool, which can be to support encryption, to require encryption, or not to support encryption.


Table B-6 describes each tab that is available from the pool-level properties sheets for the Web Components Server role. The settings apply to all Web Components Servers in an Enterprise pool or to the Web Components Server role on a Standard Edition Server.

Table B-6. Pool-Level Web Components Properties 

	Tab
	Used to Manage
	Management Actions

	General
	Meeting schedule settings
	Specify the name of the organization to be sent to the Microsoft Live Meeting add-in for Microsoft Office Outlook for use in meeting invitations that are sent by users in the pool.
Change the maximum number of meetings that an individual user can be scheduled to attend concurrently.

	Meeting Invitations
	The Live Meeting 2007 client download URL and technical support URL for the pool
	Change the internal URL or external URL from which users that receive a meeting invitation can download the Live Meeting 2007 client.
Change the internal URL or external URL which users can use to obtain technical support.

	Group Expansion
	The use of distribution groups expansion for the pool
	Enable the expansion of Microsoft Exchange Server distribution groups, which makes it possible for users to invite all or selected members of a distribution group to an IM conversation without having to search for and add each one individually.
View the internal and external URLs that are used to identify the location of the Web service that will enable distribution group expansion for internal and external users, respectively.

Change the maximum size of the distribution group.


Server Properties

Server-level properties are the settings to be applied to a specific server in an Enterprise pool or to a Standard Edition Server. Table B-7 describes each tab that is available for a Front End Server The settings apply to a Front End Server in an Enterprise pool or on a Standard Edition server.

Table B-7. Server-Level Front End Server Properties
	Tab
	Used to Manage
	Management Actions

	General
	How the Front End Server handles inbound connections
	View the FQDN of the Front End Server.
Add one or more connections that the Front End Server will use to receive inbound connections by specifying the IP address that is associated with the Front End Server (All or a specific address), port on which the Front End Server receives SIP messages, and transport protocol (TCP, TLS, or MTLS) for each connection.

Edit the IP address, port, or transport protocol for a connection.

Temporarily disable a connection.

Remove a connection.

	IM Conferencing
	The IP address and SIP listening port that are used for group instant messaging
	Change the IP address (use All or a specific address) or SIP listening port on which the Front End Server receives messages related to group IM conferencing.

	Telephony Conferencing
	The IP address and SIP listening port that are used for telephony
	Change the IP address (use All or a specific address) or SIP listening port on which the Front End Server receives messages related to phone conferencing.

	Certificate
	Certificates that are used for inbound and outbound connections
	Change the certificate that is used by the server for TLS or MTLS.
Delete a certificate so that the certificate is no longer assigned to the server. This action does not delete the certificate from the computer.


Table B-8 describes each tab that is available for a Web Conferencing Server. These settings apply to a Web Conferencing Server in an Enterprise pool or on a Standard Edition server.

Table B-8. Server-Level Web Conferencing Properties 

	Tab
	Used to Manage
	Management Actions

	General
	The listening address for the Web Conferencing Server
	View the FQDN of the Web Conferencing Server.

Change the IP address (use All or a specific address) or media listening port on which the Web Conferencing Server receives incoming connections.

	Certificate
	Certificates that are used for inbound and outbound connections on the server
	Change the certificate that is used by the server for TLS or MTLS.

Delete a certificate so that the certificate is no longer assigned to the server. This action does not delete the certificate from the computer. 


Table B-9 describes each tab that is available for a A/V Conferencing Server. These settings apply to an A/V Conferencing Server in an Enterprise pool or on a Standard Edition server.

Table B-9. Server-Level A/V Conferencing Properties 

	Tab
	Used to Manage
	Management Actions

	General
	The listening address for the A/V Conferencing Server
	View the FQDN of the A/V Conferencing Server.

Change the IP address (use All or a specific address) that is associated with the A/V Conferencing Server, the SIP listening port on which the A/V Conferencing Server receives SIP signaling messages, or the media port range that is used to receive Real-Time Transport Protocol (RTP) media.

	Certificate
	Certificates that are used for inbound and outbound connections on the server
	Change the certificate that is used by the server for TLS or MTLS.

Delete a certificate so that the certificate is no longer assigned to the server. This action does not delete the certificate from the computer.


Table B-10 describes the tab that is available for an Archiving and CDR Server. 
Table B-10. Archiving and CDR Server Properties 

	Tab
	Used to Manage
	Management Actions

	Service
	Components of the Archiving and CDR Server
	View the FQDN of the Archiving and CDR Server, the name of the Message Queuing queue that is used by the server to archive messages, and the name of the SQL Server database where archived messages are stored.

Specify whether to limit the number of days that messages are archived and, if so, the maximum number of days that archived messages will be held.


Table B-11 describes each tab that is available for a Mediation Server. 
Table B-11. Mediation Server Properties 

	Tab
	Used to Manage
	Management Actions

	General
	Configuration of the Mediation Server
	View the FQDN of the Mediation Server.
Specify the Communications Server listening IP address, which is the IP address of the internal edge of the Mediation Server on which the Mediation Server listens for call traffic from the Communications Server.

Specify the gateway listening IP address, which is the IP address of the external edge of the Mediation Server on which the Mediation Server listens for call traffic from the media gateway.

Specify the A/V Edge Server FQDN and port that are to be used for A/V authentication for the Mediation Server.

Specify the default location profile for the Mediation Server.

View the configuration of a location profile.

Specify the media port range to be used by the Mediation Server for RTP streams.

	Next Hop Connections
	Mediation Server connections to the Office Communications Server next-hop server and a PSTN gateway
	Specify the FQDN of the next hop server for the pool that is to use the Mediation Server and the port that the Mediation Server is to use to communicate with internal Office Communications Server 2007 servers over a TLS connection (the Director or Front End Server to which the Mediation Server forwards calls that are passed to it by the PSTN gateway).

Specify the IP address and the port of the PSTN gateway that are to be used to relay calls over a TCP connection between the Enterprise Voice infrastructure and the PSTN (the gateway to which the Mediation Server is connected).

	Certificate
	Certificates that are used for inbound and outbound connections on the Mediation Server
	Change the certificate that is used by the server for TLS or MTLS.

Delete a certificate so that the certificate is no longer assigned to the server. This action does not delete the certificate from the server. 


User Properties

User properties are the settings to be applied to a specific user account that is homed in an Enterprise pool or on a Standard Edition server. Table B-12 describes the tab that is available for an individual user.

Table B-12. User Properties

	Tab
	Used to Manage
	Management Actions

	Communications
	Usage of Office Communications Server by the following: 

· Users who are currently assigned to an Enterprise pool or Standard Edition server 
· Users who are enabled in Active Directory Domain Services for Office Communications Server but who are not currently assigned to a pool or server.
	Enable or disable the user for Office Communications Server.
Specify the SIP address of the user.

Assign the user to an Enterprise pool or Standard Edition server.

Specify the meeting policy that will be applied to the user and whether the user can invite anonymous participants to meetings that the user organizes. If the global meeting properties are applied on a per user basis, these settings can be changed only for individual users. Additionally, anonymous participation is possible only if the Access Edge Server is configured to allow anonymous participation.
View a meeting policy.

Select a telephony option for the user: 
· Enable PC-to-PC communication only
· Enable remote call control
· Enable Enterprise Voice
· Enable PBX integration for Enterprise Voice

· Enable both remote call control and PBX integration.
· Specify the server URI

· Specify the line URI

Enable or disable federation, remote user access, and/or public IM connectivity

Enable or disable archiving of internal and/or external IM conversations (if the global setting is configured to specify archiving support on a per-user basis)

Enable enhanced presence. After enhanced presence is enabled for a user, it cannot be disabled. 


Applications Properties

Applications properties are the settings for the Microsoft SIP Processing Language (MSPL) applications running on each server in each server in your Office Communications Server deployment. Table B-13 describes the tab that is available for applications.

Table B-13. Applications Settings 

	Tab
	Used to Manage
	Management Actions

	Applications
	The applications that are available on an Office Communications Server 2007 server. 
	Add a script-only application.
Edit a script-only application.

Move an application up or down in the list. Enabled applications are run in the order in which they are listed.
Remove an application.

Enable or disable an application.

Specify that an application is critical. A critical application must start during system startup or Office Communications Server will not start.


Edge Server Properties

Edge server properties are the settings that are be applied to edge servers in the perimeter network in order to control access and usage by external users. Table B-14 describes each tab that is available for Access Edge Servers, Web Conferencing Edge Servers, and A/V Edge Servers. 

Table B-14. Edge Server Properties 

	Tab
	Used to Manage
	Management Actions

	General
	The functionality that is available on the edge server
	View the functionality that the edge server is configured to support.

	Access Methods
	Discovery of federated partners, use of archiving disclaimer notification to federated users, and remote user access to Office Communications Server
	Enable federation with other domains outside of your organization.

Enable discovery of federation partners. This option can be used by itself or in conjunctions with the configuration of the Allow and Block tabs.

Enable sending of the archiving disclaimer notification to federated users.

Enable support for remote user access by authorized users.

Enable support for anonymous users joining meetings that are organized by users who are authorized to accept anonymous users.

Enable support for remote users to communicate with federated users that connect through the Access Edge Server. This setting is used when two Access Edge Servers are deployed, one that is dedicated to remote user access and one that is configured to support federation and public IM connectivity.

	Edge Interfaces
	Configure internal and external interfaces for edge servers, as well as the A/V authentication port.
	For the internal interface of the edge server:

· Specify the IP address.

· Select a certificate for the internal IP address.

For the Access Edge Server:

· Specify the IP address for the external interface.

· Specify the external ports, including the federation port and the remote user access port.

· Specify the internal SIP port.

· Select a certificate for the IP address of the external interface.

For the Web Conferencing Edge Server:

· Specify the IP address for the external interface.

· Specify the external data port.

· Specify the internal data port.

· Select a certificate for the IP address of the external interface.

For the A/V Edge Server:

· Specify the IP address, FQDN, TCP port, and media port range for the external interface.

· Specify the internal ports, including the TCP port and the A/V authentication port 

· Select a certificate for A/V authentication.

	Internal
	How the Access Edge Server connects to the internal network of your organization, including the internal domains and servers that can connect to the Access Edge Server. Only domains and servers that are specified on this tab can use the Access Edge Server.
	Specify the FQDN of the next hop server.

Specify the listening port of the next hop server. 

Add or remove domains from the list of internal SIP domains that are supported by your Office Communications Server deployment.

Add or remove servers from the list of internal servers that are authorized to connect to the Access Edge Server.

	Allow
	External domains for federated partners, either to limit connections to specified domains (if discovery of federated partners is not enabled) or to grant a higher trust to connections of the specified domains (if discovery of federated partners is enabled)
	Add or edit a specific domain for a federated partner, including optionally specifying the partner’s Access Edge Server (required if the partner does not publish its federation records for discovery and can provide a higher level of trust for discovered Access Edge Servers).

Remove a federated domain from the Allow list.

	Block
	External domains that are not allowed to connect to your Access Edge Server
	Add or edit a specific external domain that is to be blocked.

Remove an external domain from the Block list.

	Compression
	Compression for outgoing server-to-server connections and client-to-server connections, as well as the maximum allowable number of connections to other servers
	Enable compression for outgoing server-to-server connections.

Enable compression on client-to server connections.

Specify the maximum number of server-to-server connections.

	IM Provider
	Use of public IM service providers within your organization
	Add or edit specific public IM service providers (such as AOL®, Yahoo!®, and MSN®), including enabling connection with the IM service provider, specifying the IM service provider name and the service provider’s Access Edge Server network address, specifying if it is a public IM service provider, and selecting an option for filtering incoming communications.

Remove a public IM service provider.


Tasks and Wizards

In addition to the configuration properties that were discussed previously in this section, and the standard tasks (such as View, Refresh, and Help) that are provided for all Microsoft Management Console snap-ins , you can Office Communications Server 2007 tasks and wizards to manage specific settings for the following:
· Users

· Servers

· Pools

Tasks and Wizards for Managing User Settings

Table B-15 shows the tasks and wizards that are available for managing user settings.

Table B-15. Tasks Available for Managing User Settings

	Task
	Wizard
	Used to Manage
	Management Actions

	Enable users for Communications Server
	Enable Office Communications Server Users Wizard
	Which users are enabled for use of Office Communications Server
	Enable one or more selected user accounts for Office Communications Server. A user account is not available in Office Communications Server 2007 until you enable the user account. 

	Configure users
	Configure Office Communications Server Users Wizard
	The Office Communications Server functionality that is available to specific users
	Configure one or more selected user accounts for usage of Office Communications Server. This task includes specifying what functionality is to be available to the selected user accounts. 

	Move Users
	Move Office Communications Server Users Wizard
	Assignment of individual users to a specific Standard Edition server or Enterprise pool) 
	Assign one or more selected user accounts to a Standard Edition server or Enterprise pool. You can move users who are currently assigned to a server or pool, or users who are currently unassigned. 

	Delete Users
	Delete Office Communications Server Users Wizard
	Which users can use Office Communications Server
	Permanently delete one or more selected user accounts and all information about the user from the Office Communications Server database. You can delete users who are currently assigned to a server or pool, as well as  users who are unassigned.

	Find users
	N/A
	Identification of current user accounts
	Locate user accounts, such as those that are assigned to a specific Standard Edition server or Enterprise pool or user accounts with specific Office Communications Server settings (such as all user accounts enabled or disabled for enhanced presence, or all user accounts that use a specific meeting policy).


Tasks and Wizards for Managing Servers

Server management tasks are available in the Office Communications Server 2007 administrative snap-in, as well as from the Office Communications Server 2007 extension for Computer Management. Table B-16 shows the tasks and wizards that are available for managing servers. Wizards are available for all the tasks that are listed except for Start and Stop.
Table B-16. Tasks and Wizards Available for Managing Servers

	Task
	Wizard
	Used to Manage
	Management Actions

	Certificates
	Office Communications Server Certificate Wizard
	The certificates that is used for communications between Office Communications Server 2007 and other servers or clients
	Configure a certificate for the server.

	Validation
	Office Communications Server 2007 Validation Wizard
	Verification of server role configuration, connectivity, and basic functionality, such as user sign-in and IM
	Validate configuration, connectivity, and basic functionality, such as user sign-in and IM, for a server role. Server roles that can be validated include Front End Servers, Web Conferencing Servers, A/V Conferencing Servers, and Web Components Servers 

	Deactivate
	Deactivation Wizards for Front End Server, Web Conferencing Server A/V Conferencing Server, and Web Components Server.
	Deactivation of a server role
	Make a server role unavailable to the Office Communications Server deployment. Deactivation includes removing the server’s service account and other settings, as well as applicable Active Directory settings. 

	Start and Stop
	N/A
	Service availability
	Start and stop individual Office Communications Server services. This task can apply to all services or to individual services, including the Web Conferencing  service, Audio/Video Conferencing service, and Front End services (which are actually three separate services: Front End service, IM Conferencing service, and Telephony Conferencing service).


Not all server management tasks are available for all server roles. Start and Stop are available for all server roles. In Table B-17, management tasks that are available for specific server roles are indicated by a check mark.

Table B-17. Tasks Available for Individual Server Roles

	Server Role
	Validate
	Deactivate 
	Certificates 

	Front End Server in an Enterprise pool or on a Standard Edition server
	√
	√
	√

	Web Conferencing Server in an Enterprise pool or on a Standard Edition server
	√
	√
	√

	A/V Conferencing Server in an Enterprise pool or on a Standard Edition server
	√
	√
	√

	Web Components Server in an Enterprise pool
	√
	√
	

	Archiving and CDR Server
	
	√
	

	Mediation Server
	
	√
	√

	Edge Server
	√
	√
	√


Tasks, Wizards, and Functionality for Managing Pools

Pool management tasks, wizards, and functionality are available only from the Office Communications Server 2007 administrative snap-in. Table B-18 shows the tasks, wizards, and functionality that are available for managing pools.
Table B-18. Tasks, Wizards, and Additional Functionality Available for Managing Pools

	Task or Functionality
	Wizard
	Used to Manage
	Management Actions

	Remove Pool
	Remove Pool
	The availability of individual Enterprise pools
	Remove an Enterprise pool, with the option of keeping the user database (to preserver existing user contacts, groups and ACEs), and the option of forcing removal of the Enterprise pool (which disassociates any existing end users and disables any existing servers in the Enterprise pool).

	Application Properties: Client Version Filter
	N/A
	The client versions that can be used to communicate with the Office Communications Server pool
	Enable client version filtering
Add a client filter .

Edit an existing client filter.

Remove a client filter.

Specify the default behavior if a client tries to log on with a client version that does not match any of the configured filters.

	Application Properties: Intelligent IM Filter
	N/A
	The use of hyperlinks and file attachments during an IM conversation
	Enable or disable URL filtering and, if enabled, specifying URL filtering options, including allowing or blocking hyperlinks with specific file extensions and local intranet URLs, allowing or blocking instant messages that contain hyperlinks.

Enable or disable file transfer filtering and, if enabled, specifying the file extensions to be blocked.

	Logging Tool: New Debugging Session or Existing Debugging Session
	N/A
	The use of logging sessions for troubleshooting
	Set up and monitor logging sessions for Office Communications Server components, including specifying a location for the log files, specifying the components, levels, and flags to be logged, specifying log file options, specifying real-time options (including enabling real-time monitoring and specifying filter options).
Starting and stopping logging.

Viewing and analyzing log files.

Specifying advanced options that are used primarily for troubleshooting with Microsoft Customer Service and Support.


Details Pane

The details pane of the Office Communications Server 2007 administrative snap-in displays information about the selected item in the console tree. For each of node in the console tree except for Users and Unassigned Users, the information in the details pane is organized on tabs. In addition to the information that is available in the details pane, some functionality is also available from the details pane. The following tables show the available information and functionality that is available from the details pane.
Table B-19 shows the information available in the details pane for a forest node.

Table B-19. Details Pane for the Forest Node

	Tab
	Used for
	Available Functionality

	Status
	Viewing the following:
· General settings for the forest and domain, including the forest name, schema version, preparation state, supported domains, and default routing domain
· Meeting settings
· Edge server settings
· Federation settings, including the FQDN and port
· Archiving settings, including how archiving is implemented for internal and federated communications
· Call detail record settings

· Pool view
	None

	Voice
	Viewing the following:

· Global policy settings

· Phone usages settings

· Normalization rules settings

· Location profile settings

· Routes
	None

	Voice Task Flow
	Obtaining information about the flow of tasks required for deploying Enterprise Voice
	Links to documents, Web sites, and Help topics that provide additional information to support each of the required tasks

	Resources
	Obtaining tools and documentation for managing the pool
	Links to each resource


Table B-20 shows the information that is available in the details pane for a pool node.

Table B-20. Details Pane for a Pool 

	Tab
	Used for
	Available Functionality

	Status
	Viewing the following:

· General settings for the pool.
· Meeting settings (includes edge server settings)

· Archiving and CDR settings

· Address Book Server settings

· Voice settings
	None

	Database
	Viewing statistics for database usage and retrieving a client version summary

Creating and viewing reports about individual users
Creating and viewing conference summary reports
	Query the database forthe following information:

· Client version summary.
· Individual user reports

· Conference summary reports.

	Resources
	Obtaining tools and documentation for managing the pool
	Links to each resource.


Table B-21 shows the information that is available in the details pane for a Standard Edition server node.

Table B-21. Details Pane for a Server Node on a Standard Edition Server
	Tab
	Used for
	Available Functionality

	Front End Server
	Viewing the following:

· General settings for the server, including certificate information
· Front End Server settings
	None

	Web Conferencing
	Viewing the following:

· General settings for the server, including certificate information

· Web Conferencing Server settings
	None

	A/V Conferencing
	Viewing the following:

· General settings for the server, including certificate information

· A/V Conferencing Server settings
	None

	Web Components
	Viewing the following:

· General settings for Web Components, including the server FQDN
	None

	Event Log
	Viewing event records
	Filter event records according to custom criteria.

	Performance
	Monitoring the performance of the server.
	Specify options for tracking and using performance information.

	Resources
	Obtaining tools and documentation for managing the server.
	Links to each resource.


The information that is shown for server nodes of an Enterprise pool is the same as that described in the previous table, but the information is displayed separately for each server role.

Table B-22 shows the information that is available in the details pane for the Applications node.

Table B-22. Details Pane for the Applications Node

	Tab
	Used for
	Available Functionality

	Status
	Viewing the following:

· Status of Office Communications Server applications on the server.

· Status of Intelligent IM filtering.
	N/A


Table B-23 shows the information that is available in the details pane for the Users and Unassigned users nodes.

Table B-23. Details Pane for the Users and Unassigned Users Nodes
	Information
	Used for
	Available Functionality

	Individual user information
	Viewing information about individual users, including status, display name of the user, SIP URI, and type.
	Properties of each user account are accessible from the details pane.


Table B-24 shows the information that is available in the details pane for the Microsoft Office Communications Server 2007 node of an edge server.

Table B-24. Details Pane for an Edge Server
	Tab
	Used for
	Available Functionality

	Status
	Viewing the following:

· General settings for the edge server, including instant messaging and presence, Web conferencing, A/V, clearinghouse, default route, and Windows services information
· External user access settings, including whether remote user access is enabled, whether anonymous user access is enabled, and whether federated contacts are enabled
· Federation and public IM settings, including whether federation is allowed, whether discovery of federation partners is allowed, whether the archiving disclaimer is enabled, which partner domains are allowed, which partner domains are blocked, and the support provided for each service provider
· External interface settings, including the IP address, DNS name, port, and certificates for each edge server role on the computer
· Internal interface settings, including IP address, DNS name, next hop address, next hop port, certificates, internal edge ports, authorized internal servers, and supported internal domains
	None

	Open Federation
	Viewing the following:

· A list of domains that are not configured on the Allow tab that have made at least one connection to the Access Edge Server.
· A list of federated parties that have been throttled because they have sent requests to more then 1000 valid or invalid URIs in the local domain.
	None

	Event Log
	Viewing event records
	Filter event records according to custom criteria.

	Performance
	Monitoring server performance
	Specify options for tracking and using performance information.

	Resources
	Obtaining tools and documentation for managing the edge server
	Links to each resource


Table B-25 shows the information that is available in the details pane for the Microsoft Office Communications Server 2007 node of a Mediation Server.

Table B-25. Details Pane for a Mediation Server
	Tab
	Used for
	Available Functionality

	Status
	Viewing the following:

· General settings for the Mediation Server, including Windows services, certificate settings, location profile information, A/V Edge Server FQDN, and A/V Edge Server port
· Listening connections, including the listening addresses and listening ports for the Communications Server and the PSTN gateway, and the media port range
· Next hop connections, including the next hop FQDN and port of the Communications Server and the IP address and port of the PSTN gateway

· Route information for routes that are served by the Mediation Server
	None

	Event Log
	Viewing event records
	Filter event records according to custom criteria.

	Performance
	Monitoring server performance 
	Specify options for tracking and using performance information.

	Resources
	Obtaining tools and documentation for managing the Mediation Server
	Links to each resource


Table B-25 shows the information available in the details pane for the Microsoft Office Communications Server 2007 node of an Archiving and CDR Server..

Table B-25. Details Pane for an Archiving and CDR Server
	Tab
	Used for
	Available Functionality

	Status
	Viewing the following:

· General settings for the Archiving and CDR Server, including server name, SQL instance, and database name
· Archive/CDR Server, including archiving service name, archiving service status, Message Queuing name, and whether purging is enabled
	None

	Event Log
	Viewing event records
	Filter event records according to custom criteria.

	Performance
	Monitoring server performance
	Specify options for tracking and using performance information.

	Resources
	Obtaining tools and documentation for managing the Archiving and CDR Server
	Links to each resource


Appendix C: Services That Must Be Restarted
In Office Communications Server 2007, multiple services can be associated with an individual server role. Changes to some settings require that you stop and restart one or more services. The following table lists the Office Communications Server 2007 services and explains when you must stop and/or restart a service.
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Note

In addition to the service requirements that are described in the following table, we recommend that you stop the appropriate services for the server role before deactivating a server role to ensure that no users are connected to the server when you deactivate it.
Table C-1. Requirements for Stopping, Starting, and Restarting Services
	Service
	Requirements

	Office Communications Server Front End service
	Stop the service when you use the DBImpExp.exe to export user information, in order to prevent users from logging on to the RTC database during the export process.

Restart the service after using the Office Communications Server 2007 snap-in whenever you change any of the following:

· Certificate for this server. Exception: If the subject name and all other certificate settings of the new certificate except the expiration date are identical to the settings of the expiring certificate, it is not necessary to restart the service.
· The following pool-level Front End Properties settings on the Archiving tab:
· Activate content archiving
· Shut down server if archiving fails
· Shut down server if Message Queuing encryption fails
· Activate call details recording,
· Archiving queue path name
Restart the service after changing any of the following WMI settings:

· MSFT_SIPRoutingSetting:

· DefaultPort, TLSCertIssuer

· TLSCertSN

· MSFT_SIPLogSetting:
· Enabled

· Critical

· StopOnEncryptionInitFailures

· EnableCDR

· TimeToBeReceived

· TimeToReachQueue

· MSFT_SIPLogOptions:

· Queue Path

· ArchivingBEToken

· CDRBEToken

	Office Communications Server IM Conferencing service
	Restart the service after using the Office Communications Server 2007 snap-in to change the certificate for this server. Exception: If the subject name and all other certificate settings of the new certificate except the expiration date are identical to the settings of the expiring certificate, it is not necessary to restart the service.
Restart the service after changing any of the following WMI settings:

· MSFT_SIPRoutingSetting:

· DefaultPort

· TLSCertIssuer

· TLSCertSN

	Office Communications Server Telephony Conferencing service
	Restart the service after using the Office Communications Server 2007 snap-in to change the certificate for this server. Exception: If the subject name and all other certificate settings of the new certificate except the expiration date are identical to the settings of the expiring certificate, it is not necessary to restart the service.
Restart the service after changing any of the following WMI settings:

· MSFT_SIPRoutingSetting:

· DefaultPort

· TLSCertIssuer
· TLSCertSN

	Office Communications Server Web Conferencing service
	Restart the service after using the Office Communications Server 2007 snap-in to change the certificate for this server. Exception: If the subject name and all other certificate settings of the new certificate except the expiration date are identical to the settings of the expiring certificate, it is not necessary to restart the service.
Stop the service before you configure log meeting content for compliance and before you create and configure file folders and file shares for meeting content and metadata., Restart the service when you are finished.

Restart the service after changing any of the following WMI settings:

· MSFT_SIPRoutingSetting

· DefaultPort

· TLSCertIssuer

· TLSCertSN

· MSFT_SIPDataMCUCapabilitySetting

· MeetingPresentationContentLocation

· MeetingMetadataLocation

	Office Communications Server Audio/Video Conferencing service
	Restart the service after using the Office Communications Server 2007 snap-in to change any of the following:

· Certificate for this server. Exception: If the subject name and all other certificate settings of the new certificate except the expiration date are identical to the settings of the expiring certificate, it is not necessary to restart the service.
· The following pool A/V Conferencing Server Properties on the General tab:

· IP address
· SIP listening port
Restart the service after changing any of the following WMI settings:

· MSFT_SIPRoutingSetting:

· DefaultPort

· TLSCertIssuer

· TLSCertSN

· MSFT_SIPAVMCUSetting

· ListeningIPAddress
· SIPListeningPort

	Office Communications Server Archiving and CDR service
	After you move the Archiving and CDR database, first start the MSSQLServer service, and then start the Archiving and CDR service.

Restart the service after using the Office Communications Server 2007 snap-in to change the Maximum days logged setting on the Archiving and CDR Server Properties, Service tab.

Restart the service after changing any of the following WMI settings:

· MSFT_SIPLogServiceSetting

· ConcurrentThreads

· ArchivingDBPath

· DaysOfArchiving

· PurgeTime

· LogFilePath

· MaxLogFileSize

	Office Communications Server Mediation service
	Restart the service after using the Office Communications Server 2007 snap-in to change any of the following:

· The following settings on the General tab:
· Communications Server listening IP address
· Gateway listening IP address
· The following settings on the Next Hop Connections tab:
· FQDN under Office Communications Server next hop
· Port under Office Communications Server next hop
· IP address under PSTN gateway next hop
· Port under PSTN gateway next hop
Restart the service after changing any of the following WMI settings:

· MSFT_SIPMediationServerConfigSetting:
· ProxyListeningAddress

· GatewayListeningAddress

· ProxyNextHopFQDN

· ProxyListeningPort

· ProxyNextHopPort 

· GatewayNextHopAddress

· GatewayNextHopPort
· GatewayListeningPort,

	Office Communications Server Address Book service
	No stop or restart requirements.

	Office Communications Server Access Edge service
	Restart the service after using the Office Communications Server 2007 snap-in to change any Internal Interface or Access Edge Server settings on the Edge Interfaces tab on the edge server, including a certificate. Exception: If the subject name and all other certificate settings of the new certificate except the expiration date are identical to the settings of the expiring certificate, it is not necessary to restart the service.
Restart the service after changing any of the following WMI settings:

· MSFT_SIPEdgeServerListeningAddressSetting

· MSFT_SIPFederationExternalEdgeListeningAddressSetting

· MSFT_SIPFederationInternalEdgeListeningAddressSetting

	Office Communications Server Web Conferencing Edge service
	Restart the service after using the MMC to change any Web Conferencing Edge Server settings on the Edge Interfaces tab on the edge server, including a certificate. Exception: If the subject name and all other certificate settings of the new certificate except the expiration date are identical to the settings of the expiring certificate, it is not necessary to restart the service.
Restart the service after changing any of the following WMI settings:

· MSFT_SIPEdgeServerListeningAddressSetting

· MSFT_SIPFederationInternalEdgeListeningAddressSetting

	Office Communications Server Audio/Video Edge service
	Restart the service after making any change to the Internal interface or A/V Edge Server settings on the Edge Interfaces tab on the edge server except for a change to the A/V authentication certificate. If the subject name and all other certificate settings of the new certificate except the expiration date are identical to the settings of the expiring certificate, it is not necessary to restart the service.
Restart the service after changing any of the following WMI settings:

· MSFT_SIPEdgeServerListeningAddressSetting (except for settings with an AP or DP prefix)

· MSFT_SIPMediaRelaySetting (except for BankCertSN, BankCertIssuer, or MaximumTokenLifetime)

· MSFT_SIPFederationInternalEdgeListeningAddressSetting
· MSFT_SIPMediaRelayNetworkInterfaceData

	Office Communications Server Audio/Video Authentication service
	Restart the service after making any change to the Internal interface or A/V Edge Server settings on the Edge Interfaces tab on the edge server, except a change to the A/V authentication certificate. If the subject name and all other certificate settings of the new certificate except the expiration date are identical to the settings of the expiring certificate, it is not necessary to restart the service.
Restart the service after changing any of the following WMI settings:

· MSFT_SIPEdgeServerListeningAddressSetting (except for settings with an AP or DP prefix)
· MSFT_SIPMediaRelaySetting (except for BankCertSN, BankCertIssuer, or MaximumTokenLifetime)
· MSFT_SIPFederationInternalEdgeListeningAddressSetting


Appendix D: Active Directory Replication

This appendix describes the settings for Office Communications Server that, if changed, require Active Directory replication to complete before the settings take effect. These settings include the following:

· Settings that are changed by using the Office Communications Server 2007 snap-in, as described in Table D-1. This table covers only changes to individual properties. If you use a wizard to change one or more equivalent settings, replication also needs to complete before those settings take effect.

· Settings changed by using WMI, as described in Table D-2.

Table D-1. MMC Settings that Require Completion of Replication

	Property
	Setting Changes Requiring Completion of Replications

	Global properties, User tab
	Maximum subscribers per user
Maximum devices per user
Enable users to view presence information for individuals who are not on their Contacts list

	Global properties, General tab
	Domains

	Global properties, Federation tab
	Enable federation and public IM connectivity
FQDN
Port

	Global properties, Archiving tab
	Internal communications
Federated communications

	Global properties, Meetings tab
	Anonymous participants
Global policy

	Global properties, Search tab
	Maximum number of rows returned to the client
Number of rows requested by the server
Maximum number of outstanding requests per server

	Global properties, Edge Servers tab
	Adding or removing an Access Edge Server or Web Conferencing Edge Server  or A/V Edge Server

	Voice properties, Location Profiles tab
	Location profiles: Selecting a different location profile or editing, adding, or removing a normalization rule.

	Voice properties, Phone Usages tab
	Phone usage records: Editing, adding, or removing any phone usage record.

	Voice properties, Policy tab
	Global policy Selecting a different policy or editing, adding, or removing a policy.

	Voice properties, Route tab
	Routes Editing, adding, or removing any phone route record.

	Front Ends properties for the pool, Voice tab
	Location profile

	A/V Conferencing properties for the pool, General tab
	FQDN and port used for A/V authentication

	Mediation Server properties, General tab
	A/V Edge Server
Default location profile


Table D-2. WMI Classes that Require Completion of Replication

	WMI Class

	MSFT_SIPESGlobalRegistrarSetting

MSFT_SIPESGlobalSearchSetting

MSFT_SIPGlobalMeetingSetting

MSFT_SIPGlobalPolicyXMLData

MSFT_SIPGlobalMeetingPolicyData

MSFT_SIPGlobalUCSetting

MSFT_SIPGlobalUCPolicyData

MSFT_SIPLocalNormalizationRuleData

MSFT_SIPLocationProfileData

MSFT_SIPPhoneRouteUsageData

MSFT_SIPPhoneRouteData

MSFT_SIPGlobalFederationSetting

MSFT_SIPGlobalArchivingSetting

MSFT_SIPGlobalCDRSetting

MSFT_SIPDomainData

MSFT_SIPEdgeProxySetting

MSFT_SIPESServerSetting*

MSFT_SIPESTrustedServerSetting*

MSFT_SIPArchivingServerSetting*

MSFT_SIPPoolSetting

MSFT_SIPMCUFactorySetting*

MSFT_SIPMCUSetting*

MSFT_SIPWebComponentsServerSetting*

MSFT_SIPTrustedServiceSetting*

MSFT_SIPForwardingProxySetting*

MSFT_SIPTrustedWebComponentsServerSetting*

MSFT_SIPTrustedMRASServer

MSFT_SIPMediationServerSetting

MSFT_SIPTrustedMCUSetting*

MSFT_SIPESUserSetting*


* Setting that cannot be configured in the Office Communications Server 2007 snap-in.
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