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Abstract

This white paper provides an introduction to Terminal Services Licensing, the client license management service for Microsoft® Windows® 2000 Server. The Terminal Services Licensing service works with Terminal Services to provide, catalog, and enforce license policy among Terminal Services clients.

This paper examines the key features and components of Terminal Services Licensing and explains how this service will affect computing in the enterprise.
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Introduction

Terminal Services for Windows 2000 Server provides application deployment and management for users on a variety of devices through its application server mode. Each device that initiates a Windows 2000 Terminal Services (application server mode) session must be licensed with the following:

1. Windows 2000 Professional license or Windows 2000 Terminal Services Client Access license.

2. Windows 2000 Server Client Access license or BackOffice family ® Client Access license.

Note that this is in addition to other licenses that may be needed such as Microsoft or third-party application, operating system, and Client Access licenses. The above licenses are required irrespective of whether third-party add-on products are used on top of Microsoft Windows 2000 Terminal Services. Prior to Windows 2000, management and assignment of TS CALs was left up to the system administrator, which led to the difficult problem of manually tracking purchased TS CALs against deployed devices.

Terminal Services for the Windows 2000 Server operating system provides the first secure client-licensing scenario to be used in a Microsoft server product. This service, known as Terminal Services Licensing, allows Terminal Services to obtain and manage TS CAL tokens for devices connecting to the terminal server. Terminal Services Licensing is a component service of Windows 2000 Server, Windows 2000 Advanced Server, and Windows 2000 Datacenter Server. It can manage unlicensed, temporarily licensed, and client access licensed clients, and supports both TS CAL and Internet Connector licensing for Terminal Services. This greatly simplifies the task of license management for the system administrator, while minimizing under- or over-purchase of licenses for the organization.  Terminal Services Licensing is used only with the Terminal Services in application server mode. The remote administration mode does not use Terminal Services Licensing. 

The Terminal Services Licensing service is only associated with Terminal Services Client licensing. It is not used to license any other application or service, and doesn’t replace or interoperate with the licensing service for any other component, or alter your rights and obligations under any End User License Agreement. The Terminal Services Licensing service is not a replacement for purchasing Terminal Services Client Access licenses through the appropriate sales channels.  
Terminal Services CAL tokens are electronic representations of real licenses, but they are not actual licenses themselves. Therefore if a license token is lost, it does not mean that you have lost an actual license. Provided you still have the documentation to prove that you have bought an actual license, the license token can be re-issued. Conversely, just because you have a license token does not mean that it necessarily maps to an actual legal license.

Terminal Services Licensing is designed to manage these license tokens to allow an administrator to more accurately assess an organization’s licensing requirements. However, there are a few situations in which a license token will not map to an actual license. The administrator should make his best effort to determine if this is the case, and if necessary, purchase extra licenses (but not install the corresponding license tokens) to account for this discrepancy.
The Terminal Services Licensing Model

Terminal Services Licensing operates between several components: the Terminal Services Licensing-enabled license server, the Microsoft Certificate Authority and License Clearinghouse, one or more terminal servers, and the Terminal Services Clients. A single license server can support multiple terminal servers. There can be one or more license servers in a domain, or throughout an enterprise.

[image: image3.png]



Figure 1. The License service model

Microsoft Certificate Authority and License Clearinghouse

The Microsoft Clearinghouse is the facility Microsoft maintains to activate license servers and to issue client license key packs to the license servers that request them. A client license key pack is a digital representation of a group of client access licenses. The Microsoft Clearinghouse is accessed through the Licensing wizard in the Terminal Services Licensing tool. It may be reached directly over the Internet, through a Web page, by fax, or by phone.

License Server

A “license server” is a computer on which Terminal Services Licensing is enabled. A license server stores all Terminal Services license tokens that have been installed for a group of terminal servers and tracks the license tokens that have been issued. One license server can serve many terminal servers simultaneously. A terminal server must be able to connect to an activated license server before it can issue license tokens. A license server can issue Terminal Services Internet Connector license tokens, TS CAL tokens, temporary tokens, and built-in tokens.  A Temporary token is issued to a client when there are no TS CAL tokens available on the license server.  A temporary token allows the client to connect to the terminal server for 90 days and is meant to limit the instance of denial of service to the client device when TS CAL tokens are unavailable at the license server due to deployment timing issues.  A built-in token is issued to a client that is running Windows 2000 Professional or its successor operating systems (i.e. Windows XP Professional).

Terminal Server

A terminal server is a computer on which Terminal Services is enabled in application server mode. It provides clients access to Windows-based applications running entirely on the server and supports multiple client sessions on the server. A terminal server will serve up sessions to clients without license tokens for 90-days without finding a license server.  This period is known as the license server grace period and begins from the first time a Terminal Services client connection is made to the terminal server, including a client session from the server to itself.  This grace period is designed to allow ample time for the administrator to deploy a license server.  It is not designed to provide for a period of “free” access to the terminal server.  As per the Windows 2000 Server End User Licensing Agreement, licenses are required to be purchased to access a terminal server.  There is no provision in the EULA for accessing a terminal server without the appropriate licenses.  As such, if the terminal server and license server are deployed at the same time, the license server grace period is forfeited. 

Supported Licenses

The license server supports the following types of licenses and manages their corresponding tokens associated with Terminal Services under Windows 2000 as of this writing:

· Terminal Services Client Access licenses (TS CALs). These licenses are purchased for known devices that connect to a terminal server. Devices running Windows 2000 Professional or its successors (i.e. Windows XP Professional) do not require a TS CAL to connect to a Windows 2000-based terminal server.

· Terminal Services Internet Connector licenses. This license is used to allow up to 200 simultaneous anonymous connections to a terminal server by non-employees/business partners across the Internet.

· Built-in licenses. Clients that are running Windows 2000 Professional or its successor operating system(s) are issued a token from the built-in pool of license tokens.

· Temporary licenses. When a terminal server requests a TS CAL token and the License server has none to give, it will issue a temporary token to the connecting client. The license server will track the issuance and expiration of these. These temporary tokens are designed to allow ample time for the administrator to install TS CAL tokens on the license server.  They are not designed to provide for a period of “free” access to the terminal server.  As per the Windows 2000 Server End User Licensing Agreement, licenses are required to be purchased to access a terminal server.  There is no provision in the EULA for accessing a terminal server without the appropriate licenses.


Each client requires one of these license tokens to gain access to the terminal server unless the server is configured to use the Terminal Services Internet Connector. Note that this is in addition to other licenses that might be needed but are not managed by Terminal Services Licensing such as application licenses, operating system licenses, and any Windows 2000 Server or Microsoft BackOffice family Client Access Licenses.

Summary of Features and Benefits

The Terminal Services Licensing service includes the following features and benefits:

· Centralized administration for Terminal Services CALs and the corresponding tokens

· License accountability and reporting

· Simple support for various communication channels and purchase programs

· Minimal impact on network and servers


The remainder of this document explores the design goals and implementation of Terminal Services Licensing for Windows 2000 Server, and explains how an enterprise can make use of this feature.

Service Deployment

The Terminal Services Licensing service is a separate entity from Terminal Services. In most large deployments, the license server will be deployed on a separate server, though it can be co-resident on the terminal server in some smaller deployments. License server setup involves enabling the Terminal Services Licensing service on a Windows 2000 server.  This service can be enabled during the operating system installation or later by using Add/Remove Components wizard in the Control Panel and does not require a reboot of the server.

Terminal Services Licensing is a low-impact service. It requires very little CPU or memory for regular operations, and its hard disk requirements are small, even for a significant number of clients. Idle activities are negligible. No CPU time is used except for hourly polling from the terminal servers, which is negligible. Memory usage is less than 10 megabytes (MB) of RAM, whether idle or active, and for every 6,000 client licenses issued, the license database will only grow about 5 MB.  The license server is only active when a terminal server is requesting a license token, and its impact on server performance is very low, even in high-load scenarios.

Licensing Service Location

The license service must be discoverable by the terminal servers. For a Windows 2000 domain, this means the license server must be deployed on a domain controller. This can be an existing domain controller.  No separate domain controller is required simply for the licensing service. The terminal server will discover the license server by enumerating its domain controllers and checking for Terminal Services Licensing. For a workgroup or a Windows NT 4.0 domain, the license server may be deployed on the terminal server or any peer server. In this scenario, terminal servers will locate the available license server through broadcast.

It is also possible to deploy a License server in a Windows 2000 network on a site basis. A site is defined as a location in a network holding Active Directory™ service-based servers on one or more well-connected TCP/IP subnets.  This approach, known as the enterprise licensing configuration, can be selected at installation. It will allow any terminal servers in the same physical site to discover the Licensing service, even across domain boundaries. This configuration does not support discovery from remote sites within the network. 
Note: In determining the location of a License server, discoverability is the most critical factor. A domain, site, or workgroup hosting terminal servers must also host a license server. For most applications, it is suggested that each terminal server have at least two discoverable license servers to ensure high availability.  The primary license server should be activated and have sufficient quantities of license tokens installed.  The secondary license server should be activated, but should not have any license tokens installed.  Using this model, the secondary license server will be able to issue temporary tokens to clients without license tokens and built-in tokens to clients running Windows 2000 Professional (or Windows XP Professional) if the the primary license server is unavailable.

Once a terminal server has discovered a license server it will continue to use that as long as it is available. The terminal server will communicate with its default license server once every 2 hours to assure it is still present. If it cannot find the default license server, the terminal server will seek another license server.

Terminal Services Licensing only runs on Windows 2000 servers and only manages license tokens for Windows 2000 Terminal Services. It does not manage or communicate with terminal servers running Windows NT Server 4.0, Terminal Server Edition or Windows .NET Server.

Licensing Process

Terminal Services licensing deployment is an easy, five-step process consisting of license service deployment discussed above, license purchase, license server activation, license token installation, and license token distribution.

License Purchase

The process for purchasing TS CALs for Windows 2000 remains the same as for purchasing other Microsoft Client Access licenses.  Windows 2000 Terminal Services Licensing technology does not alter the purchase process.  Customers may purchase these licenses by obtaining a Microsoft License Pak (MLP), Microsoft Open License, or through one of Microsoft’s volume licensing programs, such as Microsoft Select.  

Important Note: If purchasing your TS CALs through a MLP, note that Microsoft has added some additional components to the MLP for TS CALs.  Previously, the contents of a MLP included End User License Agreements (EULAs).  The Windows 2000 TS CAL MLP will include the EULAs as well as a new component called a License Addendum.  This License Addendum will contain a 25-character alphanumeric code, called a License code, that represents the quantity of TS CALs purchased.  The system administrator will use this License Code and choose a licensing program of “Other” to install the MLP TS CAL tokens onto the license server.    

Activate a License Server

A license server must be activated in order to certify the server and allow it to issue client license tokens. A license server is activated using the Licensing wizard, which is located in the Terminal Services Licensing tool.

There are four connection methods to activate your license server: 

· Internet - The quickest and easiest way to activate and install licenses and is the one recommended by Microsoft. This method requires internet connectivity from the device running the Terminal Services Licensing admin tool.  Internet connectivity is not required from the license server itself.  The internet method uses TCP/IP (TCP port 443) to connect directly to the Clearinghouse. 

· Web – The web method should be used when the device running the Terminal Services Licensing admin tool does not have internet connectivity but you do have access to the worldwide web through a web browser from another machine. The URL for the web method is displayed in the Licensing Wizard. 

· Phone  - The phone method allows you to talk to a Microsoft Customer Service Representative to complete the activation or license installation transactions.  The appropriate telephone number is determined by the country you chose in the Licensing Wizard and will be displayed by the wizard.

· Fax – The fax method allows you to fax a page generated by the Licensing Wizard containing the necessary activation or license installation information to the Microsoft Customer Service Center. Microsoft will then return the necessary information to you via return fax.  A return fax number is required to complete the transaction in this way. 

When you activate the license server, Microsoft provides the server with a limited-use digital certificate that validates server ownership and identity. Microsoft uses the X.509 industry standard certificate for this purpose. Using this certificate, a license server can make subsequent transactions with Microsoft and receive client license key packs. A client license key pack contains multiple TS CAL tokens for distribution by the License server. 

A license server must be activated only once. While waiting to complete the activation or license token installation processes, your license server can issue temporary tokens for clients that allow them to use terminal servers for up to 90 days.

Install Licenses

TS CAL tokens must be installed onto your license server in order to deploy them to client devices. To obtain Terminal Services CALs or Terminal Services Internet Connector licenses, you should purchase them via your standard software procurement method. After you’ve purchased them, you can then install the corresponding license tokens using the Licensing wizard, which is located in the Terminal Services Licensing tool. 

Installing license tokens supports the same four connection methods as license server activation. When you install license tokens, you will be asked for information regarding your purchase of the licenses. Depending on how you obtained your licenses, the information requested may include your Microsoft Enterprise or Select Enrollment Agreement number, your Microsoft Campus or School Agreement number, your Microsoft Open License and Authorization numbers, or your 25-character License Code if you purchased a MLP. When entering a License Code from an MLP, choose Other as your licensing program when prompted. If you obtained your licenses from a program or a method not listed above, please consult your program documentation for more information.

After you have installed your license tokens, your license server can begin deploying them. Clients with 90-day temporary tokens will be issued a TS CAL token the next time they connect to the terminal server.

Client License Distribution 

License Server Discovery

The terminal server initiates the actual client license distribution. The process begins when the terminal server is started. The terminal server will start a discovery process to look for a license server. The discovery process involves polling the domain controllers and checking the Active Directory (if one exists) in a Windows 2000 domain or by broadcasting to the subnet in a workgroup, every 15 minutes until a license server is found. A terminal server will catalog all the license servers it finds during the discovery. A terminal server will allow connections from any client for up to 90 days without finding a license server. After 90 days have passed, only clients with some form of license token issued by a license server (TS CAL, temporary, or built-in) will be allowed to connect.

Once a terminal server has found a license server, it will ping that server once every two hours to ensure the licensing service is still running, and restart the discovery process if it is not. This is a very limited communication, requiring negligible bandwidth from the network, the terminal server or the license server.

It is possible to override the default License Server discovery process by specifying the DefaultLicenseServer (REG_SZ) value in the registry (HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\TermService\Parameters) of a terminal server.  The DefaultLicenseServer value may be the NetBIOS name, Fully Qualified Domain Name, or IP address of the preferred License Server.  It is important to note that if the DefaultLicenseServer value is set on a terminal server, and that License Server is unavailable, or does not have any TS CAL tokens available, clients without a TS CAL token or clients with expired temporary tokens will fail to connect.  It is not possible to specify more than one License Server in the DefaultLicenseServer value.

Client Device Licensing

When a client device attempts to connect to a terminal server, the terminal server will check that the client has a license token. A client that possesses a valid TS CAL token or a client that is running Windows 2000 Professional operating system that has already been issued a built-in token from the built-in pool will be allowed to connect, with no need for the terminal server to communicate with the license server. 

If a client has no license token, or presents a temporary token, the terminal server will attempt to contact a license server from its list of discovered license servers. If no contact is made, the terminal server will restart the discovery process and clients without license tokens will be denied connection to the terminal server. Clients with valid temporary or TS CAL tokens are still allowed to connect even if a license server is unavailable. 

When a license server responds, the terminal server requests a TS CAL token for the client. The license server then checks its database. If it has a TS CAL token available, it will mark that license token as taken by that client and remove it from the available pool. A certificate for that license token is sent to the terminal server, which then pushes this certificate down to the client where it is stored. The client will present this certificate on subsequent terminal server connections. Any terminal server will accept the certificate.

If the license server has no TS CAL tokens, it will first look to any other license server in its domain, workgroup, or site. License servers maintain information about where other accessible license servers exist, and if they have license tokens. If another license server is accessible that does have inventory, the first license server will redirect the terminal server to the second, where the request can be fulfilled.

When no TS CAL token is available to fulfill the request, the license server will issue a denial if the client had presented an expired temporary token, or issue a temporary token if this client had no token at all. The terminal server will push down a temporary token to the client exactly as it does a TS CAL token. A temporary token allows the client access to a terminal server for up to 90 days.

When no TS CAL token is issued, the terminal server will check the status of the temporary token. If it is still valid, the client will be granted access. After the 90 days have expired, the client will be denied; no replacement temporary token or extension is available. On subsequent connection attempts from that client, the terminal server will again look to the license server for a TS CAL token. The client connection will be refused until a license server supplies a TS CAL token.

Terminal Services Licensing Enhancements (Post-RTM release)

Originally released as a Hotfix and described in Knowledgebase Article Q287687, two enhancements were made to Terminal Services Licensing after Windows 2000 was released.  This Hotfix is now included in the Windows 2000 Security Rollup Package 1 and as part of Service Pack 3.  In order to utilize these enhancements, Security Rollup Package 1 or Service Pack 3 must be installed on each Terminal Server and each License Server in your environment.

Post-Logon License Issuance

When a client without a token connects for the first time, the Terminal Server requests and issues a temporary token. After the user has logged into the session, the Terminal Server instructs the License Server to mark the issued temporary token as being validated. The next time the client connects, an attempt is made to upgrade the validated temporary token to a TS CAL token. If no license tokens are available, the temporary token will continue to function for 90 days. 

This enhancement is designed to prevent TS CAL tokens from being inadvertently allocated to devices that are not intended to be licensed for Terminal Services usage. To allocate a TS CAL token to a device, a successful logon to a Terminal Server must occur. However, this does not prevent users who are authorized to log on to a Terminal Server from logging on from devices that the organization does not intend to license. If this happens, a TS CAL token is still assigned to the device.
Automatic License Token Re-issuance

An expiration period has been added to each TS CAL token that is issued. This expiration period is a random number of days between 52-89 days of issuance. When a client connects to a Terminal Server, this date is checked. If the expiration is within 7 days, the Terminal Server connects to the License Server and renews the TS CAL token, giving it another expiration period of 52-89 days. If the License Server is not available, the TS CAL token functions as normal, with the Terminal Server attempting to replace it at each login. Any TS CAL token that has not been renewed is returned to the group of available license tokens by the License Server upon expiration. 

For example, a device without a TS CAL token connects and receives a TS CAL token with an expiration period set at the maximum of 89 days. The device's operating system is then reinstalled. The device then connects again. Because no other TS CAL tokens are available, the device is issued a temporary token so it can connect for 90 days. On day 89, the original TS CAL token is returned to the group of available license tokens. The next time this device connects, the Terminal Server presents the device with the TS CAL token that was returned to the group of available license tokens. 

With the addition of these fixes, it should not be necessary to call the Microsoft Clearinghouse to recover lost TS CAL tokens. If a device loses its license token, the administrator can be confident that license tokens that are issued after the enhancement was installed will be recovered automatically.

Additional Information

There are a few cases in which license tokens will not be recovered automatically:

License tokens issued prior to the installation of this Hotfix:

Only TS CAL tokens that are issued after the installation of this fix will utilize the re-issuance logic. A TS CAL token that is issued to a device prior to the installation of this hotfix will remain assigned to that device. The Clearinghouse must be contacted to recover any TS CAL tokens that are issued prior to the installation of this hotfix. Because of this, it is important that this hotfix be installed on all Terminal Servers and Terminal Services Licensing Servers in an enterprise.

Catastrophic failure that results in the loss of the licensing database:

In the event of a failure that results in the loss of the licensing database when a known good backup is not available, Terminal Services Licensing must be reinstalled and reactivated. The Clearinghouse will then need to reissue any previously-issued License Key Packs. The License Key Packs that were originally issued are based on the License Server ID at the time of issuance. If the License Server ID changes, License Key Packs that are based on the old License Server ID cannot be installed.

Terminal Services Internet Connector Licensing

The Terminal Services Internet Connector license allows a terminal server to serve up to 200 simultaneous connections. This replaces the need for a Terminal Services CAL and Windows 2000 Server CAL to be assigned to a specific device. Terminal Services Internet Connector licensing may only be used for anonymous connections from non-employees/business partners. 

Internet Connector license tokens are installed the same way TS CAL token are installed. Once an Internet Connector license token is installed on the license server, it can be pulled onto a specific terminal server by turning on the Internet Connector licensing mode. This is accomplished on the terminal server itself through the Terminal Services Configuration utility. When Terminal Services Internet Connector licensing is enabled on a terminal server, the terminal server will attempt to request an Internet Connector license token from a license server.  If an Internet Connector license token is available, it will be marked as taken on the license server and installed locally on the terminal server. If a license token is not available, the terminal server will fail to be set in Internet Connector mode; there is no temporary Internet Connector license token available. The 90-day grace period applies only to TS CAL tokens and not to the Internet Connector license. A separate Internet Connector License must be purchased for each terminal server that has Internet Connector Licensing enabled.  A terminal server may only use a single Internet Connector License.  For example, to enable Internet Connector Licensing on three terminal servers, three Internet Connector Licenses must be purchased and there must be three Internet Connector License tokens installed and available on a license server.  Once in Internet Connector mode, all connections to that terminal server are automatically logged on as the local account TSInternetUser. This cannot be overridden unless the Internet Connector licensing is disabled. 

Terminal Services client access licensing and Internet Connector licensing are mutually exclusive. Even if a client has a TS CAL token, it will still use one of the 200 simultaneous connections when accessing an Internet Connector licensing-enabled terminal server. When a terminal server has Internet Connector licensing enabled, it will never request a TS CAL token for a connecting device from a license server.

Disabling Internet Connector licensing moves the Internet Connector license token back to the license server, an action that requires the license server to be active. This reverts the terminal server into standard TS CAL licensing mode.

The Internet Connector license is currently available under the Microsoft Open, Select, and Enterprise Agreement volume licensing programs. 

Administration

There are two tools used to administer the licensing service. The primary one of these is the Terminal Services Licensing tool, which is installed with Terminal Services Licensing or with Windows 2000 Administration Tools. This tool is used to activate the license server, install licenses, view the data contained in the license database, and generally administer the license server. The second tool is the License Reporting tool, available on the Windows 2000 Resource Kit. This tool exports the license server database contents to a tab-delimited text file for reporting and analysis.

Terminal Services Licensing Tool

The Terminal Services Licensing tool provides for the administration of the license server. When started, it will display a list of all discoverable License servers and may be used to administer any of these from a single location. 


Figure 2 – Terminal Services Licensing Tool

Selecting a license server allows it to be managed. Supported activities include:

· Activating the License server

· Installing licenses 

· Viewing license issuance and availability details

· Advanced options such as de-activating a license server


Many of the activities listed above are related to communication with the Microsoft Clearinghouse. The centralized management capabilities of this tool simplify the process by allowing a single, Internet-connected site to provide these services for an enterprise.

Terminal Services License Reporting Tool

The Terminal Services License Reporting tool provided with the Windows 2000 Server Resource Kit can be used to analyze the information contained in the license servers database. The file name for this tool is lsreport.exe. It is a command line utility that outputs the information from the license server’s database into a tab-delimited text file.  The reporting tool can be used with the following parameters:

	/F filename
	Directs output to the written to a file name ‘filename’ (‘filename’ defaults to ‘lsreport.txt).

	/D start [end]
	Writes only license tokens that were issued between start and end (end defaults to the current date).

	/T
	Directs only temporary tokens to be written

	Serverlist
	A list of servers to query.  If not specified, a list will be obtained from a domain controller.

	/?
	Prints a program summary to the screen.


Usage:

     Lsreport [/F filename]  [/D start [end]]  [/T]  [/?]  [serverlist]

Examples:

     Lsreport

     Lsreport /T NTLS-1 NTLS2

License Recovery

Issued TS CAL tokens lost from the client device due to actions such as hard disk reformatting, client device swap-out, or un-issued licenses lost due to a license server crash will need to be re-issued by the Clearinghouse.  To get the licenses re-issued, it is necessary to use the phone connection method to contact a Microsoft Terminal Services Licensing customer service representative (the connection method, along with other information, can be changed by choosing the Properties item from the View menu of the Terminal Services Licensing tool). The customer service representative will require the License Server ID to re-issue the license tokens.

System Logs and the Event Viewer

Terminal Services and Terminal Services Licensing may write one or more of the following licensing-specific system logs which can be viewed by the Event Viewer:

Error 1000 – “Unable to acquire a license for user '%1', domain '%2'.” 

This error will be logged when the terminal server requests a TS CAL token for a client device but cannot locate a license server to request.  Be sure that your license server is discoverable on the same domain, site, or workgroup as your terminal server.

Error 1003 – The terminal service client '%1' has provided an invalid license.

This error will be logged when the client device presents a corrupt license certificate to the terminal server. To correct this, delete the following registry key from the client device’s registry: HKEY_LOCAL_MACHINE\Software\Microsoft\MSLicensing\HardwareID. After this key has been deleted, the terminal server will be able to request the license token again from the license server and re-issue it to the client device. 

Error 1004 – The terminal server cannot issue a client license.

This error will be logged when the terminal server requests a TS CAL token for a client device but cannot locate a license server to request.  Be sure that your license server is discoverable on the same domain, site, or workgroup as your terminal server.

Error 1007 – Unable to log in the Internet user as TSInternetUser.  If the problem is not corrected in 20 minutes, delete the account and run Setup again.

This error may be logged when the TSInternetUser account on the terminal server has been modified or is corrupt. If the terminal server is unable to resolve the error itself, you must delete the account and disable and re-enable the licensing service again.

Error 1008 – The terminal services licensing grace period has expired and the service has not registered with a license server.  A terminal services license server is required for continuous operation.  A terminal server can operate without a license server for 90 days after initial start up.

This error will be logged when a terminal server has not found a license server within its 90-day grace period window. 

Error 1009 – The terminal services licensing grace period is about to expire on %1 and the service has not registered with a license server.  A terminal services license server is required for continuous operation.  A terminal server can operate without a license server for 90 days after initial start up.

This error is a precursor warning to Error 1008 and will be logged each day beginning 14 days before expiration.

Error 1010 – The terminal services could not locate a license server. Confirm that all license servers on the network are registered in WINS\DNS, accepting network requests, and the Terminal Services Licensing Service is running. 

This error is logged when the terminal server could not find a license server in its domain or site.  Be sure a license server is setup on the domain or site.

Error 1011 – The terminal services client %1 has been disconnected because its temporary license has expired.

This error is logged when a client device presents an expired temporary token to the terminal server.  The client will be denied access until additional license tokens are installed on the license server.

Glossary 

Domain License Server – A domain license server is the default setting for a license server.  Its scope is a domain or a workgroup.

Enterprise License Server – An enterprise license server is designated such after setup.  Its scope is a Windows 2000 Active Directory site.

License Code – A License Code is a 25-character alpha-numeric code that represents the type and number of licenses you are entitled to.  The License Code comes as part of the Microsoft License Pack (MLP) packaging.

License Key – A license key is the digital certificate bits that represent a license.  The license key for a Terminal Services CAL is stored locally on the client device.

License Key Pack – A license key pack is a digital representation of a group of license keys.  License key packs are installed on the license server as a result of license installation.

License Key Pack ID – A license key pack ID is a 35-character alpha-numeric representation of a license key pack and is used to install licenses when using the WWW, Phone, or Fax connection method.

License Server – A license server is a Windows 2000 Server or Advanced Server machine that has been configured with the Terminal Services Licensing service.

License Server Activation – License server activation is the process of assigning a server a limited-use X-509 certificate for the purpose of issuing license keys.

License Server ID – A license server ID is a 35-character alpha-numeric representation of a license server’s certificate and is used to obtain a license key pack through license installation.

Summary 

The Terminal Services Licensing service provides a mechanism to manage and allocate Terminal Services CAL tokens. It works in conjunction with Terminal Services, the Terminal Services clients, and an automated clearinghouse to manage the licensing process. This facility simplifies the license tracking process for system administrators.

For More Information

For the latest information on the Windows 2000 Server family, Terminal Services, and the Terminal Services Licensing service, visit our Web site at:

http://www.microsoft.com/windows2000
Additional information on the deployment and management of the Terminal Services Licensing service can be found in the Windows 2000 Server Deployment Planning Guide and the Windows 2000 Resource Kit at 
" 

http://www.microsoft.com/windows2000/library/resources/reskit/default.asp



























