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Software Deployment Using Windows 2000 and Systems Management Server 2.0

White Paper

Abstract

This white paper explains the positioning of the desktop and system management features in the Microsoft® Windows® 2000 platform and in Systems Management Server (SMS) 2.0. It also provides a comparison of the features in each product and the key questions involved in determining which technology is appropriate for use in any given organization. Additional resources are referenced for further technical details.
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Introduction

Systems management products for Microsoft® Windows® operating systems have historically been provided as separate products only, independent of the operating systems themselves. To improve the quality of management services in general, more management infrastructure services have been added directly into the Windows operating systems, standardizing and improving common management operations such as inventory and software maintenance, and reducing the amount of redundant functionality that must be provided in each management product. Providing management infrastructure services in the operating system also allows a wider scale of products providing management solutions to be developed, increasing the range of options available for small, medium, and large organizations. 

The Microsoft Windows 2000 platform represents a significant new level of management functionality, both in the management infrastructure services it contains, and the management solutions built using the infrastructure services and provided with the operating system itself. The primary management solutions provided with the Windows 2000 platform that address traditional systems and desktop management are Remote OS Installation, which is used for automating the deployment of new installations of the Windows 2000 Professional operating system, and IntelliMirror®, a set of features that provide user settings management, user data management, and software deployment. 

As a product available separately from specific Windows operating system releases, Microsoft Systems Management Server (SMS) 2.0 also provides management solutions. SMS 2.0 is designed to provide advanced systems management solutions across multiple Windows versions, including Windows 2000, and to use the management infrastructure services that are available across the Windows versions it supports. As new SMS versions are developed they are designed to take advantage of new infrastructure services as they become native in or available on larger percentages of Windows-based systems in use. 

Both products—the Windows 2000 platform and SMS 2.0—provide important management solutions. This white paper is designed to:

· Help detail the relationship of the two products.

· Compare the solutions each provides.

· Show how to choose which solutions and features are right for use in a given organization. 

The information in this white paper is aimed at:

· Network administrators.

· Technology evangelists.

· Other information technology decision makers who are responsible for understanding and selecting systems management technologies for use in corporate networks. 

For more detailed technical information about Systems Management Server 2.0 or Windows 2000, see the documents listed in the “For More Information” section of this white paper.

Overview

This paper is made up of four major components: 

· Discussion of the overall relationship between the management features in Windows 2000 and SMS 2.0 

· Review of the general software deployment process, the feature area where both products provide functionality, and a comparison of the software deployment features both products provide 

· Set of requirement-based decision criteria that can be used to determine which product is appropriate to use for software deployment. 

· Discussion of the relationship between the products and of the features they provide, specifically in regard to deploying operating systems. Due to the unique requirements of deploying operating systems, this component is addressed as a separate section. 

Understanding the Relationship of Windows 2000 and Systems Management Server 2.0 

To understand the relationship of the management solutions provided in the Windows 2000 platform and Systems Management Server (SMS) 2.0, start by comparing the feature sets that they provide. 

The Windows 2000 platform provides two major management solutions, IntelliMirror and Remote OS Installation, each of which were designed and built on top of the management infrastructure services in the Windows 2000 platform. IntelliMirror and Remote OS Installation are designed to support clients running Windows 2000, and require Active Directory, and provide feature sets for deploying new installations of Windows 2000 Professional, for configuring and maintaining user and computer configuration settings, and for performing centralized software installation and maintenance. For more details about IntelliMirror and Remote OS Installation features and technologies, see “Windows 2000 IntelliMirror” and “Windows 2000 Remote OS Installation” in the “For More Information” section in this paper. 

Systems Management Server 2.0 is designed to provide advanced centralized management features across large numbers of clients running various Windows operating systems. SMS 2.0 utilizes management infrastructure services that are available across the clients it supports, such as Windows Management Instrumentation, Windows Installer, Windows Script Host, and others. SMS 2.0 provides centralized inventory, remote control and diagnostic tools, and software management features. For more information about general SMS 2.0 functionality and features, see “Systems Management Server 2.0” in the “For More Information” section in this paper. 

Table 1 summarizes the major desktop and systems management features provided by SMS 2.0 and the Windows 2000 platform:

Table 1. Desktop and Systems Management Features of SMS 2.0 and Windows 2000

	Feature area
	Windows 2000 IntelliMirror
	Windows 2000 Remote OS Installation
	Systems Management Server 2.0

	Application deployment
	(
	
	(

	User settings management
	(
	
	

	User data management
	(
	
	

	New OS deployment
	
	(
	

	OS upgrade / OS update deployment
	(
	
	(

	Hardware / software inventory
	
	
	(

	Remote control and diagnostic tools
	
	
	(

	Software metering
	
	
	(

	Network analysis / diagnosis
	
	
	(

	Health monitoring
	
	
	(

	Supports Windows 2000 clients
	(
	(
	(

	Supports Windows 95, Windows 98, and Windows NT 4.0 clients
	
	
	(


Reviewing this table illustrates several important points that help define how the solutions relate:

· The only area of overlap is in application deployment and operating system deployment. Although the solutions in both products offer a range of management functionality, all features are complementary with the exception of application deployment and operating system deployment, which together comprise the more general category of software deployment. 

· All customer environments will benefit from new management solutions in the Windows 2000 platform. The IntelliMirror and Remote OS Installation solutions provide a base set of management features that are available with the Windows 2000 platform. In addition, both solutions address important systems management problems that have not been addressed by any previous Microsoft systems management product, such as the ability to deploy new Windows 2000 Professional installations to systems that do not have an existing operating system by using Remote OS Installation, and the user settings and data management features in IntelliMirror.

· Advanced customer environments will benefit from additional Systems Management Server features. SMS 2.0 adds centralized hardware and software inventory, remote diagnostic tools, software metering, support for clients running Windows NT, Windows 95, or Windows 98, and enhanced software deployment features that will be attractive to or required by customers with advanced requirements.

· The needs of most companies cannot be met with a single management solution. Neither product's feature set is designed to or will solve all problems or be applicable in all situations. A careful review of required functionality is the key to understanding which product or feature set is a better fit in a given situation. 

· Some advanced features will only be available by using Systems Management Server. Even if utilizing the functionality built into the Windows 2000 platform, many organizations will still require the additional functionality of SMS 2.0.

Relationship Summary

Given the above points, you should strongly consider using both the Windows 2000 platform and SMS 2.0 to address your organization’s systems management needs. The superset of management functionality is available with the combination of the Windows 2000 platform and SMS 2.0. 

However, the area of overlap, application deployment and operating system deployment (software deployment), requires additional consideration, and it is the focus of the remainder of this paper. Due to the unique requirements involved in deploying operating systems, the relationship of Remote OS Installation, IntelliMirror software deployment, and SMS 2.0 software deployment specifically for deploying operating systems is handled in a separate section later in this paper. The following sections address the relationship of the software deployment features in SMS 2.0 and IntelliMirror, and their use in non-operating system deployment scenarios. 

The overall relationship of SMS 2.0 and Windows 2000 IntelliMirror for software deployment can be summarized as:

If your organization has advanced software deployment requirements, you can replace the built-in software deployment features of Windows 2000 IntelliMirror with those of SMS 2.0.

It is important to repeat that software deployment is the only area that requires you to choose between the features in IntelliMirror and those in SMS 2.0. All other features remain complementary.

It is also important for you to understand that integrated or non-integrated use of both software deployment feature sets is not a recommended practice. There are several scenarios that, at first glance, appear to be attractive points of intersection between the IntelliMirror and SMS 2.0 software deployment feature sets. However, the scenarios and functionality lost vs. those gained when you choose one product do not typically justify the costs of implementing, maintaining, and managing two infrastructures for software deployment. 

The following sections compare and contrast the software deployment features available in IntelliMirror and SMS 2.0, and then provide the key decision criteria you should consider when you determine which software deployment feature set is appropriate to use. Although there is also overlap in using the software deployment feature sets to deploy operating systems, the unique requirements of deploying operating systems result in significantly more complementary features. Therefore, deploying operating systems is handled as a separate section later in this paper.

Comparing the Software Deployment Features in Windows 2000 IntelliMirror and SMS 2.0 

The most common misconception when considering the statement of choosing between the software deployment features in IntelliMirror and SMS 2.0 is that a number of features specific to IntelliMirror software deployment will be lost, and selecting SMS 2.0 for its advanced software deployment features requires giving up features found in IntelliMirror software deployment. In fact, most of the IntelliMirror software deployment features can be obtained using SMS 2.0.

To better understand how the software deployment features in SMS 2.0 and IntelliMirror compare, first consider the overall software deployment process, which is actually a combination of several distinct operations. Nearly every problem associated with the process of performing a software deployment can be broken down into one of these areas:

Deployment = packaging + distribution + targeting + installation

Packaging—Preparing the Application Components for Installation

The process of preparing an application to be installed by a software deployment system is known as packaging. Packaging is directly related to installation, but it must be performed much earlier in the deployment process, prior to package distribution. Packaging entails ensuring that the package contents can be installed in the manner desired. Depending on the application to be deployed, packaging can be as simple as performing an administrative installation to prepare the application for later installation by clients from a network location. Or, packaging can be as complex as repackaging the application, which entails capturing the modifications necessary when installing an application and replacing the application’s native setup. Repackaging is often required to address the problem of an application’s native installation functions not providing the options necessary to allow installation via a software deployment system, such as unattended operation, control over the feature set to be installed or other default application settings, and returning accurate installation status. The process of packaging an application for deployment is typically external to the actual product used for performing the deployment, and it will be required regardless of the deployment product used. 

Distribution—Setting up and Managing Distribution Points Used for the Package

After packaging, the application components must be replicated from the location initiating the deployment to locations nearby the intended recipients to provide reasonable performance during installation. This can involve issues such as replicating the package bits across slow or intermittently connected network links, specifying and coordinating the network bandwidth used for the distribution process, ongoing management of which servers should contain the package, and replicating updates to the package over time.

Targeting—Specifying Who Should Get the Package

After an application has been has been packaged and distributed, the list of intended recipients must be specified. Recipients might be specific users, user groups, systems, or a combination. There might also be other requirements that determine the targeting specifications, such as existing versions of the package or minimum hardware requirements. Special considerations in targeting include the dynamic nature of any organization and the resulting addition and removal of resources from a target set over time. 

Installation—Getting the Package onto a Machine and in a Running or Ready to Run State

After a specific user or system receives the targeting information and package details, the installation process must occur in order to complete the deployment. Installation involves specifying exactly when and how the computer settings or the user settings, or both settings must be modified in order to use the application. The following are some of the many installation issues:

· Scheduling the time, event, or system state that must be satisfied for the installation to begin.

· Coordinating the permissions and access rights necessary to perform the installation.

· Upgrading or removing existing package versions.

· Installing the package for all system users or for individual users of a system.

· Copying the package locally or running it from a network location. 

Different software deployment products will often handle these operations in different ways. Understanding the importance of, and requirements in, each operation in the software deployment process for a given organization is critical to correctly choosing the appropriate product. The following section details how SMS 2.0 and IntelliMirror address each software deployment operation.

For general information about IntelliMirror software deployment features, see “Windows 2000 IntelliMirror” in “For More Information” section in this paper.

Packaging

Historically, there have been no industry standards for how application authors should package their applications. Typically, application authors develop a procedural script that can make the necessary modifications to a system in order to install the application, and that script is then bundled with the components of the application. Often the script must contain conditional logic and will function differently depending on the state of the system it is being run on. 

Also due to the lack of standards, each application author is required to build logic into their installation scripts to support common requirements such as:

· Un-installation (removal)

· Coordinating application components that are shared across products

· Restoring the system to its previous state when a failure occurs during installation (rollback). 

As a result, varying degrees of support and inconsistent support for these common requirements are supplied, nearly every application’s installation functions behave differently, and conflicts between application installations are common.

To address the problems in application packaging and installation, Microsoft has introduced Windows Installer as an infrastructure management service. Windows Installer provides both a standard packaging format and new methods by which application authors create their installation. Rather than handling the process of installations procedurally, Windows Installer works by having application authors specify the system state required for running their application, leaving the actual details of the installation itself to Windows Installer. By working with state-based rather than procedural installation instructions, Windows Installer can then coordinate common operations by providing standard interfaces to control the installation and removal of applications and application components, eliminating the need for application authors to build their own solutions to these problems. More information about Windows Installer is provided in the “Installation” section of this paper. 

Packaging in SMS 2.0

SMS 2.0 is designed to be packaging-independent, and can run any package installation that can be controlled by a command line, including Windows Installer packages. SMS 2.0 also provides SMS Installer, which was originally developed and released with SMS 1.2 to address common problems with traditional packaging and installation systems before the release of Windows Installer. You can use SMS Installer to create new procedural installation scripts, to re-package existing application setups, or both. You can compile SMS Installer scripts and their related package components into self-extracting executable files for deployment through SMS or other methods. A conversion utility to support migration of packages created with SMS Installer to the packaging format of Windows Installer is being developed to preserve investments made using SMS Installer. 

Packaging in IntelliMirror

IntelliMirror software deployment requires that packages be in the Microsoft Windows Installer (.msi) packaging format. Several companies provide solutions for creating native Windows Installer packages, and for re-packaging existing setups into Windows Installer packages. IntelliMirror software deployment also provides limited deployment features for existing, non-Windows Installer packages through special text files, referred to as ZAP files, which describe enough of the installation for Windows Installer to wrap the existing installation routines. For more details about ZAP files, see “Windows 2000 IntelliMirror” in the “For More Information” section of this paper. 

Packaging summary

Windows Installer provides the most functionality and is considered the best practice for packaging when working with IntelliMirror and SMS 2.0 for software deployment. Use of Windows Installer packages is supported in both SMS 2.0 and IntelliMirror, and existing non-Windows Installer based packaging solutions can also be deployed through SMS 2.0 to Windows 2000 as well as previous versions of Windows. 

Distribution

Both SMS 2.0 and IntelliMirror provide solutions for distributing packages from a central location to servers that are local to the users who will be accessing the package. 

Distribution in SMS 2.0

SMS 2.0 provides a complete feature set for coordinating the distribution process. Each SMS 2.0 package can have any number of distribution points (typically individual servers) assigned to it, and SMS 2.0 provides replication services to ensure the package bits are installed on each distribution point. These replication services are the same as those used for all communication between SMS 2.0 sites, and therefore include: 

· Automatic compression.

· Check point-restart transfers to allow operation over poor or intermittently-connected communication links.

· Bandwidth profiling to control the amount of network resources used for SMS 2.0 operations.

· A priority/scheduling scheme to control when the link is considered available for use by SMS 2.0 operations.

· Status reporting on the package distribution process.

· Package version tracking. 

The distribution features are integrated with the rest of the deployment features to ensure that clients do not receive installation instructions until a distribution point in their site contains the package bits, and to control how clients select the distribution point to use when multiple distribution points are available in the client’s site. SMS 2.0 supports inter-site communication over LAN, asynchronous RAS, ISDN RAS, X.25 RAS, SNA RAS, and out-of-band links.

Distribution in IntelliMirror

IntelliMirror software deployment uses a share-based scheme to specify the location that clients should use to access the package bits, and allows only a single location to be specified. To accommodate the need for multiple physical package locations, you can use the Windows 2000 Distributed file system (Dfs) infrastructure service. Dfs allows you to create a single virtual network location (a Dfs root) that has multiple physical locations (replicas) associated with it. When a client requests the virtual network location, Dfs resolves the request and transparently re-directs the client to a replica within the client’s site, using the site boundaries defined in Active Directory. This allows a single package location to be specified to the IntelliMirror software deployment features while still allowing multiple copies of the package to be physically located close to the targeted recipients.

You can manually replicate package components between Dfs replicas, or you can use the Windows 2000 File Replication Service (FRS). FRS provides automatic compression of data transferred across site links, scheduling of site links for replication availability, and supports replication over SMTP and IP site links. When changes are made in a FRS-replicated master DFS replica, only the change is replicated to the other replicas, a feature known as delta replication. 

By default, FRS creates a relationship between each link's replica and all other replicas of that link, or what's known as a full-mesh topology between replicas. When using FRS for replication among more than 32 distribution points, modifying the default topology is recommended for performance reasons. For more information on DFS and FRS, see “Windows 2000 Server Resource Kit” in the “For More Information” section of this paper.

Distribution Summary

The differences in distribution features will apply most dramatically to highly distributed organizations with many sites and many slow site links, and any organization with many distribution points. The SMS 2.0 distribution features are generally a superset of those in Dfs/FRS, with the exception of Dfs name abstraction and resolution and delta replication. Table 2 compares the distribution features of SMS 2.0 software deployment and IntelliMirror software deployment.

Table 2. Distribution Features of SMS 2.0 and IntelliMirror

	Distribution feature
	SMS 2.0 software deployment
	IntelliMirror software deployment (Dfs/FRS)

	Name abstraction and resolution
	Yes1
	Yes

	Load balancing between distribution points
	Yes1
	Yes

	Failover between distribution points
	No
	Yes

	Delta replication
	No
	Yes

	Site to site:

Automatic compression
	Yes
	Yes

	Link availability scheduling
	Yes
	Yes

	Priorities
	Yes
	No

	Bandwidth profiling
	Yes
	No

	Server selection
	Restricts clients by site
	Restricts clients by site, but will cross sites if not available

	Link types supported
	LAN, asynchronous RAS, ISDN RAS, X.25 RAS, SNA RAS
	IP, SMTP

	Package version tracking
	Yes
	No

	Integration with targeting and installation
	Yes
	No


1During SMS deployment operations only.

Targeting

The methods provided to perform targeting are central to a software deployment solution. However, different targeting solutions can often achieve the same results using very different means and methods, often turning decisions between targeting models into highly opinionated discussions. When considering targeting requirements, remember that there is no single correct way to provide targeting features.

Targeting in SMS 2.0

SMS 2.0 uses the concept of Collections to perform its targeting. Collections are based on membership rules, which can be either direct or query-based. Direct membership rules are static and merely specify resources known to SMS 2.0 that should be included in the collection. Query-based membership rules specify the criteria required to be a member of a collection, and they are re-evaluated on an administrator-specified interval. The query criteria are based on any attributes SMS 2.0 maintains for managed resources, from basic properties like name and IP address, to hardware and software inventory information such as specific network cards in use, or installed software. Query-based membership rules allow the contents of a collection to change over time when resources start or stop meeting the criteria of the membership rule. All membership rules can be applied to user, user group, and system resources.

Targeting in IntelliMirror

IntelliMirror software deployment uses the Active Directory™ and Group Policy infrastructure services that are built into the Windows 2000 platform to perform its targeting. Group Policy objects containing software deployment polices are associated with sites, domains, or organizational unit (OUs) containers in Active Directory. The policy then applies to all resources in the specified directory location and all containers below it. Software deployment policies can be further constrained by also requiring membership in one or more security groups. Software deployment policies can be applied to users, user groups, and system resources, and can be applied and revoked as resources move within Active Directory or change their group memberships. The Active Directory and Group Policy infrastructures can only be used to target policies to computers running Windows 2000 and users logging on to Active Directory on computers running Windows 2000. For more information about the Group Policy infrastructure in Windows 2000, see “Windows 2000 Group Policy” in the “For More Information” section of this paper. 

Targeting Summary

Even though the software deployment features in SMS 2.0 and IntelliMirror both provide fully featured targeting models, targeting is the area where the two products differ the most in how they work. SMS 2.0 cannot target Active Directory containers directly, and IntelliMirror cannot use advanced resource attributes such as inventory properties to constrain its targeting. Overall, the two targeting schemes provide similar functionality but do so in very different ways. Table 3 compares the targeting features of SMS 2.0 software deployment and IntelliMirror software deployment.

Table 3. Targeting Features of SMS 2.0 and IntelliMirror

	Targeting feature
	SMS 2.0 software deployment
	IntelliMirror software deployment

	General method
	Collection-based
	Group Policy objects linked to Active Directory containers

	Dynamic membership support
	Yes
	Yes

	Target systems
	Yes
	Yes

	Target users
	Yes
	Yes

	Target user groups
	Yes
	Yes

	Combine resource with security group membership
	No
	Yes

	Based on resource attributes (inventory)
	Yes
	No


Targeting Solutions

Some organizations might want to have separate mechanisms for targeting their software deployments (SMS collections) and other management operations (Active Directory containers and group policy objects), for example if different groups within a company are responsible for different management operations. In such situations the differences in targeting between the products might not matter.

However, many organizations want the advantages provided by Active Directory, and want to use Active Directory as their single targeting mechanism for all management operations. Some organizations might want the IntelliMirror targeting solution for software deployment, but still require the additional granularity provided by inventory-based targeting in SMS 2.0. Although future versions of Systems Management Server and the Windows 2000 platform are planned to bring these features more closely together, at this time the SMS 2.0 collection model is flexible enough to be configured so that an organization’s collection design mirrors the container design in Active Directory. Doing so allows a single conceptual model to be used for targeting both group policies and SMS 2.0 software deployments, even though two systems are actually used. Changes made in Active Directory must be manually synchronized in the corresponding SMS 2.0 collections.

This approach can be further improved because both Active Directory and SMS 2.0 have automation interfaces, which allow you to manipulate both technologies through simple scripting languages. Appendix A of this paper contains details about two sample Microsoft Visual Basic® utilities that you can use to automate creating and maintaining SMS 2.0 collections that are based on Active Directory domains and organizational units. Using an automated synchronization process allows software deployments performed through SMS 2.0 to target collections containing the same resources as the corresponding containers in Active Directory, without manually maintaining two targeting systems. 

Although using scripting to synchronize SMS 2.0 collections to Active Directory has value in providing a single conceptual targeting model for customers who are investing heavily in both Active Directory and SMS 2.0, it is limited in the following areas:

· Targeting using Group Policy objects can be further restricted by adding an access control list (ACL) that contains one or more security groups to the Group Policy object. The result is a target set that is based on both location within Active Directory and membership in a specific security group. The membership rules used in SMS collections cannot contain queries that cross resource types, limiting collection result sets to be based on either resource attributes or membership in a specific user group, but not both.

· The synchronization process must be scheduled and maintained, which adds administration overhead.

· Other policy operations, such as controlling desktop options, security settings, and the setting of application policies for applications being deployed through SMS 2.0, are still performed using the native Windows 2000 Group Policy snap-in. Though both administrator user interfaces are snap-ins to the Microsoft Management Console (MMC), making it easier to combine and delegate tasks, this still requires the use of two user interfaces within the MMC. 

· Policy collision resolution. The Group Policy infrastructure in the Windows 2000 platform provides a mechanism for resolving which policy should be applied (the winning policy) when multiple policies apply to an object and contain related but conflicting settings. By default, the closest policy to the object wins. SMS 2.0 combines identical software deployment instructions for a resource, but it cannot resolve a winner when related, but not identical, instructions exist. For example, through IntelliMirror software deployment an administrator could assign version 1 of an application to all objects in the domain, and assign version 2 of the same application to a subset of objects, such as a specific organizational unit. When an object in the organizational unit evaluates its software installation polices, it will find that both application polices apply to it, but it will determine a winner (in this case version 2), and apply only that policy. In this exact scenario with SMS 2.0, the object would find both versions of the application assigned to it, and unable to determine a relationship between them, would attempt to install both versions of the application. Had the same version of the application been specified at both locations, SMS 2.0 would be able to determine the relationship, combine them, and perform the installation once.

Installation

The process of installation is where the changes desired to support a software deployment are actually carried out, and it is tied directly to the packaging options supported. The software deployment features in SMS 2.0 and IntelliMirror take different approaches to the overall installation process, but both rely on Windows Installer to provide advanced features for installing packages. 

The Role of Windows Installer

Even though the SMS 2.0 and IntelliMirror software deployment features show the two primary models for installation, packaging-specific and packaging-independent, they both rely on the infrastructure services of Windows Installer to provide advanced installation features. Understanding the role and features of Windows Installer is the key to understanding how advanced installation features are performed. 

Windows Installer is:

· An OS-resident installation engine. By being an infrastructure service resident in the operating system, Windows Installer takes over the operation of making the changes to a system necessary to support applications, rather than having applications make the changes themselves. 

· A packaging format. Windows Installer specifies the format in which application authors need to package their application in order for it to be installed and removed. This packaging format is state-based rather than procedural, allowing Windows Installer to ensure that the system is in the state required for the application to run, rather than requiring the application itself to do so. 

· A set of APIs and a command-line interface. As an infrastructure service, Windows Installer exposes it functionality through a set of well-defined interfaces. This allows any entity with appropriate permissions to trigger Windows Installer installation, removal, and repair operations.
· Available across Windows versions. Windows Installer is available for Windows 95, Windows 98, Microsoft Windows NT 4.0, and is native in all versions of Windows 2000 and future Windows versions. 
· About installation only. Windows Installer is not directly related to distribution or targeting, providing a common installation engine available across software deployment solutions. Windows Installer takes over after an application maintenance operation has been specified, and works independently of whatever application might be specifying the operation through the Windows Installer APIs.
Windows Installer provides:

· Enhanced installation functionality such as install on demand, automatic repair, rollback, and customization. By centralizing the control over application setup and shifting the nature of application packaging to be state-based rather than procedural, all applications that use Windows Installer packaging automatically gain the enhanced installation functionality that Windows Installer provides. Application vendors are freed from having to re-implement these types of functionality in every application’s setup. The result is more reliable application performance and fewer ways that application setups can break existing applications.

· Standardized methods to install, remove, and repair applications. Regardless of the methods used to handle the distribution and targeting portions of the software deployment process, the functionality of Windows Installer can be accessed through its APIs or through a command-line interface.

· Most of the features commonly associated with IntelliMirror software deployment features. Installation-on-demand of features or entire products, rolling back the system to its previous state in the case of installation failure, auto-repair of applications, uninstall support, coordination of installation/removal for shared components, are all provided by Windows Installer and are available to any software deployment solution.

For more information about Windows Installer, or to download Windows Installer for Windows 95, Windows 98, and Windows NT 4.0, see “Windows Installer” in the “For More Information” section of this paper.

Installation in Systems Management Server 2.0

Because SMS 2.0 is designed to be packaging-independent, its installation features are based around the execution of command lines. Any operation that can be performed with a command line can be deployed by using SMS, extending its installation capabilities beyond application installation and removal. Command line-based installation support also means that SMS 2.0 itself does not provide specific installation features such as rollback, instead relying on the combination of the packaging and installation methods used to provide necessary functionality. SMS 2.0 supports Windows Installer packages through Windows Installer command-line interface. For detailed information about deploying Windows Installer packages with SMS 2.0, see “Using Windows Installer packages with SMS 2.0” in the “For More Information” section of this paper. 

Each installation operation performed through SMS 2.0 can be specified as optional or assigned (mandatory). Optional operations are available for selection by users in an SMS-specific icon in Control Panel. SMS 2.0 also supports the ability to schedule installations so administrators or users (if allowed) can specify the specific time or times that an installation action should occur. SMS 2.0 can also schedule installations to occur based on system events and state, such as system startup, user logon, and when no user is logged on. However, because these operations are not integrated with the actual startup and logon processes, there is no support for guaranteeing a system state during the operation, such as preventing the user from logging on to the system while installations (or other operations) are being performed.

SMS 2.0 also provides status reporting on the success or failure of an installation operation, which is rolled up from clients and summarized in the SMS Administrator console. Each operation in the process of performing an installation, receiving the targeting information, starting package execution, and success or failure of the package execution, are reported by detailed individual status messages that are returned to the site that initiated the deployment.

Installation in IntelliMirror

The IntelliMirror software deployment installation features are based around its tight integration with Windows Installer. Windows Installer packages can be deployed through IntelliMirror in two ways, known as publishing and assigning. Publishing an application makes it available for users to install optionally, while assigning makes an application mandatory for the targeted users and computers, and forces it to be installed the next time group policy is evaluated. Applications published through IntelliMirror software deployment can be selected for installation by clicking Add/Remove Programs in Control Panel on Windows 2000-based computers.

The IntelliMirror software deployment features are integrated with the Windows 2000 startup and logon processes, using those times to perform the actual installation and removal operations specified by software deployment policies. Users are prevented from logging on (in the case of system startup) and prevented from starting to use the system (in the case of user logon) while policies are applied, ensuring the system is in a known state while making changes to the system’s applications. However, packages assigned to users will not be installed until the next time the user logs on to the system, and packages assigned to computers will not be installed until the next time the system restarts. The results of IntelliMirror software deployment operations are recorded in the Windows 2000 Event Log of the computer performing the operations.

IntelliMirror software deployment provides additional support in automated language determination and in the configuration of upgrade requirements. Windows Installer allows packages to contain multiple language versions within a single package, and IntelliMirror evaluates the language currently in use on a client to determine the correct language to install from a multi-language package. Upgrade support allows the administrator to choose and specify actions when an application that is being installed should have a relationship to any existing versions of the product, or to any other product, such as requiring removal of an existing version prior to installation. 

Installation Summary

Because the software deployment features of both IntelliMirror and SMS 2.0 can use Windows Installer packages and installation methods, both software deployment solutions gain the advanced installation features provided by Windows Installer. SMS 2.0 provides additional features to support scheduled installations and status reporting. Table 4 compares the installation features of SMS 2.0 software deployment and IntelliMirror software deployment.

Table 4. Installation Features of SMS 2.0 and IntelliMirror.

	Installation Feature
	SMS 2.0 software deployment
	IntelliMirror software deployment

	General method
	Execution of command lines
	Direct integration with Windows Installer 

	Client support
	Windows 3.1, Windows 95, Windows 98, Windows NT 3.51, Windows NT 4.0, Windows 2000
	All versions of Windows 2000 

	Publish and assign models (optional / mandatory)
	Yes
	Yes

	Automated language support
	No
	Yes

	Install on demand
	Yes1
	Yes

	Rollback
	Yes1
	Yes

	Auto-repair
	Yes1
	Yes

	Upgrade support
	Yes1
	Yes

	Scheduled installations
	Yes
	No2

	Status reporting
	Yes
	No


1When deploying Windows Installer packages. Upgrade support through SMS 2.0 requires additional manual steps. For detailed information about using Windows Installer packages with SMS 2.0, see “Using Windows Installer packages with SMS 2.0” in the “For More Information” section of this paper. 2IntelliMirror software deployment group policies are evaluated and applied at system startup (for computers) and at user logon (for users) only.

Comparison Summary

The following chart summarizes the comparisons between the IntelliMirror and SMS 2.0 software deployment feature sets. Overall, the software deployment features provided by SMS 2.0 are a superset to those in provided IntelliMirror:

Table 5. Software Deployment Features of SMS 2.0 and IntelliMirror

	
	SMS 2.0 software deployment
	IntelliMirror software deployment
	Summary

	Distribution
	Full distribution support
	Share-based, can use Dfs/FRS
	SMS distribution features are a superset

	Targeting
	Rule-based collections based on resource attributes
	Group policies applied to Active Directory containers
	Different, although a single conceptual model can be obtained through synchronization utilities

	Installation
	Command line execution supports legacy and Windows Installer packages; scheduling options, status reporting
	Windows Installer packages, automated language and upgrade support
	Windows Installer makes advanced installation features available through both IntelliMirror and SMS 2.0; SMS 2.0 also provides status reporting and scheduled installations.


Deciding Which Software Deployment Features To Use

You can use the following questions to determine which software deployment feature set is appropriate in a given organization. 

When considering these questions, it is important to realize that the degree of plans for deployment of the Windows 2000 platform within an organization can greatly impact the possible answers, and it might be appropriate to consider those plans instead of, or in addition to, current use of Windows 2000.
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Exceptions

Although the overall recommendation of selecting either IntelliMirror or SMS 2.0 for software deployment features remains, there are some situations where combined use can be desirable or required:

· Political/organizational influences. Although many organizations try to standardize or centralize their software deployment functions (and other system and desktop management operations) or try to do both throughout their enterprise, in some cases that might be impossible or will not happen for some time. In addition, some organizations purposely delegate such decision making throughout the company. In both cases the result can be an inconsistent set of choices about which software deployment feature set is appropriate to use. Often it will be necessary to support the use of both software deployment solutions within the same organization. A common example of this is when a centralized IT staff requires SMS 2.0 to address its advanced software deployment needs, while one or more divisions do not have the same constraints and could choose IntelliMirror software deployment.
· The only advanced software deployment feature required is distribution. If you arrive at this conclusion, carefully reconsider the full list of advanced software deployment features in question 4. In most cases the same reasons that cause an organization to need one of the advanced features will also cause a need for most, if not all, of the advanced software deployment features. In addition, organizations requiring advanced software deployment will commonly benefit from additional SMS 2.0 functionality such as inventory and remote tools. However, if the only issue preventing you from selecting IntelliMirror for software deployment in the decision chart is that you need a full package distribution feature set in question 4, you might want to consider using SMS 2.0 distribution features to provide replication features for packages that are then targeted and installed using IntelliMirror. 

The following sections describe exceptions that can be used to address the above situations. The implications, advantages, and disadvantages of each exception are discussed. Where appropriate, additional details on how to implement the exception are provided.

Exception 1: Supporting Both SMS 2.0 and IntelliMirror Software Deployment Systems Within an Enterprise

Although it is not a recommended solution, the SMS 2.0 and IntelliMirror software deployment feature sets can co-exist and be used in the same enterprise. However, there are important requirements that you must follow in this situation:

· Segregate at the package level to avoid package collisions. The primary rule when supporting both SMS 2.0 and IntelliMirror for software deployment in an organization is to split the operations performed in each solution at the package level. Because there is no integration between the solutions in their current versions, even deploying the same version of the same package through both systems to a single resource can cause conflicts and undefined behavior. 

· If possible, further segregate the deployment solutions by purpose. For example, consider deploying all assigned (mandatory) packages through SMS 2.0 and all published (optional) packages through IntelliMirror, to further reduce the possibility of package operations from multiple sources occurring simultaneously. 

Note: Organizations with these requirements might also benefit from a combination of SMS 2.0 distribution and IntelliMirror targeting and installation, as discussed in “Exception 2”.

Exception 2: Combining SMS 2.0 Distribution with IntelliMirror Targeting and Installation

The SMS 2.0 distribution features provide several options for specifying the exact locations where packages should be stored on SMS distribution points. Those features, in combination with the ability in Dfs to allow external replication of a link’s replicas, allow you to use SMS 2.0 to perform the replication functions for a Dfs link in place of FRS. You can then continue to use the Dfs name abstraction and resolution features to supply a single package location to the IntelliMirror targeting and installation features. 

Advantages and limitations

Although this scenario is not recommended, Table 6 lists the primary advantages and limitations to combining SMS 2.0 distribution features with IntelliMirror targeting and installation.

Table 6. Combining SMS 2.0 and IntelliMirror Deployment Features
	Advantages
	Limitations

	You can use enhanced SMS 2.0 distribution features for IntelliMirror software deployments. 

You can use full-time Dfs name abstraction and load balancing features.

You can use underlying distribution points for SMS 2.0 deployments.
	Only advanced distribution requirements are addressed.

You must perform distribution point maintenance operations twice.

You must manually coordinate targeting with distribution. 

Dfs resolution can cause clients to cross Active Directory site boundaries.

SMS 2.0 clients cannot access Dfs shares.




Understanding the Limitations of Combined Use

The limitations in this scenario are significant. Be sure to consider them carefully against the reasons for not considering the recommended practice of selecting either SMS 2.0 or IntelliMirror for software deployment features. 

· Only advanced distribution requirements are addressed. Any other advanced software deployment requirements, such as inventory-based targeting, installation status reporting, and scheduled installations are not available. If support for deployment to clients not running Windows 2000 is required, additional deployments through SMS 2.0 will be required to target these clients.
· You must perform distribution point maintenance operations twice. Because the SMS distribution process and Dfs are not integrated, there is no automatic synchronization of changes to the SMS 2.0 distribution points for a package and its corresponding Dfs replicas. Modifications to the SMS 2.0 distribution point list, such as adding or deleting distribution points and changes made to the location used for a package on a distribution point must also be performed in the Dfs administrative console to update the corresponding Dfs replicas.

· You must manually coordinate targeting with distribution. There is no specific integration between the Dfs/FRS services used by IntelliMirror for distribution and the IntelliMirror targeting and installation features. When you are using SMS 2.0 for the entire software deployment process, SMS 2.0 ensures that at least one distribution point for package has been established in a site before clients in that site receive targeting instructions for the package. This allows targeting to be performed regardless of when the package distribution is actually completed. When you are working with IntelliMirror software deployment, you must manually coordinate targeting with the end of the distribution process, regardless of the distribution method you use. If the package files are unavailable when a policy is being applied a dialog box will be displayed prompting the user for the location of the package. 

· Dfs resolution can cause clients to cross Active Directory site boundaries. At installation time, both SMS 2.0 and Dfs restrict the distribution points considered for use to those in the client’s site. However, if no distribution point for the package is available in the client’s site, Dfs will fall back to the next closest distribution point, which could be in another Active Directory site and could result in clients attempting to access packages across site links. This can be especially bad for highly distributed organizations with many sites and users located at the end of low-bandwidth links.
· Systems Management Server 2.0 clients cannot access Dfs shares. Because SMS 2.0 clients cannot directly access Dfs shares, you cannot use the Dfs links for any SMS 2.0 operations, including software deployment. However, if you use SMS 2.0 distribution to replicate Dfs replicas, you can still use the underlying SMS 2.0 distribution points for SMS 2.0 software deployments. 

Setting up packages for combined use

Use the following steps to create and configure a package for distribution with SMS 2.0 and targeting and installation with IntelliMirror. These steps use a Microsoft Excel package as an example. 

To create and configure a package

In the SMS Administrator console:

1. Ensure that all servers necessary to support the package are configured as site systems with the distribution point role.

2. (Optional) Setup a distribution point group (for example, Excel servers) for all distribution points that will contain the package 

3. Create the package and specify the master source location on the Data Source tab of the SMS 2.0 package.

4. (Optional) On the Data Access tab of the SMS 2.0 package, select Share distribution folder and enter a share name for the package (for example Excel) to specify that the package should be stored in a custom share instead of in the SMS 2.0 default share. This step is not required, but it simplifies the process by specifying the location used to install the package on distribution points rather than using the default behavior of having SMS 2.0 store the package on distribution points in a folder under a generic share (SMSPKGx$) that is determined at replication time.

5. Assign the SMS 2.0 package to desired distribution points, optionally using the distribution point group created in step 2.

6. Monitor replication status using Package Status. If you did not create a custom share name in step 4, note that when replication is completed the per-package, per-site node of package status will include the path used to install the package on each distribution point. 

In the Dfs administrative console:

7. Create a domain-based Dfs root if one does not already exist. 

8. Create a Dfs link (Excel) for the package.

9. Create a replica for the Dfs link for each distribution point specified in the SMS 2.0 package. Specify the location that SMS uses to install the package on the distribution point as the replica’s shared folder. If you specified a custom share name in step 4, the shared folder would be:

 \\DPServername\Excel
If you specified to use the default SMS package share in step 4, the shared folder will be the path specified for the distribution point in Package Status:

\\DPServername\SMSPKGx$\PackageID
In the Windows 2000 Group Policy snap-in:

10. . Publish or assign the package in the standard way, specifying the Dfs link for the package location. 

Clients that are running Windows 2000 and are targeted for the package will apply the policy using the Dfs link as the package location. The actual replicas accessed by clients will be determined using the standard Dfs resolution algorithms.

Deploying Operating Systems and Operating System Updates

Both SMS 2.0 and Windows 2000 provide solutions for deploying Windows 2000 itself, and for deploying operating system upgrades and updates. However, the unique requirements of deploying operating systems results in significantly less overlap when comparing the software deployment features available in both products for use in operating system deployment than when comparing them for more general application deployment, as covered in the previous sections of this paper. 

This section focuses specifically on the how the software deployment features in each product apply to:

· Deploying new operating systems, either to systems with no existing operating system or where the existing operating system should be completely replaced. Both operations are commonly referred to as fresh installations.

· Deploying operating system upgrades, where the existing operating system is upgraded to a new version in-place. Existing applications, settings, and data are maintained as allowed by the upgrade. 

· Deploying operating system updates, such as Service Packs or hot fixes to the operating system, where the version of the operating system is unchanged. All applications, settings, and data are maintained. 

Comparing SMS 2.0, IntelliMirror, and Remote OS Installation

The following sections compare the operating system installation, upgrade, and update features available in SMS 2.0, Windows 2000 IntelliMirror, and Windows 2000 Remote OS Installation. 

Operating System Deployment—SMS 2.0

Generally, SMS 2.0 software deployment treats operating system deployment no differently than it does application deployment, by executing command lines. In the operating system case, the command line is simply the operating system installation or update command. By treating operating system upgrades as another type of software deployment, the SMS 2.0 distribution, targeting, and installation features are all available when deploying operating systems.

The significant requirement that results from how SMS 2.0 works in this area is that an existing operating system must be installed on a resource in order for SMS 2.0 software deployment to occur. This means that SMS 2.0 can deploy both operating system upgrades (new versions) and operating system updates (service packs or hotfixes), where the existing operating system, applications, and user settings are retained. SMS 2.0 cannot deploy operating systems to clients that do not have an existing operating system, and it cannot deploy complete operating system re-installations where the existing operating system has been removed and replaced, for example by re-partitioning or re-formatting the system's hard disk as part of the installation. SMS 2.0 has specific integration with Windows 2000 Setup for enhanced status reporting, but because SMS 2.0 is packaging independent, it is also capable of deploying any other operating upgrade or update that can be controlled by a command line, and its operating system deployment features are not specific to deploying Windows 2000. 

Operating System Deployment—IntelliMirror

The method by which support for operating system deployment is provided in IntelliMirror software deployment is nearly identical to that used in SMS 2.0. By treating operating system upgrades and updates as standard packages, IntelliMirror software deployment requires Windows 2000 to be installed on a computer in order to perform operating system upgrades and updates. Any post-Windows 2000 version or service pack that is packaged using Windows Installer can be deployed to Windows 2000 clients through IntelliMirror software deployment using its standard feature set. As with non-operating system packages, scheduled installations and status reporting are not provided through IntelliMirror software deployment. 

Operating System Deployment—Remote OS Installation

The Remote OS Installation solution in Windows 2000 provides a method of installing Windows 2000 Professional that begins during the pre-boot portion of a computer’s startup, prior to the loading of any operating system that might be on the computer. This method allows the complete installation of Windows 2000 Professional onto a computer that has no existing operating system, and the complete re-installation of an operating system where any existing operating system has been completely removed and replaced, commonly known as a fresh install. 

Remote OS Installation supports two types of operating system installations, CD-based and RIPrep (Remote Installation Preparation). For both types of installations, the files that comprise the installation are referred to as an operating system image. As used by Remote OS Installation, the term image is analogous to any other software deployment package—it's the set of files necessary to carry out installation on targeted clients. 

Remote OS Installation of a CD-based image is the equivalent of a standard network-based installation of Windows 2000 Professional, except that it can be initiated during the per-boot portion of a computer's startup, and Remote OS Installation provides features to ensure that installations from CD-based images are automated and require no input from users. Remote OS Installation also supports the concept of capturing a fully configured Windows 2000 Professional operating system (including applications, data files, and customized settings) and making that operating system configuration available for installation on additional systems, even across differing hardware. Remote OS Installation refers to this process as creating RIPrep images. Using RIPrep images allows organizations to implement standard desktop configurations that simplify usage and support, and reduce cost of ownership. 

Remote OS Installation does not support deployment of upgrades or updates to existing operating systems, and cannot be used to deploy any operating systems other than Windows 2000 Professional. Like IntelliMirror software deployment, Remote OS Installation does not specifically provide distribution features, but it can leverage the use of FRS to replicate operating system packages to distribution points. Targeting for Remote OS Installation is accomplished by using ACLs on specific files within the operating system image to determine the list of possible operating system packages presented to users.

For more information about Remote OS Installation, see “Windows 2000 Remote OS Installation” in the “For More Information” section of this paper.

Comparison Summary

Because they address different aspects of operating system deployment, the software deployment features in SMS 2.0, IntelliMirror, and Remote OS Installation are complementary and without significant overlap when they are used for operating system deployment. Most organizations will have operating system deployment requirements that encompass fresh installations, updates, and upgrades, and therefore they will want the functionality of both Remote OS Installation and SMS 2.0 or IntelliMirror software deployment, the latter depending on which is used for general software deployments. Table 7 compares the various OS deployment features. In addition, some organizations might want to use SMS 2.0 to distribute operating system images used by Remote OS Installation. This is described in the next section.

Table 7. Comparing OS Deployment Features

	Operating System Deployment Feature
	SMS 2.0 Software Deployment
	Windows 2000 IntelliMirror Software Deployment
	Windows 2000 Remote OS Installation

	Installation on systems without existing OS (fresh installs)
	No
	No
	Yes

	Complete replacement of existing OS (re-installs)
	No
	No
	Yes

	Creation and installation of standard desktop images
	No
	No
	Yes

	Upgrade of existing OS 
	Yes
	Yes
	No

	Update of existing OS 
	Yes
	Yes
	No

	Distribution / Targeting
	SMS 2.0 feature set
	IntelliMirror feature set
	FRS/ACLs

	Operating systems supported
	Any OS that can be installed by using a command line
	Windows 2000 service packs and post-Windows 2000 versions
	Windows 2000 Professional


Combining SMS Distribution and Remote OS Installation Targeting and Installation

You can use SMS 2.0 to distribute the operating system images used by Remote OS Installation to multiple Remote OS Installation servers by creating an SMS 2.0 package for each Remote OS Installation image to be replicated, and then assigning the role of distribution point to each Remote OS Installation server that should receive an image. You can then distribute the image to Remote OS Installation servers by using the standard SMS 2.0 package distribution features. 

Advantages and limitations

Table 8 illustrates the advantages and limitations of using SMS 2.0 to replicate Remote OS Installation images:

Table 8. Replicating Remotes OS Installation Images with SMS 2.0

	Advantages
	Limitations

	Advanced site-to-site replication features

Package distribution status reporting

Package version tracking
	Supports CD-based Remote OS Installation images only

ACLs within a package are not directly supported

Changes to images require the entire image to be re-distributed


Understanding the Limitations of Combined Use

Although the advantages of using SMS 2.0 to distribute images to Remote OS Installation servers are attractive, be careful to understand the limitations involved:

· Supports CD-based Remote OS Installation images only. Remote OS Installation supports installation of two types of operating system images: CD-based and RIPrep. SMS 2.0 can be used to distribute only CD-based Remote OS Installation images. This is because RIPrep images contain path and filenames that exceed the maximum of 254 characters supported by the Win32 APIs that SMS 2.0 uses for copying package source files.

· ACLs within a package are not directly supported. Remote OS Installation supports the targeting of various installation images to specific users by setting ACLs on the .sif (template) files of the Templates folder within the image on Remote OS Installation servers. Access to the template files is what determines which operating system images are displayed to specific users for installation. SMS 2.0 does not maintain ACLs within package source files when it replicates the files to distribution points. However, depending on the granularity of targeting required, there are two ways to ensure that ACLs are set on Remote OS Installation images distributed with SMS 2.0, and these are described in the following section. 

· Changes to images require the entire image to be re-distributed. SMS 2.0 does not support replication of only the changes made to a package’s source files (delta replication). When a package’s source files are modified, the entire package must be re-distributed to distribution points. With large packages, such as operation system images, this can cause significant network loads to be generated. 

Setting up Packages to Support Distribution of Remote OS Installation Images with SMS 2.0

These steps assume that each Remote OS Installation server has been setup in advance of receiving images replicated by SMS, and that Remote OS Installation images will be created and verified on a test Remote OS Installation server. When the image has been fully qualified, these steps allow its distribution from the test (source) server to production Remote OS Installation servers. 

Note: By default, during Remote OS Installation Setup, every Remote OS Installation server installs a single CD-based image. If you do not want users to directly install the default image, remove or rename the template file (Ristndrd.sif) in the image’s Templates folder, but do not remove the image. The default CD-based image is required to support any RIPrep images of the same language and version installed on the server.

Use the following steps to create and configure a package for distribution of Remote OS Installation images with SMS 2.0:

To create and configure a package

In the SMS Administrator console:

1. Ensure that each Remote OS Installation server that will receive images through SMS distribution is configured as a Windows NT share site system, using the server’s existing Remote OS Installation share (\\RISservername\REMINST).
2. Ensure each site system in step 1 is configured with the distribution point role.

3. (Optional) Create one or more distribution point groups (for example, RIS Servers, RIS Servers in Main Office), to group Remote OS Installation servers for distribution operations.

4. Create an SMS 2.0 package for the CD-based Remote OS Installation image to be distributed.

5. On the Data Source tab of the SMS 2.0 package, set the package source files location to reference the source Remote OS Installation server for the image, starting at the top folder of the image:

\\sourceRISserver\reminst\setup\<language>\images\<imagename>
6. On the Data Access tab of the SMS 2.0 package, select Share Distribution Folder and enter the location into which this image should be distributed on the distribution point/Remote OS Installation server. This step is required to ensure that the SMS 2.0 package distribution features place the package in the appropriate location on the Remote OS Installation server, as required by Remote OS Installation. The location specified is relative to the Site System’s primary share (\\RISservername\REMINST):

setup\<language>\images\<imagename>
7. If targeting of the image to specific users is required, see the following section. Otherwise, you can assign the package to the desired distribution points/Remote OS Installation servers, optionally using any distribution point groups created in step 2. Distribution of the package begins immediately after a distribution point is specified, and will be available to all users performing Remote OS Installations from that server.

Supporting Targeting of Remote OS Installation Images Distributed with SMS 2.0

Remote OS Installation supports targeting though ACLs set on specific files within an image. The availability of .sif files in an image’s Templates folder to a given user determines whether or not that image is included in the list of operating systems displayed to that user when performing a Remote OS Installation. 

Although SMS 2.0 does not preserve ACLs within package source files when replicating the files to distribution points, there are three methods available for setting required ACLs when distributing Remote OS Installation images with SMS 2.0. Which option is appropriate to use depends on the level of targeting granularity required for a specific Remote OS Installation image.

Option 1: Using SMS 2.0 Package Access Accounts

The first method, using SMS 2.0 package access accounts, allows targeting of the image by setting ACLs for the entire image on the top folder of the package. This method is the simplest option, however, it does not allow setting ACLs on the specific template files within the image. Because Remote OS Installation CD-based images can contain multiple template files, each with different installation instructions, using this method means that only a single target set can be specified for all installation options associated with the image. 

Note: Changes to access accounts are applied to distribution points only when initially creating or updating the package. To avoid image replications, ensure that the required access accounts are specified for the package prior to initially assigning it to distribution points. In addition, consider using security groups rather than specific users. This allows you to make changes in access to the image without requiring replication by modifying the security group membership.

Important: The default package access account for Administrators is required for proper system operation on all packages, and should not be removed.

This method does not provide specific functionality to prevent an image from becoming available to users on a Remote OS Installation server prior to the completion of its replication. However, because the .sif files used to make images available are copied at the end of the image, the time during which an image could be available but not completely copied to the server is very small. 

Option 2: Replicating Template Files Independent of Image Replication

This method applies to template files for images that already exist on the Remote OS Installation servers, such as the Windows 2000 Professional image installed on each Remote OS Installation server by default. Only the template files are replicated, and a script is used to copy the template files to the correct location on the Remote OS Installation server and to set desired ACLs. This method allows ACLs to be specified on the individual template files. To use this method, the Remote OS Installation servers must be SMS 2.0 clients.

Use the following setups to create and configure a package to support distribution of Remote OS Installation template files only with SMS 2.0:

To create and configure a package

In the SMS Administrator console:

1. Create an SMS 2.0 package for the Remote OS Installation image.

2. On the Data Source tab of the SMS 2.0 package, set the package source files to reference the source Remote OS Installation server for the image, starting at the Templates folder of the image:

\\sourceRISserver\reminst\setup\<language>\images\<imagename>\i386\templates
3. Create a script in the Templates folder that will copy the .sif files into the proper location on the targeted Remote OS Installation servers and set the desired ACLs. See Setacls.bat in Appendix B of this paper as an example. The script must be included with the templates in the location specified for the package source files in step 2.

4. Create an SMS 2.0 program that runs the script. Configure the program to run using the SMS administrative context to ensure it has the permissions required to apply the ACLs.

5. Create an SMS 2.0 collection that contains the Remote OS Installation servers to receive the template files.

6. Assign the package to distribution points in each site that contains a targeted Remote OS Installation server. If your Remote OS Installation servers themselves will not function as distribution points, assign the package to a distribution point in each site that contains a Remote OS Installation server targeted by the collection. If Remote OS Installation servers are also functioning as distribution points, assign the package to one or more Remote OS Installation servers.

7. Create an SMS 2.0 assigned advertisement to target the program to the collection. You can make the assignment recurring (for example, daily) to run automatically and pick up any changes to the templates package, such as additional templates or changes to script that sets the desired ACLs. 

When the Remote OS Installation servers receive and run the advertisement, the script will run, copy the .sif files into the image’s Templates folder, and apply the specified ACLs.

Updates to either the package’s template files or its script requires updating the package on its distribution points and then re-running the advertised program on the targeted Remote OS Installation servers. If you create a recurring assignment in step 7, the changes to the package will be applied the next time the program is run after the package is updated on the distribution points.

Depending on requirements, a variety of possible package/program combinations can be employed to coordinate the management of the templates folders for multiple images, from a single package and program used for all images on all servers, to multiple packages and programs, each specific to a single image. 

If Remote OS Installation servers functioning as Windows NT share site systems are used as distribution points for the templates package, the files for the template package will be installed in \\<RISservername>\reminst\smspkg\<packageid> 

unless a custom distribution folder is specified on the package’s Data Access tab.

Option 3: Distributing Images and Template Files

This method combines portions of the first two options to allow the distribution of the Remote OS Installation image, the distribution of the templates for the image, and the ability to set granular ACLs on the image’s template files.

To distribute an image, the template for an image, and set ACLs

On the source Remote OS installation server:

1. Move the template files (*.sif) for the image from the Templates folder to outside the image itself on the source Remote OS Installation server. Do not move the remaining files in the Templates folder.

In the SMS Administrator console:

2. Create two packages, one for the image itself and one for its templates. 

3. Create the image package as described in option 1, without modifications to the package’s access accounts. 

4. Create the template package as described in option 2, referencing the new location of the template files created in step 1 as the package source location.

5. Add additional checks to the script used in the template package to accommodate the package’s not having been replicated yet when the script is run. If using a recurring assignment to run the template program, lack of the image existing can simply cause the program to terminate, and it will continue to run on its recurring interval.

Using this method, the Remote OS Installation image will be distributed to the specified distribution points/Remote OS Installation servers using standard SMS 2.0 distribution features. After the distribution of the image has been completed, the script program will be run by the Remote OS Installation server, copying the template files and setting the specified ACLs. The image will then be available for use in Remote OS installations.

Summary

To summarize the relationship of the overall systems management solutions and the software deployment features of SMS 2.0 and Windows 2000, consider the following points:

· The Windows 2000 platform provides important new management infrastructure and great new management solution features. Many of the management infrastructure services in the Windows 2000 platform, such as Active Directory and Group Policy, provide functionality in important new areas. The IntelliMirror and Remote OS Installation management solutions provide a base set of management features included with the Windows 2000 platform. Many individual features, such as user settings and data management, provide substantial new management functionality, which will be of value to all organizations.

· The only overlap between the management solutions provided in the Windows 2000 platform and the advanced management solutions in SMS 2.0 is in software deployment. With the exception of software deployment, the management features in the Windows 2000 platform and SMS 2.0 are complementary, and organizations will benefit from using both. When you are considering software deployment solutions, choose between SMS 2.0 and Windows 2000 IntelliMirror based on features and requirements.
· Use Windows 2000 management solutions if appropriate. If your organization does not require advanced software deployment or other advanced management functionality provided by SMS 2.0, then the management solutions provided in the Windows 2000 platform will provide you with a complete feature set. 
· Use SMS 2.0 if you have advanced management or software deployment needs. If your organization requires advanced software deployment features (extended client support, full distribution, inventory-based targeting, scheduled installations, status reporting), or requires other management functions beyond what is provided in the Windows 2000 platform, use SMS 2.0.

For More Information

For more information about SMS, check out our Web site at http://www.microsoft.com/smsmgmt/default.asp
SMS 2.0 Software Development Kit

http://msdn.microsoft.com/downloads/sdks/platform/platform.asp
Additional Web Site Information

Microsoft Back Office ® 4.5 Resource Kit
Available in bookstores or online at

http://mspress.microsoft.com/
Windows 2000 Management Services

http://www.microsoft.com/windows2000/library/technologies/management/default.asp
Windows 2000 Server Resource Kit
http://www.microsoft.com/windows2000/library/resources/reskit/default.asp
Windows 2000 Remote OS Installation

http://www.microsoft.com/windows2000/library/howitworks/management/remoteover.asp
http://www.microsoft.com/windows2000/library/planning/management/remoteos.asp
Windows 2000 IntelliMirror

http://www.microsoft.com/windows2000/library/howitworks/management/intellimirror.asp
Software Installation and Maintenance White Paper

http://www.microsoft.com/windows2000/library/howitworks/default.asp
Windows 2000 Group Policy

http://www.microsoft.com/windows2000/library/howitworks/management/grouppolicyintro.asp
http://www.microsoft.com/windows2000/library/howitworks/management/grouppolicy.asp
Windows Installer

http://www.microsoft.com/msdownload/platformsdk/instmsi.htm
http://www.microsoft.com/windows2000/library/howitworks/management/installer.asp
Deploying Windows Installer Setup Package with SMS White Paper

http://www.microsoft.com/smsmgmt/deployment/deploymsi.asp
Active Directory/SMS Collection Synchronization Tools

http://www.microsoft.com/smsmgmt/downloads/default.asp
Appendix A: Active Directory Container/SMS Collection Synchronization Tools

The Active Directory/SMS collection synchronization tool are provided as examples of how the automation interfaces available for Active Directory (ADSI) and SMS 2.0 (the SMS 2.0 SDK) can be used to automate the creation and maintenance of SMS collections based on domains and organizational units in Active Directory. Because these utilities are examples, they are not designed to be complete solutions in all cases. The source code to the utilities is provided and is organized so that it can be easily reused in solutions that are customized to individual organization’s needs. To download the Active Directory container/SMS collection synchronization tools, see the “For More Information” section in this paper.

Microsoft provides script, macro and other code examples for illustration only, without warranty either expressed or implied, including but not limited to the implied warranties of merchantability and/or fitness for a particular purpose. These samples are provided 'as is' and Microsoft does not guarantee that the following script, macro or code can be used in all situations. Microsoft does not support modifications of the script, macro or code to suit customer requirements for a particular purpose. While Microsoft support engineers can help explain the functionality of a particular script function, macro or code example, they will not modify these examples to provide added functionality, nor will they help you construct scripts, macros or code to meet your specific needs. If you have limited programming experience, you may want to consult one of the Microsoft Solution Providers. Solution Providers offer a wide range of fee-based services, including creating custom scripts. For more information about Microsoft Solution Providers, call Microsoft Customer Information Service at (800) 426-9400.
How the Active Directory Synchronization Tools Work

The tools are broken into two utilities: an Active Directory Discovery Agent (ADDisc), and a Collection Synchronization Manager (CollSync). 
Active Directory Discovery Agent (ADDisc)

ADDisc works the same way as the other discovery agents that are supplied with SMS 2.0: it creates Discovery Data Records (DDRs) and supplies them to the SMS site. When the DDRs are processed by SMS, records are added to the SMS site database for new resources, and the records for existing resources are updated with the new DDR’s information. ADDisc creates its DDRs by taking a starting location in Active Directory as input and using the ADSI interfaces to traverse Active Directory, creating a DDR for the objects it finds. The DDRs contain only two properties, the object’s unique name and the distinguished name of the object’s location within Active Directory. 

ADDisc is designed to work in addition to the existing SMS 2.0 user, user group, and system discovery methods in use at an organization, simply adding the directory location property to the properties discovered by the other discovery methods. After running ADDisc, you will see a new discovery property (DirectoryLocation) for each of the discovered resources. Resources discovered by ADDisc that have not previously been discovered by other methods will still be created, but they will contain only the DirectoryLocation property. 

Because ADDisc supplies only a single discovery property in its DDRs, discovery of system resources through ADDisc alone does not supply enough information to trigger a client installation through the Windows NT Remote Client Installation method. Discovery processes based on the samples in ADDisc could be implemented to work with remote client installation directly (without requiring additional discovery processes) if the discovery process can supply the data required to trigger a remote installation, such as IP address and IP subnet mask, which is used to determine site assignment. 

Collection Synchronization Manager (CollSync)

The CollSync tool automates the process of creating collections that match the organizational units created in Active Directory. It does so by taking starting locations in both Active Directory and the SMS collection hierarchy, traversing Active Directory, and creating collections to match the organizational units it finds. Collection links are also created to assemble the new collections in a hierarchy structure that matches the one found in Active Directory. 

CollSync ties back to the discovery data provided ADDisc by creating membership rules for each collection it creates. The membership rules specify a DirectoryLocation value equal to that of the collection’s matching Active Directory container. After the collections’ membership is updated, it will contain the same members as its matching container in Active Directory. 

As with the discovery methods supplied in SMS 2.0, ADDisc should be run on a recurring interval, generating new DDRs to reflect changes to the discovered resources. CollSync should also be run on a regular interval to detect changes made to the organizational units within Active Directory, and apply those changes to the set of SMS collections it manages. Both utilities support recurring operation through SMS software distribution.

Requirements

· Systems Management Server 2.0 with Service Pack 2 or later installed

· Windows 2000 Server configured with an Active Directory domain

· Visual Basic 6.0 is required to re-use and compile the samples

Installation

Install the utilities by running Adsync.exe on a SMS site server running SMS 2.0 SP2 or later and Windows 2000. The site server computer must be a member of the Active Directory domain, but it can be either a member server or a domain controller. The utilities do not support running on systems other than the SMS site server. The installation process will copy the files to the specified location, perform the necessary .dll registrations, and create default configuration settings in the registry for the current user.

Using the Samples

After installation, use the following steps to configure and run the samples. Further details on general usage issues, the overall features supported by the samples, and suggested areas of customization are also included.

1. Run ADDisc.exe. 

2. Edit the default Active Directory starting location setting to specify the desired starting location within Active Directory. The Active Directory starting location can be either a domain or an organizational unit, specified in LDAP distinguished name format (see “Features supported in the samples” later in this paper). To set the default Active Directory starting location setting used, modify the following registry key:

HKEY_CURRENT_USER\Software\VB and VBA Program Settings\ADDisc\Settings

3. Click Start.

4. After ADDisc finishes, update the membership in an SMS collection that will contain resources discovered in Active Directory (for example, All Users or All Systems), and confirm that resources discovered in Active Directory by ADDisc now contain a DirectoryLocation property in their discovery data. Figure 1 shows a system resource that contains the DirectoryLocation property: 
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Figure 1. System resource showing DirectoryLocation property.

5. Create a temporary collection in the SMS site.

6. Run CollSync.exe. 

7. Edit the default Active Directory starting location setting to specify the desired starting location within Active Directory. The Active Directory starting location can be either a domain or an organizational unit, specified in LDAP distinguished name format (see “Features supported in the samples” later in this paper). To set the default AD starting location setting used, modify the following registry key:

HKEY_CURRENT_USER\Software\VB and VBA Program Settings\CollSync\Settings
8. Edit the default SMS starting collection, and enter the name of the temporary collection created in step 5.

9. Click Start.

10.  After CollSync finishes, update the membership of the specified starting collection, and specify to update the membership of all sub-collections. 

11.  Expand the temporary collection and verify that collections have been created to match the OU (organizational unit) structure in Active Directory. Verify that the new collections contain the same members as their corresponding Active Directory OUs.

Usage Details 

Typically, you should run both utilities at the synchronization interval you want. Most changes to collections require updated discovery data to have their potential changes in membership accurately reflected. 

Both utilities were designed to be run on a recurring basis using SMS software distribution. By targeting the site server with a recurring assignment, the utilities will be run on a configurable schedule. Status for the utilities’ running is available using the normal advertisement status features in the SMS Administrator console.

If you are using SMS software distribution to run the utilities on a recurring basis, the account used to run the programs must be granted appropriate permissions in both the SMS site and in Active Directory.

CollSync requires a system, user, and user group resource to be discovered by ADDisc before it will be able to successfully create its membership rules. This is because the membership rules created by CollSync reference the DirectoryLocation discovery property, which will not exist for the user, user group, and system resource classes until ADDisc-generated DDRs have been processed by the SMS 2.0 site, which results in the new property being added to the existing resource classes. If you experience errors in CollSync while creating membership rules, ensure that ADDisc has discovered at least one resource of the type specified in the CollSync error. 

Features Supported in the Samples

The following points detail the general features supported by the samples: 

· Both ADDisc and CollSync work specifically with user, user group, and system objects. Other object types can exist in Active Directory, but they are not processed.

· CollSync can detect the following changes to one or more organizational units within Active Directory and apply the same changes to the matching collections:

· Adding OUs

· Deleting OUs

· Renaming OUs

· Moving OUs to a new location in the directory

· The required Active Directory starting location parameter can be specified as either a domain or a domain and an OU. In all cases, all OUs under the starting location are processed. The starting location must be specified using LDAP distinguished name syntax. Figures 2 and Table 9 show a sample Active Directory configuration, possible valid starting locations, and the resulting containers that would processed:

[image: image4.wmf] 

Figure 2. Sample Active Directory configuration

Table 9. Possible starting locations and resulting behavior

	Starting location
	DN syntax
	Containers processed

	Reskit.com domain
	DC=Reskit, DC=com
	Reskit.com domain

Domain Controllers OU

Groups OU

Accounts OU

Headquarters OU

Production OU

Marketing OU

Resources OU

Desktops OU 

Laptops OU

Servers OU

	The Accounts OU 
	OU=Accounts, DC=Reskit, DC=com
	Accounts OU

Headquarters OU

Production OU

Marketing OU

	The Marketing OU
	OU=Marketing, OU=Accounts, DC=Reskit, DC=com
	Marketing OU


· Silent operation. Both utilities can operate with their GUI or in silent mode depending on the setting off the Silent option in the registry. When in silent mode, an install status MIF is generated to indicate success or failure status. 

· Configuration settings can be stored in the registry. ADDisc and CollSync both attempt to read their configuration settings from the following location in the registry:

HKEY_CURRENT_USER\Software\VB and VBA Program Settings\program\Settings 

Where program is ADDisc or CollSync. The following settings are supported:

ADStartingLocation

CollectionStartingLocation (CollSync only)
Silent (True/False)

· Automation interfaces for creating DDRs and install status MIFs. The SMS 2.0 Software Development Kit (SDK) shipped a DLL for creating Discovery Data Records (DDRs), SMSrsgen.dll. The version of SMSrsgen.dll shipped with these samples is updated to address a timing problem in the SDK version that occurs when multiple DDRs are created. These samples also include additional DLLs to provide automation interfaces for both SMSrsgen.dll (SMSrsgenctl.dll), and Ismif32.dll (Ismifcom.dll), the DLL used for creating install status MIF files on SMS clients. The automation interfaces allow simpler use of the functions contained in the original DLLs from within Visual Basic and scripting languages such as VB Script and Jscript. Both SMSrsgenctl.dll and Ismifcom.dll require their corresponding DLLs in order to work.

Suggested Areas of Customization

While the samples provide functionality that demonstrates many of the possibilities available in combining the SMS 2.0 SDK and ADSI, there are several areas they specifically do not address:

· Integration with the SMS Administrator Console. The SMS 2.0 SDK provides information on how to extend the menu options available within the SMS Administrator Console. Such extensions can receive context information from the SMS Administrator Console, for example the object from which the utility was launched. 

· Further discovery methods. These samples illustrate a specific application of using the Active Directory as a source for additional discovery data, however nearly any source could be used. 

· Allow operation on systems other than the SMS 2.0 site server. It may be convenient or even required to execute utilities such as these on systems other than the actual SMS site server. Issues to consider when doing so include supplying credentials in the connection to the SMS 2.0 site and the Active Directory. The DLLs used to generate DDRs require operation on either a SMS 2.0 site server or a SMS 2.0 client.

· Provide a stand-alone discovery method. ADDisc is designed to operate in addition to the existing SMS 2.0 discovery methods, returning a single additional discovery property. If desired, additional discovery methods can be designed to operate stand-alone by supplying all necessary discovery properties for a resource. 

· Processing of additional resource types. ADDisc and CollSync work specifically with user, user group, and system resource types. However, the Active Directory can contain many other resource types that may be valuable to include in the SMS 2.0 database.

Appendix B—Sample Script for Setting ACLs on Remote OS Installation Images

@echo off

: SETACLS.BAT

: Sample script to set Access Control Lists on Remote OS Installation images

: via Systems Management Server 2.0

: Copyright (c)2000 Microsoft Corporation, All Rights Reserved

:Image 1


set imagename=win2000.2195.pro


set location=\\%COMPUTERNAME%\reminst\setup\english\images\%imagename%\i386\templates


: Verify the image has been replicated to the server



if not exist %location%\ntldr. goto :End


: Copy the template files into the image



xcopy *.sif %location% /Y


: Use CACLS.EXE to reset the ACLs on each template file,


: always grant full control to administrators.


: Skipping a .SIF leaves the default ACL of available to everyone



: skipping RISTNDRD.SIF


: For accountants.sif, grant Read access to Accountants group 


: and Full access to Administrators group


: Redirect input from a file containing "Y<CR>" to automate



CACLS %location%\"accountants.sif" /P accountants:R administrators:F <y > nul


: Process additional .SIF files for image 1...

:End

