Lab 4: Best Practice and Tools in Microsoft Exchange 2003 Server
Objectives

After completing this lab, you will be able to:

· Comparing Best Practices from Microsoft with the configuration on your Exchange Environment.
· Monitoring User activities.
· Using Benchmarking tool to test how your server responds to mail workload.

· Verifying the Performance and Stability of the Disk Subsystem.
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Estimated time to complete this lab: 60 minutes
Exercise 1 Using Microsoft Exchange Best Practices Analyzer (ExBPA) version 2.1a
The Microsoft Exchange Server Best Practices Analyzer Tool automatically examines a Microsoft Exchange Server deployment and determines whether the configuration is set according to the recommended best practices. You can install the Microsoft Exchange Server Best Practices Analyzer Tool on a client computer that is running Microsoft .NET Framework 1.1.

1. Switch to VPC image name EXBE01.

2. Ensure network adapter name IMAP4 Network were disable, click Start and select Settings and click Network Connections.


3. If status of network adapter name IMAP4 Network is enabled, right click and select Disable.

Note: Because IMAP4 Network adapter, establish the communication to IMAP4 Server in Lab1 this interface allow only IMAP4 Protocol, hence ExBPA may report some error message to avoid this issue we need to disable this interface.
4. Double click Desktop Short cut name “Shortcut to Tools”.
5. Explore installation file name: ExBPA.msi, double click to start installation screen.
6. In Installation Wizard screen, click Next.
7. In End User License Agreement, read all text in this screen(, click I agree, and then click Next.
8. In Installation Directory, leave default configuration click Next.
9. In Data Directory, leave default configuration click Next
10. In Completing the Installation Wizard, click Launch.
11. When ExBPA run in first time, it will try to check for update knowledge (if server able to browse the internet, it will automatic download latest XML file contain update knowledge), click Cancel this check link.

Note: You can disable check for update by uncheck Check for updates on startup.
12. Check Go to welcome screen to perform health check.
13. Click Select options for a new scan.
14. In Active Directory Server; type EXBE01 and click Connect to the Active Directory Server.

Note: In real world scenario, Active Directory Server (Domain Controller) will host in separate server. You need to type name of Domain Controller in this text box.

15. ExBPA will gather information about Exchange Organization from Active Directory and show list of servers group by Administrative Group. Ensure EXBE01 are checked to include in this scan.
16. In label for this scan type Hot Lab – Scan.

17. Under Specify the scope for this scan, select or clear the check boxes to specify the exact combination of servers you wish to scan.

By default, the tool runs a health check against all Exchange servers in your organization.

18. In the Select the speed of the network to adjust estimated time value list, select the network connection speed, if needed.

This sets the underlying timeouts for data gathering and should be set to the speed of the slowest network for your chosen scope of servers to scan.

19. Click Start scanning, and wait while the tool does the rest of the work.

The progress is displayed for individual servers as they are scanned. Depending upon the speed of the network and the number of servers in the scope, the overall scan can take several hours to complete. The tool is multi-threaded, so up to 50 servers can be in progress at any one time.

20. The scanning result will shown in screen as Completed, click View a report of this Best Practices scan.
21. The default view of report will shown Critical Issues List, and we are expected to see two critical issues:
a. Virtual PC detected

b. Database backup critical

Click subject in each item to see description and how to resolve each issue. ExBPA will open Help file and explain more detail with resolution.
22. Switch to ExBPA Tool, select report name Full Issues List. You will see list of issues: Critical, Warning and Information, explore detail of each issue.
23. Switch to ExBPA Tool, select report name Non-Default Settings. You will see list of issues: Critical, Warning and Information, explore detail of each issue.

24. Explore another report to make sure your server following best practices.

25. Close ExBPA.

Exercise 2 Using Exchange User Monitoring Tool (ExMon)
Exmon for the first time allows an Exchange administrator the ability to see in amazing detail the performance of an Exchange server.  Shown on a user by user basis, Exmon allows you to see how much CPU, latency, network traffic, and disk each user on an Exchange server consumes.  It can be run in almost realtime (minute by minute analysis) or over longer (multiple-hour) capture periods.  Exmon also 'bubbles' up data sent back to the Exchange server from Outlook 2003 and higher about the user's actual experience, showing the actual RPC (network+server) latency and even the name of the process talking to the Exchange server (so you can see ActiveSync usage and other 3rd party MAPI applications).  The data Exmon exposes is the 'raw' data that many of the Exchange Performance counters use in calculating the running averages.  


Note: ExMon is supported on Exchange 2000 Server SP2 and higher, or Exchange Server 2003 SP1.
1. Switch to VPC image name EXBE01.

2. Double click Desktop Short cut name “Shortcut to Tools”.

3. Explore installation file name: ExMon.msi, double click to start installation screen.

4. In Installation Wizard screen, click Next.

5. In End User License Agreement, read all text in this screen(, click I agree, and then click Next.

Note: Who can select I Disagree option and able to install ExMon please contact speaker we have a big gift for you(.

6. In Installation Directory, leave default configuration click Next.
7. Let the installation process complete and click Finish.
8. Using ExMon by using Windows File Explorer and browse the directory c:\Program Files\Exmon\ and double click file Exmon.exe.
9. The ExMon will show current MAPI communication from clients, in case the does not show any thing, switch back to RemoteUser Machine and Open Microsoft Outlook 2003 and click Send/Receive.

Note: In case you already close RemoteUser Machine and ISA Server VPC, do not worry you can see the result from next exercise.
10. Leave ExMon running, we will see more transaction in next exercise.
Exercise 3 Using Exchange LoadSim 2003 (LoadSim)

LoadSim 2003 is a tool that simulates the performance load of MAPI clients. It is useful for administrators who are sizing servers and validating a deployment plan. Specifically, LoadSim helps determine if each of your servers can handle the intended load.
Important   LoadSim should be used only in test environments that have no connection to the production environment. This tool should not be used in a production environment, an environment that is mission-critical, or one that contains important information of any kind anywhere in the network.

LoadSim creates numerous user mailboxes to create the simulated mailbox load. Because mailboxes must be part of a domain user's account, the LoadSim tool therefore creates numerous domain user accounts to support these user mailboxes. 
Because the tool creates these accounts in bulk, it assigns the same password to all user accounts. As this most likely does not conform to your organization's security requirements, to mitigate any risk this might present, it's recommended that this tool be used only on isolated test networks that do not have connectivity to your production network. 

Because load simulation works by consuming system resources, LoadSim is not appropriate for use on production networks because it could interfere with production operations by competing for those resources.
1. Switch to VPC image name EXBE01.

2. Double click Desktop Short cut name “Shortcut to Tools”.

3. Explore installation file name: LoadSim.msi, double click to start installation screen.

4. In Installation Wizard screen, click Next.

5. In End User License Agreement, click I agree, and then click Next.

6. In Installation Directory, leave default configuration click Next.

7. Let the installation process complete and click Finish.
Installing System Monitor Counters for LoadSim 2003

8. Click Start, click Run, and then type cmd to open a command prompt.

9. Navigate to the folder in which you installed the LoadSim software (for example, type cd “c:\program files\Loadsim”).


10. At the command prompt, type unlodctr loadsim. This command removes any previous versions of the LoadSim counters. This command does not return a status, but it logs an entry in Event Viewer.


11. At the command prompt, type lodctr lsperf.ini. This command loads the new System Monitor counters. This command does not return a status, but it logs an entry in Event Viewer.


12. Open Windows Explorer and navigate to c:\program files\loadsim.


13. Copy Lsperf.dll into c:\windows
14. Click Start, click Run, and then type perfmon.msc.


15. In Performance, press Ctrl-I the Add Counters dialog box will appear.


16. In Add Counters, under Performance object, verify that the System Monitor objects LoadSim Action and LoadSim Global are displayed.
17. Select LoadSim Action in performance object and Select All Instances then click Add button, click Close button.
18. Leave Performance Monitor Running
Edit Domain Security Policy to create LoadSim 2003 test account
19. Click Start, Programs, Administrative Tools, Domain Security Policy.
20. Under Security Settings, expand Security Settings, Account Policies, Password Policy, clear following policy:
a. Enforce password history: Not Defined
b. Maximum password age: Not Defined
c. Minimum password age: Not Defined
d. Minimum password length: Not Defined
e. Password must meet complexity requirements: Not Defined
f. Store passwords using reversible encryption: Not Defined
21. Close Security Snap-in.

22. Click Start, click Run, and then type cmd to open a command prompt.

23. Type gpupdate and press Enter.
Create Topology in LoadSim 2003
24. Using LoadSim by using Windows File Explorer and browse the directory c:\Program Files\LoadSim\ and double click file LoadSim.exe.

25. In LoadSim 2003 click menu Configuration and select Topology Properties

26. After Topology Properties dialog appear, in Servers Tab expand EXBE01 in left-pane side and select First Storage Group, and then double click Mailbox Store in right-pane side. Type number of users to test = 5.

Note: You can put the number more than 5 but be careful the performance of EXBE01 VPC will give you a slow response

27. Select Security and Credentials Tab, assign password of new crated account by type P@ssw0rd in both password and verify password text box. And ensure the credentials choose Login to users using the account LoadSim is running on.
28. Select Distribution Lists Tab, adjust values from following options:
a. DLs per site: 20
b. Minimum DL size: 2
c. Average DL size: 5
d. Maximum DL size: 10
29. Select Public Folders Tab, adjust values from following options:

a. Root-level folders: 1
b. Total number of subfolders: 10
c. Depth:

i. Min: 1
ii. Avg: 5
iii. Max: 10
d. Messages

i. Min: 5
ii. Avg: 20
iii. Max: 30
30. Click Ok to finish.
31. In LoadSim 2003 click menu Configuration and select Test Properties
32. In Duration of simulation, select Forever (stop test manually),
33. Click Add button, and explore the following parameter:

a. Server: EXBE01
b. Protocol: Outlook
c. User type: MMB3
d. First User: 0
e. Number of users: 5
f. Client Machine: EXBE01

Click Ok
34. Select new created instance EXBE01, and click Customize Tasks, in this properties you can customize the behavior of user usage and able to adjust test parameter, click Ok to close this dialog, and click Ok to close.
35. In LoadSim 2003 click menu Run and select Create Topology.

36. In LoadSim 2003 click menu Run and select Initialize Test, for warning message click Yes, and wait until initialize tasks is finish.

Note: During waiting for LoadSim initialize mailboxes and public folder, you can see status of resources usage by switch to ExMon and Performance Monitor.
This process will be finish within 6 minutes (in test machine).

37. In LoadSim 2003 click menu Run and select Run Simulate.

Note: From this stage you can leave the server running and keep monitor server resource usage from LoadSim 2003. Keep this server running for 10 minutes.

38. In LoadSim, from the Run menu, click Stop Now.
39. Browse to c:\program files\loadsim\ looking for file name lsperf.log right-click and select Open With, in Open With dialog select Notepad and click Ok button.

40. To understand the Lsperf.log, you must understand the meaning of the fields and actions used in that log (below Table).
	Field
	Description

	Date/Time
	The date and time of the action generated.

	Action
	The mail action generated by LoadSim. Possible values include FORWARD, READ, RESOLVE NAME, SUBMIT, DELETE, and CHANGE.

	Time (ms)
	The time, in milliseconds, that it took the complete the action.

	Unique ID
	A unique identifier generated by LoadSim and assigned to this action.

	Weight
	The weight assigned to an action. Weights are intended to reflect the most common actions a user performs. Certain actions have a weight of zero, such as RESOLVE NAME, because they are generated as part of another action; RESOLVE NAME is part of the action of sending mail. These weights are used to calculate the weighted averages and percentile response time for various actions.

	Module
	Contains the value outl, which signifies the LoadOut module.


Exercise 4 Using Microsoft Jetstress

The Microsoft® Exchange Server 2003 is a disk-intensive application that requires a fast, reliable disk subsystem to function correctly. Jetstress (JetStress.exe) is a tool that helps administrators verify the performance and stability of the disk subsystem before putting their Exchange server into a production environment. 

Jetstress helps do this by simulating the Exchange disk input/output (I/O) load. Specifically, Jetstress simulates the Exchange database and log file loads produced by a specified number of users. You use System Monitor, Event Viewer, and the Eseutil tool with Jetstress to verify that your disk subsystem meets or exceeds the established performance criteria.
1. Switch to VPC image name EXBE01.

2. Close all opened System Performance Manager. And click Start, select Run type perfmon and click Ok.

3. In Performance, press Ctrl-I the Add Counters dialog box will appear.

4. In Add Counters, under Performance object, select Physical Disk and Add following counting:

a. Physical Disk->Average Disk sec/Read->Instances (Because there should be almost no reads to the log drives, the average for this value should be less than 20 ms, with a Maximum no higher than 50 ms.)


b. Physical Disk->Average Disk sec/Write->Instances (Log disk writes are sequential, so Average Write latencies should be below 20 ms, with a Maximum no higher than 50 ms (.050).)


c. Physical Disk->Disk Bytes/Sec->Instances (Informational counter to provide log throughput statistics)


d. Physical Disk->Disk Writes/Sec->Instances (Informational counter to provide log throughput statistics)


e. Physical Disk->Disk Reads/Sec->Instances (Because all log activity should be writes for this test, this counter should be below ten on average. If it is higher, the drive is most likely being used by another application).

Click Close button.

5. Explore to the folder c:\ExAllTools\JetStress, Explore application name: JetStress.exe, copy to c:\Program Files\Exchsrvr\bin.

6. Click Start, select Run type cmd and click Ok.
7. In command prompt type cd c:\program files\exchsrvr\bin and press Enter.
8. In c:\program files\exchsrvr\bin, type jetstress and press Enter.
9. JetStress will create EDB database, during JetStress generate stress test on Disk I/O, switch to Performance Monitor and see the status.
Additional Information:
· Get the latest updates, service packs, add-ins, tools for Exchange http://www.microsoft.com/exchange/downloads/2003/default.mspx
