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Abstract
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Introduction

The Microsoft® Windows® Server 2003 family builds on the foundation of Windows 2000, letting you increase the value of your existing investments while lowering overall computing costs. Easier to deploy, configure, and use, Windows Server provides centralized, customizable management services to reduce total cost of ownership (TCO).

Change and Configuration Management

Change and configuration management features first introduced with the Active Directory® service in Windows 2000 have been improved. Group Policy, in particular, includes several key improvements that will make it easier to use and manage. For example, with Resultant Set of Policy (RSoP) you can quickly assess and test policy changes before deploying them throughout the network. The new Group Policy Management Console (GPMC), designed as an add-on component to the Windows Sever family, will significantly ease the way you manage Group Policy by bringing together policy-related functionality in one place. Policy features that deliver extensive cost-saving benefits in managing the network will be easier to deploy, manage, and use. 

Secure

The Windows Server family was designed to make it easier to both manage security and protect the network from outside threats. Software restriction policies protect your computing environment from untrusted software by allowing you to specify the software that is permitted to run. And when updates are released, a new infrastructure is available for administrators to acquire and centrally manage software updates. Because many corporations do not want their systems or users going to an external source for updates without first testing these updates, Microsoft is providing a version of Windows Update for installation inside your corporate firewall. Microsoft Software Update Services (SUS) allows customers to install a service on an internal Windows 2000 or Windows Server-based server that can download all critical updates as they are posted to Windows Update. Administrators can also receive e-mail notification when new critical updates have been posted.

SUS allows administrators to very quickly and easily deploy the most critical updates to their servers as well as desktop computers running Windows 2000 Professional or Windows XP Professional.  SUS is currently available as an add-on to Windows 2000 Server. For more information, see the SUS Web site at http://www.microsoft.com/windows2000/windowsupdate/sus/default.asp.
Command-line Support 

The Windows Server family provides a significantly enhanced command-line infrastructure, allowing you to perform most management tasks without using a graphical user interface. Of special importance is the ability to perform a wide range of tasks by accessing the information store enabled by Windows Management Instrumentation (WMI). This WMI command-line (WMIC) feature provides a simple command-line interface that interoperates with existing shells and utility commands and can be easily extended by scripts or other administration-oriented applications. Overall, the greater command-line functionality in the Windows Server family combined with ready-to-use scripts rivals the power of other operating systems often associated with higher cost of ownership. Administrators accustomed to using the command line to manage UNIX or Linux systems can continue managing from the command line in the Windows Server family. 

Powerful Deployment Tools and Services

Improvements in the Windows Server family make it easier to manage deployment and migration.  Remote Installation Services (RIS) has been extended to give you greater flexibility and precision in deploying specific configurations across the network. User state migration is more powerful, giving you the ability to efficiently migrate files and settings for large numbers of users. Windows Installer eases the process of customizing installations, updating and upgrading applications, and resolving configuration problems. 

Microsoft Management Solutions

While the Windows Server family provides the base infrastructure for managing a Windows network, additional solutions may be necessary to meet the demands of complex networks. Microsoft Systems Management Server (SMS) supports software installation scenarios where scheduling, inventory, reporting, status, and support for installation across a wide area network (WAN) are required. Other management products are recommended for advanced tasks such as Microsoft Operations Manager for enterprise-class event and performance management and Microsoft Application Server for deployment and management of high-availability Web applications.

Learning More 

Many resources are available for administrators seeking the skills and knowledge to effectively manage Windows-based networks. The upcoming Windows Server Resource Kit will provide detailed guidance on performing specific tasks across a wide range of areas. And the Help and Support Center available from the Start Menu delivers product documentation as well as links to articles or information about updates. 

This paper provides a technical overview of management services in Windows Server and shows administrators and decision makers how they can take advantage of the cost saving capabilities of change and configuration management and explore the advanced capabilities afforded by command-line management and other management features.  

Change and Configuration Management 

The Windows Server family offers change and configuration management features that respond to users' needs for reliable operating environments, enabling a more highly managed infrastructure. This has become increasingly important as workers collaborate on complex projects in the enterprise-computing environment, a change that has greatly altered the way work gets done. The distributed office is replacing the traditional corporate model of desktops or terminals as productivity stations. 

Within the distributed office, users need a consistent, reliable computing experience, including a well-configured operating system, up-to-date applications, and data that is consistently available — regardless of where they are working. To succeed, an IT department must cost effectively meet the needs of a variety of users on a corporate network. This requires responding to various factors that require change in an IT environment including: 

New operating system and applications. 

Updates to operating systems and applications. 

New hardware. 

Configuration changes. 

New business requirements. 

New users. 

Security influences. 

Managing this change can be viewed as a continuous cycle as shown in Figure 1 below. 
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Figure 1. Change and configuration management process.
Implementing change and configuration management features will help you accomplish the following:

Lower TCO by:

· Reducing downtime and costs associated with disaster recovery.

· Reducing labor costs associated with inefficient client installation and configuration.

· Reducing data loss due to hardware failure.

Increase productivity by:

· Providing data availability even when network resources are unavailable.

· Allowing applications to be remotely installed and upgraded.

· Having users' applications, data, and settings available to them regardless of where they work.

Change and configuration management is addressed in greater detail in the IntelliMirror section of this paper. 

Note: The Software Installation feature of Group Policy is suitable for simple software deployments. However, for software installation scenarios where scheduling, inventory, reporting, status, and support for installation across a wide area network (WAN) is required, Microsoft recommends using Systems Management Server 2.0 (SMS). For more information, see the section in this paper, Using Systems Management Server or visit the Systems Management Server Web site at http://www.microsoft.com/smsmgmt/.

Managing Security

Using Security Templates 

Security templates enable you to create security policy for your network. A single point of entry where the full range of system security can be taken into account, security templates do not introduce new security parameters; they simply organize all existing security attributes into one place to ease security administration. 
Importing a security template to a GPO eases domain administration by configuring security for a domain or organizational unit at once. 

Security templates can be used to define:

Account Policies 
· Password Policy 

· Account Lockout Policy 

· Kerberos Policy

Local Policies 

· Audit Policy 

· User Rights Assignment 

· Security Options 

Event Log: Application, system, and security Event Log settings 

Restricted Groups: Membership of security-sensitive groups 

System Services: Startup and permissions for system services 

Registry: Permissions for registry keys 

File System: Permissions for folders and files 

Each template is saved as a text-based .inf file. This enables you to copy, paste, import, or export some or all of the template attributes. With the exceptions of IP Security (IPSec) and public key policies, all security attributes can be contained in a security template.

New and Predefined templates

With each Windows Server family or Windows XP operating system there are a set of predefined templates created for different levels of security to suit your organization. 
There are several predefined templates that can help you to secure your system based on your needs. These templates are for:

Reapplying default settings. 

Implementing a highly secure environment. 

Implementing a less secure but more compatible environment. 

Securing the system root. 

Setup security.inf allows you to reapply default security settings; this template is created during setup for each computer and must be applied locally.

You can create a new security template with your own preferences or use one of the predefined security templates. Before making any changes to your security settings you should understand what the default settings of your system are and what they mean.

Software Restriction Policies

Software restriction policies address the need to regulate unknown or untrusted software. With the rise in the use of networks, the Internet, and e-mail for business computing, users find themselves exposed to new software in a variety of ways. Users must constantly make decisions about running unknown software. Viruses and Trojan horses often intentionally misrepresent themselves to trick users into running them. It is difficult for users to make safe choices about which software they should run.

With software restriction policies, you can protect your computing environment from untrusted software by identifying and specifying which software is allowed to run. You can define a default security level of unrestricted or disallowed for a GPO so that software is either allowed or not allowed to run by default. You can make exceptions to this default security level by creating rules for specific software. For example, if your default security level is set to disallowed, you can create rules that allow specific software to run. 

Software restriction policies consist of the default security level and all the rules that are applied to a GPO. Software restriction policies can be applied across a domain, to local computers, or to individual users. Software restriction policies provide a number of ways to identify software, and they provide a policy-based infrastructure to enforce decisions about whether the identified software can run. With software restriction policies, when users execute programs, they must adhere to the guidelines set up by administrators.

With software restriction policies, you can: 

Control the ability of programs to run on your system. For example, if you are concerned about users receiving viruses through e-mail, you can apply a policy setting that does not allow certain file types to run in the e-mail attachment directory of your e-mail program. 

Permit users to run only specific files on multi-user computers. For example, if you have multiple users on your computers, you can set up software restriction policies in such a way that users do not have access to any software but those specific files that are necessary for their work. 

Decide who can add trusted publishers to your computer. 

Control whether software restriction policies affect all users or just certain users on a computer. 

Prevent any files from running on your local computer, organizational unit, site, or domain. For example, if your system has a known virus, you can use software restriction policies to stop a computer from opening the file that contains the virus.

Note: Software restriction policies should not be used as a replacement for antivirus software.

Windows Update

Millions of users each week use Windows Update as a way to keep their Windows systems up-to-date. Windows Update allows a user to connect to www.windowsupdate.com, where their computer is evaluated to see which updates need to be applied to keep their system up-to-date, as well as any critical updates that will keep their system safe and secure. Windows Update also extends these services with Critical Update Notification and Automatic Updates.

Specifically, Windows Update provides the following:

Microsoft Windows Update Services Catalog site. Administrators can download specific patches and drivers for distribution via SMS or other management tools. For more information, see http://windowsupdate.microsoft.com/catalog.

Windows Update Consumer site. Designed primarily for consumers or users in a lightly managed network environment, this Windows Update site delivers updates to individual computers accessing the Web site. This feature can be turned off or managed via Group Policy. For more information, see http://windowsupdate.microsoft.com.

Auto Updating. Administrators can automatically download and install critical updates such as security patches, high impact bug fixes, and new drivers when no driver is installed for a device. AutoUpdate helps IT managers better manage the deployment and installation of critical software updates as well as consolidate multiple reboots into a single one. Compatible with corporate hosted software update servers as explained below, AutoUpdate provides administrators with greater control of updates. Automatic updates can be configured automatically over the Internet or administered in-house. 

Dynamic Update. Dynamic Update is designed to deliver emergency fixes to address any issues at setup time such as new drivers that are required but not available on the CD. 

Driver Services. Windows Server enables administrators to get the latest certified drivers to users through Web sites and integration with device manager and Plug and Play services. 

Microsoft Software Update Services
Because many corporations do not want their systems or users going to an external source for updates without first testing these updates, Microsoft is providing a version of Windows Update for installation inside your corporate firewall. Microsoft Software Update Services (SUS) allows customers to install a service on an internal Windows 2000- or Windows Server-based server that can download all critical updates as they are posted to Windows Update. Administrators can also receive e-mail notification when new critical updates have been posted.

SUS allows administrators to very quickly and easily deploy the most critical updates to their servers as well as desktop computers running Windows 2000 Professional or Windows XP Professional. This solution includes the following features:

Microsoft Software Update Services. This is the server component installed on a computer running Windows 2000 Server or Windows Server inside your corporate firewall. It synchronizes with the Windows Update site to deliver all critical updates for Windows 2000 and Windows XP. The synchronization can be automatic or completed manually by the administrator. When the updates are downloaded, you can test the updates in your environment and then decide which updates to approve for installation throughout your organization. 

Automatic Updates client. This is the client component for installation on all of your Windows 2000- or Windows Server-based servers as well as computers running Windows 2000 Professional or Windows XP Professional. This enables your servers and client computers to connect to a server running SUS and receive any updates. You can control which server each client should connect to as well as schedule when the client should perform all installations of critical updates—either manually or via Group Policy and Active Directory. 

Staged deployment. This is achieved by having multiple servers running SUS. You can have one server in your test lab where you can publish the updates. If these clients install correctly, you can configure your other servers running SUS to publish their updates. In this way, you can ensure that new changes do not break your standard desktop operating environment. 

Server-to-server synchronization. Because you may need multiple servers running SUS inside your corporation in order to bring the updates closer to your desktops and servers for downloading, SUS allows you to point to another server running SUS instead of Windows Update, allowing these critical software updates to be distributed around your enterprise. 

SUS and Other Microsoft Management Solutions
SUS is focused on getting critical updates for Windows 2000, Windows XP, and Windows Server inside your corporate firewall as quickly as possible. Many customers today can keep their systems secure by using electronic software distribution solutions—such as Systems Management Server (SMS)— for complete software management, including responding to security and virus issues. These customers should continue using these solutions. Microsoft will be adding security-patch improvements to SMS in the third quarter of 2002, allowing SMS customers to know, via inventory, which computers require updates and then deploy these updates quickly and easily. 
For more information, see Securing IT with Systems Management Server at  http://www.microsoft.com/smserver/evaluation/overview/secure.asp.

Choosing a Solution
For advice on choosing a solution, see Choosing a Security Update Management Solution. 

For more information about Software Update Services, see the Software Update Services Web site at http://www.microsoft.com/windows2000/windowsupdate/sus/default.asp.
For more information about Systems Management Server see the section in this paper, Using Systems Management Server, or visit the Systems Management Server Web site at http://www.microsoft.com/smsmgmt/.

IntelliMirror

IntelliMirror® management technologies is a set of powerful features for change and configuration management. IntelliMirror combines the advantages of centralized computing with the performance and flexibility of distributed computing.

IntelliMirror ensures that users’ data, software, and personal settings are available when they move from one computer to another, and persist when their computers are connected to the network. Also, administrators can use RIS to perform remote installations of the operating system. Many IntelliMirror features rely on Group Policy, which in turn requires Active Directory. Active Directory is included with Microsoft Windows 2000 Server and with the Windows Server family. 

Most of the IntelliMirror features in Windows XP and the Windows Server family are also available in Windows 2000. You can use IntelliMirror in a network that uses all or any of these operating systems. However, improvements in the features that were added for Windows XP, Windows Standard Server, Windows Enterprise Server, and Windows Datacenter Server provide greater flexibility in administering computers and user accounts in your network. 

The features of IntelliMirror increase the availability of a user’s data, personal computer settings, and computing environment by intelligently managing information, settings, and software. Based on policy definitions, IntelliMirror is able to deploy, recover, restore, and replace user data, software, and personal settings in a Windows 2000- or Windows Server-based environment. 

Essentially, IntelliMirror provides users with “follow-me” functionality for their personal computing environment. Users have constant access to all of their information and software, regardless of which computer they are using and whether or not they are connected to the network, with the assurance that their data is safely maintained and available.

IntelliMirror allows an administrator to set policy definitions once and be confident that the policy will be applied without further administrative intervention. 

At the core of IntelliMirror are three features: 

User Data Management. You use this feature to manage files, documents, spreadsheets, workbooks, and other information that people create and use to perform their jobs. By redirecting specific user data folders, such as the My Documents folder to a network location, and then making this location available to users for offline use, users can access their data at any location on or off the network.

User Settings Management. You use this feature to centrally define the computing environment for various groups of users and computers. You can also easily restore user settings in case of computer failure. User settings include both personal preferences and centrally defined customizations of the operating system desktop environment and applications. Settings can include language settings, desktop layout, and other user preferences. Users' customized settings can be made available wherever they log on.

Software installation and maintenance.  You use this feature to install, configure, repair, or remove applications, Service Packs, and operating system upgrades. You can assign or publish software to users or computers. Assigning or publishing to a user provides the applications to that user regardless of where the user logs on to the network. Assigning to computers makes the application available to all users of the targeted computer. The latter is useful for common applications that all users will need, such as productivity and antivirus software. When assigning an application, you can choose to have the application installed in full when the user logs on, or on demand--when the user invokes the applications or specific parts of them. If the application is configured to be installed on demand, it appears installed to the user; however, the software does not actually install until the first time the user selects it. Using this option can significantly reduce the time it takes to deploy desktop configurations to multiple users, many of whom do not need to use all the possible features included in a particular program. On the other hand, the full install option, available in Windows Server, is useful for specific groups of users such as frequent travelers who might require all available applications to be fully installed before they travel. When you publish an application, the user can install it on their computer through Add or Remove Programs in the Control Panel. In either case, applications follow users or computers, making the same applications available at any computer that a user logs on to.

IntelliMirror features can be used separately or all together, depending on the business or organizational requirements. Alternatively, you may restrict users’ data and settings from being available at all times due to network configuration issues, security concerns, or corporate standards. 

From an organizational point of view, overall cost compared to benefits is of great concern. IntelliMirror features are designed to deliver new benefits, while reducing system administration. The majority of IntelliMirror features are designed to keep users working productively, while enabling centralized administration and thus reducing administrative intervention and associated costs.

The new level of centralized management made possible with IntelliMirror allows organizations to accomplish their change and configuration management goals more easily because the entire organization can be viewed and altered from the single view of Active Directory. Both administrators and users benefit, resulting in lowered computing costs with improved productivity.

Improved Policy Management

IntelliMirror contains several important new features that give administrators powerful tools for managing users and computers. 

Group Policy Management Console 

Expected to be available as a free add-on to Windows Server, the Group Policy Management Console (GPMC) will provide the new framework for managing Group Policy. With GPMC, Group Policy becomes much easier to use, a benefit that will enable more organizations to better utilize Active Directory and take advantage of its powerful management features. 

For example, GPMC enables backup and restore of GPOs, import/export and copy/paste of GPOs, reporting of GPO settings and RSoP data, use of templates for managed configurations, and scriptability for all GPMC operations. 

In addition, GPMC lets you manage Group Policy for multiple domains and sites within a given forest, all in a simplified user interface with drag-and-drop support. And with cross-forest trust, you can manage Group Policy across multiple forests from the same console. GPMC can manage Group Policy for Windows 2000 or Windows domains. 

Cross-Forest Support 

While Group Policy Objects can only be linked to sites, domains, or organizational units (OUs) within a given forest, the cross-forest feature in Windows Server 2003 enables several new scenarios that Group Policy supports. 

For example, it is possible for a user in forest A to logon to a computer in forest B, each with their own sets of policy. Alternatively, settings within a GPO can reference servers in external forests, for example software distribution points. Windows Server Group Policy successfully supports these interoperability scenarios.

Resultant Set of Policy (RSoP)
The RSoP tool in Windows Server allows you to see the effect of Group Policy on a targeted user or computer. With RSoP, you have a powerful and flexible base-level tool to plan, monitor, and troubleshoot Group Policy. 

RSoP is an infrastructure and tool in the form of MMC snap-ins enabling you to determine and analyze the current set of policies in two modes: logging mode and planning mode. In logging mode, you can assess what has applied to a particular target. In planning mode, you can see how policies would be applied to a target and then examine the results before deploying a change to Group Policy. 

RSoP is enabled by WMI by leveraging WMI’s capability to surface data from a variety of sources. An MMC-based tool hosts snap-in extensions displaying results based on a given target.  A targeting wizard sets the scope used by the RSoP tool. The wizard guides an administrator through the steps necessary to create an appropriate target, generate RSoP data, and start the RSoP tool to use that data.

WMI Filtering

WMI makes a large amount of data, such as hardware and software inventory, settings, and configuration information, available for a target computer. WMI surfaces data from the registry, drivers, file system, Active Directory, Simple Network Management Protocol (SNMP), the Windows Installer service, structured query language (SQL), networking, and Exchange Server. WMI filtering in Windows Server allows you to dynamically determine whether to apply a GPO based on a query of WMI data. These queries (also called WMI filters) determine which users and computers receive the policy settings configured in the GPO where you create the filter. This functionality lets you dynamically target Group Policy based on the properties of the local machine. Here are some sample properties you might use when constructing WMI filters:
Services – computers where dynamic host configuration protocol (DHCP) is turned on.

Registry – computers that have this registry key populated.

Hardware inventory – computers with a Pentium III processor.

Software inventory – computers with Visual Studio® .NET installed.

Hardware configuration – computers with network interface cards (NICs) on interrupt level 3.

Software configuration – computers with multi-casting turned on.

Associations – computers that have any service dependent on systems network architecture (SNA) service.

Ping – computers that can ping a specific server in less than 100 milliseconds.

For detailed examples of WMI filters, see Appendix B. 

Administrative Templates

Enhancements to the Group Policy Snap-in

Policy settings are more easily understood, managed, and verified with Web-view integration in the Group Policy Editor. Clicking on a policy instantly shows the text explaining its function and supported environments such as Windows XP-only or Windows 2000. This makes it easier for you to click through various policies and better assess how to achieve a Group Policy goal. This explain-text has been expanded in the Windows Server family to include help text for categories of policies such as the Start Menu and Taskbar. 

New Policy Settings

The Windows Server family includes more than 160 new policies. These new policies allow you to control the behavior of numerous features including:

Terminal Server.

Application compatibility.

Networking such as SNMP, Quality of Service (QoS), firewall, and dial-up connections.

DNS logon.

Roaming user profiles and Group Policy.

Control Panel.

Windows Media™ Player.

“Supported on” Designation

Distinguishing whether policies work on Windows 2000, a particular Service Pack, or Windows Server is made easy with the “supported-on” keyword included in the administrative template (.adm) file for each policy.  Administrators or users can search for policies based on these keywords and see only those policies that work on a specific version of the operating system. Explanations of each policy begin with a statement verifying which version of the operating system supports the policy.

Improved User and Settings Management

Redirecting My Documents to Home Directory

Through Group Policy, you can redirect a user’s My Documents folder to the user’s home directory. This aids in transitioning users from a legacy deployment of home directories to the My Documents model while maintaining compatibility with the existing home directory environment.
New User Profiles Policies 
The Windows Server family includes several new policies to allow more flexible configuration of user profiles, including polices to disable user profiles on a per-machine basis and the ability to configure "read-only" profiles. 
Software Deployment

Full-Install at Logon of User-Assigned Applications

Available from Software Settings in the Group Policy snap-in, the Application Deployment Editor (ADE) is updated for Windows Server with the new full-install option. Full-install allows a user-assigned application to be installed completely at logon, instead of on demand. This is useful for certain groups such as mobile users who need to have all parts of a program installed while traveling away from the network. 

64-bit Software Deployment Support

This feature provides support for 64-bit software deployment with Group Policy. New options in the ADE aid in determining if 32-bit applications should be deployed to 64-bit clients. The ADE also allows existing deployments of Windows 2000 to be managed with the same level of functionality provided by the Windows Server family. 

This is useful if an administrator is planning to deploy a 32-bit Windows Installer package to a group of users with 64-bit systems. The administrator knows the 32-bit package works correctly on 64-bit computers and uses the new “Make 32-bit x86 Windows Installer Application Available to IA64 machines” option in ADE, to deploy it to all users.

RIS and IntelliMirror 

You can combine RIS with IntelliMirror features such as user documents and settings, Software Installation, and Group Policy, to improve the efficiency of computer management in your organization and reduce the number of technical support service calls. The following sections provide an overview of how you can use IntelliMirror and Remote Installation to improve your management processes, including:

Improving user data management.

Improving user settings management.

Simplifying software management.

Streamlining the computer setup process.

For more information about RIS, see the section in this paper, Deployment Tools and Services.
Improving User Data Management

Data availability is a leading concern for most organizations. What happens to user data when a hard disk fails? Who ensures that users back up their files on a timely basis? Too often, user data backups are not performed, and important files are lost if the user's hard disk fails. 

Other data availability concerns include whether or not users have access to their data if they move to a different computer on the network, or are only intermittently connected to the network. With IntelliMirror user data management features, you can ensure that users can access their data from any computer wherever they log on, whether online or offline. You can back up user data centrally and provide fast computer replacement in disaster recovery situations.

Using Data Management

When you implement IntelliMirror user data management, users can access their data from any computer running Windows 2000 Professional (or later operating system) on the corporate network. In addition, if a user takes network-based resources offline, any changes made while offline are synchronized when the user reconnects to the network.

With user data management, you can ensure that users' data is always available to them in the following ways: 

· Administrators can provide improved protection of user data by ensuring that local data is also redirected or copied to a network share, providing a central location for administrator-managed backups. This capability helps to enforce corporate directives such as placing all important data on servers.

· Administrators can ensure that the most up-to-date versions of a user's data reside on both the local computer and on the server. Because local caching maintains data on the local computer even when it is disconnected from the network, data is readily available to the user, even when working offline.

· Data can “follow” a person when the person roams to another computer on the network. This provides increased accessibility because people can use any computer on the network to access their data. 

Implementing user data management relies on some or all of the following technologies:

Active Directory

Group Policy

RSoP

Roaming user profiles

Folder redirection

Offline Files

Synchronization manager

DFS (Distributed File System)

EFS (Encrypting File System)

Disk quotas

The user's data follows the user because the data is stored in specified network locations. You can manually configure which files and folders are available or configure them through Group Policy.

The network files that a user works with when online are automatically cached on that user's computer and available when the user is offline. The master version of the file is stored on a server. The best method to make users' data follow them is to redirect specific user data folders, such as the My Documents folder, to a network location through Group Policy. You then make this location available to the users for offline use. When a user saves a file to the My Documents folder, the file is actually saved on the network location, and the local computer is synchronized with the network copy. Synchronization, which can be transparent to the user, ensures that users have access to the same files whether they are working online or offline. 

Identifying Needs Checklist
In order to identify the potential benefits of the user data management features in Windows 2000 and Windows Server, you should first document your needs in these areas:

Your organization's existing backup procedures for user data.

The consistency with which your organization's backup procedures for user data are performed.

The types of employees who regularly use more than one computer and how improved data access would enhance their job performance.

The amount of time and money spent recovering and recreating data when hardware or software problems cause a computer failure.

The potential amount of lost revenue to the organization if a catastrophic loss of user data occurs.

The need for users to take server-based data with them to work away from the office.

After you have identified your needs, you can determine which user data management features are most useful for your organization.

Improving User Settings Management

In most organizations, new users and existing employees who change computers often need help from the IT department to initially configure their computers. With IntelliMirror user settings management, administrators can centrally define computing environments for groups of users and computers so that users automatically get the correct configurations for their jobs. Also, administrators can restore user settings if a computer fails as well as ensure that users’ desktop settings follow them if they roam to another computer.

Using Settings Management

With user settings management, you can:

Reduce support calls by providing a preconfigured desktop environment appropriate for the user's job.

Save time and costs for computer replacement.

Help users be more efficient by automatically providing their desktop environment, no matter where they work. 

The settings you can manage include:

Desktop configurations.

Security settings.

Language settings. 

Application settings.

Scripts (for computer startup and shutdown and user logon and logoff). 

These configurations and settings make up a user's profile. This information is stored on every local computer for each user that has logged on to that computer. You can also redirect any of the special folders in a user profile to a network share. Then the same user profiles are available wherever a user logs on. 

You use the following technologies to implement user settings management:

Active Directory

Group Policy

Offline folders

Synchronization manager

DFS

Folder redirection

Roaming user profiles 

User settings, like user data, can follow the user, regardless of where that user logs on. You use Group Policy settings to customize and control users' computing environments and to grant or deny the users the ability to customize their own computing environments. These settings can be applied to both users and computers. When users have permission, they often customize the style and default settings of their computing environment to suit their needs and work habits. Settings contain three basic types of information: user and administrative information, temporary information, and data specific to the local computer. For example: 

User settings include items such as Internet Explorer favorites, cookies, and the Outlook( Express personal Web address book or background bitmap.
Temporary information includes items such as the user's personal Internet Explorer cache. 

Local computer settings include items such as the folders and files marked for offline use.

Temporary and local computer information typically should not roam with a user; this can cause unnecessary overhead, and differences between computers could disrupt the roaming function. When you use roaming user profiles to manage user settings, Group Policy ensures that only vital user and administrative settings information is retained, while temporary and local computer settings are dynamically and appropriately regenerated as required. This minimizes the amount of information that must be stored and transferred across the network, while still allowing users to have a similar experience on any computer that they log on to. 

Identifying Needs Checklist
Document the following information for your organization:

The number of new users who join the organization on a monthly basis.

The most common user interface-related support calls handled by IT support staff.

The key links and configuration options (such as scripts, language settings, and user interface specifications) that might be useful to new users and help reduce support calls.

The number of users who roam among multiple computers within the organization.

This information can help you outline the business benefits of implementing IntelliMirror user settings management.

Simplifying Software Management

There are a number of challenges in providing software to users. Some of these include:

Users need a wide variety of applications to perform their jobs. Different users require different applications. As a result, many large organizations support hundreds, often thousands, of software applications. Administrators must efficiently deploy these applications to the users who need them.

An organization's software application needs evolve over time. New applications and new versions of applications become available offering features and functionality that were not available before. Enhancements such as new user templates, or Service Packs that become available between full version upgrades, also must be deployed from time to time. 

Users are promoted or change jobs and need several new applications. At the same time, they no longer need some of the applications that were required to do their old jobs. Or users move to a computer in another location and expect to have their key applications available to them. Administrators have to support and manage these rapidly changing software requirements as well.

User productivity is enhanced when users have all of the software applications that will enable them to perform their jobs efficiently. It is also important that administrators track applications that are no longer being used, or are out-of-date, and make sure they are phased out. The IT department has to determine when to stop supporting software that is no longer useful. You can ask users to stop using certain applications and remove applications that are outdated. In some cases, the best solution is to remove the obsolete application rather than incur the compatibility issues and other problems that can result from its continued use. 

All of these application management tasks can be extremely labor intensive, which is why many organizations want to automate them for large groups or even for all client computers at one time.

Using Software Installation and Maintenance

You can use the software installation and maintenance feature of IntelliMirror to install software applications at computer startup, user logon, or on demand. You can also use this feature to upgrade deployed applications, remove earlier applications that are no longer required, and deploy Service Packs and operating system upgrades. They can ensure that a person cannot install any software from local media, such as a CD-ROM or disk.

This feature also provides for the following situations: 

If a user inadvertently deletes files from an application it will repair itself.

If a user moves from one computer to another their software will always be available to them.

If a user does not have an application installed on their computer and they try to open a document associated with that application, the application will automatically be installed and the document will open.

Implementing software installation and maintenance uses some or all of the following Windows technologies:

Active Directory

Group Policy

Windows Installer

Add or Remove Programs 

In addition the following items are optional:

DFS

File replication service (FRS)

You use Group Policy to define software installation options that specify which applications are to be deployed, upgraded, or removed from a computer. You can apply software installation policies to groups of users or to groups of computers, depending on your organization's needs. There are two methods by which you can install applications on users' computers: assigning and publishing. 

Deploying software through Group Policy requires applications to use the Windows Installer service, which provides much more than just the capability to install applications. It also protects the integrity of the application against inadvertent mishaps with local files. For example, if a user attempted to use a copy of Microsoft Word that was missing some essential files, the Windows Installer service would reinstall the files from the install point, the next time that the application is launched.

In addition, Windows Installer-based applications that are deployed using Group Policy can install with elevated privileges, meaning users don’t have to be administrators on their local machines to install software that you, as a network administrator, want them to have.

Application repair follows the same logic as on-demand installation. Whenever an application authored by Windows Installer is invoked, the Windows Installer service checks to ensure that the appropriate files are available; if required, files or settings are repaired automatically. For more information, see the Windows Installer section of this paper, . 
Assigning Applications 

You can assign applications to either a user or a computer using Group Policy. When you assign applications to a computer, the application is automatically installed the next time the computer is started. When you assign applications to a user with Group Policy, the administrator can choose to either have the application installed on-demand when the user selects the application or in-full when the user next logs on:

On Demand. If the application is installed on demand, the user's computer is set up with a Start menu shortcut, and the appropriate file associations are created in the registry. To the user, it looks and feels as if the application is already present. However, the application is not fully installed until the user needs the application. When the user attempts to open the application or a file associated with that application, Windows Installer checks to make sure that all the files and parameters of the application are present for the application to properly execute. If they are not present, Windows Installer retrieves and installs them from a predetermined distribution point. Once in place, the application opens. 

Full Install. The full-install option is useful for specific groups of users such as frequent travelers who might require all available applications to be fully installed before they travel. With full install, a user’s applications are installed at logon. 
Assigning applications makes them resilient — they are available no matter what the user does; for example, if the user removes an application, it will automatically be reinstalled on demand. 

Publishing Applications 

When you publish an application, it appears in Add or Remove Programs in Control Panel. Users can choose to install published applications. Installation can also be configured to occur automatically when a user attempts to open a file that requires a specific published application. You publish applications when the software is not absolutely necessary for users to perform their jobs.

In order to obtain the full benefits of publishing technology, all published applications should be authored to install using the Windows Installer service. Although you can still publish non-Windows Installer service applications using .ZAP files, you won’t get the benefits of elevated privileges as explained earlier, and of course, you won’t get the benefits of using Windows Installer either. 

A .zap file is a text file that provides a pointer to the setup package, which enables the application to be listed in Add or Remove Programs. 

Identifying Needs Checklist
To identify the potential benefits of the software installation and maintenance feature of IntelliMirror for your organization, first identify your organization's specific needs, such as:

How users find the applications they need to do their jobs.

How many applications are used in your organization.

How applications in your organization are installed, upgraded, and removed.

How often the IT department has to install, upgrade, or remove applications.

How long it typically takes for the IT department to help the user repair their broken applications.

With this information, you can begin to document the ways in which IntelliMirror can improve your application installation processes.

Streamlining the Computer Setup Process 

When a user needs a new computer — whether the person is new to the organization, the existing computer has failed, or it is simply time for a hardware upgrade — IT departments have had to spend a great deal of time preparing and installing the operating system and basic applications. This often involves a lengthy in-person support call to the user's office. 

To support the computer setup process, Administrators need a way to:

Return users to productive work more quickly.

Significantly reduce the frequency and length of related support calls—or even eliminate these service calls altogether.

Remote Installation helps you significantly reduce the amount of labor required to deploy a new operating system on a computer. The entire process is policy-based and can be accomplished without on-site technical support.

Using Remote Installation

You can use the Remote Installation feature to perform a new installation of Windows on Preboot eXecution Environment (PXE) remote boot-enabled client computers throughout your organization. An administrator does not have to visit the new computer to install a new operating system and core applications. You can provide a customized, fully automated installation process from a remote source. When the computer is turned on, the user presses F12 to initiate the operating system install process. The computer then starts from a network server that supports RIS. After the user logs on, RIS can install either of the following: 

The network equivalent of a CD-based installation of Windows. 

An operating system image (referred to as an RIPrep image) that can include preconfigured applications such as word processing and e-mail.

You use the following technologies to implement Remote Installation:

Active Directory.

Group Policy.

DNS.

DHCP.

RIS.

For more information about how Remote Installation works, see the section Scenarios for Using IntelliMirror and Remote Installation.

Identifying Needs Checklist
To identify your organization's needs, begin by documenting:

The number of new operating system installations performed by the IT department on a daily, weekly, or monthly basis. 

The amount of time currently required for a manual installation.

The amount of time currently required if the installation process is partly automated.

The amount of time required if Remote Installation is used.

The cost of downtime to your users.

With this information, you can begin to establish the productivity benefits for support staff and users provided by Remote Installation.
Command-Line Management

Windows Server includes improved command-line management tools that allow you to complete most tasks without having to use a graphical user interface. This can increase efficiency for administrators desiring to use command-line functionality who want to automate common tasks. More than 60 new command line tools are available in the Windows Server family. These include tools to manage key features such as Print servers, Internet Information Services 6.0 (IIS 6.0), and Active Directory. 

Command-line management in Windows Server provides the following benefits:

Ready-to-use. Solutions are ready to use "out of the box" with little or no extra coding required. All tools have a consistent, standard syntax with easy access to command-line documentation (/? Help text) as well as a comprehensive HTML Help file, ntcmds.chm (available from the Help and Support Center).
Support for Remote management. All new tools support remote server operation via the /S parameter (remote system name, for example, “/S MyServer”) as well as run under Telnet and Terminal Services, enabling fully remotable command-line management.

Scriptable. You can use batch files or scripts at the command line to create customized management solutions and automate common tool usage. 

For a list of new command-line tools see Appendix A. 

Using the Command Shell 

The command shell is a separate software program that provides direct communication between the user and the operating system. The non-graphical command shell user interface provides the environment in which you run character-based applications and utilities. The command shell executes programs and displays their output on the screen by using individual characters similar to the MS-DOS® command interpreter Command.com. The Windows Server operating system command shell uses the command interpreter “Cmd.exe,” which loads applications and directs the flow of information between applications to translate user input into a form that the operating system understands.

The command shell provides many advantages that improve management efficiency. For example, you can:

Use the command shell to create and edit batch files (also called scripts) to automate routine tasks. For example, you can use scripts to automate the management of user accounts or nightly backups. 

Use the command-line version of Windows Script Host, CScript, to run more sophisticated scripts in the command shell. 

Perform operations more efficiently by using batch files instead of the user interface. Batch files accept all commands that are available at the command line. 

Customize the command prompt window for easier viewing to increase control over how you run programs. 

Windows Management Instrumentation Command Line

The WMI command line (WMIC) provides a simple command-line interface to WMI. WMIC lets you take advantage of WMI to manage computers running Windows. WMIC interoperates with existing shells and utility commands and can be easily extended by scripts or other administration-oriented applications. 
WMIC allows you to: 

Browse the WMI schemas and query their classes and instances, as well as to call and execute methods, usually using "aliases", or "friendly names”, which make WMI more intuitive. 

Work with the local computer, remote computers, or multiple computers in a single command. 

Customize aliases and output formats to suit your needs. 

Create and execute scripts based on WMIC. 

WMI providers are available to allow WMI to manage a wide variety of hardware components, operating system subsystems, and application systems. WMIC can be used with all the schemas implemented by those WMI providers. 

WMIC can be used from any computer running Windows XP Professional or member of the Windows Server family to remotely manage any computer with WMI that is a Windows domain member. WMIC does not have to be available on the remotely managed computer in order to manage it. 

WMIC Scenarios

Here are some examples of using WMIC to ease tasks: 
Local management of a computer. You are at the computer and use the WMIC command to manage it. 

Remote management of a computer. You are at one computer and use WMIC to manage another computer. 

Remote management of multiple computers. You are at on one computer and use WMIC to manage multiple computers with a single command. 

Remote management of a computer (using a remote session). You use a remote sessioning technology (such as Telnet or Terminal Services) to connect to a remote computer and manage it with WMIC. 

Automated management using administrative scripting. You use WMIC to write a simple management script (batch files) to automate the management of a computer (local, remote, or multiple computers). 

Using WMIC Aliases

The WMI infrastructure is accessible to you as you use WMIC through intermediate facilitators called aliases. Aliases are friendly names used to capture the features of a WMI class that are relevant to some specific task such as disk or network administration. Aliases can be used to provide better names for WMI classes, properties, and methods, or to arrange properties in useful output formats. The output formats can include specific property values or can be formatted in a manner appropriate to some specific presentation strategy or function. For example, an alias might have a "BRIEF" format that will list only property values essential for the identification of the objects visible through the alias. Management data is retrieved in XML format and processed by built-in or custom XSL output formats. 
Deployment Tools and Services 

Windows Server includes new technologies and features that ease the task of deployment.

Remote Installation 

The Remote Installation Services feature simplifies the task of installing an operating system on computers throughout an organization. It provides a mechanism for computers to connect to a network server during the initial boot process, while the server controls a local installation of any of the following operating systems:

Windows XP Professional

Windows Web Server
Windows Standard Server 

Windows Enterprise Server 
64-bit version of Windows Enterprise Server (RISetup only)
Windows 2000 Professional 

Windows 2000 Server 

Windows 2000 Advanced Server 

Computers without any resident operating system can connect to a networked server during initial startup, and the server performs a local installation of the operating system. It uses RIS during initial startup before the resident operating system, if any, loads. RIS can be used to either install the correct configuration of the operating system on a new computer, or to restore a failed computer to a known operating system configuration. With RIS, computer hardware connected through a LAN finds a networked RIS server and requests installation of a new copy of the operating system appropriately configured for the user and computer. 

Remote Installation Services

As discussed earlier in this paper, RIS is designed to simplify operating system and application management in a variety of ways and to improve failure recovery.

For example, you can use RIS to set up client computers remotely without requiring the installation CD at those client computers. With RIS, you can install an operating system on a remote boot-enabled client computer by simply connecting the local computer to the network, starting the remote client computer, and then logging onto the network with a valid user account. 

You can use RIS servers using RISetup and Remote Installation Preparation (RIPrep) to deploy all versions of Windows 2000, Windows XP Professional, and all versions of Windows Server (except Windows 2000 Datacenter and Windows Datacenter Server.) In addition, you can use RIS servers using RISetup to deploy the 64-bit version of Windows Enterprise Server. 

Automated deployment is further enhanced with tighter security and improved performance to major components in RIS, such as the Trivial File Transfer Protocol (TFTP), and HAL filtering to ensure that images are recognized only be machines with a compatible Hardware Application Layer (HAL). 

You can save more time with the OS Choice wizard, which can run in its entirety without administrator intervention. These and other improvements in RIS were designed to enable faster and more efficient automated deployment, resulting in lower TCO.  

User State Migration 

Migrating files and settings for multiple users in a corporate environment is made easier with the User State Migration Tool (USMT). USMT gives you command-line precision in customizing specific settings such as unique modifications to the registry. 

USMT allows you to fully customize specific settings such as unique modifications to the registry. USMT is designed for administrators only; individual users do not need to use USMT. In addition, USMT requires a client computer that is connected to a domain controller running Windows 2000 Server or later. 

Benefits of USMT

USMT reduces the cost of deploying the operating system by addressing each of the following areas:

Migration technician costs.

Employee downtime re-personalizing the desktop.

Employee downtime finding missing work files. 

Help desk calls assisting employees with re-personalizing their desktop. 

Employee ramp-up time on the new operating system. 

Employee satisfaction with the migration experience.

USMT is driven by a shared set of INF files that can be modified by administrators or OEMs. In virtually all cases, when using USMT for automated migration, administrators will want to modify the INFs to better handle their unique environment and needs. 

What’s in USMT

USMT consists of two executable files, ScanState.exe, LoadState.exe, and four migration rule information files: Migapp.inf, Migsys.inf, Miguser.inf, and Sysfiles.inf.
ScanState.exe collects user data and settings based on the information contained in Migapp.inf, Migsys.inf, Miguser.inf and Sysfiles.inf. LoadState.exe deposits this user-state data on a computer running a fresh (not upgraded) installation of Windows XP Professional. 

Additional INF files can be created for additional migration requirements. With no modification to default settings, USMT migrates:

Internet Explorer settings 

Outlook Express settings and store 

Outlook settings and store 

Dial-up connections 

Phone and modem options 

Accessibility 

Classic desktop 

Screen saver selection

Fonts 

Folder options 

Taskbar settings 


Mouse and keyboard settings 

Sounds settings 

Regional options 

Office settings 

Network drives and printers 

Desktop folder 

My Documents folder 

My Pictures folder 

Favorites folder 

Cookies folder 

Common Office file types

It is easy to modify what is included in the state that ScanState.exe collects. The tool can be instructed to collect or leave specified files, folders, registry entries, or registry subtrees. 

Table 1. User State Migration Tool Requirements

	Type of system
	Requirements

	Source system
	Windows 95, Windows 98, Windows NT® Workstation 4.0, Windows 2000 Professional, or Windows XP.
Access to the intermediate store.

	Intermediate store
	Storage based on data to be migrated. IT administrators are advised to test the amount of space needed for their environment.

	Target system
	Windows XP Professional.
Access to the intermediate store. 

Appropriate amount of drive space to receive the user-state data.


Windows Installer 

Managing software applications in a corporate environment has traditionally burdened organizations with high costs. Now with Windows Installer, you can greatly simplify the process of customizing installations, updating and upgrading applications, and resolving configuration problems. 

Windows Installer manages shared resources, enforces consistent file version rules, and diagnoses and repairs applications at runtime. The result: significantly lower TCO for managing applications.  

Before the development of Windows Installer, software applications used various setup technologies, each of which contained unique installation rules for each application. At times, the applications did the wrong things at setup time. For example, an earlier version of a particular file might be installed over a newer version. Utilizing multiple setup technologies makes it difficult to maintain accurate reference counts on shared components for the many applications installed on a computer. As a result, installing or removing applications might break other applications.

Using Windows Installer, the operating system implements all of the proper installation rules. To adhere to those rules and to avoid the problems described in the preceding paragraph, an application needs only to describe itself in a Windows Installer package. Windows Installer then performs the installation tasks for each application, which can help you prevent or minimize common installation problems.

What’s New in Windows Installer 

Windows Server introduces new features that can increase the security of information in your organization and enhance the usability and manageability of Windows Installer. 

64-bit Support

Windows Installer is implemented as a native 64-bit service in 64-bit editions of Windows Enterprise Server and Windows Datacenter Server. This service handles the installation of both 32-bit and 64-bit applications. Applications that are 64-bit are packaged in specially marked 64-bit Windows Installer packages. These packages enable installation of both 32- and 64-bit components.

Software Restriction Policies

The increased role of the Internet in business increases security threats to your network from viruses. Using software restriction policies, you can protect your computer environment from suspect code by identifying and specifying the applications that are allowed to run. The system identifies each application by using a hash rule, a certificate rule, a path rule, or an Internet zone rule. 

Windows Installer packages, patches, and transforms are affected by software restriction policies. The levels established for configuring whether to allow users to run a piece of code are either "unrestricted" or "restricted." In particular, Windows Installer only runs packages that you set at the "unrestricted" level. If any transforms or patches are involved in an installation, you must set them to run at the "unrestricted" level for the installation to succeed.

If you configure a software restriction policy to run a package at a level other than "unrestricted," Windows Installer displays an error message explaining that a policy is in place that prevents this application from being installed. Windows Installer also logs an event in the application Event Log.

The system evaluates the software restriction policy when you first install an application, when you apply a new patch, or when Windows Installer needs to re-cache the installation package for an application. You can apply software restriction policy to all Windows Installer packages for administrators and non-administrators. 

Scenarios for Using IntelliMirror and Remote Installation

The following examples illustrate how change and configuration management features improve the computing environment. Each scenario shows the features and technologies used to address the desktop management needs.
Note: These scenarios are designed for use in an Active Directory environment with Group Policy. For more complex environments, you may want to consider deploying applications using other management technologies such as Microsoft Systems Management Server. For more information, see:

Using Systems Management Server in this paper below.

Application Deployment Using Microsoft Management Technologies at http://www.microsoft.com/windows2000/techinfo/howitworks/management/apdplymgt.asp 

Microsoft Management Web site at http://www.microsoft.com/management/.

The New Employee

One of the most critical and time consuming IT tasks is setting up a new employee with a computer. In an organization that is using IntelliMirror, the new person logs onto a new computer and finds documents and shortcuts already on the desktop. These shortcuts link to common files, data, and URLs that are useful to all employees. Some examples of documents and shortcuts are the employee handbook, a shortcut to the intranet, and a shortcut to the user's departmental guidelines and procedures.

Note: if your computers come to you without an operating system or if you have your own custom operating system installation, you can completely automate the installation of the client operating system for the new hire using Remote Installation. 

No technician is required to visit the computer.

Implemented With: User Profiles, Remote Installation Services, and USMT
User Profiles

In this example, a default domain profile is used to configure the new user's environment based on the requirements of their organization. The administrator creates a customized default domain profile that applies to all new domain users the first time they log on. When users log on, they receive the customized settings from this profile. The advantage for the administrator of using a default domain profile is that all new users start from a common base configuration that the administrator has chosen. Then, as the user begins to personalize the desktop settings and items, these settings are saved in the user's profile, which is stored either locally, or in the case of a roaming user profile, in a predetermined location on the network. By implementing roaming user profiles, the administrator can provide the user with the business information and settings the user requires—whenever and wherever needed.

Remote Installation Services

With RIS, you can remotely install a local copy of Windows XP Professional or Windows Server on supported computers throughout their organization. You can deploy a new version of an operating system upgrade to large numbers of clients at one time from a centralized location. You can use Group Policy to specify the client installation options that groups of users can access. These options are determined by the specific Remote Installation Group Policy settings that you define for the site, domain, or OU to which the users belong, in conjunction with the specific security group or user account.
User State Migration Tool 

USMT can be used to create a new user with a specific template (based on a scanned template user).  This makes it easy for IT administrators to have multiple standard template users.
First Logon
A new employee logs on for the first time and sees that needed software, such as Microsoft Word, is already present in the Start menu. When the new employee selects Word from the Start menu, or double-clicks a Word document such as an employee handbook, Word is installed on demand.

Implemented With: Group Policy and Windows Installer 

Software installation and maintenance is implemented primarily through the use of Group Policy and the Windows Installer service. Based on the user's Active Directory location and the GPO applied, the user is assigned Word.

If the administrator has selected full install at logon, the application is automatically installed the next time the user logs on. Alternatively, the administrator can choose to have the application installed on demand. In this case, when the user logs on, the application will appear to be installed, and the necessary and correct items assigned to the user appear in the Start menu. When the user starts an application or opens a document, the Windows Installer service checks to see if the application is installed on the local computer. If it is not, Windows Installer downloads and installs the necessary files for Word to run and sets up the necessary local user and computer settings.

Taking a Laptop on the Road

A laptop user working at the office creates a number of documents and saves them to My Documents. The My Documents share is stored centrally on a server so that it can be accessed from anywhere on the network and can be easily backed up. After saving the documents, the user logs off, unplugs from the network, and takes the laptop on a trip. While on the trip and off the network, the user continues to edit the documents saved earlier in My Documents.

Implemented With: Folder Redirection and Offline Files

In this situation, when the user saves the documents they are saved to a network location and cached to the local computer at the same time in a process that is transparent to the user. This action takes place because the network folder is set up to be available offline. This configuration transparently creates a copy of the network folder's contents on the local computer. In this manner, the user can access the data when offline. By combining Offline Files with folder redirection you can keep user data files backed up and secure on a centrally managed server. If a folder is both redirected and set to offline, that folder receives the benefits of being secure on a server drive, accessible by any computer the user logs on to, and is also available on the user's computer in case of network inaccessibility.

Returning to the Corporate Network

The laptop user in the previous situation returns to the office and logs on to the network. Since some changes were made to files while the user was offline, a status box appears showing that the changed files are being synchronized with the network files. In this situation, IntelliMirror technology identifies that the data in My Documents has changed and automatically updates the version held on the network.

Implemented With: Offline Files and Synchronization Manager and Group Policy

Various user data and settings management technologies come into play to allow workers to work on files offline and automatically update network versions of those files when they later reconnect to the network. Offline Files allows users to work on network files while not actually connected to the network. The Synchronization Manager coordinates synchronization of any changes between the offline version of a file and the network version. Group Policy is used to configure the behavior of the Synchronization Manager.

Synchronization Manager can help manage the multi-user use of network files. If multiple users modify the same network file, IntelliMirror notifies the users about the conflict and offers several resolution methods. The users can save the network version, their local version, or both versions. If both are to be kept, the user is asked for a new file name to store one of the versions so that uniqueness is maintained.

In addition, you can use Group Policy to configure the behavior of Synchronization Manager. For example, you can set a policy that Synchronization Manager automatically runs at logon and logoff.

Replacing a Computer

The computer that a user is working on suddenly has a complete hardware failure. The user calls the support line, and before long a new computer, loaded only with Windows XP Professional arrives. Without waiting for technical assistance, the user plugs in the new computer, connects it to the network, starts it, and can immediately log on. The user finds that the desktop uses the same configuration as the computer it replaced, the same color scheme, screensaver, with the same application icons, shortcuts, and favorites. Even more importantly, all the user's data files continue to be available as before.

Implemented With: IntelliMirror Infrastructure

IntelliMirror assists in getting the user back up and running in the shortest possible time and with a minimum of support because data and settings are stored independently of any specific computer. Through the use of roaming user profiles and Group Policy (in particular, folder redirection), the user's data, settings, and applications are available wherever the user logs on to the network. Because all of the user’s data, settings, and environment are mirrored on the network, the user gets the same desktop configuration regardless of whether they install a new computer or move to any other computer on the network.

The features of IntelliMirror can be used separately or combined to address the range of needs, from minor configuration changes and updates to complete disaster recovery. This example only addresses IntelliMirror features; in this case, the support department shipped a computer pre-loaded with Windows XP Professional or Windows Server. However, by using Remote Installation, it is also possible to send out computer hardware that has not been preloaded or configured. In that case, Remote Installation can install Windows XP or Windows Server when the computer is on site.

Adding the Remote Installation Feature

When you use this feature to install the operating system, the computer requests a service boot during its startup sequence. Computers conforming to the PC98 (or later) hardware specifications (including those that meet Intel's Wired for Management Baseline Specification 2.0) support this capability. The user initiates this process by pressing F12 during computer startup. For older computers that do not support this function, Microsoft provides a start-up disk containing the necessary software for a range of network interface cards. If a service boot is requested, the computer establishes a network connection and makes a request for a RIS-enabled, Windows-based server to host the service boot request.

Once this initial start-up sequence and connection with a server is established, the user is requested to log on. The server verifies this information against Active Directory. If correct, RIS then uses Group Policy to identify the configuration of the Windows operating system that the user is required to install. If the user is permitted more than one configuration (for example, a user may be assigned a different configuration for a laptop and for a desktop), the user is presented with a list of available operating system configuration options. The user selects the configuration of choice and waits while the system automatically loads the appropriately configured version of Windows. Once Windows is loaded and the user  logs on, the user can get their user settings, data, and applications using the previously described process.
Remote Administration 

Windows Server operating systems architectures include additional remote management capabilities such as Remote Desktop for Administration (Terminal Services), Microsoft Management Console (MMC), Active Directory Service Interfaces (ADSI), Telnet service, and WMI.

These are grouped under two major modalities for remote management tools and features. First are the tools intrinsic to Windows Server operating systems. These include Active Directory, Group Policy, Event Manager, Services, and many others. The second involves connections to computers remotely using Remote Desktop snap-in and the Remote Desktop connection.

Systems employing Windows Server operating systems can be run in a “lights-out” environment. In this environment, a server can be administered remotely without any local interaction, such as from a local keyboard, mouse, or video card and monitor. The administrator can manage and monitor multiple sites remotely from one central location, diagnosing and resolving most problems efficiently without visiting each site individually. With the exception of adding or replacing hardware, you can set up your system so that you can perform all administrative tasks remotely from anywhere on the network using remote management capabilities.

Third Party Tools

An extensive number of remote management tools are available through other independent software vendors. An example of a type of tool provided by other vendors that you might find useful is an event management tool, which will aggregate large numbers of events from multiple systems. Other types of tools available include performance monitoring and capacity planning tools, which notify you when additional hardware is needed, and security monitoring tools, which can reduce the risk of unauthorized access to your system.

Remote Desktop for Administration 

Remote Desktop for Administration (formerly known as Terminal Services in Remote Administration mode) provides remote access to the desktop of computers running any Windows Server operating system, allowing you to administer your server from virtually any computer on your network. 

Remote administration of servers with Remote Desktop for Administration is available on any computer running a member of the Windows Server family. A simpler version of Remote Desktop is also available on Windows XP Professional. 

Using Remote Desktop for Administration for Remote Server Administration

Using Remote Desktop for Administration can greatly reduce administrative overhead. Enabled by Terminal Services technology, Remote Desktop for Administration is specifically designed for server management. It does not install the application-sharing and multi-user capabilities or the process scheduling of the full Terminal Server component (formerly called Terminal Services in Application Server mode). As a result, Remote Desktop for Administration can be used on an already busy server without creating noticeable CPU impact. This makes Remote Desktop for Administration a convenient and efficient service for remote management.

Remote Desktop for Administration does not require that you purchase special licenses for client computers that access the server. It is not necessary to install Terminal Server Licensing when using Remote Desktop for Administration.

You can also fully administer Windows Server operating systems from computers running earlier versions of Windows by installing Remote Desktop Connection. 

Using Systems Management Server 

The Software Installation feature of Group Policy is suitable for more simple software deployments. However, for more complex software installation scenarios where scheduling, inventory, reporting, status, and support for installation across a wide area network (WAN) is required, Microsoft recommends using Systems Management Server 2.0 (SMS). 

SMS complements the built-in features of IntelliMirror and Remote Installation, providing scalable management of Windows-based computers in an enterprise environment. With SMS, regional and central desktop management support can work together using an integrated set of planning, deployment, and diagnostic tools. 

SMS includes the following features:

Hardware and software inventory. This provides a dynamic, efficient mechanism for obtaining a comprehensive audit of all hardware and software on every computer.

Software targeting and distribution. This provides the ability to: 

· Target applications to collections based on industry-standard hardware and software inventory data.

· Distribute software packages to multiple locations automatically in a bandwidth-aware manner so the software resides close to the target machines.

· Process reports on the success and failure information for the software that was distributed and installed.

Software metering. This provides the ability to monitor, analyze, and control the use of applications on servers and client computers.

Diagnostics and troubleshooting. This provides the ability to report on the current state of a computer, remote control facilities, and advanced diagnostic tools.

Table 2 below compares the features of Windows Management Services and SMS. For more information about deployment see, “Using SMS 2.0 to Deploy Windows XP and Windows Server” at http://www.microsoft.com/smserver/techinfo/deployment/20/deployosapps/deploywinxp.asp.

For more information about SMS, see the Systems Management Server Web site at http://www.microsoft.com/smsmgmt/.
Table 2. An Integrated Desktop Management Solution

	Function
	Windows Services
	SMS 2.0

	New operating system deployment
	X
	

	User profiles  
	X
	

	Folder redirection
	X
	

	Offline files  
	X
	

	Software restriction policies  
	X
	

	User State Migration Tool (USMT)
	X
	

	Remote Assistance
	X
	X

	Hardware/software inventory
	
	X

	Software metering
	
	X

	Network analysis/diagnostics
	
	X

	Health monitoring
	
	X

	Reporting
	
	X

	WAN-aware site-to-site package distribution
	
	X

	Supports Windows 95, Windows 98, and Windows NT 4.0 clients
	
	X


Appendix A: New Command-Line Tools

The following table lists the new Windows Server family command-line tools.

	Command
	Description

	bootcfg
	Configures, queries, or changes Boot.ini file settings.

	choice
	Prompts the user to make a choice by displaying a prompt and pausing, waiting for the user to choose from a set of options before continuing.

	clip
	Redirects command output from the command line to the Clipboard.

	cmdkey
	Creates, lists, and deletes stored user names and passwords or credentials.

	defrag
	Locates and consolidates fragmented boot files, data files, and folders on local volumes.

	diskpart
	Manages disks, partitions, or volumes.

	driverquery
	Queries for a list of drivers and driver properties. 

	dsadd
	Adds a computer, contact, group, organizational unit, or user to a directory. 

	dsget
	Displays selected attributes of a computer, contact, group, organizational unit, server or user in a directory.

	dsmod
	Modifies an existing user, computer, contact, group or organizational unit in a directory. 

	Dsmove
	Moves any object from its current location in the directory to a new location (as long as the move can be accommodated within a single domain controller) and renames an object without moving it in the directory tree 

	dsquery
	Queries and finds a list of computers, groups, organizational units, servers or users in the directory using specified search criterion. 

	dsrm
	Deletes an object of a specific type or any general object from the directory.

	eventcreate
	Enables an administrator to create a custom event in a specified event log.

	eventquery
	Lists the events and event properties from one or more event logs.

	eventtriggers
	Displays and configures event triggers on local or remote machines.

	extract
	Extracts individual files from compressed cabinet (.cab) files.

	fsutil
	Manages reparse points, managing sparse files, dismounting a volume, or extending a volume. 

	getmac
	Obtains the media access control (MAC) address and list of network protocols. 

	gpresult
	Displays Group Policy settings and RSoP for a user or a computer. 

	forfiles
	Selects files in a folder or tree for batch processing.

	freedisk
	Checks for available disk space before continuing with an installation process.

	gettype
	Sets the system environment variable %ERRORLEVEL% to the value associated with the specified Windows operating system.

	helpctr
	Starts the Help and Support Center. 

	inuse
	Replaces locked operating system files.

	iisback
	Creates and manages backup copies of the IIS configuration (metabase and schema) of a remote or local computer. 

	iiscnfg
	Imports and exports all or selected parts of the configuration of IIS on a local or remote computer. 

	iisftp
	Creates, deletes, and lists FTP sites on servers that are running IIS 6.0. Also, starts, stops, pauses, and continues FTP sites.

	iisftpdr
	Creates and deletes virtual directories of FTP sites on servers that are running IIS 6.0 or later.

	iisvdir
	Creates and deletes virtual directories of Web sites on servers that are running IIS 6.0 or later.

	iisweb
	Creates, deletes, and lists Web sites on servers that are running IIS 6.0. Also, starts, stops, pauses, and continues the Web sites.

	logman
	Manages and schedules performance counter and event trace log collections on local and remote systems.

	nlb
	Replaces wlbs.exe for managing and controlling network load balancing operations.

	openfiles
	Queries, displays, or disconnects open files.

	pagefileconfig
	Displays and configures the paging file Virtual Memory settings of a system.

	perfmon
	Enables you to open a Performance console configured with settings files from Windows NT 4.0 version of Performance Monitor.

	prncnfg
	Configures or displays configuration information about a printer.

	prndrvr
	Adds, deletes, and lists printer drivers from local or remote print servers. 

	prnjobs
	Pauses, resumes, cancels, and lists print jobs. 

	prnmngr
	Adds, deletes, and lists printers or printer connections, in addition to setting and displaying the default printer.

	prnport
	Creates, deletes, and lists standard TCP/IP printer ports, in addition to displaying and changing port configuration.

	prnqctl
	Prints a test page, pauses or resumes a printer, and clears a printer queue.

	relog
	Extracts performance counters from performance counter logs into other formats, such as text-TSV (for tab-delimited text), text-CSV (for comma-delimited text), binary-BIN, or SQL.

	rss
	Enables Remote Storage, which is used for extending server disk space.

	sc
	Retrieves and sets information about services. Tests and debugs service programs. 

	schtasks
	Schedules commands and programs to run periodically or at a specific time. Adds and removes tasks from the schedule, starts and stops tasks on demand, and displays and changes scheduled tasks.

	setx
	Sets environment variables in the local or system environment, without requiring programming or scripting.

	shutdown
	Shuts down or restarts a local or remote computer. 

	systeminfo
	Queries the system for basic system configuration information.

	takeown
	Allows an administrator to recover access to a previously denied file by making the administrator owner of the file.

	taskkill
	Ends one or more tasks or processes. 

	tasklist
	Displays a list of applications, services, and the Process ID (PID) currently running on either a local or a remote computer.

	timeout
	Pauses the command processor for the specified number of seconds.

	tracerpt
	Processes event trace logs or real-time data from instrumented event trace providers and allows you to generate trace analysis reports and CSV (comma-delimited) files for the events generated.

	tsecimp
	Imports assignment information from an XML file into the TAPI server security file (tsec.ini). 

	typeperf
	Writes performance counter data to the command window or to a supported log file format. 

	waitfor
	Uses signals to synchronize multiple computers across a network.

	where
	Locates and displays all files that match the given parameter.

	whoami
	Returns domain or computer name, user name, group names, logon identifier and privileges for the current logged on user.

	WMIC
	Eases the use of WMI and systems managed through WMI. 


Appendix B. Examples of WMI Filters
The following examples include WMI filters written in WMI Query Language (WQL). The purpose of the filters is to target the effect of the GPO.

	Filter Type
	Description
	WMI Filter

	Operating system-based filtering
	Administrators want to deploy an enterprise monitoring policy but want to limit the target set to Windows 2000 Server and Windows 2000 Advanced Server. 
	Root\CimV2; Select * from Win32_OperatingSystem where Caption = "Microsoft Windows 2000 Advanced Server" OR Caption = "Microsoft Windows 2000 Server"

	Hardware inventory-based filtering
	An enterprise wants to deploy a new connection manager. IT administrators do not want to install on desktops without modems because the connection manager would be useless. They can deploy the package enterprise-wide.
	Root\CimV2;Select * from Win32_POTSModem

	Resource-based filtering
	An enterprise realized that field personnel are more likely to use documentation if it is easily available. However, some of these field personnel find that online Help takes up too much disk space on their hard disks. Administrators decide to deploy documents only on computers that have at least 600 megabytes (MB) of disk space available. 
	Root\CimV2; Select * from Win32_LogicalDisk where FreeSpace > 629145600 AND Description <> "Network Connection"

	Machine-based filtering
	Administrators want to set a policy to encrypt all My Documents folders on laptops. They determine that the make and model of the laptops used at the company.
	Root\CimV2; Select * from Win32_ComputerSystem where manufacturer = "Toshiba" and Model = "Tecra 8000" OR Model = "Tecra 8100"

	Asset tag-based filtering
	Administrators want to set hardware inventory monitoring policy for all computers assigned with the enterprise's asset tags between 300,000 and 355555. 
	Root\Cimv2 ; Select * from Win32_SystemEnclosure where SMBIOSAssetTag > '300000' AND SMBIOSAssetTag < '355555'

	Hardware configuration-based filtering
	Administrators want to target a policy for all computers that have a network adapter on interrupt number 11. 
	Root\cimv2; Associators of {win32_IRQResource.IRQNumber=11} where resultclass = Win32_NetworkAdapter

	Configuration-based filtering
	Administrators do not want to turn on NetMon on computers that have multicasting turned on. 
	Select * from Win32_NetworkProtocol where SupportsMulticasting = true

	File attribute-based filtering
	Administrators want to disable folder-sharing on systems that have at least one My Documents directory that is not encrypted. 
	Root\cimv2 ; Select * from Win32_Directory where filename ='my documents' AND encrypted = false

	Time zone-based filtering
	Administrators need a policy that targets all servers located in a time zone three hours earlier than the local time zone. 
	Root\cimv2 ; Select * from win32_timezone where bias =-300

	Hot fix-based filtering
	Administrators want to apply a policy only on computers that have a particular Quick Fix Engineering (QFE) file.  
	Root\cimv2 ; select * from Win32_QuickFixEngineering where HotFixID = 'q147222'

	Filter Type
	Description
	WMI Filter

	Software inventory-based filtering
	An enterprise purchases a site license for a new bounds checker tool that helps software developers write more reliable code. The bounds checker works only with Microsoft Visual Basic® or Visual C++® development systems. Administrators want to assign the package only on computers that have one of the applications installed. 

	Root\cimv2;Select * from Win32_Product where 
name = "MSIPackage1" 
OR name = "MSIPackage2" 
OR name = "MSIPackag32" 

Note:
· Using the IdentifyingNumber instead of the Name might be more reliable. 

· You have only one WMI filter per GPO; if you have applications with different requirements which require different filters, you would need a GPO for each application that needs to be filtered. All clients that receive that WMI filter will need to process it at either boot or logon time, whether it evaluates to true or false.
· Therefore, it is not recommended that you use WMI-filters for software-based targeting. 



	Software inventory-based filtering - all inclusive


	An enterprise discovers that the interaction of three software products results in system instabilities. Administrators want to install a hot fix on computers where this interaction occurs. 


	root\cimv2;Select * from Win32_Product where name = "MSIpackage1"


root\cimv2;Select * from Win32_Product where name = "MSIPackage2"


root\cimv2;Select * from Win32_Product where name = "MSIPackage3"

Note:
· Using an IdentifyingNumber instead of the Name might be more reliable. 

· You have only one WMI filter per GPO; if you have applications with different requirements which require different filters, you would need a GPO for each application that needs to be filtered. All clients that receive that WMI filter will need to process it at either boot or logon time, whether it evaluates to true or false. 
· Therefore, it is not recommended that you use WMI-filters for software-based targeting.


Summary 

Windows Server introduces powerful new change and configuration management features that give you greater flexibility and precision in managing users and computers in increasingly complex enterprise environments. These features and technologies can dramatically lower change and configuration management costs. 

Related Links

See the following resources for further information:

What’s New in Management Services at http://www.microsoft.com/windowsserver2003/evaluation/overview/technologies/mgmtsrvcs.asp.

Windows 2000 Management Services at http://www.microsoft.com/windows2000/technologies/management/default.asp.

Using SMS 2.0 to Deploy Windows XP and Windows Server at http://www.microsoft.com/smserver/techinfo/deployment/20/deployosapps/deploywinxp.asp.
Application Deployment Using Microsoft Management Technologies at http://www.microsoft.com/windows2000/techinfo/howitworks/management/apdplymgt.asp 

Microsoft Management Web site at http://www.microsoft.com/management/.

Software Update Services Web site at http://www.microsoft.com/windows2000/windowsupdate/sus/default.asp.

For more information about:

Windows Server, see the Windows Server Web site at http://www.microsoft.com/windowsserver2003. 
Systems Management Server, see the Systems Management Server Web site at http://www.microsoft.com/smsmgmt/.

Microsoft Operations Manager, see the Microsoft Operations Manager Web site at http://www.microsoft.com/mom.

Application Center, see the Application Center Web site at http://www.microsoft.com/applicationcenter.


