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Introduction

A growing number of businesses today regard messaging systems as mission-critical systems. For this reason, companies place strict reliability and availability requirements on their e-mail systems. Equally important is the heightened demand for new messaging system features including mobile messaging. An increasingly mobile work force and more geographically dispersed businesses mean that user requirements are continually evolving. All of these factors place demands on Information Technology managers and system architects, who are charged with designing highly reliable, secure, and consistently available messaging systems that meet users' needs.

To design a successful Microsoft® Exchange Server 2003 messaging system, and even more specifically a Microsoft Exchange Server 2003 mobile messaging solution, you need to understand the capabilities and limitations of the software and hardware upon which you build your messaging system.
This guide is designed for organizations that have Exchange 2003 in production.   The guide focuses on potential configuration changes for the Exchange 2003 infrastructure for direct synchronization to Windows Mobile devices. If a chapter covers an area that you have already implemented, please skip that section. There is some material included here to help companies validate that their current system was implemented in a manner compatible with supporting secure mobile device access. It may be redundant for those with an existing Exchange 2003 environment.
This guide is a subset of the document "Planning and Deploying a Microsoft Quick-Start Pilot for Exchange 2003 Mobile Messaging." That document covers the steps needed to upgrade from an Exchange 2000 system to an Exchange 2003 environment. Because we assume an existing Exchange 2003 environment we have deleted information that is not critical to supporting mobile devices. The Quick-Start document is a great reference tool if you would like to see more detailed recommendations on installing and configuring Exchange 2003.

Who Should Read This Guide?

This book is designed primarily for Information Technology professionals (for example, professional system/solution integrators) who are responsible for planning and deploying an Exchange messaging system evaluation of Windows Mobile-based devices.

Assumptions

You should have an understanding of Microsoft Office Outlook® Web Access, Outlook Mobile Access (OMA), Exchange ActiveSync®, Hypertext Transfer Protocol (HTTP), in addition to basic Exchange 2003 Server and Microsoft Windows® Internet Information Services (IIS) concepts.
How Is This Guide Structured?

This guide briefly covers some topics that should help you implement Exchange ActiveSync for Windows Mobile-based devices and Exchange Server 2003. The first two sections help you validate that your existing Exchange system is configured in a manner compatible with supporting mobile device access in a secure manner. Chapter 3 describes in detail how to configure the ISA Server firewall for mobile devices. Some of the information in this chapter is applicable to other server-based firewalls as well. Chapter 4 tells you how to enable the Exchange Server 2003’s native abilities to support Windows Mobile device access. This chapter assumes that the earlier configuration work was done correctly. If you experience difficulties you should review the earlier chapters to ensure your system has those features working. If you are still experiencing issues please refer to the more comprehensive "Planning and Deploying a Microsoft Quick-Start Pilot for Exchange 2003 Mobile Messaging.", as well as the Troubleshooting section of this document.
The topics of reliability, security, and availability will not be covered in great detail in this guide. Nevertheless, for a production deployment these are areas that cannot be ignored.
Chapter 1, "Securing Exchange Server 2003"
If you already have SSL and Certificates implemented for your Exchange 2003 environment you will not need to step through this chapter. If you have not taken much time to consider Exchange security this chapter will give you some good ideas and approaches.
Chapter 2, "Configuring a Front-End Server for OWA and Mobile Devices"
 Use this to validate that you have the needed services configured and running on your Front End servers.
Chapter 3, "Installing and Configuring in an ISA Server 2004 Environment"
If you are using ISA this is specific information for allowing mobile device access. For companies using another firewall this may still be helpful because it shows you what must be configured.
Chapter 4, "Configuring Exchange Server 2003 for Mobile Client Access"
This chapter shows you how to enable the software for mobile device access.
Appendix A, “Troubleshooting Microsoft Exchange 2003 ActiveSync”

This appendix provides a deep dive into how to troubleshoot ActiveSync issues from a device and server perspective.  This section was developed by Microsoft Product Support Services.
Appendix B, “Windows Mobile Client Configuration Guide”
This is a supplement to Chapter 4’s end client configuration.  

Appendix C, “ActiveSync Data Architecture – A Reference”
A deeper technical understanding of how ActiveSync works use this section.

Appendix D, "Resources"
This appendix contains links to resources that help you maximize your understanding of planning and deploying Exchange 2003 and Windows Mobile-based devices.

Chapter 1

Securing Exchange Server 2003

This chapter provides information about securing Microsoft Exchange Server 2003 for client access. Specifically, this chapter covers:

· Securing your Exchange messaging environment.

Hopefully you have completed this already in your current Exchange 2003 environment. This section is provided for people who have not yet implemented SSL and Certificates.

Architecture Diagram of Standard Deployment

Figure 1Error! Reference source not found. shows an example of a recommended Exchange 2003 deployment for mobile messaging with ISA Server.  ISA Server is an options component of this architecture.  
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Figure 1 - Deploying Exchange 2003 behind ISA Server

Procedures in to Secure an Exchange Server
Table 1 lists the specific procedures that are detailed in this chapter, as well as the required permissions you need to perform them.

Table 1 – Procedures and corresponding permissions

	Procedure
	Required permissions or roles

	Set up Secure Sockets Layer (SSL) on a server
	· Local Administrator

	Obtain a server certificate from a certification authority
	· Local Administrator

	Add Certificate Manager to Microsoft Management Console (MMC)
	· Local Administrator

	Back up your server certificate
	· Local Administrator

	Require SSL
	· Local Administrator


Securing Your Exchange Messaging Environment

Securing your Exchange messaging environment involves the following deployment activities.
1. Update your server software.

2. Secure the messaging environment.

3. Secure communications.

To secure your messaging system, complete these steps in the order given.

Updating Your Server Software

After you install Exchange Server 2003, you should update the server software on your Exchange servers and any other server that Exchange communicates with, such as your global catalog servers and domain controllers. For more information about updating your software with the latest security patches, see the Exchange Server Security Center Web site (http://go.microsoft.com/fwlink/?LinkId=18412).

For more information about Microsoft security, see the Microsoft Security Web site (http://go.microsoft.com/fwlink/?linkid=21633).

Securing the Exchange Messaging Environment

As a best practice alternative to locating your front-end Exchange 2003 servers in the perimeter network, deploy Microsoft Internet Security and Acceleration (ISA) Server 2004. ISA Server acts as an advanced firewall that controls Internet traffic entering your network. When you use this configuration, you put all of your Exchange 2003 servers within your corporate network, and use ISA Server as the advanced firewall server exposed to Internet traffic in your perimeter network.

All inbound Internet traffic bound to your Exchange servers (such as Microsoft Office Outlook Web Access, RPC over HTTP communication from Outlook 2003 clients, Outlook Mobile Access, Post Office Protocol version 3 (POP3), Internet Message Access Protocol version 4rev1 (IMAP4), and so on) is processed by the ISA Server. When the ISA Server receives a request to an Exchange server, it proxies the requests to the appropriate Exchange servers on your internal network. The internal Exchange servers return the requested data to the ISA Server, and then ISA Server sends the information to the client through the Internet. 
Securing Communications

To secure communication for your Exchange messaging environment, you need to perform the following tasks:

· Secure the communications between the client messaging applications and the Exchange front-end server.

· Secure the communications between the Exchange front-end server and the internal network.

The following sections include information about securing communication for these two situations.
Securing Communications Between the Client and Exchange Front-End Server

To secure data transmitted between the client and the front-end server, it is highly recommended that you enable the front-end server to use Secure Sockets Layer (SSL). In addition, to ensure that user data is always secure, you should disable access to the front-end server without SSL (this option can be set in the SSL configuration). When using basic authentication, it is critical to protect the network traffic by using SSL to protect user passwords from network packet sniffing.

Warning   
If you do not use SSL between clients and the front-end server, HTTP data transmission to your front-end server will not be secure. It is highly recommended that you configure the front-end server to require SSL.

In a production environment it is recommended that you obtain an SSL certificate by purchasing a certificate from a third-party certification authority (CA). Purchasing a certificate from a certification authority is the preferred method because the majority of browsers trust many of these certification authorities.
As an alternative, you can use Certificate Services to install your own certification authorities. Although installing your own certification authority may be less expensive, browsers will not trust your certificate, and users will receive a warning message indicating that the certificate is not trusted. For more information about SSL, see Microsoft Knowledge Base article 320291, "XCCC: Turning On SSL for Exchange Server Outlook Web Access" (http://go.microsoft.com/fwlink/?linkid=3052&kbid=320291).  
Using Secure Sockets Layer

To protect outbound and inbound mail, deploy SSL to encrypt messaging traffic. You can configure SSL security features on an Exchange server to verify the integrity of your content, verify the identity of users, and encrypt network transmissions. Exchange, just like any Web server, requires a valid server certificate to establish SSL communications. You can use the Web Server Certificate Wizard either to generate a certificate request file (NewKeyRq.txt, by default) that you can send to a certification authority, or to generate a request for an online certification authority, such as Certificate Services as described in Chapter 3.
If you are not using Certificate Services to issue your own server certificates, a third-party certification authority must approve your request and issue your server certificate. For more information about server certificates, see "Obtaining and Installing Server Certificates" later in this chapter. Depending on the level of identification assurance offered by your server certificate, you can expect to wait several days to several months for the certification authority to approve your request and send you a certificate file. You can have only one server certificate for each Web site.

After you receive a server certificate file, use the Web Server Certificate Wizard to install it. The installation process attaches (or binds) your certificate to a Web site.

Important   
You must be a member of the Administrators group on the local computer to perform the following procedure, or you must have been delegated the appropriate authority. As a security best practice, log on to your computer using an account that is not in the Administrators group, and then use the Run as command to run IIS Manager as an administrator. From the command prompt, type the following command:
runas /user:administrative_accountname "mmc%systemroot%\system32\inetsrv\iis.msc"

Obtaining and Installing Server Certificates

You can obtain server certificates from an outside certification authority (CA), or you can issue your own server certificates using Certificate Services. After you obtain a server certificate, you can install it. When you use the Web Server Certificate Wizard to obtain and install a server certificate, the process is referred to as creating and assigning a server certificate.
Obtaining Server Certificates from a Certification Authority

If you are replacing your current server certificate, IIS continues to use that certificate until the new request has been completed. When you are choosing a CA, consider the following questions:

· Will the CA be able to issue a certificate that is compatible with all of the browsers used to access my server?
· Is the CA a recognized and trusted organization?
· How will the CA provide verification of my identity?
· Does the CA have a system for receiving online certificate requests, such as requests generated by the Web Server Certificate Wizard?
· How much will the certificate cost initially, and how much will renewal or other services cost?
· Is the CA familiar with my organization or my company's business interests?
Issuing Your Own Server Certificates

When deciding whether to issue your own server certificates, consider the following:

· Understand that Certificate Services accommodates different certificate formats and provides for auditing and logging of certificate-related activity.
· Compare the cost of issuing your own certificates against the cost of buying a certificate from a certification authority.
· Remember that your organization will require an initial adjustment period to learn, implement, and integrate Certificate Services with existing security systems and policies.
· Assess the willingness of your connecting clients to trust your organization as a certificate supplier.
· Use Certificate Services to create a customizable service for issuing and managing certificates. You can create server certificates for the Internet or for corporate intranets, giving your organization complete control over certificate management policies. For more information, see Certificate Services in Windows Server™ 2003 Help. To access help on a Windows Server 2003, click on the start menu, then click on the, Help and Support option.   A window will then pop up labeled “Help and Support Center”.  To locate the Certificate Services information, use the Search function.
· Online requests for server certificates can only be made to local and remote Enterprise Certificate Services and remote stand-alone Certificate Services. The Web Server Certificate Wizard does not recognize a stand-alone installation of Certificate Services on the same computer when requesting a certificate. If you need to use Web Server Certificate Wizard on the same computer as a stand-alone Certificate Services installation, use the offline certificate request to save the request to a file and then process it as an offline request. For more information, see Certificate Services in Windows Server 2003 Help.  To access help on a Windows Server 2003, click on the start menu, then click on the, Help and Support option.   A window will then pop up labeled “Help and Support Center”.  To locate the Certificate Services information, use the Search function.
To obtain a server certificate from a certification authority

4. Log on to the Exchange server using an Administrator account.

5. Select Start | Programs | Administrative Tools and select Internet Services Manager.

6. Double-click the ServerName to view the Web sites. Right-click Default Web Site and click Properties.

7. Select the Directory Security tab and under Secure Communications, select Server Certificate.

8. On the Welcome Web Server Certificate Wizard dialog box, press Next and then select Create a new certificate. Press Next.

9. Select Prepare the request now, but send it later and press Next.

10. On the Name and Security Settings dialog box, type a name for your certificate (for example, type <Exchange_Server_Name>), select Bit length of 1024 and press Next.
Note: Ensure that Server Gated Cryptography (SGC) is not selected.
11. On the Organization Information dialog box, type a name for Organization (for example, type <Company_Name>) and for Organizational unit (for example, type <IT Department>). Press Next.

12. On the Your Site’s Common Name dialog box, type the fully qualified domain name (FQDN) of your server or cluster for Common name (for example, type <domain.com>). Press Next.

13. On the Geographical Information dialog box, select Country/region (for example, US), State/province (for example, <State>), and City/locality (for example, <City>) and press Next.

14. On the Certificate Request Filename dialog box, keep the default of C:\ NewKeyRq.txt and press Next.
15. On the Request File Summary dialog box, review the information and press Next. You will receive a success message when the certificate request is complete. Press Finish.
To Submit the Certificate Request
Next, you must request a certificate from a valid Certificate Authority (CA). To do this, you need access to the Internet or intranet, depending on the CA you choose, using a properly configured Web browser.
The steps detailed here are for accessing the CA Web site that you configured in Chapter 2 of this book. For a production environment more than likely you will request a certificate from a public trusted Certificate Authority over the Internet.
16. Start a new instance of Microsoft® Internet Explorer. Type the Uniform Resource Locator (URL) for the Microsoft CA Web site, http://<server_name>/certsrv/. When the Microsoft CA Web site page displays, select Request a Certificate and select Advanced Certificate Request.

17. On the Advanced Certificate Request page, click Submit a certificate request by using a base-64 encoded PKCS#10 file, or submit a renewal request by using a base-64 encoded PKCS #7 file.

18. On your local server, navigate to the location of the C:\ NewKeyRq.txt file you saved previously. Double-click the file to open with Microsoft Notepad. Select and copy the entire contents of the file. Return to the CA Web site and on the Submit a Certificate Request page, click inside the Saved Request box and paste the file contents into the box. Press Submit. The contents should look similar to the following example:

-----BEGIN NEW CERTIFICATE REQUEST-----


-----END NEW CERTIFICATE REQUEST-----

19. On the Certificate Issued page, press DER encoded. Press Download certificate.

20. On the File Download dialog box, select Save this file to disk and click OK. Keep the default setting to save the file to the Desktop and click Save.

21. You can close the browser. At this point, a certificate exists on your desktop that can be imported into the Exchange Server Certificate store. This certificate and the following steps enable you to test secure access to your corporate resources.
To Test Access to Your Secure Corporate Resource

22. Navigate to the top level of your system drive, for example to C:\ and create two folders. Name one folder Secure and the other folder Unsecure.

23. Start Internet Services Manager, expand <Server_Name> and right-click Default Web Site. Point to New and select Virtual Directory.

24. On the Virtual Directory Creation Wizard dialog box, press Next. Under Alias, type Secure and press Next.

25. Under Directory, press Browse and navigate to the directory named Secure and press Next. Press Next again and press Finish.

26. Navigate to the Secure directory on your local system. Create two files, default.htm and hello.wml, containing the same contents as follows:

DEFAULT.HTM

<html>

<head>

<meta http-equiv="Content-Type"

<content="text/html; charset=iso-8859-1">

<title> your FQDN  </title>

</head>

<body>

<h1>your machine name</h1>

<p>Hello World - SECURE</p>

</body>

</html>

HELLO.WML

<?xml version="1.0"?>

<!DOCTYPE wml PUBLIC "-//WAPFORUM//DTD WML 1.1//EN" "http://www.wapforum.org/DTD/wml_1.1.xml">

<wml>

<card id="home" title="Secure">

<p>

<!--- Hello World Example -->

Hello World

</p>

</card>

</wml>

27. Repeat Steps 1-5 for the Unsecure directory on this server, creating the same two files within the Unsecure folder.
28. Repeat Steps 1 through 5 above to create and populate Secure and Unsecure directories on all of your Exchange servers.

To Install the Certificate and Test Permissions
29. Start Internet Service Manager and expand <DomainName>
30. Right-click Default Web Site and select Properties. On the Properties dialog box, select the Directory Security tab and under Secure Communication, select Server Certificate.
31. On the Certificate Wizard dialog box, press Next.
32. Select Process the Pending Request and install the certificate. Press Next.

33. Navigate to or type the location and file name for the file containing the certificate, certnew.txt located on the Desktop, and press Next.
34. On the Certificate Summary Information dialog box, press Next and then Finish.

35. The certificate is now installed.
To View the Certificate
36. On the Properties dialog box, click Directory Security, and under Secure Communication, click View Certificate. At the bottom of the Certification dialog box, a message displays indicating that a private key is installed, if a certificate is available.
To Add a CA to the Trusted Root CA List

37. Start Internet Explorer and type the URL for your Certificate Authority. For example, if you received your certificate from the CA you configured in Chapter 2, type http://<server_name>/certsrv.
38. Click Download a CA certificate, certificate chain, or CRL and click Download CA certificate on the next page as well. On the File download dialog box, click Save this file to disk and click OK.

39. Type a certificate Name. For example, certnewca.cer and save the file to the Desktop.

40. Navigate to the Desktop. Right-click certnewca.cer and click Install Certificate. On the Certificate Import Wizard dialog box, click Next.

41. Click Place all certificates in the following store and click Browse. Select Trusted Root Certification Authorities folder and click OK.

42. Click Next and click Yes to the dialog box that says the certificate is being added to the trusted certificate store. Click Finish and the message import successful displays.
Backing Up Server Certificates

You can use the Web Server Certificate Wizard to back up server certificates. Because IIS works closely with Windows, you can use Certificate Manager, which is called Certificates in Microsoft Management Console (MMC), to export and back up your server certificates.

Note   
If you do not have Certificate Manager installed in the MMC, use the To add Certificate Manager to the MMC procedure to add Certificate Manager to the MMC.

To add Certificate Manager to the MMC

43. From the Start menu, click Run. 

44. In the Open box, type mmc, and then click OK.

45. In the File menu, click Add/Remove Snap-in. 

46. In the Add/Remove Snap-in box, click Add. 

47. In the Available Standalone Snap-ins list, click Certificates, and then click Add. 

48. Click Computer Account, and then click Next. 

49. Click the Local computer (the computer this console is running on) option, and click Finish. 

50. Click Close, and then click OK.

After you install Certificate Manager, you can back up your certificate.

To back up your server certificate

51. Locate the correct certificate store. This store is typically the Local Computer store in Certificate Manager. 

Note   
When you have Certificate Manager installed, it points to the correct Local Computer certificate store.

52. In the Personal store, click the certificate that you want to back up. 

53. On the Action menu, point to All tasks, and then click Export. 

54. In the Certificate Manager Export Wizard, click Yes, export the private key. 

55. Follow the wizard default settings, and enter a password for the certificate backup file when prompted. 

Note   
Do not select Delete the private key if export is successful because this option disables your current server certificate. 

56. Complete the wizard to export a backup copy of your server certificate. 

After you configure your network to issue server certificates, you need to secure your Exchange front-end server and the services for your Exchange server by requiring SSL communication to the Exchange front-end server. The following section describes how to enable SSL for your default Web site.

Enabling SSL for the Default Web Site

After you obtain an SSL certificate to use either with your Exchange front-end server on the default Web site or on the site where you host the \RPC, \OMA, \Microsoft-Server-ActiveSync, \Exchange, \Exchweb, and \Public virtual directories, you can enable the default Web site to require SSL. 

Note   
The \Exchange, \Exchweb, \Public, \OMA, and \Microsoft-Server-ActiveSync virtual directories are installed by default on any Exchange 2003 installation. The \RPC virtual directory for RPC over HTTP communication is installed manually when you configure Exchange to support RPC over HTTP. For information about how to set up Exchange to use RPC over HTTP, see "Configuring RPC over HTTP for Outlook 2003" later in this chapter.

To require SSL 

1. In Internet Information Services (IIS), select the Default Web site or the Web site where you are hosting your Exchange services, and then click Properties. 

2. On the Directory Security tab, in Secure Communications, click Edit. 

3. In Secure Communications, click the Require Secure Channel (SSL) check box.
If you require 128-bit key encryption, your users must use Web browsers that support 128-bit encryption. For information about upgrading to 128-bit encryption capability, see the Microsoft Product Support Services Web site (http://go.microsoft.com/fwlink/?linkid=14898).

4. Start Internet Explorer and in Address type http://domainname/secure/default.htm, where domainname is the FQDN of your domain. Because SSL is enabled, you will correctly receive an error message similar to “HTTP 403.4 - Forbidden: SSL Required."

5. Retype the URL using HTTPS, https://domainname/secure/default.htm, where domainname is the FQDN of your domain and the page displays. If you receive a warning message indicating that the certificate is not from a trusted CA, you can add the CA to the Trusted Root CA list, described in the procedure above.
After you complete this procedure, all virtual directories on the Exchange front-end server on the default Web site are configured to use SSL.

To remove the two test directories do the following 

1.     Start Internet Services Manager, expand <Server_Name> and right-click Default Web Site.  Delete the two virtual directories that were created for testing.
2.     Return to the location where you created the folders Secure and Unsecure and delete them.

Securing Communications Between Exchange Front-End Server and Other Servers

After you secure your communications between the client computers and the Exchange front-end servers, you must secure the communications between the Exchange front-end server and back-end servers in your organization. HTTP, POP, and IMAP communications between the front-end server and any server with which the front-end server communicates (such as back-end servers, domain controllers, and global catalog servers) is not encrypted. When the front-end and back-end servers are in a trusted physical or switched network, this lack of encryption is not a concern. However, if front-end and back-end servers are kept in separate subnets, network traffic may pass over unsecured areas of the network. The security risk increases when there is greater physical distance between the front-end and back-end servers. In this case, it is recommended that this traffic be encrypted to protect passwords and data.

Using IPSec to Encrypt IP Traffic 

Windows 2000 and Windows Server 2003 both support Internet Protocol security (IPSec), which is an Internet standard that allows a server to encrypt any IP traffic, except traffic that uses broadcast or multicast IP addresses. Generally, you use IPSec to encrypt HTTP traffic; however, you can also use IPSec to encrypt Lightweight Directory Access Protocol (LDAP), RPC, POP, and IMAP traffic. With IPSec you can:

· Configure two servers running Windows 2000 or Windows Server 2003 to require trusted network access.

· Transfer data that is protected from modification (using a cryptographic checksum on every packet).

· Encrypt any traffic between the two servers at the IP layer.
Chapter 2
Configuring a Front-End Server for Mobile Devices
A front-end server is an ordinary Exchange server until it is configured as a front-end server. A front-end server must not host any mailboxes or public folders.

A front-end server must be a member of the same Exchange organization as the back-end servers (therefore, a member of the same Windows forest).
Creating HTTP Virtual Servers

You must use Exchange System Manager, not Internet Services Manager when you create virtual servers. When you create virtual servers in Exchange System Manager, you do not need to simplify the URL; after you create a virtual server that points to mailboxes and set the host headers, users can type http://<virtual server name>/ without having to type /exchange.

To create a virtual server
57. In Exchange System Manager, in the HTTP Protocols container for the front-end server, right-click HTTP, and then select New Virtual Server.
Note   
For a name, it is recommended that you use something following the form of "adatum.com (front-end)." Consistent naming of the new virtual servers ensures that each virtual server's purpose and associated domain can be easily determined. The name of the virtual server is used only for identification purposes and does not affect its operation.

58. Click Mailboxes or Public folder, click Modify, and then do one of the following:

· If the virtual server points to mailboxes, select the domain.

Note   
The list of domains in Select SMTP Domain is pulled from the domains of the SMTP addresses in the Exchange organization's recipient policies, so if you have more than one recipient policy for the same domain, you will see duplicates in this dialog box. It does not matter which one you choose.

· If the virtual server points to a public folder, select the appropriate public folder to act as the root public folder for this virtual server.

59. Click Advanced, and then add host headers that define all the names a client might use to contact this front-end server.
Note   
If a front-end server is used internally and externally, it is recommended that you list both a hostname and a fully qualified domain name.
You can leave the IP address field at All unassigned (the default) or restrict it to the particular IP address assigned to the server. If you know SSL will be used to connect to this front-end server, you may want to configure a specific IP address for the virtual server.
Exchange Server – IIS Configuration

Exchange Virtual Server Redirect

As it is recommended to install Outlook Web Access to help with troubleshooting of ActiveSync, it is recommended to do the following steps to make it is easier for users to use OWA by not having to remember to add the exchange subdirectory to their URL to connect to the service.  

1. Connect to the server and logon with an account that has local administrative access.

2. Click on Start | Programs | Administrative Tools and select the Internet Information Services Manager.

3. Expand the server node.

4. Expand the Web Sites node.

5. Right-click on Default Web Site and click Properties.

6. Click on the Home Directory tab.

· Select the A redirection to a URL radio button.

· In the Redirect To text box enter /exchange.

· Enable the A directory below URL entered check box.

· Enable the A permanent redirection for this resource check box.
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Figure 2 – Default Web Site Properties

7. Click OK.
8. Click OK to override any virtual directory inheritance.
Web Service Log Files Configuration

The Following will add logging to the IIS and create the log files and have them roll over on a daily basis.

1. Connect to the server and log on with an account that has local administrative access.

2. Click on Start | Programs | Administrative Tools and select the Internet Information Services Manager.

3. Expand the server node.

4. Expand the Web Sites node.

5. Right-click on Default Web Site and click Properties.

6. On the Web Site tab, under the Enable Logging section, click Properties.

7. Set the Log File directory to the appropriate location.

8. Select “use local time for file naming and rollover”

9. Go to the “Extended Properties” tab, and select the logfile type and datapoints you wish to capture in the log.
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Figure 3 – Extended Logging Properties

10. Click OK twice.
Certificate Installation

If you have not done it yet (as described in Chapter 3) follow the steps outlined below to install a certificate for SSL communication between the Internet client and the Front-End server.

1. Connect to the server and logon with an account that has local administrative access.

2. Click on Start | Programs | Administrative Tools and select the Internet Services Manager.

3. Expand the server node.

4. Expand the Web Sites node.

5. Right-click on Default Web Site and click Properties. 

6. Click the Directory Security tab.

7. Click Server Certificate.

8. Click Next to begin the process.

9. Select Import a certificate from a .pfx file and press Next.
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Figure 4 – IIS Certificate Wizard: Server Certificate
10. Locate the file with the certificate (see Chapter 5). Check the “Mark cert as exportable” box, and click Next.
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Figure 5 – IIS Certificate Wizard: Import Certificate

11. Enter the password for the certificate.

12. Review the information for accuracy and click Next.


[image: image8.wmf] 


Figure 6 – IIS Certificate Wizard: Certificate Summary
13. Click Yes to the Certificate Enrollment Warning, if it appears.

14. Click Finish to complete the certificate installation.
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Figure 7 – IIS Certificate Wizard: Certificate Summary
15. Click OK to close the virtual server’s properties.
16. Store the certificate in a safe place and delete the generation file and the certificate from the server’s hard drive.

Configuring Secure Sockets Layer

The steps to configure SSL for Exchange ActiveSync. 

To configure SSL for HTTP

60. In Internet Services Manager, for the default Exchange HTTP virtual server, right-click Default Web Site, and then click Properties. 
61. Click the Directory Security tab, and then select Server Certificate. 

62. Follow the instructions in the wizard, using the IIS documentation as a reference, to request and install the SSL certificate. HTTP SSL is configured individually for each virtual server or Web site, so if you create additional HTTP virtual servers in System Manager, you will need to configure SSL for each server (or Web site as it is referred to in Internet Services Manager) (see Chapter 5).
63. Once the certificate is installed in Internet Services Manager, for the default Exchange HTTP virtual server, right-click Default Web Site, and then click Properties. 
64. Click the Directory Security tab, and then select Edit under Secure Communications.
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Figure 8 – Default Web Site Properties: Secure communications
65. Check the box Require secure channel (SSL). Check the box to Require 128-bit encryption.
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Figure 9 – Secure Communications Settings
66. Click OK twice.

67. Click OK to override any virtual directory inheritance.

68. Repeat the procedure to force an SSL connection on the Microsoft-Server-ActiveSync virtual directory.  This can also be done to other Exchange service directories to force SSL authenticate to them as well.  These directories include:
· Exchange
· Exchweb
· Public
· OMA
Configuring Authentication

The EAS site supports SSL connections as soon as the certificate is bound to the site. However, users still have the option to connect to the site using a non-secure connection. You can require all clients to successfully negotiate an SSL link before connecting to the EAS site directories.

We also want to force basic authentication on all HTTP directories the ISA Server makes accessible to external users. This allows you to take advantage of the ISA Server 2000 Feature Pack 1 feature that allows relay of basic authentication credentials from the firewall to the EAS site. This prevents all non-authenticated communications from reaching the EAS Web site and significantly improves the level of security.

Perform the following steps to force an SSL connection to the EAS Web site directories:

1. Click Start, point to Administrative Tools and click on Internet Information Services. In the Internet Information Services (IIS) Manager, expand your server name and then expand the Default Web Site node in the left pane of the console.

The five Web site directories that you can make accessible to remote users are:

· /Exchange

· /ExchWeb

· /Public

· /OMA

· /Microsoft-Server-ActiveSync
Start by right-clicking on the Microsoft-Server-ActiveSync directory so that it is highlighted. Click the Properties command.

2. Click on the Directory Security tab. In the Authentication and access control frame, click on the Edit button.

3. In the Authentication Methods dialog box, remove the check mark from all check boxes except for the Basic authentication (password is sent in clear text) check box. Place a check mark in the Basic authentication check box.
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Figure 10 – Authentication Methods Settings

Note: On the Back-End (Mailbox) server, Integrated Windows Authentication must be enabled in order for ActiveSync to work. Only disable it on the Front-End Exchange server.

4. Click Yes in the dialog box warning you that the credentials should be protected by SSL. Type in your domain name in the Default domain text box.
5. Press OK.

6. Click Apply and then click OK in the Exchange Properties dialog box.
7. You can repeat these steps with the /Exchange, /Exchweb, /Public, and /OMA directories found in the left pane of the IIS MMC console. This can be done to support other types of connections being forced to use SSL.  Close the Internet Information Services (IIS) Manager console when you have forced basic authentication on the directories you have chosen to do so with.
UrlScan and IIS Lockdown Wizard

You must secure IIS before you expose servers to the Internet by turning off all features and services except those that are required. In Windows 2003 Server, many IIS features are already disabled unless required by the server. On Microsoft Windows 2000 Server, download and run the IIS Lockdown Wizard.

For information about how to install and use IIS Lockdown Wizard, see Microsoft Knowledge Base article 325864, "HOW TO: Install and Use the IIS Lockdown Wizard" (http://go.microsoft.com/fwlink/?LinkID=3052&kbID=325864).

The IIS Lockdown Tool (version 2.1) is available at http://go.microsoft.com/fwlink/?linkid=12281.

Note   
To maximize the security of your Exchange servers, apply all the required updates before and after applying IIS Lockdown Wizard. The updates ensure that servers remain protected against known security vulnerabilities. 

The IIS Lockdown Wizard helps you disable unnecessary IIS 5.0 features on and services based on the type of server software you are running. To provide multiple layers of protection against attackers, the IIS Lockdown Wizard also contains UrlScan, which analyzes HTTP requests as IIS receives them and rejects any suspicious requests.

IIS Lockdown Wizard also contains a configuration template for Exchange that turns off unwanted features and services. To use this configuration template, run IIS Lockdown Wizard, select the Exchange template and then change or accept the default configuration options.

Download UrlScan separately if you want to run it on Windows Server 2003. A list of UrlScan features and functionality beyond those provided by IIS 6.0 is available at (http://go.microsoft.com/fwlink/?linkid=24490).

The UrlScan application is installed in the folder <drive:>/<Windows directory>/system32/inetsrv/urlscan. 

UrlScan must be correctly configured for use with Exchange Server. For full details about how to configure UrlScan for use with Exchange Server, see the following Microsoft Knowledge Base articles:

· For Exchange 2000 Server, see the Microsoft Knowledge Base article 309677, "XADM: Known Issues and Fine Tuning When You Use the IIS Lockdown Wizard in an Exchange 2000 Environment" (http://go.microsoft.com/fwlink/?LinkID=3052&kbID=309677).

· For Exchange Server 2003, see the Microsoft Knowledge Base article 823175, "Fine-tuning and known issues when you use the UrlScan tool in an Exchange Server 2003 environment" (http://go.microsoft.com/fwlink/?LinkID=3052&kbID=823175).

The section contains further information about why certain UrlScan settings are required. Unless you configure the following settings in the Urlscan.ini file, after you run the wizard, you could experience problems with Outlook Web Access functionality.  ActiveSync and Outlook Web Access work in very similar ways.  If Outlook Web Access is functioning then the basic infrastructure for ActiveSync should be functional as well.  
· Allow Dot In Path   Ensure that this setting is set to "1" so that Outlook Web Access attachments can be accessed and that earlier-version browsers can use Outlook Web Access. 

· File Extensions   By default, .htr files are disabled. If this file type is disabled, the Outlook Web Access Change Password feature does not function.

· Deny Url Sequences   In the [DenyUrlSequences] section, sequences that are explicitly blocked can potentially affect access to Outlook Web Access. Any mail item subject or mail folder name that contains any of the following character sequences is denied access: 
· Period (.) 
· Double period (..)
· Period and forward slash (./)
· Backslash (\)
· Percent sign (%)
· Ampersand (&)
If you have additional problems when you attempt Outlook Web Access requests with UrlScan enabled, check the Urlscan.log file for the list of requests that are being rejected.

To configure Urlscan.ini 

1. In the Windows\System32\Inetsrv\Urlscan folder, edit the file Urlscan.ini using Notepad.

2. Remove the following characters from the [DenyUrlSequences] section:

· .. 

· ./ 

· \ 

· % 

· &

· :

3. Review the [AllowVerbs] section, and make sure it contains ALL of the following Verbs:

· GET

· POST

· PROPFIND

· PROPPATCH

· BPROPPATCH

· MKCOL

· DELETE

· BDELETE

· BCOPY

· MOVE

· SUBSCRIBE

· BMOVE

· POLL

· SEARCH

· HEAD

· PUT

· COPY

· OPTIONS

· RPC_OUT_DATA 

· RPC_IN_DATA 

· X-MS-ENUMATTS 

· LOCK
· UNLOCK

Configuring Forms-Based Authentication for Exchange Server 2003

For Exchange Server 2003, you can enable the new forms-based authentication feature for your ActiveSync and Outlook Web Access clients.

Important   In an Exchange 2003 front-end server and back-end server architecture, you must enable forms-based authentication on the front-end server.

Forms-based authentication allows an administrator to log users off after a certain period of inactivity. Exchange Server 2003 uses the following information to determine user activity: 

· Interaction between the client and the server is considered to be activity. For example, if a user opens, sends, or saves an item; switches folders or modules; or refreshes the view or the Web browser window, this is considered to be activity.

· If a user enters text in Outlook Web Access items, it is not considered to be activity. For example, if a user types in appointments, meeting requests, posts, contacts, tasks, or other items, this is not considered to be activity. 

Note   
The Outlook Web Access premium version has special code so that typing in a message body is considered to be activity. 

Important   
You must enable Secure Sockets Layer (SSL) on the server before you enable forms-based authentication.

To enable forms-based authentication

69. In Exchange System Manager, expand Administrative Groups if administrative groups are enabled, expand Servers, and then expand the front-end server where you want to enable forms-based authentication.
70. Expand Protocols, expand HTTP, right-click Exchange Virtual Server, and then select Properties.

71. Select the Settings tab, and then select the check box next to Enable Forms Based Authentication.

72. In the drop-down menu next to Compression, select the level of compression (High, Low, None) to use.

Note   
It is recommended that you do not enable compression in a single-server environment. Enabling compression in a single-server environment causes additional load on the server. 

73. Click OK.

If you receive a message that states that the IIS service must be restarted, click OK, and then restart Microsoft Internet Information Services (IIS).

Configuration with no Front End Server

If forms-based authentication is setup on an Exchange organization for Exchange ActiveSync and that organization does not have front end servers then additional configurations maybe required.  Details are located in the Microsoft KB article 817379.

http://support.microsoft.com/default.aspx?scid=kb;en-us;817379
Important   
Exchange Server 2003 forms-based authentication does not allow you to set the default domain setting in IIS to anything other than the default domain setting of \. This restriction is to support user logons that use the Unified Principle Name (UPN) format. If the default domain setting is changed, Exchange System Manager resets the default domain setting to "\" on the server. You can change this behavior by customizing the Logon.asp page in the Outlook Web Access virtual directory in IIS to specify your domain or to include a list of domain names.

Note   
If you customize the Logon.asp page in the Outlook Web Access virtual directory in IIS, your changes may be overwritten if you upgrade or re-install Exchange Server 2003.

Disabling Unnecessary Services

Not all Exchange services are required on a front-end server, depending on the protocols being exposed and whether you will be making configuration changes after the initial setup. To stop and disable services, in the Microsoft Management (MMC), use the Services snap-in. Table 2 shows the Exchange services required— stop and disable all other Exchange services.

Table 2 - Exchange Services Required for Client Access
	Client access method
	Services required
	Comments

	HTTP (Outlook Web Access, WebDAV, Exchange ActiveSync)
	World Wide Web Publishing Service (W3SVC)
	Exchange System Attendant should also be enabled. Allows for administration and IIS metabase update.

	POP3
	Microsoft Exchange POP3 (POP3Svc)
	Exchange System Attendant should also be enabled. Allows for administration and IIS metabase update.

	IMAP4
	Microsoft Exchange IMAP4 (IMAP4Svc)
	Exchange System Attendant should also be enabled. Allows for administration and IIS metabase update.

	SMTP
	Simple Mail Transfer Protocol (SMTPSVC), Microsoft Exchange System Attendant (MSExchangeSA), Microsoft Exchange Information Store (MSExchangeIS)
	SMTP uses the Exchange Information Store for DSN formatting.

If a server is running SMTP, then it should also run the Microsoft Exchange Routing Service (RESVC)


Normally, System Attendant should be running on a front-end server. Although not required for several protocols, certain tasks only occur if System Attendant is running. Also, additional services may be required depending on other roles the front-end server performs, for example if the server is running WMI automation the Microsoft Exchange Management service must be running.

Note   
NNTP must be enabled on a server during upgrade; however, you can disable it if you are not offering NNTP to your users.

Configuring Network Load Balancing

You may want to load-balance the front-end servers. Do not use Windows Clustering Services to load-balance the front-end servers because there is no data stored on the front-end servers; each front-end is essentially a copy of every other, so failing over is not useful. Use Network Load Balancing to evenly spread client requests across multiple front-end servers.

See the Windows online documentation for information about configuring Network Load Balancing.  To access help on a Windows Server 2003, click on the start menu, then click on the, Help and Support option.   A window will then pop up labeled “Help and Support Center”.  To locate the network load balancing information, use the Search function.
Chapter 3
Installing and Configuring in an ISA Server 2004 Environment
Microsoft Internet Security and Acceleration (ISA) Server 2004 is the advanced application-layer firewall, virtual private network (VPN), and Web cache solution that enables customers to easily maximize existing IT investments by improving network security and performance. This chapter discusses steps for installation in an ISA environment. You can also use this information to determine what is needed if you are using another firewall service. 
ISA Server 2004 provides advanced protection, ease of use, and fast and secure access for all types of networks. It is particularly well suited for protecting networks that are running Microsoft applications, such as Microsoft Outlook Web Access (OWA), Microsoft Internet Information Services, Office SharePoint® Portal Server, Routing and Remote Access Service, Active Directory® directory service, and others.

ISA Server 2004 contains a full-featured, application-layer-aware firewall that helps protect organizations of all sizes from attack by both external and internal threats. ISA Server 2004 performs deep inspection of Internet protocols such as Hypertext Transfer Protocol (HTTP), which enables it to detect many threats that traditional firewalls cannot detect. The integrated firewall and VPN architecture of ISA Server support stateful filtering and inspection of all VPN traffic. The firewall also provides VPN client inspection for Microsoft Windows Server 2003-based quarantine solutions, helping to protect networks from attacks that enter through a VPN connection. In addition, a completely new user interface, wizards, templates, and a host of management tools help administrators avoid common security configuration errors.
Installation Procedures

1. Install Windows Server 2003 on the firewall computer.

After Installing and configuring Windows Server 2003 on the firewall computer, go to Windows Update and install all critical security hotfixes and service packs for Windows Server 2003.
2. Move the Server to a Workgroup
Before you install ISA Server on your server, remove the server from any domains that it is a member of and place it in a workgroup. Install ISA Server as a stand-alone firewall server and not as part of an ISA Server array (which requires domain membership). You do not want ISA Server to run on a member server in your Microsoft Windows forest because, if the server is compromised by attacks from the Internet, the attackers can gain access to domain resources. In addition, minimize the number of ports open to your internal network. Member servers require additional ports for activities such as talking to domain controllers.

3. Export the OWA SSL Cert from the Exchange Front-End OWA Server to a File.  

Please note it is recommended to setup both ActiveSync and OWA on the ISA Server.  Having OWA published as well will allow for greater troubleshooting capabilities.  
The ISA Server 2004 firewall computer performs SSL to SSL bridging to protect the connection from the remote Exchange client end-to-end. This end-to-end protection is important because the implicit assumption made by the remote host is that if the initial connection requires a secure link, then the entire transaction is protected by an encrypted link.

SSL to SSL bridging allows the external Web browser to create an encrypted SSL link with the external interface of the ISA Server 2004 firewall. The ISA Server firewall decrypts the packets and inspects them for validity and drops invalid packets. The ISA Server firewall then establishes a second SSL session between its own internal interface and Exchange Server, re-encrypts the packets and forwards them to the Exchange server.

The ISA Server 2004 firewall impersonates the Exchange Web site by presenting the Exchange Web site’s certificate to the remote client. The name of the Exchange Web site is contained in the certificate; this is the mechanism of impersonation.
Create the Exchange ActiveSync Publishing Rule

Perform the following steps to create the Exchange ActiveSync Web Publishing Rule:

1. In the Microsoft Internet Security and Acceleration Server 2004 management console, expand the server name and click the Firewall Policy node. 

2. Right-click the Firewall Policy node, point to New and click Mail Server Publishing Rule. 

3. On the Welcome to the New Mail Server Publishing Rule Wizard page, enter a name for the rule in the Mail Server Publishing Rule name text box.  Click Next. 

4. On the Select Access Type page, select the Web client access (Outlook Web Access (OWA), Outlook Mobile Access, Exchange Server ActiveSync option and click Next.
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Figure 11 – Creating Publishing Rule

5. On the Select Services page, put a check mark in the Exchange ActiveSync check box. Confirm that there is a check mark in the Enable high bit characters used by non-English character sets. For troubleshooting purposes, publishing Outlook Web Access is also recommended.  Click Next.     
6. Note the Enable high bit characters used by non-English character sets option allows uses to view documents there were created using extended character sets. If you expect uses to read only English-based character sets, then you can disable this option.
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Figure 12 – Creating Publishing Rule

7. On the Bridging Mode page, select the Secure connection to clients and mail server option and click Next. This option creates a Web Publishing Rule that insures a secure SSL connection from the client to the Exchange Web site. This prevents the traffic from moving in the clear, where an intruder can sniff the traffic and intercept valuable information. Remember, the external client made an SSL connection and expects that traffic to be secure from end to end. When you enable SSL to HTTP bridging, you violate the implicit trust the external client has in the secure SSL connection.
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Figure 13 – Creating Publishing Rule: Secure connection

8. On the Specify the Web Mail Server page, enter the name for the Internal Web site in the mail server text box. In this example we will use the name eas.msfirewall.org. Note that this is the name used for the Exchange Server site on the internal network. You could use an IP address, but that would create problems with the SSL connection between the internal interface of the ISA Server 2004 firewall and the Exchange EAS site. You can use either a split DNS or a HOSTS file entry on the ISA Server 2004 firewall machine to resolve this name to the IP address used by the Exchange Server on the internal network. This is required in order for the name in the request that the ISA Server 2004 firewall sends to the Exchange Server on the internal network is the same name as that on the certificate installed on the EAS Web site. Click Next.
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Figure 14 – Creating Publishing Rule: Web Mail Server

9. On the Public Name Details page, select the This domain name (type below) option in the Accept requests for list. Enter the name external users will use to access the EAS Web site in the Public name text box. In this example, the external users will use the name eas.msfirewall.org. Again, this is the name the external uses when accessing the Web site. This is the name the user enters into his browser in the browser’s Address bar. Click Next.
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Figure 15 – Creating EAS Publishing Rule: Public Name Details

10. On the Select Web Listener page, click the New button. The Web listener works the same way as the Web listener did in ISA Server 2000, but with ISA Server 2004, you have a lot more options. For example, you can create a separate Web listener for SSL and non-SSL connections on the same IP address. In addition, the Web listener settings are no longer global, and you can configure separate settings for each listener based on the number of addresses bound to the external interface of the ISA Server 2004 firewall. 

11. On the Welcome to the New Web Listener Wizard page, enter a name for the listener in the Web listener name text box. In this example we will use the name EAS SSL Listener. Click Next. 

12. On the IP Addresses page, put a check mark in the External check box. Click the Address button. 

13. In the External Network Listener IP Selection dialog box, select the Specified IP addresses on the ISA Server computer in the select network option. Click on the external IP address on the ISA Server 2004 firewall that you want to listen for incoming requests to the OWA site in the Available IP Addresses list. In this example, we will select the 192.168.1.70 entry. Click Add. The IP address now appears in the Selected IP Addresses list. Click OK. 

14. Click Next on the IP Addresses page. 

15. On the Port Specification page, remove the check mark from the Enable HTTP check box. Place a check mark in the Enable SSL check box. Leave the SSL port number at 443. By configuring this listener to use only SSL, you can configure a second listener with different settings that is dedicated for non-SSL connections. Neat! 

16. Click the Select button. In the Select Certificate dialog box, click on the EAS Web site certificate that you imported into the ISA Server 2004 firewall’s machine certificate store and click OK. Note that this certificate will appear in this dialog box only on after you have installed the Web site certificate into the ISA Server 2004 firewall’s machine certificate store. In addition, the certificate must contain the private key. If the private key was not included, it will not appear in this list. 

17. Click Next on the Port Specification page. 

18. Click Finish on the Completing the New Web Listener page. 

19. The details of the Web listener now appear on the Select Web Listener page. Click Edit. 

20. In the SSL Listener Properties dialog box, click the Preferences tab. 
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Figure 16 –SSL Listener Properties

21. On the Preferences tab, click the Authentication button. 

22. In the Authentication dialog box, remove the check mark from the Integrated check box. Click OK in the Microsoft Internet Security and Acceleration Server 2004 dialog box warning that the no authentication methods are currently configured. Do not check the OWA-Forms Based Authentication method for authentication.

23. Click Apply and then click OK in the SSL Listener Properties dialog box. 

24. Click Next on the Select Web Listener page.
25. On the User Sets page, accept the default entry, All Users, and then click Next. Note that this does not mean that all users will be able to access the Exchange site. Only users that can authenticate successfully will be able to access the site. The actual authentication is done by the Exchange site using the credentials that the ISA Server 2004 firewall forwards to it. You cannot have the ISA Server 2004 firewall itself and the Exchange site authenticates the user. This means that you must allow All Users access to the rule. An exception to this rule is when users authenticate to the ISA Server 2004 firewall itself using client certificate authentication.

26. Click Finish on the Completing the New Mail Server Publishing Rule Wizard page. 

26. Right click on the EAS Web site rule in the Details pane of the console and click Properties. 

27. In the Web site Properties dialog box, click the to tab. On the To tab, select the Requests appear to come from the original client option. This option allows the Exchange Web site to receive the actual IP address of the external client. This feature enables Web logging add-ons installed on the OWA Web site to be use this information when creating reports.
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Figure 17 –Web Site Properties

30. Click Apply and then click OK. 

31. Click Apply to save the changes and update the firewall policy. 

32. Click OK in the Apply New Configuration dialog box.
Configuring the Host File Entry

The next step is to create a HOSTS file entry on the ISA Server 2004 firewall machine so that it resolves the name eas.msfirewall.org to the IP address of the Exchange Server on the Internal network. You could use a split DNS infrastructure instead of a HOSTS file entry, but for simplicity’s sake, in this example we will create a HOSTS file entry. On a production network you would create a split DNS so that the ISA Server 2004 firewall resolves the FQDN of the OWA site to the IP address the Exchange Server uses on the Internal network.

1. Click Start and click Run. In the Run dialog box, enter notepad in the Open text box and click OK. 

2. Click the File menu and then click Open. In the Open dialog box, enter c:\windows\system32\drivers\etc\hosts in the File name text box and click Open.
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Figure 18 – File Open Dialog

3. Add the following line to the HOSTS file:
10.0.0.2 eas.msfirewall.org

And press ENTER at the end of the line so that the insertion point sits on the next line. Click File and then click Exit. In the Notepad dialog box, click Yes to indicate that you wish to save the changes.
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Figure 19 – Sample HOST file

Testing OWA and ActiveSync

Testing OWA

After you complete the configuration, you should test the features you configured.

An external client can access the Outlook Web Access server provided that it can resolve a fully qualified domain name to the external IP address of the ISA Server computer. This would usually be achieved by registering a public Internet domain name with a public DNS server that maps the Web site name to the external IP address of ISA Server. To test the deployment in a lab environment, you can specify the Web site host name resolution information using Notepad, in the client hosts file located under the following path: \system32\drivers\etc\hosts in the Windows installation directory. 

To connect to the Outlook Web Access site from the external client, type the Web address, such as https://mail.fabrikam.com/exchange. Be certain to specify https in the URL, as shown.

When you connect, you should see a logon page requesting credentials and the session type (public or private). You must provide this information before you can access your mailbox.

If you have set time-outs or blocked attachments, you can test those features by leaving the browser inactive for a period of time and then trying to access mail, and by trying to open or save attachments.
Testing Exchange ActiveSync

Configure a mobile device to connect to your Exchange server using Exchange ActiveSync, and make sure that ISA Server and Exchange ActiveSync are working properly. 

Note: You can also test Exchange ActiveSync using Internet Explorer. Open Internet Explorer, and in Address, type the URL https://published_server_name/Microsoft-Server-Activesync , where published_server_name is the published name of the Outlook Web Access server (the name a user would use to access Outlook Web Access). After you authenticate yourself, if you receive an Error 501/505 €“ Not implemented or not supported, ISA Server and Exchange ActiveSync are working together properly. 
Chapter 4
Configuring Exchange Server 2003 for Mobile Client Access

This chapter provides information about configuring Microsoft Exchange Server 2003 for client access. Specifically, this chapter covers:

· Configuring the Exchange servers for your supported client access methods.
Configuring Exchange for Client Access

Configuring Exchange for client access involves configuring Exchange to handle the protocols and clients that you want to support. The following section describes how to enable the client protocols supported by Exchange mobile devices on the Exchange server. This section includes the following information:

· Configuring mobile device support

· Configuring Outlook Web Access

Configuring Mobile Device Support

Configuring mobile device support for Exchange 2003 involves the following activities:

· Configure synchronization. 

· Configure Exchange ActiveSync to use RSA SecurID.

Configuring Synchronization

When you install Exchange, synchronization access to Exchange is enabled by default for all users in your organization. You can also use the Active Directory Users and Computers snap-in to enable individual users for synchronization access. 

Configuring Exchange ActiveSync

The following procedure shows you how to configure Exchange ActiveSync in your organization.

To configure Exchange 2003 to use Exchange ActiveSync

74. Start Exchange System Manager. 

75. Expand Global Settings, right-click Mobile Services, and then click Properties.
76. Under Exchange ActiveSync, select from the following check boxes:

· Select the Enable user initiated synchronization check box to allow users to use Windows Mobile-based devices such as Pocket PCs, Pocket PC Phone Editions, and Smartphones to synchronize their Exchange data.

· Select the Enable up-to-date notifications check box to allow users to receive notifications that are sent from the Exchange server to devices that are designed to allow notifications.

· Select the Enable notifications to user specified SMTP addresses check box to allow users to use their own SMTP carrier for notifications.  This would be beneficial in scenarios with an enterprise customer uses multiple mobile operators and different data plans and wants to handle each mobile end user different.  
Note   
With this feature enabled, when a new message arrives in a user's mailbox, up-to-date notifications allow synchronization to occur on a user's device. Enable this feature if you have users who are using mobile devices to synchronize, and you do not want to specify the carrier

77. Click Apply, and then click OK.

The following procedure shows you how to configure a mobile device such as a Windows Mobile-based Pocket PC Phone Edition to use Exchange ActiveSync. Perform this procedure on each mobile device in your organization. As an alternative, you can instruct your users how to configure their own devices.

To configure Pocket PC Phone Edition-based devices to use Exchange ActiveSync

78. On the mobile device, from the Today screen, tap Start, and then tap ActiveSync.

79. Tap Tools, tap Options, and then tap the Server tab.

80. Select the check box next to each type of information that you want to synchronize with the server.

81. To configure synchronization options for each type of information, select the type of information, and then tap Settings.

82. In the Server Name field, enter the address or name of the server to connect to when synchronizing Exchange data. 

83. Tap Advanced.

84. On the Connection tab, enter the user name, password, and domain name.

85. On the Rules tab, select the rule that best applies to you, for how you want synchronization to work whenever information on your device and your Exchange server have both been changed.

86. Tap OK to accept the changes you made to Exchange ActiveSync.

87. Repeat this procedure for each of your users' Windows Mobile-based Pocket PC Phone Editions. As an alternative, instruct your users about how to configure their devices for use with Exchange ActiveSync.

Up-to-Date Notifications

Devices with Windows Mobile™ 2003 software are able to receive notifications generated by Exchange 2003 that initiate Exchange ActiveSync synchronization between a user's device and his or her Exchange mailbox. This synchronization allows the users mobile device to be up-to-date with the latest Exchange information.

For more information on device configuration see Appendix C.

Configuring Exchange ActiveSync to Use RSA SecurID

As an added level of security, you can use Windows Mobile-based devices with Exchange ActiveSync in conjunction with RSA SecurID two-factor authentication.
Note   
No additional device configuration is required to support RSA SecurID. The device presents the appropriate authentication automatically when synchronizing with an Exchange ActiveSync server protected by RSA SecurID.

Using RSA SecurID with Exchange ActiveSync involves the following steps.

88. Set up the RSA SecurID server components.

89. Configure Internet Information Server (IIS) to use RSA SecurID.

90. Set up user accounts.

91. Configure ISA Server 2004.

Setting Up the RSA SecurID Server Components

To configure the RSA SecurID server components, you need to:

· Set up the RSA ACE/Server   The RSA ACE/Server is the RSA server that stores and manages authentication tickets and credentials for your users. To set up the RSA ACE/Server, follow the procedures as outlined in the RSA SecurID documentation provided by RSA Security Inc.

· Set up the RSA ACE/Agent on the front-end server   The RSA ACE/Agent is the Internet Server Application Programming Interface (ISAPI) filter that performs authentication and communicates to the ACE/Server to retrieve SecurID credentials. To set up the RSA ACE/Agent, follow the procedures as outlined in the RSA documentation.

Configuring IIS to Use RSA SecurID

Configuring IIS for RSA and Exchange ActiveSync involves the following procedures.

92. Protect the Exchange ActiveSync virtual directories.

93. Customize the custom HTTP response headers.

94. Install SecurID screens (optional). For information about installing these screens, see the RSA SecurID documentation.

Complete these steps to properly configure IIS for SecurID and Exchange ActiveSync operations.

Protecting the Exchange ActiveSync Virtual Directories

The first step to configuring IIS is to protect the virtual directories that your users access when they use Exchange ActiveSync. Exchange Server 2003 uses the \Microsoft-Server-ActiveSync virtual directory.

You can protect this virtual directory in one of the following two ways:

· Protect the entire Web server (recommended).   In this option, you protect all virtual roots on the IIS server with RSA ACE/Agent, including any other services implemented by the front-end server. For example, you may have configured your front-end Exchange server as an access point for Outlook Mobile Access or for Outlook Web Access.

· Protect only the Exchange ActiveSync virtual directories   In this option, you configure the RSA ACE/Agent so that only Exchange ActiveSync is protected by SecurID. Use this option if you intend to enable additional services, such as Outlook Web Access and Outlook Mobile Access, on the same server without protecting those services with SecurID. 

By default, the ACE/Agent is configured to protect the entire Web server. You can use the following procedure to verify this configuration.

To verify ACE/Agent is configured to protect the entire Web server
95. In the Internet Information Services snap-in for MMC, right-click the default Web server and select Properties.
96. Click the RSA SecurID tab, and verify that the Protect This Resource check box is selected.

Use the following procedure to configure the front-end server so that RSA SecurID authentication is limited to Exchange ActiveSync.
To limit SecurID Authentication to the Microsoft-Exchange-ActiveSync virtual directory

97. To disable server-wide protection, in the IIS snap-in, right-click the default Web server, and then click Properties.
98. Click the RSA SecurID tab, and then clear the Protect This Resource check box. (This step ensures that RSA SecurID is not enabled for the entire server, but rather only for the virtual roots that you specify.)

99. To enable protection for the virtual directories, in the IIS snap-in, right-click the Microsoft-Server-ActiveSync virtual directory, and then click Properties.
100. Select the RSA SecurID tab, and then select the Protect This Resource check box.
Note   
If the check box is selected and shaded, this means that the virtual directory is inheriting its setting from the parent directory. Inspect the properties for the parent directory, and clear the Protect This Resource check box if you do not want the parent directory to be protected. Then, return to the child directory and make sure the check box is selected.

Customizing the HTTP Response Header for Devices

The ActiveSync client on the Microsoft Windows Mobile-based device must be able to distinguish between RSA SecurID authentication and Exchange ActiveSync responses. To enable this capability, you need to configure custom HTTP response headers on the WebID virtual root that contains the HTML forms configured by RSA ACE/Agent.

To configure custom HTTP responses for devices

101. In the IIS snap-in for MMC, locate the WebID virtual directory on the front-end server. This virtual directory is created by SecurID and contains the SecurID authentication forms and responses.
102. Right-click the WebID virtual directory, and then click Properties to open the properties for this virtual directory.

103. Click the HTTP Headers tab, click the Add button, and then enter the following header information.

Note   
The following value is case-sensitive and must be entered on one line. 

Custom Header Name: MSAS-TwoFactorAuth Custom Header Value: True Custom Header Name: MS-ASProtocolVersions Custom Header Value: 1.0,2.0 Custom Header Name: MS-ASProtocolCommands Custom Header Value: Sync,SendMail,SmartForward,SmartReply,GetAttachment,GetHierarchy,CreateCollection,DeleteCollection,MoveCollection,FolderSync,FolderCreate,FolderDelete,FolderUpdate,MoveItems,GetItemEstimate,MeetingResponse

Setting Up User Accounts

User accounts for SecurID should be set up by the Administrator as recommended by the RSA SecurID product documentation, with the following restriction: 

· For all users, SecurID user IDs must be selected to match the Windows account name. Exchange ActiveSync with SecurID does not function for users who have a distinct RSA user ID that does not match their Windows account name.

Configuring ISA Server 2004
ISA Server 2004 and RSA SecurID technology are integrated on the ISA Server. Currently, using RSA SecurID with ISA Server 2004 is unsupported. You can, however, deploy RSA SecurID with ISA Server 2004, but you must configure the ISA Server to enable pass-through authentication. In this scenario, RSA authentication still occurs at the front-end server, not at the ISA Server. For information about how to enable pass-through authentication, see the ISA Server 2004 documentation.

Downloads

More Information on RSA SecurID can be found on the RAS web site.  

http://www.rsasecurity.com/node.asp?id=2571
Hardware Requirements as well as software and setup instructions for RSA SecurID can be downloaded on the site.  
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