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Abstract

This white paper describes new features in Service Pack 1 (SP1) for Microsoft® Software Update Services (SUS) 1.0, and provides instructions for applying the service pack. It is provided for administrators who are familiar with the material in Deploying Microsoft Software Update Services. If you have not read Deploying Microsoft Software Update Services, or if you are installing SUS for the first time, read that document instead of this one. Get Deploying Microsoft Software Update Services at http://go.microsoft.com/fwlink/?LinkId=6928.
The target audience of this document is the Information Technology (IT) administrator who is planning, evaluating, or deploying the Software Update Services software in order to automatically and securely keep Windows computers in their network up-to-date with security patches and other critical updates.

The information contained in this document represents the current view of Microsoft Corporation on the issues discussed as of the date of publication.  Because Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee the accuracy of any information presented after the date of publication.
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Complying with all applicable copyright laws is the responsibility of the user.  Without limiting the rights under copyright, no part of this document may be reproduced, stored in or introduced into a retrieval system, or transmitted in any form or by any means (electronic, mechanical, photocopying, recording, or otherwise), or for any purpose, without the express written permission of Microsoft Corporation. 

Microsoft may have patents, patent applications, trademarks, copyrights, or other intellectual property rights covering subject matter in this document. Except as expressly provided in any written license agreement from Microsoft, the furnishing of this document does not give you any license to these patents, trademarks, copyrights, or other intellectual property.
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Installing the Service Pack

Read these installation instructions carefully before you apply SP1 to SUS 1.0. 

If you have not already installed SUS 1.0, you do not need to install it before applying SP1. The service pack includes the complete installation of SUS 1.0 SP1. If you are installing SUS 1.0 for the first time, follow the instructions in Deploying Microsoft Software Update Services instead of the directions in this document. For the most up-to-date version of Deploying Microsoft Software Update Services, visit the Software Update Services website at http://go.microsoft.com/fwlink/?LinkId=6930.
Previous Versions of SUS 1.0

When you apply SP1 to SUS 1.0, your SUS 1.0 settings and your list of approved updates are preserved. 

You do not need to remove SUS 1.0 before performing the upgrade, but you can remove SUS 1.0 and install SUS 1.0 SP1 instead if you want to. In this case your settings and list of approved updates will not be preserved. To do this, use Add or Remove Programs to remove SUS 1.0 before installing SUS 1.0 SP1. Then follow the instructions in “Installing the Service Pack” elsewhere in this document.

If you have already installed SUS 1.0 SP1 and attempt to install it again, you will be prompted to remove SUS 1.0 SP1. This ensures that Beta versions of the software are completely replaced with the final released version.

Space requirements for the Service Pack

SUS 1.0 SP1 has the same space requirements as SUS 1.0. In either case, approximately 50 MB of space is required. 

Additional space is required for the files you will distribute. For example, an installation for approximately 15,000 clients using one server running Software Update Services would need about 6 GB of free hard disk space for setup and security packages.

Installing Service Pack 1

Installing the SUS 1.0 SP1 Server

1. Download Sus10sp1.exe to a folder on the server where you want to either install SUS 1.0 SP1 or apply the service pack to an existing installation of SUS 1.0.

2. Double click on the file. 

Deploying the SUS 1.0 SP1 Automatic Updates client

If you are upgrading an installation of SUS 1.0, the Automatic Update software installed on your client computers will self-update to the latest SUS 1.0 SP1 client software. This will occur after the SUS 1.0 server has been successfully updated to SP1 and synchronized with the latest content available on the Windows Update servers. 

If you are performing a new installation of SUS 1.0 SP1, see Deploying Microsoft Software Update Services for information regarding the deployment of the Automatic Updates client. You can download Deploying Microsoft Software Update Services from http://go.microsoft.com/fwlink/?LinkId=6928. 
Installing IIS Lockdown

If you are running IIS on a computer running Windows 2000 Server, install the latest versions of IIS Lockdown tool and the URL Scanner from http://www.microsoft.com/technet/security/tools/locktool.mspx. 

Microsoft strongly recommends that you install these tools to help keep your IIS servers secure. The IIS Lockdown Wizard works by turning off features of IIS, thereby reducing the security risk exposure.

Note:

If neither IIS Lockdown nor URL Scanner is installed on the Windows 2000 Server where you install SUS 1.0, SUS 1.0 SP1 setup will install and configure IIS Lockdown version 2.0 and URL Scanner version 2.5 for you. If one of these tools is already installed, the setup program will not install either of them. SUS setup will not change settings for either of these tools, and it will preserve your backup of the IIS metabase.

You do not need to install IIS Lockdown on computers running Windows Server 2003, because the functionality is built in. 

What’s New

This service pack introduces enhancements to both SUS 1.0 Server and the Automatic Updates client.

SUS 1.0 SP1 Server

Software Update Services 1.0 Service Pack 1 makes the following improvements to SUS server:

· Ability to run on Windows 2000 domain controllers and Small Business Server

· Better integration with IIS Lockdown

· Details links of software update packages

· Installation under the default IIS web sites 

· Increased proxy server time out 

· New software catalog files 

These improvements are described in detail below.

Ability to run on Windows 2000 Domain Controller and Small Business Server

You can install SUS 1.0 SP1 on member servers or domain controllers running any of the following operating systems: 

· Windows 2000 Server 

· Windows Server 2003 

· Microsoft Small Business Server 2000 with Service Pack 1

· Windows Small Business Server 2003

SUS 1.0 did not run on Windows 2000 domain controllers or Small Business Server. 

To install SUS 1.0 SP1 server on Windows 2000 domain controller you must first promote the server to a domain controller and then install SUS 1.0 Service Pack 1 on it. If you promote the server to a domain controller after you have installed SUS 1.0 SP1, you will not be able to uninstall SUS. 

Better integration with IIS Lockdown 

If either IIS Lockdown or URL Scanner has been installed on the server, SUS server setup will not install either of them. It will not change settings for either of these tools. SUS setup will preserve your backup of the IIS metabase.

Details links of software update packages

The item details page might or might not contain an icon which points to the RTF file. Some RTF files may not show up if an Internet connection is not available as they may redirect to a Microsoft web site. 

Installation under the default IIS web sites

SUS Server is always installed under the default Web site, provided that it is running, regardless of the IP address the default Web site is assigned to. If the default Web site is not running, or if no other Web site is running at port 80, SUS creates and runs a Web site at port 80.

Increased proxy server time out

The proxy server time out has increased to 5 minutes. This will benefit SUS server users with slow Internet connections and those who have virus scanning enabled on the proxy server. This setting is not configurable.

New software catalog files

The synchronization process will now download the following files:

· Aucatalog1.cab 

· Aurtf1.cab

Automatic Updates

SUS 1.0 Service Pack 1 makes the following improvements to the Automatic Updates feature: 

· Rescheduled wait time

· No automatic restart with logged-on users

· Restart notification to newly logged-on users
· Scheduled install respects shut-down privileges
· Text wrapping for an update’s description

· Removed the “Read more” link from Software Update packages
These are described in detail below.

Rescheduled wait time

To set the wait time between the time Automatic Updates starts and the time it begins installations whose scheduled time has passed, the administrator can create the RescheduleWaitTime registry value in HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate\AU. The value is a DWORD with a range of 1 to 60, representing 1 minute to 60 minutes (1 hour).

If a scheduled installation is missed (because the client computer was turned off) and RescheduleWaitTime is not set to a value between 1 and 60, Automatic Updates waits until the next scheduled day and time to perform the installation. If a scheduled installation is missed and RescheduleWaitTime is set to a value between 1 and 60, then Automatic Updates reschedules the installation to occur at the Automatic Updates service start time plus the number of minutes specified in RescheduleWaitTime.

There are 3 basic rules for this feature:

· When a scheduled installation is missed, the installation will be rescheduled for the system startup time plus the value of RescheduleWaitTime.

· Changes in the scheduled installation day and time via the Control Panel or Policy are respected over the rescheduled time. 

· The rescheduled time is respected over the next calculated scheduled day and time if the “next calculated scheduled day and time” is later than the rescheduled time. The “next calculated scheduled day and time” is calculated as follows:

1. When Automatic Updates starts, it uses the currently set schedule to calculate the “next calculated scheduled day and time”. 

2. The resulting day and time value is then compared to the ScheduledInstallDate. 

3. If the values are different, Automatic Updates performs the following actions: 

· Sets a new “next calculated scheduled day and time” within Automatic Updates. 

· Writes this new “next calculated scheduled day and time” to the ScheduledInstallDate regkey.

· Logs an event stating the new scheduled installation day and time.
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Figure 1, Rescheduling the client wait times

Example1: IT admin wants installation to occur immediately following system startup

1.
IT administrator schedules update installations to occur every day at 3 a.m.

2.
IT administrator sets the RescheduleWaitTime registry value to 1.

3. Automatic Updates finds an update, downloads it, and is ready to install it at 3 a.m.

4. End user does not see the “ready to install” prompt because she is does not have administrative privileges on her computer.

5. End user turns her computer off. 

6. The scheduled time (3 a.m.) passes while the computer is off. 

7. End user turns on the computer. 

8. When Automatic Updates starts, it recognizes that it missed its previously set scheduled installation time and that RescheduleWaitTime is set to 1. It therefore logs an event stating the new scheduled time (one minute after the current time). 

9. If no one logs in before the newly scheduled time, (1 minute interval) the installation begins. Since no one is logged in, there is no delay and no notification. If the update requires it, Automatic Updates will restart the computer.

10. The user logs in to the updated computer.

Example2: End user wants the installations to occur fifteen minutes after the Automatic Updates service starts.

11. IT admin schedules update installations to occur every day at 3 a.m.

12. The administrator of the client computer (the local admin) sets the RescheduleWaitTime registry value to 15.

13. Automatic Updates finds an update, downloads it, and is ready to install it at 3 a.m.

14. The local admin ignores the prompt to install the update.

15. The local admin turns the computer off 

16. The scheduled time passes while the computer is off. 

17. The local admin turns on the computer.

18. When Automatic Updates starts, it recognizes that it missed its previously set scheduled install time, and that RescheduleWaitTime is set to 15. It therefore logs an event stating the new scheduled time (fifteen minutes after the current time).

19. The local admin logs on prior to this newly scheduled time.

20. After Automatic Updates has been running for 15 minutes, it proceeds with the scheduled installation.

21. The local admin is notified five minutes before installation begins by the countdown timer. 

22. The timer expires and the installation proceeds.

No automatic restart with logged-on users

To prevent Automatic Updates from restarting a computer while users are logged on, the administrator can create the NoAutoRebootWithLoggedOnUsers registry value in HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate\AU. The value is a DWORD and must be either 0 (false) or 1 (true). If this value is changed while the computer is in a restart pending state, it will not take effect until the next time an update requires a restart.

When the administrator creates and sets the NoAutoRebootWithLoggedOnUsers registry key to 1, the restart countdown dialog that pops up for logged on user (active and inactive) will change in the following ways:

	Users with Administrator privileges
	Users without Administrator privileges

	The No button will still be active and clickable.
	The No button will still be inactive.

	The Yes button will still be active and clickable if they are the only administrator logged on at the time the restart dialog appears.
	The Yes button will now be active and clickable only if the non-administrator is the only non-administrator logged on at the time the restart dialog appears. However, the Yes button will be inactive if the user’s local security policy prohibits restarting.

	The restart countdown progress bar and the text underneath the progress bar will not be displayed.
	The restart countdown progress bar and the text underneath the progress bar will not be displayed.
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Figure 2: Configuring No automatic restart with logged on users

Example 1: non-admin user on a workstation

This scenario assumes that the following conditions have been set up by the IT administrator:

· IT administrator schedules updates to be installed every day at 3 a.m.

· IT administrator requires users of desktops to run as non-administrative users.

· IT administrator sets NoAutoRebootWithLoggedOnUsers to 1.

· The user is assigned Shut down the system privileges via Group Policy.

Resulting client behavior:

23. Automatic Updates detects and downloads an update and sets the scheduled installation time to 3 a.m. 

24. The logged on non-administrative user leaves the workstation locked at the end of the day.

25. At 3 a.m. the scheduled installation proceeds.

26. This update requires a restart to complete the installation, so Automatic Updates pops up a dialog to the users locked session saying that a restart is required.

27. At 9 a.m. the user unlocks the workstation and sees the prompt to restart.

28. The user is unable to click No to dismiss the dialog, but because she is the only user on the workstation, she can click Yes. There is no timeout, so she can accept the prompt to restart at a time that is convenient for her.

Example 2: non-admin users on a server

This scenario assumes that the following conditions have been set up by the IT administrator:

· By default, users who do not have administrative privileges are not allowed to restart servers running Windows. This is enforced by the local security policies.

· Multiple non-administrative users are logged on at the time the scheduled installation begins.

· The installation requires that the computer be restarted.

Resulting client behavior:

29. Users are notified.

· When the installation requires restarting the computer, all logged on users are notified with a popup that the computer must be restarted.

· Event ID 21 is written to the system event log:

	Restart Required: To complete the installation of the following updates, the computer must be restarted. Until this computer has been restarted, Windows cannot search for or download new updates.

	- Security Update - March 16, 2002


· Non-administrative users are not allowed to dismiss the dialog with the “No” button.

· These non-administrative users don’t have permissions to restart the server, so the “Yes” button is also disabled.

· If new users log on, they also receive the notification that the server needs to restart.

30. Users log off.

Upon each log off, Automatic Updates tests to see if there are any users still logged on. 

When there are no logged-on users and therefore there is no opportunity for user data loss, Automatic Updates writes Event ID 22 to the system event log as shown below, and begins the shutdown procedure.

	Restart Required: To complete the installation of the following updates, the computer will be restarted within five minutes. Until this computer has been restarted, Windows cannot search for or download new updates.

	- Security Update - March 16, 2002


Summary of behavior for NoAutoRebootWithLoggedOnUsers registry key settings

The following table helps demonstrate the difference in behavior with the NoAutoRebootWithLoggedOnUsers registry key enabled (set to 1) versus disabled or not configured (not set to 1). 

	Scenario following a scheduled installation
	With NoAutoRebootWithLoggedOnUsers enabled
	With NoAutoRebootWithLoggedOnUsers disabled or not configured

	No users logged on
	Auto restart immediately following installation
	Automatic restart immediately following installation

	Single user with administrative privileges
	Restart notification that allows user to initiate the shutdown or postpone it. 

This notification does not have a countdown timer. Therefore the user must initiate the system shutdown.
	Restart notification that allows user to initiate the shutdown or postpone it. 

This notification has a 5 minute countdown timer. When the timer expires, the automatic restart begins.  

	Single user with restart privileges but no other administrative privileges
	Restart notification that allows user to initiate the shutdown but not to postpone it.

This notification does not have a countdown timer. Therefore the user must initiate the system shutdown.
	Restart notification that allows user to initiate the shutdown but not to postpone it. 

This notification has a 5 minute countdown timer. When the timer expires, the automatic restart begins.  

	Single non-administrator without restart privilege
	Restart notification that does not allow the user to initiate the shutdown or postpone it.

This notification does not have a countdown timer. Therefore the user must wait for an authorized user to initiate the system shutdown.
	Restart notification that does not allow the user to initiate the shutdown or postpone it. 

This notification has a 5 minute countdown timer. When the timer expires, the automatic restart begins.  

	Administrator while with other users are logged on
	Restart notification that does not allow the user to initiate the shutdown but does allow the user to postpone it.

This notification does not have a countdown timer. Therefore the user must initiate the system shutdown.
	Restart notification that does not allow the user to initiate the shutdown but does allow the user to postpone it. 

This notification has a 5 minute countdown timer. When the timer expires, the automatic restart begins.  

	Non-administrator with restart privilege while other user are logged on
	Restart notification that does not allow the user to initiate the shutdown or postpone it.

This notification does not have a countdown timer. Therefore the user must initiate the system shutdown.
	Restart notification that does not allow the user to initiate the shutdown or postpone it. 

This notification has a 5 minute countdown timer. When the timer expires, the automatic restart begins.  

	Non-administrator without restart privilege while other user are logged on
	Restart notification that does not allow the user to initiate the shutdown or postpone it.

This notification does not have a countdown timer. Therefore the user must wait for an authorized user to initiate the system shutdown.
	Restart notification that does not allow the user to initiate the shutdown or postpone it. 

This notification has a 5 minute countdown timer. When the timer expires, the automatic restart begins.  


Note: 

After the logged on user(s) log off and there are no remaining logged on users, Automatic Updates will restart the computer to complete the installation of the update. 

Restart notification to newly logged on users

Users who log on after Automatic Updates has sent a restart notification will get the restart notification when they log on. Restart notifications are sent to all logged on users between the time that Automatic Updates has performed a scheduled installation that requires a restart and the time the restart commences.

Scheduled installations respect shut down privileges

After Automatic Updates has completed an installation that requires restarting the computer, the user can restart the computer by clicking Yes in the pop-up message only if both of the following are true:

· The user is assigned Shut down the system privileges in Group Policy.

· No other users are currently logged on to the computer.

The Shut down the system policy is located in Security Settings\Local Policies\User Rights Assignment.

Text wrapping for an update’s description

The description text that Automatic Updates displays for each update now wraps correctly. 

Removed the “Read more” link from Software Update Packages

Automatic Updates no longer provides a “Read more” link in the description text for an update that is available to download or install. This link previously appeared in the details window for the update. The information that the “Read more” link pointed to is available at the SUS server.

Accessing the SUS Administrator Web Site
Security enhancements in Windows Server 2003 may result in problems accessing the SUS Web site after you install SUS 1.0 SP1. This section lists common situations and the actions you should take to ensure that you can access the SUS web site.

· SUS is installed on the default Web site running with a specific IP address.
In Internet Explorer, add http://ipaddress to the Local Intranet list. Close the browser. Open a new browser using http://ipaddress/SUSAdmin. 

· You are using the Microsoft Software Update Services icon under Administrative Tools to administer the SUS server. 

Ensure that http://computername is added to local Intranet list from the client Internet Explorer browser. Double clicking the icon invokes http://computername/SUSAdmin. 

· You are using another computer within the intranet to administer SUS Server.
Ensure that http://SUSServer_computername  is added to the Local intranet site list from the client Internet Explorer browser. This is only necessary if the computer from which you are administering the SUS server is running Windows Server 2003. 
Note: 
http://localhost is added to Local Intranet list by default.

· You need to add a site to the trusted list.

Open Internet Explorer->Tools->Internet Options->Security. Select Trusted Sites and click Sites. Add the site that you want to access in the text box. Close all the dialog boxes

· You need to add a site to the Local Intranet site list.

Open Internet Explorer->Tools->Internet Options->Security. Select Local Intranet and click Sites and then click Advanced. Add the site that you want to access in the text box. Close all the dialog boxes
Related Links

For more information, see the following resources:

· Microsoft Software Updates Services web site at http://go.microsoft.com/fwlink/?LinkId=6930.

· Software Update Services Overview at http://go.microsoft.com/fwlink/?LinkId=6927 

· Deploying Microsoft Software Update Services at http://go.microsoft.com/fwlink/?LinkId=6928.
· Microsoft Security at http://www.microsoft.com/security/ Web site. 

· Microsoft Windows Update at http://www.windowsupdate.microsoft.com Web site. 

Feedback

To provide feedback about Microsoft Software Update Services or this white paper, write to Software Update Services Feedback at: cwufdbk@microsoft.com

































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































