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Chapter 12

Deploying Office 2000 
on Windows Terminal Server

Deploying Office 2000 on Windows NT Server 4.0, Terminal Server Edition helps contain support costs by simplifying client configurations and making more efficient use of hardware. Users still have access to all Office 2000 features.

Designed as the model Windows Terminal Server application, Office 2000 offers intelligence, central control, and scalability to boost productivity and decrease total cost of ownership (TCO). (See “Running Office 2000 with Windows Terminal Server” at http://www.microsoft.com/Office/enterprise/deployment
/termserv.htm for more information.) This chapter describes how to deploy and customize Office 2000 on Terminal Server.
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What You’ll Find in This Chapter

· An overview of possible solutions and strategies for your Office 2000 deployment on Windows Terminal Server—including tools required and a step-by-step overview of deployment

· How to incorporate the specific requirements of an Office 2000 deployment into your deployment plan and troubleshoot common issues that arise

· How to use pre-deployment testing and pilot rollouts to your best advantage

· How to successfully implement your solution—minimizing downtime and user issues

· How to troubleshoot your deployment by learning from the other companies’ experiences

· An overview of custom settings used to deploy Office 2000 on Windows Terminal Server
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Solutions and Strategies

Northwind Traders wanted to deploy Office 2000 to 1,500 clients across 700 sites (some with low bandwidth). The IT team picked Windows NT Server, Terminal Server Edition, to simplify the Office 2000 deployment—the most important factor in a project to use about 150 Terminal Servers. (The decision also created some unique requirements, described in the section “Office 2000–Specific Planning” on page 308.)

Northwind Traders considered two deployment strategies. The first strategy was to use SysPrep and Ghost to make images of the Terminal Servers and then deploy Office 2000 on the Terminal Server as part of the cloning procedure. The second was to provide the Terminal Server administrator with customized builds of Microsoft Internet Explorer 5 and Office 2000, along with installation procedures. Northwind Traders went with this strategy because it was more flexible than the first: the customized build could be used on an existing Terminal Server or incorporated into the scripted installation of a new Terminal Server.

Tools and Technologies Required

[image: image1.jpg]


These Microsoft Office 2000 Resource Kit tools were used:

· Custom Installation Wizard (CIW).

· Internet Explorer Administration Kit (IEAK).

· Policy Editor (POLEDIT).

· Office Profile Wizard (PROFLWIZ).

TermSrvr.MST (from the resource kit Terminal Server tools) was used as a basis for a customized transform file containing the registry and configuration settings needed to install and operate Office 2000 on Terminal Server. Customization added command line arguments to control non-visible features and other MSI properties, and it added pre-set Office feature install states to avoid poor performance. TermSrvr.MST has no features set to Install on First Use or Run from Source. For details on transform file settings, see the Microsoft Office 2000 Resource Kit.

The team also installed the office assistant; it has no animation, thus reducing bandwidth requirements for a Terminal Server session.
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Deployment Overview

As this was a new deployment of Terminal Server servers and clients, not an upgrade, the method was fairly straightforward:


1.
The Terminal Server servers were built using a scripted installation, located in the data center, and assigned static IP addresses.


2.
For each Terminal Server client, files required by the user were moved to a file server.


3.
Users’ systems were rebuilt with a standard operating environment based on Windows 95 OSR-2 and the Citrix MetaFrame client software.

In execution, of course, the plan was a little more complex. With the Terminal Servers in the data center, it made sense to move users’ data stores and Microsoft Exchange mailboxes to data center servers too, and this data transfer used slow links.

Users had to be trained on Terminal Server and Office 2000, which lock down parts of the system and no longer permit you to save files on the workstation.

Office 2000–Specific Planning

Deploying Office 2000 on Terminal Server introduces some new requirements and eliminates many standard ones (such as having the Desktop Update on clients). The sections below describe Terminal Server requirements, deployment recommendations, and issues such as Office 2000 dependencies.

Identifying Office Components and Configurations
At Northwind Traders, MCS installed all of the Internet Explorer 5 components included in a typical installation, including Outlook Express, which is required for Outlook 2000 to operate correctly.

Almost all Office 2000 Professional components were installed on the Terminal Servers. Some components of note that were not installed are:

· Symantec Fax Starter Kit

· Office Assistants

· Language Selection Tools
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Terminal Server is a shared system. The Windows Installer’s Detect and Repair and Install on First Use features cannot be used because a repair run in one terminal session could overwrite files that are open in another terminal session. You have to install every application users might need.
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From the Trenches: Saving CPU Time and Bandwidth 
While Implementing Support Technologies

At Northwind Traders, non-essential features that use up bandwidth and CPU time were made Not Available. Office Assistants use more bandwidth because they move when the screen is otherwise idle, so Northwind Traders installed the Still Logo Office Assistant (included in the resource kit) because it is not animated and saves bandwidth on the Terminal Server client connections. (Rather than including the Still Logo in the CIW, you should install it with the resource kit so that it is registered with Darwin.)

Northwind Traders also plans to implement supporting technologies, such as Web-extended error messages and Web-extended Help files. This will be handled by the team deploying Office 2000 for Windows 95 and is not part of this project.

********************DO   NOT   REMOVE   THIS   PARAGRAPH—IT    IS    REQUIRED   FOR    PROPER    SIDEBAR    SCREEN    SPACING********************


Support for Roaming Users

Because Northwind Traders users roam and can attach to any Terminal Server, the deployment included the use of the Citrix Metaframe Load Balancing services. Office 2000 had to be configured to support Terminal Server profiles and to transfer user settings with Window NT user profiles to provide a consistent user experience on any Terminal Server.

Customization Requirements

Using the Internet Explorer Administration Kit (IEAK), the team customized the Internet Explorer 5 installation to conserve disk space on the Terminal Servers, to reduce bandwidth use, and to prevent users from changing settings. For more details of the IEAK settings, see the “Internet Explorer Administration Kit Settings” section later in this chapter.
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In the course of customizing Internet Explorer, MCS found that the version 4.0 Desktop Shell Update (which includes the Active Desktop) caused Terminal Server sessions to run very slowly and must not be installed. The team created a custom Terminal Server transform (.MST) file by copying TermServ.MST (from the resource kit, ORK) to MyTransform.MST then using the CIW to add and remove application components.
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Most CIW modifications (such as adding System Policy Editor) were made to minimize bandwidth use. For more details on settings, see the “Custom Installation Wizard Settings,” and “System Policy Settings” sections later in this chapter.

The CIW was also used to create a custom transform file for the Microsoft Office 2000 Resource Kit, which is installed using the same Windows Installer technology as Office 2000, and can be modified with the same tools. Northwind Traders installed only the Terminal Server Tools (which include the non-animated office assistant), omitting the other tools to conserve disk space.

You have to install the non-animated office assistant file (StilLogo.ACS) through the resource kit SETUP.EXE; you cannot copy it onto the Terminal Server system, as you could with Office 97. Office 2000 applications are enabled for Windows Installer, so all add-in files must be installed by the Windows Installer. For details on the CIW settings for installing the resource kit, see the “Custom Installation Wizard Settings” section later in this chapter.

MCS created a batch file to automate the installation of Office 2000 (including Internet Explorer 5) and the ORK. The file:


1.
Put the Terminal Server into install mode (CHANGE USER /INSTALL).


2.
Copied the KIX32.EXE script processor to the operating system directory (%SystemRoot%). This is required because the deployment team added a Kix script to the customized Office 2000 installation.


3.
Ran the Office 2000 SETUP.EXE and executed the installation using the custom transform file (specified in the SETUP.INI for Office 2000). Internet Explorer 5 was installed as part of the Office 2000 Setup (by including the IE5SETUP in the custom transform file). The ORK was installed using the updated SETUP.EXE, which supports chained installations with the /chain switch, so the ORK Setup could be run from within the custom transform file as an additional command line. When these are completed, the batch file reboots the system through the /qb- switch, which provides the basic progress bars and reboots without question.

A short batch file like this allows you to use the installation script on an existing Terminal Server (perhaps as an upgrade to Office 97) or integrate it into the unattended installation script for Terminal Server.
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Defining Acceptance Criteria

When you work with Terminal Server and products such as Internet Explorer 5 and Office 2000, no one—not the project team, operational administration teams, or users—knows enough at first to clearly formulate acceptance criteria.

For example, Northwind Traders stipulated that Outlook 2000 performance should be fast enough. This is easy to say, but it is impossible to quantify. Realizing this, the project team chose a Microsoft Solutions Framework (MSF) approach: they configured Internet Explorer 5 and Office 2000 to meet as many user requirements as was practical, ran tests and pilot installations to assess performance and define needs, refined the configuration by incorporating feedback, then implemented it company-wide. Microsoft uses this approach to develop products; beta cycles for large products such as Office 2000 and Windows 2000 can become extensive.

Iterations of criticism and refinement educated users on the products and the systems, allowing them to set more reasonable acceptance criteria, and resulted in a configuration that suited their needs.

On Terminal Server, it is easier to run pilots, so you can run a larger number of shorter ones. When you deploy Office 2000 to Windows 95 or Windows NT Workstation you are probably going to stick with a single minor pilot (approximately 10 users) and a single major pilot (approximately 50 users). Redeploying each pilot release is so labor-intensive as to be prohibitive. But if you start the Terminal Server pilot with two Terminal Servers and ten clients, then increase these numbers over the course of the pilot phases, you can have five to ten phases. This is possible because at the start of each pilot phase you have to rebuild only the servers, not the client workstations.

Developing a Training and Support Plan
Since most users are experienced with Office 97 and the Windows 95 interface, Northwind Traders decided to use computer-based training (CBT). They checked the options and chose Microsoft Office 2000 Step by Step Interactive, which is an electronic version of the step by step book that allows you to tailor the course work and check on students’ progress. When assessing training, Northwind Traders considered:

· A Web-based course. Northwind Traders considered creating Web pages—with snapshots (bitmaps) and diagrams—that users could browse for instructions on new and standard Office 2000 features. Development time was estimated at two to three weeks. Biggest advantage: material could be tailored to the employee work practices and environment.
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· A paper-based quick guide. About 10 pages of text and graphics that users could browse through to learn about features. Biggest disadvantage: to be practical, the book had to be short, but if it made users want more information, there was no way to provide it.

· Microsoft Press titles. Quick Course in Microsoft Office 2000, Microsoft Office 2000 8-in-1 Step by Step, Running Microsoft Office 2000 Premium, and Microsoft Office 2000 Professional at a Glance. Biggest disadvantage: the opposite of the short book—the full texts probably offer too much information and no way to tailor it. Users take books, lose them, ignore them, and so on, but seldom read through them carefully.

· Personalized CBT title created by contractor. Biggest disadvantage: timing—at that time Office 2000 was new, so it was hard to find a third-party CBT vendor familiar enough with Office 2000 to be able to create good training materials.

· Citrix MetaFrame. This allows a tutor to shadow a user’s session and work with the student from a remote locale. Biggest disadvantage: too labor intensive for a large user base. Biggest advantage: makes a good troubleshooting and training tool for helpdesk.

· Classroom training. Terminal Server presents users with the same environment regardless of where they log in from, which means that classroom training mirrors employees’ typical workday experiences. Biggest disadvantage: bringing students to a classroom is costly and logistically hard.

There are lots of options for training Terminal Server users on Office 2000. Choose the one the best suits your environment and users. For large deployments consider Microsoft Press’s self-training/CBT materials.

Implementation

This section describes and explains pre-deployment testing and pilots at a division of Northwind Traders that deployed Office 2000 and Internet Explorer 5 on Windows 95 (upgrading from Internet Explorer 3.02 and Office 97).
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Test Plan/Methodology

Testing Office 2000 and Internet Explorer 5 on Terminal Server presented some interoperability and compatibility issues that needed to be addressed in the test plan.
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Lab Environment

The development lab contained this hardware:

· One server of the same make and model used in the production environment. This was used for developing the scripted installation of Terminal Server, Citrix MetaFrame, Office 2000, Internet Explorer 5, and the other core applications.

· One workstation of each type used in the production environment. These allowed developers to create a standard operating environment (operating system and applications) for Terminal Server clients, and to test the Terminal Server environment performance on each of type of workstation.

· A 64-Kbps ISDN link for simulating a slow speed connection from client to Terminal Server.

· A number of other development workstations running the Internet Explorer Administration Kit (IEAK) and Office 2000 Resource Kit so that they could be used to modify the installation images.

· A file server with enough disk space (20+ GB) to hold the installation images.

· A CD-recordable writer for shipping installation images to the test and pilot engineers.

Test lab workstations all had enough disk space to configure an extra D: drive, on which testers used Norton Ghost to image the C: drive. This allowed them to reset workstations to the baseline, which proved very useful as the project progressed.

File Conversion Issues

One company was moving some users from Windows 95 and Office 97 to Terminal Server and Office 2000. There were no file conversion issues for Word, Excel, and PowerPoint, but Access 2000 uses a different file format than Access 97, so automatic conversion failed 6 to 7 percent of the time. The error messages returned all were described in the ORK, but some databases still required time-consuming syntax changes, which in turn often required retesting to make sure the database still worked as intended.

These were essentially the same conversion issues the company encountered when migrating Office 97 users to Office 2000 on Windows 95—see Chapter 2, “Migrating Files, Templates, and Custom Solutions,” for details.
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LAN/WAN Considerations

This was a large installation of Terminal Server (1,500 clients and 100 servers). To address server availability concerns, MCS implemented the load-balancing add-on to the Citrix MetaFrame product, added user profiles, and stored users’ files and Exchange mailboxes on separate servers.

If a server goes offline, its users can still function by simply logging on to another available server, which downloads their profiles and lets them go back to work. MCS tested this in the lab and in the pilot by switching off one server and measuring the reaction.

Pilot Rollout

The pilot rollout lasted for only three weeks and was used primarily to gauge performance issues and users’ acceptance of the system.

Performance Tuning

This company decided early to purchase high-specification servers and to over engineer the solution, by, for instance, loading only 15 users/server, well below Terminal Server limits. They had several reasons:

· Business-justification process. At this company, only one hardware cost can be justified during the project’s three years. Hardware had to last three years without an upgrade.

· Growth allowance. They figured that over time the Terminal Server client software would require more RAM and CPU power and that more IT applications would be loaded onto the Terminal Servers.

· Out of service allowance. If a server went offline, its users would be switched to another, which would have to handle the extra load without loss of performance.

All of the servers are Pentium II 266MHz or better, with 256 MB RAM and RAID 5 disk arrays. The pilot demonstrated that these servers had acceptable performance with an average load of fifteen users, approximately what is recommended for this hardware configuration. The performance did not noticeably decrease when the load was increased to twenty-five users. Based on these results and its own policies, the company was willing spend more to over-engineer the solution so that it would last at least three years without updates.
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Terminal Server’s symmetric multi-processing uses multiple-processor machines efficiently. In a dual-processor system, one processor system handles CPU spikes (a user opening a large document, for example) and the other maintains service to other users.
Refining the Configuration

Based on user feedback from the pilot, the company refined the configuration, primarily by removing the adaptive menus for Office 2000 applications. Early feedback indicated that these took too long to appear on a Terminal Server system. To remove the menus, the team simply changed the policy settings. Other minor configuration changes (Internet Explorer 5 and Office 2000) were made as part of the MSF refinement process.

Scalability

The pilot showed that the Terminal Server solution was easy to implement and to scale.
The pilot started with a single server and a handful of users, then added a server, then users, and so on until the final target number was reached. The team did not have to make any changes to servers in order to add users, and did not have to make any changes to clients in order to add servers. Scaling from the pilot rollout to the full deployment required only that the team add the servers and roll them out to clients.

Implementing the Solution

Rollout Strategies

The rollout plan had two steps:

· A team began building servers on day one of the rollout. Four weeks were allotted for server building, but scripted installation helped the team finish in less time.

· After about half of the servers were built, the client installation team began converting users over to Terminal Server. Sites are geographically separated, so the team went to each site, converted its users to Terminal Server, then moved on to the next site. Six weeks were allotted for this process.

Deployment Tools

As noted, the team built servers from scratch. They used a scripted installation of all components, including Windows NT 4.0, Terminal Server Edition, Citrix MetaFrame, Internet Explorer 5, and Office 2000 and its applications.
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The client software was delivered on the workstations by rebuilding each system using a standard operating environment (SOE) based on Windows 95 OSR-2 and the Terminal Server client. The team built the SOE on a reference machine, imaged it using Norton Ghost, transferred the image to a CD, then used the CD to reload each system (which took about 10 minutes). This saved time and ensured consistent Terminal Server client installations.

The team investigated an alternative solution: build a scripted installation procedure to install Windows 95, the Terminal Server client, and a virus protection package. This method was dismissed, because the team calculated that each installation would take 35 minutes, and (more important) because developing and perfecting the script would take several days. Using imaging, the team could build a reference machine in half a day, then image and transfer the system to CD in an hour. Imaging also makes it easier to make changes in mid-stream, which can be difficult when you are working with a script. With imaging, it takes about an hour to make changes to the reference machine, retake the image, and transfer it to CD.

User Training

When the client installation team visited sites to install the client systems, they often ended up with some extra time there. They put this to good use by developing a 10-minute getting started presentation that showed users how to:


1.
Start the system.


2.
Connect to Terminal Server.


3.
Log on and off.


4.
Start applications, especially Outlook 2000.


5.
Start the online CBT course.

This introductory lesson gave users the background they needed to start learning their way around the system.

Lessons Learned

This company was fortunate in that all of the servers were new, and all of the workstations could be rebuilt with a standard operating environment. This made it particularly effective to automate server installation and image the workstation. Internet Explorer 5 and Office 2000 fit in very well with this strategy. The ORK tools made it easy to create a customized Internet Explorer 5 setup image and a customized Office 2000 transform file.
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The work on the Windows 95 deployment was very helpful in developing configurations for the Office 2000 applications. The project showed that the best approach is to develop a standard configuration for Windows 9x, or Windows NT workstation, then use what you learn to build the Terminal Server environment.

The Terminal Server environment presented its own challenges, particularly its requirement to lock down the environment so that users cannot modify the server. Office 2000 system policies and restrictions are much more extensive than the options in Office 97. System policies (particularly when configuring Internet Explorer 5 and Office 2000) improved the environment’s stability and security.

The project generated a large number of script files, transforms, and IEAK setup files, and put them through many revisions—hundreds in some cases. To solve the logistical problem of tracking and identifying files, the team used Microsoft Visual SourceSafe (VSS) to store and organize all files and design documents.

Custom Settings Described

The sections below describe the Custom Installation Wizard (CIW), Internet Explorer Administration Kit (IEAK), and system policy settings used in the deployment of Office 2000.

Custom Installation Wizard Settings

These CIW defaults were changed for Terminal Server:

P7 Install all to hard disk, except:

· PowerPoint

Presentation Broadcasting (Do Not Install)

· Outlook for Windows

Symantec Fax Starter Edition (Do Not Install)

FrontPage for Windows (Do Not Install)

· Office Tools

International Support (Do Not Install)

Lotus VIM Mail (Do Not Install)
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Note These options are hidden. These applications are bandwidth-intensive or unnecessary for Northwind Traders, which wanted to keep Terminal Server deployment consistent with the Office 2000 deployment to Windows 95 (international support was removed, and so on).

P8 Use the COMPANY.OPS profile.

Note To create this profile, the team used the Office Profile Wizard (from the Microsoft Office 2000 Resource Kit) and included the company standard application configurations.

P9 Copy two files (DelIEIcon.KIX, DelOLIcon.KIX) to <Program Files\Microsoft Office>\Company.


Note The team used these Kixtart scripts to delete the icons for Internet Explorer, Outlook Express, and Outlook from the desktop and the Start menu.

P11 Set Office Applications to have icons on <StartMenu>\Standard Apps.

· Remove all other Start menu icons, leaving only toolbar icons.


Note Northwind Traders chose this Start menu location for all users.

P12 Additional Drives. Add \\%O2KSRVR%\PUBLIC\O2K. The variable %O2KSRVR% will be set in the logon script.

P13 Include two command lines:

C:\WINDOWS\KIX32.EXE “C:\Program Files\Microsoft Office\Company\DelOLIcon.KIX”

C:\WINDOWS\KIX32.EXE “C:\Program Files\Microsoft Office\Company\DelIEIcon.KIX”

The team saved the transform file with these settings to the administrative share point as CompanyTS.MST.
Internet Explorer Administration Kit Settings

These IEAK configuration options require special attention:

P5 Set the Destination Folder to D:\IE5_CUST or a drive with suitable amount of disk space.

· Click Advanced Options.

Note When you run the IEAK for the first time you must synchronize (use AVS) and you must have access to www.microsoft.com. If you have run the IEAK before, do not do AVS (it should already have been run), and make sure you set the .INS file to D:\IE5_CUST\CD\win32\EN\bin\Install.ins (which is the Internet Explorer Settings file from the last time the IEAK was run).
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· Set the Component Download Folder to C:\Program Files\IEAK\download.
P7 Select Flat. Deselect all other options.

P10 AVS.

Note If you are running the IEAK for the first time, you need to synchronize. This doesn’t take long if you already have the most recent files. If you aren’t running AVS, the components are displayed with yellow symbols. This is OK.

P16 Silent Install.

· Select Hands-free Install.
P17 Installation Options.

· Select Minimum. Click Delete.
· Select Full. Click Delete.
Note This forces installation of the Typical configuration.

P19 Install Directory.

Install in the specified folder within the Program Files folder.

· Folder name: Internet Explorer.

P20 Corporate Install Options.

· Disable saving uninstall information [checked].

· Internet Explorer is set as the default browser.

P21 Components on Media.

Click Deselect All.
P32 Channels.

· Select Delete existing channels, if present.

· Deselect Turn on desktop Channel Bar by default.

Note Northwind Traders did not want to install the channel bar.

P34 User Agent String.

· Set the custom string to Company SOE 2.0 (WTS).

Note Applications on the intranet server use this agent string to tell Terminal Server users from Windows 95 users.

P35 Automatic Configuration.

· Deselect Enable Automatic Configuration.
P36 Connection Settings.

Select Import the current Connection Settings.
· Select Delete existing Connection Settings, if present.


Note This picks up the current Internet Explorer 5 installations connection settings, which must be set correctly before this process is started.

P37 Proxy Settings.

Select Use the same proxy server for all addresses.
· Set the HTTP proxy server address to internetproxy.company.com.au. Set the port to 8080.
· Insert exceptions for the following:

http://interweb*

http://10.*.*.*

ftp://interweb*

ftp://10.*.*.*

https://interweb*

https://10.*.*.*

· Select Do not use proxy for local addresses.
P39 Security Settings.

· Select Custom Security Zone Settings.
· Click Modify Settings.
· Click Custom.
· Select Automatic Logon with current username and password.
· Click OK.
· Click OK.
· Select Do Not Customize Content Ratings.
P41 System Policies and Restrictions.

Microsoft NetMeeting

NetMeeting Settings

· Check all boxes.

NetMeeting Protocols

· Check both boxes.


Note Northwind Traders considered NetMeeting too bandwidth-intensive and did not want it used on the network.
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Internet Settings

Component Updates

Periodic Check for Internet Updates and Bug Fixes.

Set the Update Frequency to 365 days.


Note The component updates were set as low as possible to reduce the possibility of one user overwriting program files due to a periodic update.

Install on Demand Setup of Internet Explorer Features and Add-on Components.

· Disable Install on Demand Setup of Internet Explorer Features and Add-on Components.


Note This stops users from installing additional program files.

· Offline Pages

Disable adding channels

· Disable removing channels

· Disable channel user interface completely
· Disable password caching for offline pages

· Disable downloading of site subscription content

· Maximum size of subscriptions in kilobytes: 1

· Maximum number of offline pages: 1

· Minimum number of minutes between scheduled updates: 1,440

· Time to begin preventing scheduled updates: 0

· Time to end preventing scheduled updates: 0

· Maximum Offline Page Crawl Depth: 0


Note This restriction prevents users from storing pages on the Terminal Server: they wind up in the user’s profile and can, if they grow too large, increase logon times and gobble up Terminal Server disk space.

Internet Restrictions

· Internet Property Pages

Disable viewing the Security Page

Disable viewing the Programs Page

Disable viewing the Advanced Page
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· General

Disable changing Home page settings

· Security

Use only machine settings for security zones

Do not allow users to change policies for any security zone

Do not allow users to add/delete sites from a security zone

· Content

Disable changing ratings settings

Disable changing Profile Assistant Settings

Do not allow users to save passwords in AutoSuggest for forms

· Connection

Select all restrictions, except Disable Internet Connection Wizard
· Programs

Select all restrictions

· Advanced

Disable changing settings on Advanced tab

· Code Download

Disable software update shell notifications on program launch

· Periodic Update Check

Disable Periodic Check for Internet Explorer software updates and bug fixes
· Offline Pages Settings

Disable adding schedules for offline pages

Disable editing schedules for offline pages

· Browser Menu Restrictions

Disable Save As Web Page Complete format


Note Most of these restrictions prevent users from changing Internet Explorer connection and security settings. With many users (Northwind Traders has 1500) you should use standard connection settings and keep users from changing them.
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System Policy Settings

To create the new system policies you need the System Policy Editor (from the ORK) and the modified ADMIN.ADM file (based on the original Windows 95 file).
Office 2000 and Internet Explorer 5 Settings

Default Computer

NetMeeting Protocols:

· NetMeeting Protocols [checked]

· Disable TCP/IP [checked]

· Disable Null Modem [checked]


Note Northwind Traders prevented the use of NetMeeting, feeling that it used too much bandwidth for this environment. (Terminal Server does not support NetMeeting.)

Periodic Check for Internet Explorer Updates and Bug Fixes:

Periodic Check for Internet Explorer Updates and Bug Fixes [unchecked]

· Options left at default

Install on Demand Setup of Internet Explorer features and Add-on Components:

· Install on Demand Setup of Internet Explorer features and Add-on Components [checked]


Note The team set these restrictions on periodic check for updates and install on demand to prevent updates to the Internet Explorer files on the Terminal Server.

Windows Installer:

· Always install with elevated privileges [grey]

· Disable Windows Installer [checked]


Note The team disabled Windows Installer to prevent updates to the executable files while the system was in use.
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Domain Users (Default User has been removed)

NetMeeting Settings:

· Restrict the use of File Transfer [checked]

· Prevent the User from Sending Files [checked]

· Prevent the User from Receiving Files [checked]

· Restrict the Use of Application Sharing [checked]

· All Options are Checked

· Restrict the use of the Options Dialog [checked]

· All Options are Checked

· Prevent the User from Answering Calls [checked]

· Prevent the User from Using Audio Features [checked]

· Restrict the Use of Video [checked]

· Prevent the User from Sending Video [checked]

· Prevent the User from Receiving Video [checked]

· Prevent the User from Using Directory Services [checked]

· All Other Options are Grey


Note To economize bandwidth, NetMeeting was restricted.

Advanced Settings:

· Browsing [checked]

· Automatically Check for Internet Explorer Updates [unchecked]


Note This was disabled so that Internet Explorer updates could not be applied to the system while it was in use by multiple terminal sessions.

· Security [checked]

· Delete Saved Pages When Browser Closed [unchecked]

· Do not save Encrypted Pages to Disk [unchecked]


Note These settings conserve Terminal Server disk space by preventing the saving of additional pages there.
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Offline Pages:

· Offline Pages [checked]

· Disables Adding Channels [checked]

· Disables Removing Channels [checked]

· Disables Channel Interface Completely [checked]

· Disable downloading of Site Subscription Content [checked]

· Maximum Size of Subscriptions: 1

· Maximum Number of Offline Pages: 1

· Minimum Number of Minutes: 480

· Time to begin preventing scheduled updates: 1

· Time to end preventing scheduled updates: 1

· Maximum Offline Page Crawl Depth: 1

All other options are unchecked


Note These settings conserve Terminal Server disk space by preventing the saving of additional pages there.

Microsoft Access 2000:

All options as per default (grey) except for:

Disable Items in User Interface

· Predefined

Disable Command Bar Buttons and Menu Items [checked]

Tools | Online Collaboration [checked]

Help | Office on the Web [checked]

Help | Detect and Repair [checked]

All other options unchecked


Note These settings disable online collaboration (bandwidth intensive) and self-repairing features (which might repair files being used in another session).

Microsoft Clip Gallery 5.0:

· Disable Clips Online access from Clip Gallery [checked]

· Check to Enforce Setting On [checked]
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Microsoft Excel 2000:

All options left as default (grey) except for:

· Tools | Options

· General

Default File Location [checked]

Default File Location : h:\documents


Note These options were set for all Office applications to encourage users to save files on the server.

· Disable Items in User Interface

· Predefined

Disable Command Bar Buttons and Menu Items [checked]

Tools | Online Collaboration [checked]

Help | Office on the Web [checked]


Note Online Collaboration was disabled to reduce bandwidth use. Office on the Web was disabled to prevent users from accessing the Microsoft Web site.

· Miscellaneous

· Enable Four-Digit Year Display [checked]

Check to Enforce Setting On [checked]

Note This very important setting enforces the year 2000 settings.

Windows Installer:

· Always Install with Elevated Privileges [grey]

· Search Order [checked]

· Search Order: n

· Disable Browse Dialog for New Source [grey]

· Transform Location [checked]

Cached Transform Location: Copy transform to User Profile

· Disable Rollback [grey]


Note These settings direct the Windows Installer to the most appropriate source file location.
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Microsoft Office 2000:

All components are unmodified (grey), except for:

Tools | Options | General | Web Options

· Files

· Download Office Web Components [unchecked]

Note In a controlled environment, you do not want modifications or downloads.

· Shared Paths

· Shared Templates Paths [checked]

Shared Templates Path: P:\templates


Note This setting sends all users to the same place for shared templates.

Assistant

· Feedback Button Label [checked]

Feedback Button Label : Go To Company Internal Web

· Feedback URL [checked]

Feedback URL: http://interweb.boral.com.au/test/office_pilot_feedback.htm?DPC=%ProductCode%&AppName=%ApplicationName%&HelpLCID=%HelpLang%&UILang=%UILang%&

Note These settings are required for extended Help.

Language Settings

· User Interface

· Display Menus and Dialog Boxes In [checked]

Display Menus and Dialog Boxes In: English (U.S.)

· Display Help In [checked]

· Display Help In: English (U.S.)

· Enabled Languages

· Show Controls and Enable Editing For

English (Australian) [checked]

Check to Enforce Settings On [checked]

English (Canadian) [checked]

Check to Enforce Settings On [checked]

English (U.K.) [checked]

Check to Enforce Settings On [checked]

English (U.S.) [checked]

Check to Enforce Settings On [checked]

· Installed Version of Microsoft Office [checked]

Installed Version: English (Australian)

Note These settings ensure that only versions of English are used.

Customizable Error Messages

· Base URL [checked]

Base URL: http://interweb.boral.com.au/test/alert.asp?DPC=%ProductCode%&AppName=%ApplicationName%&HelpLCID=%HelpLang%&UILang=%UILang%&

Default Button Text

Default Button Text: Go To Company Internal Web

Note These settings are required for extended Help.

Microsoft Outlook 2000:

All options are Unselected (grey) except for:

· Disable Items in User Interface

· Predefined

Disable Command Bar Buttons and Menu Items [checked]

All Folders | Go Internet Call [checked]

· Miscellaneous

Net Folders [checked]

Net Folders is Available [unchecked]

Note These settings reduce bandwidth use.
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Microsoft PowerPoint 2000

All options are unselected (grey) except:

· Slide Show | Online Broadcast | Set Up and Schedule

· Broadcast Settings

Send Audio [checked]

Check to Enforce Setting On [unchecked]

Send Video [checked]

Check to Enforce Setting On [unchecked]

Camera/Microphone is Connected to Another Computer [checked]

Camera/Microphone is Connected to:

Recording [checked]

Check to Enforce Setting On [unchecked]

Note These settings reduce bandwidth use.

· Disable Items in User Interface

· Predefined

Disable Command Bar Buttons and Menu Items [checked]

Tools | Online Collaboration [checked]

Help | Office on the Web [checked]

Note These settings reduce bandwidth use.

Microsoft Word 2000

All items are unmodified except for:

· Tools | Options

· File Locations

Documents [checked]

Documents: h:\documents

Note These settings encourage users to save files to the server.
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· Customizable Error Messages

List of Error Messages to Customize [checked]

The following error messages were added:

44
&Web Suggestions

46
&Web Help

121
&Web Help

474
&Web Printing Info

832
      “          “         “

Note These settings provide error messages with Web-based extensions.

· Disable Items in User Interface

· Predefined

Disable Command Bar Buttons and Menu Items [checked]

File | Save as Web Page [checked]

Tools | Online Collaboration [checked]

Note These settings reduce bandwidth use.

· Miscellaneous

Custom Answer Wizard database path

Custom Answer Wizard database path: p:\AnswerWiz\CompanyWebHelp.aw

Note These settings implement the customized Answer Wizard Help.
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