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Abstract

Microsoft is introducing SID filtering, a new capability of Windows. This new filtering eliminates a security vulnerability that could potentially be used in privilege elevation attacks. This white paper discusses the new capability and how to use it most effectively.
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Introduction to Principal Authentication and SIDs

In a secure Windows environment, users, computers, or services that are represented as principals can do things such as read files or start programs. Windows grants or denies the principals rights or privileges to use resources via access control lists (ACLs.) ACLs use security identifiers (SIDs) to uniquely identify principals and their group membership. 

All principals are stored in the Active Directory™ or the local SAM database. A principal uses credentials that include SIDs for its identity and group membership. Every SID is made up of two parts: a domain SID that is shared by all principals for that domain, and a relative ID (RID) that is unique to the principal within the domain.

When a principal's credentials are verified during authentication, authorization is returned that contains the principal's SID, as well as SIDs for all the groups to which the principal belongs. For example, when a user "Joe" who belongs to the administrator's group is authenticated, Joe's user SID and the SID for the administrator group will be returned. When Joe requests access to a resource, his SIDs are checked by the ACL to determine if he is allowed to perform the action.

Trust

When trusts are established between domains, each domain trusts that the other is authoritative for principals within the domain. Each domain trusts the other to properly administer its own domain and assumes attention to issues such as physical security for domain controllers. SIDs are trusted as legitimate representations of their principals' identity or group membership.

Migration

As environments grow, more principals are added, so there are often thousands of users, services, and computers. With each principal comes group memberships and SIDs associated with those memberships. Administrators often need to migrate users to new domains. This migration might be done, for example, to simplify administration by merging multiple domains into a single domain or to take advantage of the new system capabilities of Windows 2000.

Migration can be a gradual process. First, users might migrate and leave services in the older domains. When they migrate, the principals are assigned new SIDs because the new domain will have a new domain SID. This means that migrated users with new SIDs can no longer access resources to which they were granted rights. The need of the principals to access resources combined with the colossal task of re-ACLing all resources could be problematic. To address this issue, principals in Active Directory have an attribute called SIDHistory to which domain administrators can add users' old SIDs. By allowing the use of old SIDs via SIDHistory, the user can access resources without requiring administrators modify ACLs. Once a migration is complete and all resources are in the new domain, if this ever happens, the use of SIDHistory can be phased out.

Threat

Users with the proper privileges, such as domain administrators, can manipulate which SIDs are associated with which accounts. For example, using SIDHistory to associate SIDs with a new user account is useful for facilitating a seamless migration to a new domain. Unfortunately, malicious users could misuse this capacity and trick a domain into granting a principal rights to which the principal was not legitimately assigned. Misleading a system to grant unauthorized rights is known as an elevation of privilege attack.

Normally, when a principal requests the use of a resource, the access control mechanism considers all SIDs in the authorization data to determine if the principal has the rights to complete the requested action. An attacker could carry out an elevation of privilege attack by looking up a SID for a user in another domain, such as the SID for a domain administrator. The attacker would then add that SID to his SIDHistory attribute, get a ticket that would automatically include the new SID, and then use the ticket to access resources in the other domain. 

Below are descriptions of technologies and how they can be employed to use SIDHistory to accomplish this elevation of privilege attack. While the concept of achieving elevation of privilege by modifying SIDs is relatively easy to understand, it is quite difficult to implement.

Application Programming Interfaces (APIs)

Windows includes APIs to facilitate migration. These APIs are not exposed and could only be accessed on a system that had been patched to allow access them, but were this to occur, the APIs could be misused to add SIDs for a user from one domain to the SIDHistory of a user in another domain. This is unlikely because these APIs require domain administrator privileges for both domains, including the domain being attacked. Therefore, in order to overcome that security measure, malicious users have to get the password of an account with domain administrative privileges before adding the SID. If the attacker has access to such an account, they could easily use it to accomplish their ultimate goal, rather than carry out an attack to achieve the goal. 

Disk Editors

A disk editor, such as the DiskProbe utility included in the Windows 2000 support tools, could be used by an attacker. A user could boot into another operating system and use a disk editor to modify an offline Active Directory database. With a disk editor, the user could modify the SIDHistory attribute, modify replication attributes so the change would be replicated, and calculate a new directory checksum so as to fool Active Directory into believing that the directory had not been improperly modified. This attack not only requires physical access to a domain controller, all of the tasks involved are technically difficult. Calculating the new cryptographic checksum for the directory without the secret key, for instance, is computationally infeasible, and the key is required for this attack to succeed.

Debugger

Another possible line of attack is for a user to attach a debugger to a domain controller and use it to modify the copy of the directory loaded in the domain controller's memory. This unlikely plan requires the attacker to have unrestricted physical access, be a domain administrator, and use system APIs to modify system-level code that is not publicly available. 

Addressing the Threat

Clearly, successfully executing any of these three exploits requires extraordinary efforts . Still, success is possible, and as a result Microsoft has developed a technique called SID Filtering that can be used to prevent the attack.

SID filtering enables administrators to discard credentials that use SIDs that are likely candidates for falsification to achieve privilege escalation. This technique comes into play in situations such as when a trusted domain requests access to a resource in a trusting domain. In such a case, the trusting domain discards all SIDs the trusted domain sent except those relative to the trusted domain's domain SID. SIDs whose domain SID components are not equal to the domain SID of the trusted domain (including potentially falsified SIDs) are discarded.

Alternatives

To definitively prevent any elevation of privilege attacks based on modifying authorization data structures from trusted domains, you must enable SID filtering. 

However, if your goal is to only reduce the threat you could:

· Choose not to employ SID history either by not migrating users to new domains or by re-ACLing all resources after migration.

· Decide to not establish trusts between domains.

· Ensure all domain administrators are highly trustable.

Applying SID Filtering

To apply SID filtering you should gather information, make a plan, and implement the plan.

First, gather information about your environment. This will help you decide which domains should have their SIDs filtered. Find out:

· The domain structure of your Active Directory deployment.

· The degree to which you trust administrators in different domains.

Domain Structure

Only domain administrators can falsify SIDs. Because domain administrators are all-powerful within their own domain, this attack is meaningless within their own domain since they already have rights to all resources therein. Map out your domain structure to determine where you will apply SID filtering to prevent this. You can map out your domain structure in a variety of ways. For example, you can list all your domains or you can draw out the domain structure as illustrated below where Reskit and Avionics01-int are root domains in different forests.
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Domain Trustworthiness

A secure physical environment and trustworthy administrators are high priorities in any environment, but in some cases may be unachievable. Determine the security of each domain by establishing the degree to which you trust those domains' administrators and physical security. The degree you trust each domain will be relative to your own standard of what "secure enough" means. Make a note of the domains you might want to filter because their physical security is too low or their domain administrators are less trusted.

Implement your Plan

Having gathered information about your environment, you can implement your plan. First you should move less trustworthy domains to other forests. By definition, all domains within a forest must be trustworthy; if a domain is deemed less trustworthy than the others in the forest, it should not be a forest member. Once you have moved less trustworthy domains out of the forest, establish external trusts to these domains, and apply access control to appropriate protect resources. If you are still concerned about SID spoofing being used for privilege escalation to circumvent access control, apply SID filtering. You can only apply SID filtering to trusts that cross forest boundaries; you cannot apply SID filtering to trusts between domains in a single forest since this will break replication of the Global Catalog and other essential functions. (After the initial deployment, occasionally re-evaluate the trustworthiness of your domains.) 

There are two ways to implement SID filtering. You can filter SIDs from an existing domain using netdom, or in the case of NT4 domains, you can modify the registry Using the illustration above, assume there is insufficient physical security or the administrators in the Avionics01-int domain are less trusted, making the domain a candidate for SID filtering.
Using the netdom tool to apply SID filtering: 

A domain administrator in the trusting domain must apply SID filtering to the trusted domain. Here is a sample of the syntax you can use to filter SIDs from the Avionics01-int domain when logged in as a domain administrator in the Reskit domain:

C:\WINNT>Netdom /filtersids yes Avionics01-int

You could also turn SID filtering off or check the status of SID filtering respectively by using the following commands:

C:\WINNT>Netdom /filtersids no Avionics01-int 

C:\WINNT>Netdom /filtersids Avionics01-int

Trusts are represented in the Active Directory in Windows 2000 and later as Trusted Domain Objects (TDOs) and in Windows NT® 4 and earlier in the registry on domain controllers. When you filter SIDs, the TDO in the trusting domain is modified. Each directly trusting domain must do its own modification. Only filter SIDs from domains in separate forests. Do not filter SIDs between domains in the same forest. Let's consider a number of possible ways you can apply SID filtering and see what the result of those choices would be.

Creating a registry key to apply SID filtering:
In the above example, were there a Windows NT 4 domain that wanted to apply SID filtering to, then rather than using the Netdom command, you would create a registry key under: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Netlogon\Parameters\ with the following attributes:

         Name: QuarantinedDomains

         Type: REG_MULTI_SZ

         Value: Sequence of zero, or more, Netbios domain names

To filter SIDs from a trusted domain, add the netbios names of Windows NT 4 or Windows 2000 domains to the registry key in the trusting domain. You must add these values to this key on every DC in the trusting domain that you want to filter SIDs. Deactivate filtering by removing a domain's netbios name from the key. For these changes to take effect reboot the domain controller in the trusting domain, or use the commands:

net stop netlogon

net start netlogon

Caution Do not use a registry editor to edit the registry directly unless you have no alternative. The registry editors bypass the standard safeguards provided by administrative tools. These safeguards prevent you from entering conflicting settings or settings that are likely to degrade performance or damage your system. Editing the registry directly can have serious, unexpected consequences that can prevent the system from starting and require that you reinstall Windows 2000. To configure or customize Windows 2000, use the programs in Control Panel or Microsoft Management Console (MMC) whenever possible.

Applying SID Filtering to Domains Outside the Forest

In the illustration described above, assume administrators of the Reskit domain have decided to apply SID filtering to the Avionics01-int domain, Applying SID filtering to a domain is like quarantining it; you isolate it such that it cannot pass on SIDs from any other domain.This is only supported if the domain belongs to a separate forest.

You can apply SID filtering to the Avionics01-int domain by entering the following command as a domain administrator in Reskit, the trusting domain:

C:\WINNT>Netdom /filtersids Avionics01-int

This allows all SIDs with a domain SID from the Avionics01-int domain to pass, but all other SIDs (such as those from migrated SIDs stored in SIDHistory) to be discarded.

This application of the SID filter is appropriate if physical security is lax in the Avionics01-int domain or if administrators in the Avionics01-int domain are less well trusted. Applying SID filtering to quarantined domains is especially effective when those domains primarily contain resources such as computers and services (often called resource domains.)

Applying SID Filtering to Domains Within a Forest

This is a misapplication of SID filtering and is not supported. If you quarantine a domain within the same forest, SID filtering will remove SIDs required for Active Directory replication, and it will cause authentication to fail for users from domains that are transitively trusted through the quarantined domain.

Exiling Untrustworthy Domains

Finally, if domains are not trusted, you can place that domain in a separate forest, and not establish trust with that domain. Note that this prevents normally occurring sharing of infrastructure within a forest, such as a common global catalog. But, in cases where domains are not well trusted and are likely never to be trustworthy, creating a standalone forest and establishing no external trusts may be the best option. This is shown as follows:
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Only trusts explicitly created between the Avionics01-int domain and other domains will exist. No trusts will be automatically generated.

Issues with SID Filtering

SID filtering screens out all inappropriate SIDs from other domains. The filter succeeds in doing this by indiscriminately removing all SIDs that do not belong to the domain sending them. While this does screen out all falsified SIDs, it will also screen out legitimate SIDs that simply do not come from the originating domain, including:

· Legitimate migrations which use SIDHistory to mitigate the effects of migration until resources can be re-ACLed. SID filtering will disable legitimate uses of SIDHistory in migration.

· Universal groups managed outside users’ account domains.

For More Information 

For information about and downloads of Windows 2000 Security Roll-up Package 1, which includes SID filtering functionality, see http://www.microsoft.com/windows2000/downloads/critical/q311401/default.asp.

See also the following Knowledge Base articles located at http://support.microsoft.com.

· Q289243 Forged SID Could Result in Elevation of Privilege in Windows 2000

· Q289246 Forged SID Could Result in Elevation of Privilege in Windows NT 4.0

· Q311401 Windows 2000 Post-Service Pack 2 Security Rollup Package 1
1
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