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Abstract

The health of your business depends on secure and reliable applications. One security incident can lead to costly downtime, loss of customer trust and possibly fines and/or lawsuits. As a leader in the computing industry, Microsoft built its Trustworthy Computing Initiative to deliver secure products and to help its customers deploy and efficiently maintain secure applications. A result of this commitment is Microsoft® Windows Server™ 2003, which helps enable businesses to provide secure access to business critical applications while protecting information assets against unauthorized access. This paper describes the security feature enhancements in Windows Server 2003 and outlines how they facilitate business scenarios such as: building a secure Web application platform, providing secure mobile access, and streamlining identity management across the enterprise.
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Introduction

Businesses are becoming virtual enterprises and moving to provide access to information assets anytime, anywhere, using any device for employees, partners, suppliers, and customers by using the Internet. By providing this access, businesses are enabling employees to have information in real time when they need it, save money through customer self-service, and streamline business processes with suppliers and other partners.
Along with its many advantages, this widespread connectivity has opened the door to a host of new security risks that continue to evolve. The very connectivity that improves business productivity also makes it easier for hackers to launch widespread attacks and for unauthorized users to access corporate networks.
Security challenges have increased as businesses make their Web sites more dynamic and integrated to deliver customized information. Privacy concerns have also spawned new government regulations, and the threat of terrorism calls for even tighter security.

Security breaches have significant costs—more than U.S.$141 million in quantified financial losses in the United States alone in 2004.
 The complexity of managing security across the enterprise carries hidden costs, such as lost business opportunity because of the difficulty of integrating and securing multiple technologies. Burdensome security “solutions” can lower productivity, for example if they cause longer delays in giving new hires the resources and access they need or divert IT staff from core business functions to manage the increasing number of workstations, remote users, and access points.

As a leader in the computing industry, Microsoft built its Trustworthy Computing Initiative to deliver secure products and to help its customers deploy and efficiently maintain them in a more secure state. A result of that commitment is Microsoft Windows Server 2003, which enables organizations to provide secure access anytime, anywhere, on any device while protecting information assets against unauthorized users and attacks.
Building the Secure Platform
In January 2002, Bill Gates issued a call to action challenging Microsoft’s 50,000 employees to build a trustworthy computing environment for customers that is as reliable as the electricity that powers our homes and businesses today. The four pillars of the Trustworthy Computing initiative are security, privacy, reliability, and business integrity, described as follows:

· Security. The customer can expect that systems are resilient to attack, and that the confidentiality, integrity, and availability of the system and its data are protected.

· Privacy. Customers are able to control data about themselves and whoever uses such data faithfully adheres to fair information principles.

· Reliability. The customer can depend on the product to fulfill its functions.

· Business integrity. The vendor of a product behaves in a responsive and responsible manner.

Microsoft has created a framework to track and measure its progress in meeting the security goals and objectives of the Trustworthy Computing initiative: secure by design, secure by default, secure in deployment, and communications (SD3+C).
Secure by Design

The goal of secure by design is to eliminate all security vulnerabilities before a product ships and to add features that enhance product security. Secure by design requires:

· Building a secure architecture. Bank buildings are designed around security requirements. Their architecture is a direct consequence of the need for a bank vault and other ancillary security features. Software must be designed for security in the same manner. Microsoft is committed to architecting products around security from the start, which includes a dedicated group to perform security reviews and audits of software during the design phase.

· Adding security features. The Windows Server platform has offered the richest set of security features for some time. Microsoft is extending product feature sets to enable new security capabilities, including simple secure certificate services, smart card authentication and in-depth audit data.

· Reducing the number of vulnerabilities in new and existing code. Microsoft is improving its internal development process to make developers more conscious of security issues while designing and developing software.

Secure by Default

The key idea of the secure by default goal is for Microsoft and other software vendors to ship products that are more secure by turning off services that are not required in many customer scenarios and by reducing permissions that are granted automatically. These efforts minimize the “surface area” available for attack. Making a conscious decision to invoke these services increases the likelihood that they will be appropriately managed and monitored.

Secure in Deployment

Secure by design and secure by default are very important, but they apply only when products are being created. Secure in deployment is at least as critical because the operation of computers and network systems is an ongoing activity. Therefore, Microsoft is stepping up support for customers to help them with these five distinct but closely related activities:

· Protecting systems by ensuring that the right people, processes, and technologies are in place to help ensure that data is accessible only to trusted users, and that systems are configured properly and updated as needed to assist in keeping unauthorized users out. Network protection is like locking the doors of your home to keep out intruders.

· Detecting attempted intrusions, violations of security, operational problems, unexpected behavior, or prefailure indications. This kind of detection is analogous to setting your home security alarm system so you’re alerted to potential danger.

· Defending systems by taking automatic corrective action when a security violation occurs or is suspected. Defense is like calling in the police during an attack.

· Recovering computers that have been compromised, are suspect, or have failed depends on having the right systems and processes in place to restore a computer and its data to a last known good state while minimizing its downtime. Recovery is like calling the insurance company to take care of damage after a break-in. In information technology (IT), this means having backup systems in place that enable quick restoration of infected systems to a previously known good state.

· Managing and coordinating the protection, detection, defense, and recovery of critical systems means having the right policies and procedures in place to coordinate these activities. Management is analogous to setting rules for home safety, buying insurance, and updating your policies as your property and possessions change. In the same way, IT security management requires keeping security policies up-to-date as threats and assets change over time. Many security management tasks can be automated and systems can be configured to alert the administrator when policy violations are detected or when user-specified performance or behavioral thresholds are exceeded. Security management relies on administrators who are properly trained in best practices and who consistently enforce security policies and procedures using the tools provided in the platform.

Communications

Security improvements, patches, and knowledge do little good if they aren’t widely disseminated and communicated clearly to customers. Microsoft is committed to establishing bidirectional communication with customers so the company builds useful tools and guides to help minimize security risks. Microsoft's strategy for communication includes:

· Getting accurate information and patches out quickly when vulnerabilities are discovered.

· Giving customers tools and prescriptive guides to help them understand how to operate their systems securely.

· Providing warning of new attacks and new best practices that evolve in response to threats and changes in technology.

Securing Windows Server 2003

Windows Server 2003 is the first product being launched under the Trustworthy Computing initiative. This product demonstrates Microsoft’s progress in delivering products that are secure by design, secure by default, and secure in deployment, backed by clear communications to help customers maintain a tight security posture.

Bolstering Windows Serve 2003’s security is Service Pack 1 (SP1) for Windows Server 2003. As with other service packs, SP1 contains numerous patches and security fixes for Windows Server 2003; however, unlike any other service pack, SP1 introduced a host of entirely new security features to Windows Server 2003. In addition to applying security features first released in Windows XP Service Pack 2 (such as Windows Firewall and numerous enhancements to Internet Explorer) to the server context, SP1 brought to Windows Server 2003 powerful new security and security administration features such Data Execution Prevention and Security Configuration Wizard. (Note: features new to Windows Server 2003 with Service Pack 1 will be denoted with a §)

Secure by Design

Improved security of Windows Server 2003 reflects Microsoft’s $200 million investment in 2002 to reduce code vulnerabilities in its platform, modify the development process, and improve accountability at every level for security. Designed with a focus on improving security, Windows Server 2003 features a redesigned IIS, strong authentication protocols such as 802.1x and PEAP, and the common language runtime to create a safer computing environment.

· Internet Information Services (IIS) was redesigned in Windows Server 2003 to improve security for Web transactions. IIS 6.0 makes it possible to isolate an individual Web application into a self-contained Web service process, which prevents one application from disrupting the Web services or other Web applications on the server. IIS also provides health-monitoring capabilities to discover, recover, and prevent Web application failures. In IIS 6.0, third-party application code runs in isolated worker processes, which by default use the new lower-privileged Network Service logon account. Worker process isolation makes it possible to confine a Web site or application to its root directory through Access Control Lists (ACL).
· Improved network communication security in addition to host security. To improve the security of wireless communication, Windows Server 2003 supports strong authentication protocols such as 802.1x (WiFi) as well as Protected Extensible Authentication Protocol (PEAP). Internet Protocol Security (IPSec), a suite of cryptography–based protection services and security protocols, has been enhanced for stronger LAN data encryption.
· The common language runtime (CLR) software engine is a key element of Windows Server 2003 to improve reliability and help ensure a safer computing environment. CLR verifies that applications can run without error and checks security permissions to ensure that code only perform appropriate operations. CLR reduces the number of bugs and security holes caused by common programming mistakes, leaving fewer vulnerabilities for attackers to exploit.
Secure by Default

To secure Windows Server 2003 by default, Microsoft has reduced the attack surface area by creating stronger default policies (such as the file system Access Control Lists [ACLs]), implementing Data Execution Prevention (DEP), and reducing the total number of services, number of services running by default, and number of services running as system.

Reduced attack surface

· 19 services are not enabled by default, and reduced several services to run under lower privileges. For example, to reduce the Web infrastructure attack surface, installing Windows Server 2003 does not install IIS 6.0 by default—administrators must explicitly select and install it. When a server is being upgraded to Windows Server 2003, IIS 6.0 will be disabled also. In addition, as IIS 6.0 is being installed, it is configured by default in a “locked down” state. After installation, IIS 6.0 accepts requests only for static files until configured to serve dynamic content, and all time-outs and settings are set to aggressive security defaults. IIS 6.0 can also be disabled using Windows Server 2003 group policies. Appendix A lists services that have been either turned off by default or are running under lower privilege.

· § Both hardware-enforced and software-enforced DEP are implemented on Windows Server 2003. DEP is a set of hardware and software tools that perform additional checks on memory to help protect against malicious code exploits. Such memory checks, in conjunction with the additional security tools described later, close off many of the avenues by which malicious code can enter and run on networks and servers.

· § Component applications hardened. Because of the higher security required for server systems, Microsoft has made fifteen modifications to Internet Explorer and three to Outlook Express to block potential vulnerabilities and further reduce avenues attack through e-mail and the Internet. Internet Explorer starts in a restricted state by default on Windows Server 2003 to reduce the possibility of inadvertently installing malicious software on the server.

Stronger default access controls

· Stronger default settings are used in ACLs, which define the criteria an operating system uses to protect network resources. For example, creating the new System Root ACL and setting it as the default means that users can no longer write files to the root of the system drive, which prevents certain spoofing attacks. A detailed list of policy changes is available in Appendix A.
· § Component Object Model (COM) Security Enhancements. The Microsoft COM is a platform-independent, distributed, object-oriented system for creating binary software components that can interact. Microsoft has changed COM to provide computer-wide access controls that govern access to all call, activation, or launch requests on the computer. The simplest way to think about these access controls is as an additional AccessCheck call that is done against a computer-wide access control list (ACL) on each call, activation, or launch of any COM server on the computer. If the AccessCheck fails, the call, activation, or launch request will be denied. (This is in addition to any AccessCheck that is run against the server-specific ACLs.) In effect, it provides a minimum authorization standard that must be passed to access any COM server on the computer: there is thus a computer-wide ACL for launch permissions to cover activate and launch rights and a computer-wide ACL for access permissions to cover call rights.
· § Remote Procedure Call (RPC) service. RPC for Windows Server 2003 has been changed in a number of way by Microsoft to help make RPC interfaces secure by default. The most significant change is the addition of the RestrictRemoteClients registry key. This key enables you to modify the behavior of all RPC interfaces on the system and can be used to eliminate remote anonymous access to RPC interfaces on the system, with some exceptions. Additional changes include the EnableAuthEpResolution registry key and three new interface registration flags.

· § Transmission Control Protocol/Internet Protocol (TCP/IP). TCP/IP is a suite of standard protocols for connecting computers across networks. TCP/IP enables Windows-based computers to connect and share information with other Microsoft and non-Microsoft systems. A very small number of Windows applications make use of raw IP sockets, which provide an industry-standard way for applications to create TCP/IP packets with fewer integrity and security checks by the TCP/IP stack. The Windows implementation of TCP/IP still supports receiving traffic on raw IP sockets. However, the ability to send traffic over raw sockets has been restricted in two ways:

· TCP data cannot be sent over raw sockets.

· User Datagram Protocol (UDP) datagrams with invalid source addresses cannot be sent over raw sockets. The IP source address for any outgoing UDP datagram must exist on a network interface or the datagram is dropped.

Lower default privileges

· Two additional user accounts were created to run services at lower privilege levels, which helps ensure that a vulnerability in a service cannot be exploited to take over the system. The new Network Service account is used, for example, to run DNS Client and all IIS Worker Processes. Telnet now runs using the new Local Service account.
Secure in Deployment
In addition to the secure architecture design and added security features in Windows Server 2003, Microsoft offers its customers tools, prescriptive guidance, training, and services to help them deploy a secure connected infrastructure.
Tools

Software Restriction Policy (SRP) is a new feature in Windows Server 2003 and Windows XP that gives administrators a policy-driven mechanism to identify software running in their domain and control its ability to execute. Using a software restriction policy, an administrator can confine execution to a set of trusted applications, thus preventing the operation of unwanted applications, such as viruses or software known to cause conflicts. A software restriction policy also could be used to allow only administrators to run certain programs on shared computers.
§ Security Configuration Wizard (SCW) is designed to guide businesses through the process of reducing their network attack surface. SCW uses a role-based paradigm to help customers maximize the security of such systems without sacrificing their required functionality. For example, services such as fax, which may not be required for file server role, can be disabled and their attendant ports closed. SCW creates an XML-based policy that can either be deployed directly to servers or transformed into a Group Policy Object and administered through Active Directory.

Microsoft Audit Collection Services (MACS) is a tool to monitor and audit systems. MACS collects security events in a compressed, signed, encrypted manner and loads the events into a SQL database for analysis. This tool works with Windows XP, Windows 2000 Server, and Windows Server 2003, and uses existing security technologies to help protect against tampering and disclosure during network transit. It enables the separation of auditor and administrator roles to help ensure that administrators cannot make changes to audit information. This tool will be released in the later part of 2003.

§ Windows Firewall (previously called Internet Connection Firewall or ICF) is a software-based, stateful filtering firewall for Microsoft Windows XP and Microsoft Windows Server 2003. Windows Firewall provides protection for computers that are connected to a network by preventing unsolicited inbound connections through TCP/IP version 4 (IPv4) and TCP/IP version 6 (IPv6).
§ Post-Setup Security Updates (PSSU) is designed to protect the server from risk of infection between the time the server is first started and the application of the most recent security updates from Windows Update. To protect the server, Windows Firewall is enabled during a new installation of any version of Windows Server 2003 that includes a service pack. If Windows Firewall is enabled and the administrator did not explicitly enable it using an unattended-setup script or Group Policy, Post-Setup Security Updates opens the first time an administrator logs on. Inbound connections to the server are blocked until the administrator has clicked the Finish button on the Post-Setup Security Updates dialog box. If the administrator set exceptions to the firewall through Group Policy or by enabling Remote Desktop during installation, inbound connections assigned to these exceptions remain open.
Prescriptive Guidance

To further help enhance secure deployment, Microsoft is providing customers with prescriptive guidance and patch management solutions, such as:

· Windows Server System Reference Architecture (WSSRA) (http://go.microsoft.com/fwlink/?linkid=31237), prescriptive guidance that describes standardized infrastructure architecture for large organizations, providing organizations with access to the knowledge and resources needed to design and implement unique solutions with more speed and less risk and cost.
· Patch Management Service Offerings (http://www.microsoft.com/solutions/msm/evaluation/overview/patchmgmt.asp) to help organizations deploy patches, fixes, and service packs securely and effectively using:

· Microsoft Windows Server Update Services (http://www.microsoft.com/windowsserversystem/updateservices/default.mspx)

· SMS Update Services Feature Pack (http://www.microsoft.com/SMServer/downloads/20/featurepacks/suspack/default.asp)
· Microsoft Baseline Security Analyzer (MBSA) (http://www.microsoft.com/technet/security/tools/mbsahome.mspx)

Training and Partners

Microsoft and its partners are together providing new and improved products for biometrics, identity management, intrusion detection, antivirus protection, and services for security strategy, architecture, policy, and implementation. Microsoft and its Certified Technical Education Centers (CTEC) provide training to help IT staff recognize and mitigate security threats as they evolve. To get the help you need:

· Because the security of your server applications is of utmost importance, Microsoft provides a number of free training options through webcasts and local seminars. Find the training your need at: http://www.microsoft.com/events/security/default.mspx.

· Medium sized customers can use this free security assessment tool (http://www.securityguidance.com) to assess weaknesses in their current security environment and help to identify processes, resources, and technologies that are designed to promote good security planning.

· Tap the expertise of Microsoft Consulting Services (http://www.microsoft.com/business/services/mcs.asp), Microsoft Certified Partners (http://directory.microsoft.com/resourcedirectory/Services.aspx), and Microsoft Gold Certified Partner Program for Security Solutions (http://www.microsoft.com/presspass/press/2002/mar02/03-06GoldPartnerPR.asp).
New Security Features in Windows Server 2003

New security features and functionalities in Windows Server 2003 provide business the ability to create solutions that meet their objectives, while protecting information assets.

Authentication

Collaborating securely with customers, partners, and employees across the virtual enterprise requires validation of user identity to prevent unauthorized access to corporate information assets. Windows Server 2003 continues Microsoft's commitment to standards-based security with the Kerberos authentication protocol. Windows Server 2003 has further introduced new features to enable authentication for the virtual enterprise:

· Forest Trust. Windows Server 2003 supports cross-forest trusts, which make it easy to conduct business with other companies that use the Active Directory® service. Setting up a cross-forest trust between your partner’s Active Directory and yours allows users to securely access resources, without sacrificing the convenience of single sign-on. This feature enables you to explicitly trust certain, or all, users or groups in the other Active Directory.
· Credential Manager. This provides a secure store for user names/passwords and also stores links to certificates and keys. This enables a consistent single sign-on experience for users, including roaming users. Single sign-on makes it possible for users to access resources over the network without having to repeatedly supply their credentials.

· Constrained Delegation. Delegation is the act of allowing a service to impersonate a user account or computer account to access resources throughout the network. This new feature in Windows Server 2003 enables you to limit delegation to specific services, to control the particular network resources the service or computer can use. For example, a service that was previously trusted for delegation to access a backend on behalf of a user can now be constrained to use its delegation privilege only to that backend and not to other computers or services.

· Protocol Transition. While intranet users commonly authenticate using Kerberos–based standard authentication mechanisms, it is less common for Internet users to do so. Because of this, an application accessed from the Internet had to forgo the benefits of delegation or had to know the user’s password and authenticate the user on itself. In Windows Server 2003, the new Kerberos protocol transition mechanism allows a service to transition to a Kerberos-based identity for the user without knowing the user’s password and without the user having to authenticate using Kerberos. Thus an Internet–based user can be authenticated using any custom authentication method and then obtain a Windows identity.

· .NET Passport Integration with Active Directory. You can use Passport–based authentication to provide your business partners and customers with a single sign-on experience to your Windows–based applications and resources. Companies developing business-to-consumer scenarios can take advantage of .NET Passport services to reduce their cost of managing user IDs and passwords.

· § Group Policy Resultant Set of Policy (RSoP).
 RSoP reports Group Policy settings that are applied to a user or computer. Group Policy Results in Group Policy Management Console (GPMC) requests RSoP data from a target computer and presents this in a report in HTML format. Group Policy Modeling requests the same type of information, but the data reported is from a service that simulates RSoP for a combination of computer and user. This simulation is performed on a domain controller running Windows Server 2003 and is then returned to the computer running GPMC for presentation.
Access Control
Robust authorization helps enterprises more efficiently control access to corporate information assets by people, computers, and services. Windows Server 2003 introduces new features to manage and control access at a more granular level using role-based authorization, URL–based authorization, and software restriction policy.

· Role-Based Access Control. A role is a named set of principals that have the same privileges with respect to security (such as a bank teller or a bank manager). Role–based security often is used to enforce policy, for example, imposing limits on the size of a transaction being processed, depending on whether the user making the request is a teller or a manager. A user or resource (also known as a principal) can be a member of one or more roles. Therefore, applications can use role membership to determine whether a principal is authorized to perform a requested action. This functionality allows a system administrator to efficiently manage access to information resources, and application developers to make use of existing role-based security models for their applications.

· URL-Based Access Control. This access control mechanism enables businesses to control access to applications exposed through the Web by restricting user access to URLs. For example, an unknown user’s access can be restricted to certain applications, whereas a known user can be allowed to execute other applications.

· Software Restriction Policy (SRP). While Access Controls restrict access to resources, SRP controls the execution of an application on a system. This allows a system administrator to regulate unknown or untrusted software by identifying and specifying which software is allowed to run or by defining a default security level with rules for certain exceptions.

Audit

Auditing provides a way to monitor compliance with security policy and track potential security problems, ensures user accountability, and helps comply with increasing government regulation regarding the security of customer data, such as patient medical records and financial accounts. Using enhanced auditing features in Windows Server 2003, an organization can build an efficient, effective real-time intrusion detection system to monitor usage and help identify suspicious behavior.
· Operation-based Auditing. Windows Server 2003 allows granular tracking of the activities of users by recording selected types of events in the security log of a server or a workstation. For example, this feature allows not only tracking who has accessed a file, but also what they did with the file (for example, how they modified the file).

· Per-User Selective Auditing. Using new functionality in Windows Server 2003, you can set audit policy for an individual user in addition to system-level audit policy.
· Enhanced Logon/Logoff and Account Management Auditing. Logon/Logoff and Account Management auditing for Windows Server 2003 have also been enhanced. For example logon/logoff events now include an IP address and caller information. Further, account management audits now can provide information about the exact nature of an account change and the new value of the changed account attribute.

· Microsoft Audit Collection System (MACS). This client-server application takes advantage of audit feature improvements and collects security events in real time and stores them in a SQL database for ready analysis. MACS allow users to collect data at a central location, which can’t be tampered with by administrators, thus separating out the roles of administrator and auditor.
Public Key Infrastructure

A public key infrastructure (PKI) is a system of digital certificates, Certificate Authorities (CAs), and other registration authorities (RAs) that verify and authenticate the validity of each party that is involved in an electronic transaction through the use of public key cryptography. Innovation in Windows Server 2003 makes public key infrastructure (PKI) and associated technologies like smart cards more manageable and easy to deploy and operate.
· Cross–Certification Support. Also called qualified subordination, Cross-Certification allows constraints to be placed on subordinate certificate authorities (CAs) and on the certificates they issue, and allows trust to be established between CAs in separate hierarchies. Cross-Certification support improves the efficiency of administering public key infrastructure.

· Delta Certificate Revocation Lists (CRL). The certificate server included in Windows Server 2003 supports Delta CRL, which makes publication of revoked x.509 certificates more efficient. A Delta CRL is a list containing only certificates whose status has changed since the last full (base) CRL was compiled. This is a much smaller object than a full CRL and can be published frequently with little or no impact on client computers or network infrastructure. In Windows 2000, certificate authorities are responsible for providing certificate status information by publishing a complete CRL.
· Key Archival. Often before data recovery is possible, key recovery must occur. With Windows Server 2003, the certificate authority (CA) may be used to archive and recover the private key associated with an individual certificate request. This gives organizations more flexibility than Windows 2000 Server’s use of a data recovery agent to decrypt files that have been encrypted using the Encrypting File System or secure mail with S/MIME.

· Auto-enrollment. Certificate autoenrollment and autorenewal in Windows Server 2003 significantly reduce the resources needed to manage x.509 encryption certificates. These features also make it easier to deploy smart cards faster, and to improve the security of wireless (IEEE 802.1x connections) by automatically expiring and renewing certificates.
Network Security

Windows Server 2003 helps to secure both wireless and wired communications. To improve security of wireless communications, Windows Server 2003 supports 802.1x and introduces support for PEAP. To improve the wired communication, Windows Server 2003 has enhanced IPSec.
· Quarantine. Network Access Quarantine Control, a new feature in the Windows Server 2003 family, delays typical remote access to a private network until the configuration of the remote access computer has been examined and validated by an administrator-provided script. Network Access Quarantine Control is designed to prevent computers with unsafe configurations from connecting to a private network, not to protect a private network from malicious users who have obtained a valid set of credentials.

· 802.1x. Built-in support for the IEEE 802.1x (Wi-Fi) authentication protocol enables computer and user identification, dynamic key creation, and centralized authentication. Wi-Fi’s support for Extended Authentication Protocol (EAP) makes it easier to deploy secure mobile access, including smart cards.
· PEAP. Although the trend in larger organizations is to use EAP-TLS for wireless deployments, some organizations lack the PKI necessary for EAP-Transport Level Security (EAP-TLS). To support wireless deployments in organizations that need a password-based scheme, Microsoft supports the Protected EAP (PEAP) authentication scheme defined within the 802.1x implementation.

· Improvements in Internet Protocol security (IPSec). Windows Server 2003 includes support for a stronger cryptographic master key, the use of a 2048-bit Diffie-Hellman key exchange. In Windows XP and the Windows Server 2003 family, IP Security Monitor is implemented as part of Microsoft Management Console (MMC) and includes enhancements that allow you to monitor IPSec information for your local computer and for remote computers. In addition, it is now possible to create and assign a persistent IPSec policy to secure a computer if a local IPSec policy or an Active Directory-based IPSec policy cannot be applied.

Data Encryption

Enabling employees and business partners to share data securely over any network can help improve productivity and help lead to faster, better decision-making. Windows Server 2003 gives businesses more flexibility in deploying security solutions based on data encryption.
· Multiuser Support. Windows Server 2003 supports file sharing between multiple users of an individual encrypted data file. Encrypted file sharing is a useful and easy way to enable collaboration without having to share private keys among users.
· WebDAV Support. Encrypted File System (EFS), combined with Web-based Distributed Authoring and Versioning (WebDAV) folders, provides simple and secure ways to share sensitive data across networks without deploying complex infrastructure or expensive technologies. WebDAV is a file access protocol described in XML.

Building on Windows Server 2003’s WebDAV support, the WebDAV Redirector (DAVRdr) allows computers running Windows Server 2003 to use WebDAV servers, such as Windows SharePoint Services and MSN Communities, as if they were standard file servers. DAVRdr consists of a kernel component that connects to a Windows NT remote file system stack, and a user-level component (Web client service) that translates file system requests into WebDAV requests.

· Encrypted Offline Folders. Windows Server 2003 now allows offline files and folders to be encrypted using EFS. Offline Files, also known as client-side caching, was introduced in Windows 2000 and lets a mobile user view files while disconnected from the network. When the user connects to the server at a later time, the system reconciles the changes with the older versions of the documents on the server.
· Stronger Encryption. Windows Server 2003 now supports stronger optional encryption for EFS than the default Data Encryption Standard (DESX) algorithm. By default the Encrypting File System uses the Advanced Encryption Standard (AES-256) for all encrypted files. The client may also be used with a Federal Information Processing Standards (FIPS) 140-1 compliant algorithm, such as the 3DES algorithm, which is included in Windows XP Professional.

Solution Scenarios for Key Business Challenges

A secure computing infrastructure is a strategic business asset. To take advantage of the increasingly connected world, organizations need:

· Secure Web application platform to enable a secure Web presence, develop secure and integrated Web applications, and integrate with backend systems.

· Secure mobile access to enable secure communications anywhere, any time on any device, and to improve mobile worker productivity.

· Identity management solutions to improve customers’ Web experience, integrate partners into the supply chain, and reduce risks from unauthorized access to corporate resources.

Windows Server 2003 and other products from Microsoft and industry partners can help you meet these key business challenges.
Secure Web Platform

.NET Framework integration with Windows Server 2003 provides an integrated application server that helps organizations develop, deploy, and manage secure XML Web services and applications to connect with internal applications, as well as those of suppliers and partners. Windows Server 2003 builds on the strengths of Windows 2000 Server to deliver a superior, dependable, cost-effective server operating system. Microsoft eBusiness solutions, based on Biztalk®, can help businesses integrate their backend systems to get the greatest return on infrastructure investments.

In shifting to XML Web services, Qwest embraced two platform technologies, including the .NET Framework with its robust Visual Studio® .NET development environment and the rock-solid reliability and availability of Windows Server 2003.

Secure Mobile Access

Microsoft Windows Server 2003 offers an industry-standard networking solution that enables organizations to provide controlled access to employees at corporate headquarters, branch offices, and in the field, as well as to partners, suppliers, and customers. With built-in support for public key infrastructure and 802.1x standards, Windows Server 2003 helps businesses to secure wired LANs and to extend their networks to virtual private networks (VPN), wireless networks, the Internet, or dial-up. These solutions are built based on Active Directory and use components in Windows Server 2003.
Enterasys Networks, a worldwide provider of communications infrastructure to enterprise customers, migrated to Windows Server 2003 to increase the security, availability, mobility, and manageability of its worldwide network. Besides providing more secure mobile access to its workforce as a result of the migration, Enterasys forecasts a 20 percent reduction in management and hardware costs. See http://www.microsoft.com/resources/casestudies/CaseStudy.asp?CaseStudyID=13564
Identity Management

An effective identity management solution provides a unified view of users and resources while still allowing for business unit autonomy. Reducing the complexity of identity management improves efficiency and frees IT resources to focus on an organization’s core business. Windows Server 2003 and associated products from Microsoft and industry partners can help businesses resolve the challenges of accommodating multiple clients and access points, varied authentication methods, and the diverse platforms used by a business and its partners and customers. Windows Server 2003 offers out-of–the-box integration of all the pieces.

One common business challenge is quickly provisioning new employees into applications. However, many companies also find that employees access rights are not removed from all applications when moving to a different role or leaving the company. Running on Windows Server 2003 Enterprise Edition, Microsoft Identity Integration Server (MIIS) 2003 (http://www.microsoft.com/windowsserversystem/miis2003/default.mspx) centrally stores and integrates identity information for organizations with multiple directories at one location, logically or physically. When teamed with Active Directory, the MIIS 2003 unified information store allows enterprises to create single sign-on solutions such as Windows Single sign-on, Web single sign-on and Enterprise Reduced Sign-on. By providing a unified view of all known identity information about users, applications, and network resources and ensuring that application access is quickly provisioned and de-provisioned as employees move through the organization, MIIS 2003 seeks to improve productivity, reduce security risk, and reduce the total cost of ownership associated with managing and integrating identity information across the enterprise.

Windows Server 2003 helps businesses strike the appropriate security balance between exclusion and inclusion, and is designed to meet their needs for a secure Web application platform, streamlined identity management, and secure mobile access.

Summary

Microsoft provides customers with an integrated infrastructure solution that lowers the cost of managing security and reduces the risk of security compromises. Enhanced security in Windows Server 2003 reflects Microsoft’s heightened emphasis on delivering systems that are secure by design, secure by default, and secure in deployment.
In addition to rich security features and an architecture designed for security, Windows Server 2003 is set by default to improve security. Microsoft also provides prescriptive guidance, training, and tools to help its customers deploy the product more securely. As Stephen McFarland, CISSP, senior IT security engineer at QUALCOMM reports on his organization’s Windows Server 2003-based security solution: “Security isn’t a single-solution issue. The more ways we can enhance security, the better. Windows Server 2003 offers several ways to improve security . . . it also provides improved user authentication and management of security technology.”

As any system administrator knows, providing a secure infrastructure is much more complex than blocking attacks. It requires striking the correct balance between protecting assets and allowing the right access to the right people that is needed to meet today’s business challenges. Microsoft Windows Server 2003 helps businesses realize the value of security by enabling reliable, controlled access to information assets while helping protect mission-critical data and applications from unauthorized uses.

Appendix: Windows Server 2003 Default Security Enhancements

Policy Changes to Tighten Security by Default
· Created Secure Root ACL.
· Stronger ACL to stop access to root directory (c:\).

· Changed default share ACL from Everyone:F to Everyone:R.
· Changed DLL Search Order to start in system directory.

· Hardened Internet Explorer.
· Increased restrictions on Anonymous users.
· Anonymous users are no longer members of “Everyone” by default.

· Disabled Anonymous SID\Name translation on servers; this is NOT the default on Domain Controllers.

· Put limits on blank passwords.
· Local accounts that have blank passwords cannot be used to remotely connect to a computer.
· Set LanManCompatibilityLevel=2 on Servers\DCs by default.
· By default Windows Server 2003 will not emit insecure LanMan responses.

· Required SMB Packet signing on DCs.
· Provides integrity checking for client-DC SMB communications.
· Required that secure channel communications be signed or encrypted.
· Modified LDAP Signing.
· Affects the wldap32.dll LDAP bind initialization sequence so that signing is requested even if the client doesn’t ask for it. This doesn’t kick in if TLS\SSL is used.

· Object Case Insensitivity
· Protects against canonicalization type attacks.
· Stopped allowed paths leakage.

· Eliminates unnecessary information disclosure pertaining to system config.

· Restricted remote execution of console apps to admins only.

· Defense in depth.

· Improved auditing for Domain Controllers.
· Improved convert story.

· Proper coverage for profile directory and optional components.

· Fixed Profile Directory issues.

Two New Accounts Created to Run Services with Lower Privileges

The following services currently use the new Local Service and Network Service accounts (for example, instead of using the local system):
Services That Run Under Local Service:

· Alerter
· Application Layer Gateway Service
· Remote Registry
· Smart Card
· Smart Card Helper
· SSDP Discovery Service
· TCP/IP NetBIOS Helper
· Telnet

· UPS
· Universal Plug and Play
· Web Client

· Windows Image Acquisition

· WinHTTP Web Proxy Auto-Discovery Service

Services That Run Under Network Service:

· DHCP Client

· Distributed Transaction Coordinator
· DNS Client
· License Logging
· Performance Logs and Alerts
· RPC Locator

Services Turned Off by Default

· IIS not installed by default

· Alerter
· Clipbook

· Distributed Link Tracking Server
· Human Interface Device Access

· Imapi CDROM Burning Service

· Intersite Messenging

· License Logging
· Messenger
· NetMeeting Remote Desktop Sharing

· Network DDE
· Network DDE DSDM

· Routing and Remote Access

· Telnet

· Terminal Service Session Discovery

· Themes

· WebClient

· Windows Image Acquisition (WIA)

· The Kerberos KDC is also disabled by default, and then automatically enabled upon DCPromo.

Related Links

For the latest information about Windows Server 2003, see the Windows Server 2003 Web site at http://www.microsoft.com/windowsserver2003.

� � HYPERLINK "http://www.gocsi.com/forms/fbi/csi_fbi_survey.jhtml" ��“2004 CSI/FBI Computer Crime and Security Survey”�, conducted by the Computer Security Institute (CSI) and the U.S. Federal Bureau of Investigation (FBI), available on the CSI Web site at http://www.gocsi.com/forms/fbi/csi_fbi_survey.jhtml
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