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Introduction

E-mail is one of the Internet’s original “killer applications,” and although it has been around since the 1970s, it is only relatively recently that e-mail has become truly pervasive as a way to communicate at work, with family and with friends. Today, e-mail is as easy to use as the telephone and just as vital for keeping people in touch with one another and for improving business productivity.

It is e-mail's widespread adoption that has produced a very troubling side effect: spam. Unsolicited commercial e-mail is a spreading plague that feeds off the unique power of the Internet to connect hundreds of millions of computer users around the world, at virtually no cost. Generally unwanted, and sometimes pornographic or fraudulent in intent, spam is both a nuisance and a distraction.

Spam presents a new challenge to today’s information workers. The constant annoyance of wasting time sorting through unsolicited e-mail, missing important messages, or viewing inappropriate content is threatening the viability of e-mail as a communication medium.

Reducing spam for users is a significant and integral pillar of Microsoft’s promise of trustworthy computing. Microsoft® Office Outlook® 2003 includes new and improved functionality specifically for addressing spam. The most notable of the new anti-spam features is the Microsoft Office Outlook2003 Junk E-Mail Filter with Microsoft SmartScreen Technology. This new state-of-the-art technology powered by SmartScreen Technology not only helps prevent unwanted e-mail from reaching users, but, along with other new anti-spam features in Outlook 2003, also provides enhanced flexibility and control. 

Design Goals and Vision

Proactive, Comprehensive and Intelligent Protection Against Spam

The vision behind Outlook 2003 Junk E-Mail Filter with Microsoft SmartScreen Technology is the proactive prevention of unauthorized or unwanted e-mail from reaching the user by providing the most comprehensive and intelligent spam-filtering technology available on the market. To deliver on this vision, the Junk E-Mail Filter focuses on three key areas:

· Proactive prevention against spam. Most filters rely on previous knowledge of a specific spam 
e-mail message to protect against it. Because spam attacks happen over a short period, these spam filters aren’t even aware of how to protect against a particular message until it is already too late. The Outlook 2003 spam-filtering tools are based on advanced technology developed by Microsoft Research, which helps proactively block new spam from reaching users more often than other filters. 

· Comprehensive protection from spam. The combination of the Junk E-Mail Filter with the new anti-spam features in Outlook 2003, such as the Safe Senders, Safe Recipients and Blocked Senders lists, provides more-comprehensive spam protection. It is the combination of these approaches along with the advanced technology from Microsoft Research that provides more accurate, effective and flexible protection.

· Automated intelligence. The Junk E-Mail Filter gets smarter over time as more of Microsoft’s spam-fighting community submits e-mail and the filter learns the latest ways to help protect against recent spam attacks. Microsoft provides periodic updates of the Junk E-Mail Filter at the Office Update Web site, where users of Outlook 2003 can get the latest information from the spam-fighting community and state-of-the-art innovations for protection against spam.
Proactive Prevention

Most spam-filtering products today use either signature- or rules-based approaches to protect against spam attacks. Unfortunately, both of these approaches are inherently limited and do not incorporate a comprehensive solution that includes a combination of machine learning technology and a list-based (e.g., Safe Senders) approach. Rules-based approaches typically make rough guesses on an e-mail’s content (whether it is spam or not) based on specific words or characteristics found in the message. Unfortunately, this simplistic approach means that these filters often make a significant number of mistakes in differentiating between actual spam and “good” e-mail. 
Signature-based anti-spam approaches (including community-based spam filters) are typically more accurate than a rules-based approach because they filter messages based on a “fingerprint” of the actual message. However, signature approaches are limited because the approach is only effective if the latest fingerprint of the message has been first detected and then distributed to all spam filters. Because many spam attacks last only a few hours, it is nearly impossible to both detect the attack and distribute the update in time to protect the end users. Unfortunately, this detection and propagation of the signature often provides the protection after the originating spam attack has occurred, thus reducing the overall effectiveness and robustness of the solution. Another problem that limits the viability of signature-based filters is the lack of overall scalability of the method. This approach is based on the detection and propagation of unique spam signatures and so is inherently limited when the volume of spam e-mail messages with differing signatures increases over time.
The Outlook 2003 Junk E-Mail Filter with Microsoft SmartScreen Technology takes a significantly different approach from that of the signature- and rules-based technologies. The Junk E-Mail Filter makes an educated assessment of the likelihood that a message is spam or good, based on current definitions of good e-mail and spam. This approach inspects and classifies messages based on the different indications of spam. Because the indicators used in this approach to classify spam stay consistent for a long time, the Junk E-Mail Filter is able to remain effective much longer than other approaches. As a result, the Junk E-Mail Filter proactively blocks new and unknown spam for a longer period. 

Comprehensive Protection 

Outlook 2003 takes a comprehensive approach to help protect against spam by combining list-based approaches with machine learning technology. The combination of these technologies provides the most intelligent and flexible filtering available. For example, if the Junk E-Mail Filter accidentally catches an e-mail message from someone with whom the user regularly corresponds online, the user can simply add that e-mail sender to the Safe Senders list, and no future e-mail from that sender will be inspected by the filter. E-mail addresses and domain names on the Safe Senders list are never treated as junk e-mail, regardless of the content of the message. This feature is extended to mailing lists as well, with the Safe Recipients list. No message sent to e-mail addresses or domain names on this list will be treated as junk, regardless of the content of the message.

Contacts also are automatically trusted by default, and e-mail from them will never be treated as junk. Similarly, in combination with Microsoft Exchange Server, no e-mail from within the user’s organization will be treated as junk, regardless of the content of the message.

In addition, Outlook 2003 offers a similar feature called the Blocked Senders list, which ensures that certain e-mail addresses or domain names are automatically blocked. E-mail from people or domain names on this list are always treated as junk e-mail, regardless of the content of the message. 
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Users can access Junk E-mail Options from the Tools menu by selecting Options and clicking the Junk E-mail button. Users can choose the level of protection they want, ranging from no automatic protection to safe lists only. They also can choose to delete suspected junk e-mail permanently instead of moving it to the Junk E-mail folder.
Finally, Outlook 2003 Junk E-Mail Filter with Microsoft SmartScreen Technology also provides the ability for users to block external content in e-mail messages. This feature disables the viewing of images downloaded from a Web server, thus protecting users against inappropriate or offensive content. Also, messages formatted in HTML often contain pictures that are not included in the message itself, but instead are downloaded from a Web server when the e-mail message is opened. Spammers have used this capability to their advantage by including something called a “Web beacon” in these messages. A Web beacon notifies the Web server when a user reads the junk message, validating the e-mail address. This often results in the user becoming a target for more junk 
e-mail. The external content blocking feature also automatically knows not to block content from anyone on a user’s Safe Senders or Safe Recipients list. 
Outlook is unique in its multifaceted approach to spam. All these comprehensive features along with the new Junk E-Mail Filter powered by SmartScreen Technology offer flexible protection from spam that is more accurate and efficient than that offered by other solutions in the marketplace. 
Keeping the Filter Up to Date
As more and more messages are collected from Microsoft’s vast community of spam fighters, the Outlook 2003 Junk E-Mail Filter with Microsoft SmartScreen Technology will learn a larger “vocabulary,” continually increasing its knowledge of the latest definitions and indicators of spam. Microsoft is committed to sharing this intelligence with updates to the Junk E-Mail Filter at the Office Update Web site, so users have the most powerful protection against spam. 

How the Outlook 2003 Junk E-Mail Filter With Microsoft SmartScreen Technology Works
The Outlook 2003 Junk E-Mail Filter with Microsoft SmartScreen Technology is based on patented machine learning technology from Microsoft Research. In abstract terms, the Junk E-Mail Filter learns the definitions of what characterizes good e-mail and spam and, after inspecting a particular e-mail message in Outlook 2003, makes a decision (based on probability) on the likelihood of that message being spam. 

To become “intelligent,” the spam filter must be educated on the characteristics of spam and good e-mail. To educate the filter, more than 100,000 Microsoft spam fighters submit or classify their actual e-mail as either spam or good e-mail and send that e-mail to Microsoft to be processed. The Junk E-Mail Filter’s machine learning technology then investigates each message submitted and teaches the filter which characteristics or indicators make it likely to be spam or good e-mail. 

With literally millions of messages training the filter on what markers to look for in an e-mail message, the Outlook 2003 Junk E-Mail Filter with Microsoft SmartScreen Technology is able to make a very accurate assessment of whether an incoming e-mail message is spam or good e-mail. Unlike many other filtering technologies, the Junk E-Mail Filter is trained on a statistically sound sample of e-mail, and the collection of good e-mail in addition to spam also reduces the likelihood of mistakes. This accuracy is one of the key advantages of Microsoft’s advanced technology. 

Overview of the Junk E-Mail Filter
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Microsoft’s spam-fighting community submits millions of good and spam e-mail messages to the company’s Anti-spam Technology & Strategy Group for processing. The Anti-spam Technology & Strategy Group trains the Junk E-Mail Filter powered with SmartScreen Technology to understand the characteristics associated with good e-mail and spam. The Junk E-Mail Filter is used in Outlook 2003 to inspect messages for characteristics of spam or good e-mail, and messages are filtered accordingly. 

When Outlook 2003 receives an e-mail message, it first obtains the properties of the message and determines if its content should be scanned by the Junk E-Mail Filter. If the message contains an address or domain on the Safe Senders, Safe Recipients or Blocked Sender list, the appropriate rule is applied, bypassing the Junk E-Mail Filter.

However, if the address or domain does not appear on any of the lists, Outlook 2003 submits the message to the Junk E-Mail Filter. The filter notes its characteristics (typically contained in the message text) and the probability that each characteristic is associated either with spam or good e-mail to generate an overall rating. Based on the setting in the Outlook Junk E-mail Options dialog box, the e-mail message, if determined to be spam, will automatically be sent to the Junk E-mail folder. 

Conclusion 

Microsoft’s commitment to delivering on its long-term vision of trustworthy computing includes efforts to eliminate unwanted e-mail for users. The innovative spam-filtering technology in Outlook 2003, along with the other new features in Outlook 2003, helps proactively prevent unauthorized e-mail from reaching users by providing unique, comprehensive and intelligent spam-filtering technology previously unavailable in the marketplace. 

Outlook 2003 is one of the first of Microsoft’s communications products to integrate this state-of-the-art technology. Future versions of Exchange Server, Hotmail®, MSN® and other products will also offer intelligent spam filters to protect users at all layers of the network. 
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