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Abstract

Microsoft® Windows Server™ code name "Longhorn” is the next generation of the Windows® server operating system that helps IT maximize control over their infrastructure while providing unprecedented availability and management that lead to a significantly more secure, reliable and robust server environment than ever before. Windows Server “Longhorn” delivers new value to organizations by insuring all users regardless of location are able to get the full complement of services from the network.
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Product Introduction

Microsoft is continuing its commitment to provide organizations of all sizes with operating systems that grant them increased uptime and reliability, the flexibility to meet changing business demands, and a more secure platform upon which they can trust business-critical applications and operations. This commitment continues in Microsoft Windows Server™ code name "Longhorn”, the next generation of the Windows server operating system that helps IT maximize control over their infrastructure while providing unprecedented availability and management that lead to a significantly more secure, reliable and robust server environment than ever before. Windows Server "Longhorn" delivers new value to organizations by insuring all users regardless of location are able to get the full complement of services from the network. Windows Server “Longhorn” also provides deep insight and diagnostic capabilities to allow administrators to spend more time adding business value.
Ideally, server administrators are made aware of problems and resolve them before end users are ever affected by them. Unfortunately, server management and security is a difficult job that is only growing more so. The proliferation of mobile and remote devices attaching to networks exponentially increases the attack vectors for viruses and worms. Competing with the ever-increasing need for server administrator vigilance, every-day server administrative tasks continue to take too much administrator time. New features in Windows Server “Longhorn,” from the improved Windows Event Viewer to the next generation branch management and policy-based networking tools, will allow organizations to get more control of their network infrastructure and let server administrators worry about the mandatory rather than just the mundane.
Keeping servers running and reliable is the first priority for any administrator. Yet maintaining server reliability through regular updates too often compromises server availability. Windows Server “Longhorn” is built to reduce required reboots due to configuration and patching with features like hot-pluggable subsystems and self-healing NTFS. Moreover, Windows Server “Longhorn” is more secure at installation and at startup, and it features new security measures such as full-volume encryption. Windows Server “Longhorn” is a server platform organizations can rely on to be available.

Servers and their supporting operating systems represent significant investments for organizations. Such an investment must have the flexibility to be able to run and function with new technologies. However, no organization can afford to upgrade sever operating systems unless they will also run the organization’s existing applications. Features such as early testing and verification of applications with software partner engagement; baseline compatibility to Windows Server 2003 with Service Pack 1/Windows Server 2003 R2, API and registry tracing; the Application Compatibility Toolkit; and UNIX interoperability and support for down-level Windows all help to ensure the interoperability and compatibility of Windows Server “Longhorn.” Further innovations such as seamless Terminal Services remote programs and fully IPv6-enabled server roles keep Windows Server “Longhorn” viable for all of the new ways in which organization use servers.

This document reviews the significant workloads and solutions available in the Beta 2 release of Windows Server “Longhorn.” This document does not reflect all of the innovations in Windows Server “Longhorn.” Rather, it is a milestone document speaking only to the key functionality built in the Beta 2 release. As Windows Server “Longhorn” nears full release, Microsoft will update and augment this document with comprehensive information on all aspects of the operating system.
Windows Server “Longhorn” Beta 2 Primer
What is new and different in Windows Server “Longhorn”

Windows Server “Longhorn” is a next-generation server operating system that helps IT maximize control over their infrastructure while providing unprecedented availability and management that lead to a significantly more secure, reliable and robust server environment.  Windows Server “Longhorn” builds on the success and strengths of the award-winning Windows Server 2003 operating system as well as on the innovations delivered in Service Pack 1 for Windows Server 2003 and Windows Server 2003 R2. However, Windows Server “Longhorn” is far more than a refinement of predecessor operating systems. Windows Server “Longhorn” delivers exciting, valuable new functionality and powerful improvements to the core operating system to help organizations of all sizes to increase control and manageability, provide high availability, and more flexibility for changing business needs.
More control

Increasing control and manageability of the servers on a network—and, more importantly, access to the servers on a network—is a fundamental priority for network administrators. To this end, Windows Server “Longhorn” contains two new areas of functionality to help administrators extend and increase their control over access to network servers: Network Access Protection and Internet Information Services version 7.0.
Network Access Protection (NAP) provides a new framework that allows an IT administrator to establish health requirements for the network, and to prevent computers that do not meet these requirements from communicating with the network. NAP enforces administrator-defined policies that describe the health requirements in the given organization. For example, health requirements may be defined to include having all critical updates to the operating system installed, or having antivirus or anti-spyware software installed and operational. In this way, network administrators can control the baseline level of protection all computers carry when connecting to the network.
Windows Server "Longhorn" delivers a unified platform for Web publishing that integrates Internet Information Services (IIS), ASP.NET, Windows Communication Foundation, and Windows SharePoint® Services. IIS version 7.0 is a major enhancement to the existing Windows Web server and plays a central role in integrating Web platform technologies. IIS 7.0 helps developers and administrators maximize their control over network/Internet interface with key functionality pillars that include delegated administration, enhanced security and reduced attack surface through customization, integrated application and health management for Web services, and improved administration tools.
Higher availability

Server availability begins with rapidly deploying new servers to meet organizational needs and continues with keeping those servers effectively running as much of the time as possible. Windows Server “Longhorn” helps organizations keep their dedicated file and print servers, DHCP servers, DNS servers, and domain controllers maximally available with Windows Server “Longhorn” server core.
Administrators can choose to install Windows Server “Longhorn” with only core server functionality and without any extra overhead. This limits the roles that can be performed by the server and does away with the server graphic user interface (GUI), but it can improve security and reduce management. This type of installation is called a Server Core installation.

Because Server Core installs only what is required to have a manageable DHCP, DNS, file server, or domain controller, less software maintenance—such as updates or service packs—is required for the server. Moreover, since there is less installed and running on the server, there are fewer attack vectors exposed to the network, and therefore less of an attack surface. In addition, if a security flaw is discovered in a file that is not installed, a patch is not required. Finally, because less functionality is installed on a Server Core-based server, there is less for administrators to manage.
Greater flexibility

As business needs change, so do the kinds and number of demands that organizations place on their servers. At the same time, the advances in the capabilities of server technology change the ways in which organizations and end users utilize them. Windows Server “Longhorn” is designed so that you can change your infrastructure to adapt to the changing needs of the business and remain agile. For organizations that need domain controllers in physically less secure locations or strictly for use with line-of-business applications, Windows Server “Longhorn” offers a new server role: the read-only domain controller. For organizations that have remote users, Windows Server “Longhorn” adds exciting improvements and innovations to Terminal Services, including seamless integration of remote applications with local ones on user client computers, access to these same remote programs via Web browser, and a means to access remote terminals and applications across firewalls and network address translators. For organizations that need to roll out several servers at the same time, Windows Deployment Services helps to quickly and easily deploy new computers to the network, including client and legacy images.
A read-only domain controller (RODC) is a new type of domain controller in the Windows Server "Longhorn" operating system that makes it possible for organizations to easily deploy a domain controller in locations where the physical security of a domain controller cannot be guaranteed. An RODC hosts a read-only replica of the Active Directory® database for a given domain. Prior to this release, users who had to authenticate with a domain controller, but were in a branch office that could not provide adequate physical security for a domain controller, had to authenticate over a wide area network (WAN). In many cases, this was not an efficient solution. By placing a read-only Active Directory database replica closer to branch users, these users can benefit from faster logon times and more efficient access to authentication resources on the network, even in environments with inadequate physical security to deploy a traditional domain controller.
Terminal Services in Windows Server “Longhorn” provides new functionality to connect to remote computers and applications. Terminal Services Remote Programs completely integrates applications running on a remote terminal with users’ desktops such that they behave as if they were running on an individual user's local computer; users can run programs from a remote location side-by-side with their local programs. Terminal Services Web Access permits this same flexibility of remote application access via Web browser, granting an even wider variety of ways user can access and use programs running on remote terminals. And Terminal Services Gateway allows user to access remoter terminals and remote terminal programs across network address translators (NATs) and network firewalls.
Windows Deployment Services is the updated and redesigned Windows Server "Longhorn" version of Remote Installation Services (RIS). Windows Deployment Services assists with the rapid adoption and deployment of Windows operating systems. Windows Deployment Services allows network-based installation of Windows Vista™ and Windows Server "Longhorn", deploys Windows Vista and Windows Server "Longhorn" to "bare metal" computers (no operating system installed), and supports mixed environments including Microsoft Windows XP and Microsoft Windows Server 2003. Windows Deployment Services thus provides an end-to-end solution for deployment of Windows operating systems to client and server computers and reduces the total cost of ownership (TCO) and complexity of Windows Server “Longhorn” and Windows Vista deployments.

Fundamental improvements

In addition to new functionality, Windows Server “Longhorn” provides powerful improvements to the core operating system fundamentals over the Windows Server 2003 family of operating systems. Notable improvements include those to networking, advanced security features for Windows Firewall, performance and reliability monitoring, failover clustering, and the file system. Each of these improvements—as well as many others—help organizations maximize the security, reliability, and performance of their servers.
Windows Server “Longhorn” and Windows Vista: Better Together

Because Windows Server “Longhorn” and Windows Vista are built as part of a single development project, they share a number of new technologies across networking, storage, security and management. Although many of these enhancements apply to either Windows Server “Longhorn” or Windows Vista, when organizations deploy both operating systems, they will see how the combined client-server infrastructure provides even greater advantages.

IT professionals who are administering a Windows Vista / Windows Server “Longhorn” infrastructure will notice many improvements in how they control and manage their environment:

· Maintenance is greatly simplified by the use of a single model for updates and service packs across client and server.

· Client computers can monitor for specific events and forward to Windows Server “Longhorn” for centralized monitoring and reporting.

· Windows Deployment Services provides much faster and more reliable operating system deployment.

· Network Access Protection features on Windows Server “Longhorn” ensure that Windows Vista clients connecting to the network are compliant with security policies and restricted from accessing network resources if not.

The reliability, scalability and overall responsiveness of the infrastructure are greatly increased by improvements made to both Windows Vista and Windows Server “Longhorn”:

· Clients can render print jobs locally before sending to print servers to reduce the load on the server and increase its availability.

· Server resources are cached locally so that they are available even if the server is not, with copies automatically updating when the client and server are reconnected.

· Applications or scripts that need to run on both client and server can take advantage of the Transactional File System to reduce the risk of error during file and registry operations and roll back to a known good state in the event of failure or cancellation.

· Policies can be created to ensure greater Quality of Service for certain applications or services that require prioritization of network bandwidth between client and server.

Windows Vista clients connecting to networks where Windows Server “Longhorn” has been deployed can experience greatly improved communication speeds and reliability:

· Searching Windows Server “Longhorn” servers from a Windows Vista client avails of enhanced indexing and caching technologies on both to provide huge performance gains across the enterprise.

· Native IPv6 support across all client and server services creates a more scalable and reliable network, while the rewritten TCP/IP stack makes network communication much faster and efficient.

· The new Server Message Block 2.0 protocol provides a number of communication enhancements, including greater performance when connecting to file shares over high-latency links and better security through the use of mutual authentication and message signing.

· Terminal Services on Windows Server “Longhorn” have many improvements, including providing Windows Vista clients with remote access to internal resources through an HTTP gateway and seamless remote applications that run as if on the local desktop.
Technical Overview
Improvements to Operating System Fundamentals
Microsoft Windows Server code name “Longhorn” Beta 2 includes many improvements to core operating system components originally implemented in earlier versions of the Windows Server operating system. This section outlines the many new or improved core components in Windows Server “Longhorn”.
Initial Configuration Tasks (ICT)

The Initial Configuration Tasks window helps administrators initially configure a server and shorten the amount of time between operating system installation and deployment of the server in an enterprise. It allows administrators to specify, in a logical manner, operating system settings that were previously exposed in Windows Server 2003 Setup, such as the Administrator account password, domain information, and network settings.

Additionally, ICT replaces the Post-Setup Security Updates (PSSU) feature that was introduced in Windows Server 2003 Service Pack 1 (SP1). ICT extends the functionality of Post-Setup Security Updates by guiding administrators through the tasks they must complete to configure a new server, not just those tasks related to security.

The primary benefit of ICT is that it gives administrators an easy, systematic way to complete important configuration tasks for a new server. After they complete these tasks, the server should be able to perform its intended server role (for example, as a file server or print server). Completing these tasks can thus help enhance the future security and functionality of the server.
Server Manager

Windows Server “Longhorn” provides simplified, centralized server management through a single Server Manager interface. Server Manager provides a centralized source for managing a server's identity and system information, displaying server status and health, identifying problems with server role configuration, and managing all roles installed on the server. 

The Server Manager console is a new Microsoft Management Console (MMC) snap-in that allows administrators to view and manage virtually all of the information that affects server productivity and health. Server Manager makes server administration more efficient by allowing administrators to do the following by using a single tool:

· View and make changes to server roles and features installed on the server.

· Perform management tasks associated with the operational life cycle of the server—such as starting or stopping services, and managing local user accounts—as well as with the operational life cycle of roles installed on the server.
· Determine server health status, identify critical events, and analyze and troubleshoot configuration issues or failures.

Server Manager is installed by default as part of the Windows Server "Longhorn" setup process. To use Server Manager, an administrator must be logged on to the computer with administrative credentials to run server manager.

Server Manager replaces several features included with Windows Server 2003, including Manage Your Server (MYS), Security Configuration Wizard (SCW), Configure Your Server (CYS), and Add or Remove Windows Components. 
Server Core
Administrators can choose to install Windows Server “Longhorn” with only core server functionality and without any extra overhead. This limits the roles that can be performed by the server, but can improve security and reduce management. Moreover, such a stripped-down installation seeks to maximize stability for these core server roles. This type of installation is called a Server Core installation.

Server Core provides the following benefits:

· Increased server stability. Because Server Core installs only what is required to have a manageable DHCP, DNS, file server, or domain controller, fewer services and applications are running, greatly increasing server stability and performance for these work-horse server roles over servers with a wider variety of functionality.
· Reduced software maintenance. Server Core installs only essential functionality for a server to perform the DHCP, DNS, file server, or domain controller server roles and be manageable, thus less software maintenance—such as updates or service packs—is required for the server.

· Reduced attack surface. Because there are fewer services and applications installed and running on the server, there are fewer attack vectors exposed to the network, and therefore less of an attack surface. In addition, if a security flaw is discovered in a binary that is not installed, a patch is not required. This significantly reduces risk and increases reliability.

· Reduced management. Because is installed on a Server Core-based server, there is less to manage.

· Less disk space required. Server Core only uses about 1 gigabyte (GB) of disk space for installation.

Server Core is designed for use in organizations that either have many servers, some of which need only to perform dedicated tasks but with outstanding stability, or in environments where high security requirements require a minimal attack surface on the server.

The Server Core installation option installs only a subset of the Windows Server "Longhorn" executable files and supporting dynamic link libraries (DLLs). Specifically, only those features that are required by these four server roles are installed and to have a manageable server. For example, the Windows Explorer user interface (or "shell") is not installed as part of Server Core. Instead, when using a Server Core–based server, the default user interface is the command prompt.

The management experience will also be different using a Server Core installation. Server Core requires administrators to initially configure the system from the command line—since it does not include the traditional, full user interface—or use an unattended configuration file. 

Once configured, administrators can manage the server from the command line, either locally or remotely with a Terminal Services remote desktop connection. Administrators can also use MMC snap-ins or command-line tools that support remote connections to manage the server remotely
Windows System Resource Manager (WSRM)
Windows System Resource Manager enables administrators to control how CPU and memory resources are allocated to applications, services, and processes. Managing resources in this way improves system performance and reduces the chance that applications, services, or processes will interfere with the rest of the system. It also creates a more consistent and predictable experience for users of applications and services running on the computer.

Backup

The Backup feature in Windows Server "Longhorn" provides a basic backup and recovery solution for the server it is installed on. Administrators can use the Backup feature in Windows Server "Longhorn" to protect an entire server efficiently and reliably without worrying about the intricacies of backup and recovery technology. New MMC wizards guide administrators through setting up an automatic backup schedule, creating manual backups if necessary, and recovering items or entire volumes.

The Windows Server Backup feature in Windows Server "Longhorn" includes the following improvements:

· New, faster backup technology. Backup uses Volume Shadow Copy Service and block-level backup technology to efficiently back up and recover the operating system, files and folders, and volumes. 

· Simplified restoration. Administrators can now restore items by choosing a backup to recover from and then selecting items to restore. They can recover specific files from a folder or all the contents of a folder.
· Simplified operating system recovery. Backup works with new Windows Recovery tools to make it easier for administrators to recover the operating system. Administrators can recover to the same server, or, if hardware fails, they can recover to a new server that has no operating system.

· Improved scheduling. Backup now includes a wizard that guides administrators through the process of creating daily backups. System volumes are automatically included in all scheduled backups.

· Support for DVD media. Administrators can manually back up volumes directly to DVD. Backup also retains support for backing up manually to shared folders and hard disks. Scheduled backups are stored on hard disks.

Note: Tape is no longer a supported backup media type.
File system improvements

Windows Server “Longhorn” includes powerful new features to its file system, the Windows NT File System (NTFS): Self-healing NTFS and Transactional NTFS.
Self-healing NTFS

Traditionally, the chkdsk.exe utility has been used to fix corruptions of NTFS volumes on disk. This process is intrusive and disrupts the availability of Windows systems. The enhancements to the NTFS kernel code base will rectify the on-disk inconsistencies while avoiding many of the limitations. These improvements allow Windows Server “Longhorn” to aspire to 24x7 continuous uptime from NTFS.
Transactional NTFS

Windows "Longhorn" uses the kernel-mode transaction support to provide a transactional version of the NTFS file system, which allows transacted file-system operations within the NTFS file system—and the Transactional Registry—which allows transacted registry operations. NTFS and the registry have been enhanced to be able to coordinate their work with a transaction. Because transactions are necessary to both preserve data integrity and handle error conditions reliably, administrators can use Transactional NTFS to develop robust solutions on the Windows platform.

Terminal Services

Introduction

Terminal Services in Windows Server “Longhorn” provides new functionality to connect to remote computers and applications:

· Terminal Services Remote Programs

· Terminal Services Gateway

· Terminal Services Web Access

· Terminal Services Core Improvements
Terminal Services Remote Programs
Terminal Services enables organizations to provide access to programs running on a Windows Server "Longhorn" terminal server to users running Windows Vista or Microsoft Windows XP, Service Pack 2, with the newest Remote Desktop client. The remote program is completely integrated with the user's desktop and behaves as if it is running on the user's local computer. Users can run programs from a remote location side-by-side with their local programs.
TS Remote Programs improves the user's experience, opens new avenues for program deployment, and reduces the amount administrative effort required to support these programs. Scenarios which best demonstrate the benefits of TS Remote Programs include:

· Deployment of line-of-business (LOB) applications, especially custom LOB applications.

· Environments where users do not have assigned computers, such as "hot desk" or "hotelling" workspaces, where employees share a number of computers.

· Deployment of applications, particularly when users require simultaneous access to multiple versions that would otherwise conflict.

Features

Instead of being presented to the user in the desktop of the remote terminal server, the remote program is integrated with the client's desktop, running in its own resizable window with its own entry in the taskbar. If the program uses a notification area icon, this icon appears in the client's notification area. Popup windows are redirected to the local desktop. Local drives and printers can be redirected to appear in the remote program. Many users might not be aware that the remote program is any different than a local program. 
In order to enable Remote Programs, administrators need to create and distribute an .rdp file. The .rdp file can also be distributed by including it in a Windows Installer package (an .msi file).

Note:  The Beta 2 release of Windows Server "Longhorn" might not include all of the functionality planned for TS Remote Programs.

Terminal Services Gateway

TS Gateway acts as a gateway that allows authorized remote users to log on to terminal servers on a corporate network from anywhere over the Internet. 

In addition, TS Gateway also allows users to connect over the Internet to computers that are configured to allow Remote Desktop connections. Remote Desktop connections are available in Windows Server 2003, Windows XP, Windows Vista, and Windows Server "Longhorn". TS Gateway allows connections from the Internet by using the Microsoft Remote Desktop Protocol (RDP) over an encrypted HTTP (HTTPS) channel, and routing the connections appropriately inside a network.

TS Gateway provides a comprehensive security configuration model that enables administrators to control user access to specific resources on the network. Moreover, TS Gateway provides tools for monitoring and auditing network resource access, including event log entries related to TS Gateway performance and user access.
TS Gateway can be useful to any size organization. If an organization makes Terminal Services-based applications available to users from outside the network perimeter, TS Gateway can simplify the administration of the network and reduce its exposure to security risks. TS Gateway can also make it easier for users, as they do not have to configure virtual private network (VPN) connections and can access TS Gateway computers from sites that can otherwise block outbound Remote Desktop Protocol (RDP) or VPN connections.

Features

TS Gateway forms an encrypted gateway between remote users on the Internet and remote computers in an organization. The TS Gateway Management tool is an MMC snap-in that provides a single workbench for creating the connection authorization polices (CAPs) and resource authorization policies (RAPs) that define access to the remote computers on the network, such as Terminal Servers or Remote Desktop connections to workstations.
TS Gateway can be used as an enforcement mechanism of Network Access Protection (NAP) in Windows Server “Longhorn”. In such a scenario, a remote user attempting to access a terminal server with a computer that did not meet network security requirements would be denied access to the terminal server via TS Gateway. 
Terminal Services Web Access

Terminal Services Web Access (TS Web Access) is a new Windows Server "Longhorn" feature that lets administrators make Terminal Services Remote Programs (TS Remote Programs) available to users from a Web browser. With TS Web Access, users can visit a Web site (either from the Internet or from an intranet) to access a list of available Remote Programs. When they start one of these programs, a Terminal Services session is started on the terminal server that hosts the Remote Program.

Benefits

After an administrator installs TS Web Access on a Web server, users can connect to the TS Web Access server to access Remote Programs that are available on one or more terminal servers. TS Web Access has many benefits. These include the following:

· Users can access Remote Programs from a Web site over the Internet or from an intranet. To start a Remote Program, they just click the program icon.

· The Remote Programs are seamless. When a program is started, it acts just like it is running on the local computer.

· If a user starts more than one Remote Program and the programs are running on the same terminal server, the programs run within the same Terminal Services session.

· By using TS Web Access, there is much less administrative overhead. Administrators can easily deploy programs from a central location. Additionally, programs are running on a terminal server and not on the client computer so they are easier to maintain.

· TS Web Access provides a solution that works with minimal configuration. The TS Web Access Web page includes a customizable Web Part, which can be incorporated into a customized Web page or a Microsoft Windows SharePoint Services site.

· The list of available programs that appears in the Terminal Services Remote Programs Web Part can be customized to the individual user if administrators deploy Remote Programs MSI packages by using IntelliMirror® software deployment.

This functionality translates to ease and flexibility of use and deployment. With TS Web Access, administrators can provide users with access to TS Remote Programs from any location and from any computer that has intranet or Internet access.
Features

With TS Web Access, a user can visit a Web site, view a list of Remote Programs, and then just click a program icon to start the program. The Remote Programs are seamless, meaning that they appear to act just like a local program. Users can minimize, maximize, and resize the program window, and can easily start multiple programs at the same time. For an administrator, TS Web Access is easy to configure and to deploy.
TS Web Access provides a much improved Web experience over earlier versions of Terminal Services.

· With TS Web Access, a user does not have to start the Remote Desktop Connection (RDC) client to start a Remote Program. Instead, they access the Web page, and then click a program icon. 

· The Remote Programs look like they are running on the local desktop. Programs do not appear in a separate window, which represents the desktop of the terminal server.

· If the user starts multiple programs and the programs are all running on the same terminal server, the programs run in the same session.

· Users do not have to download a separate Microsoft ActiveX® control to access TS Web Access. Instead, RDC client version 6.0 includes the required ActiveX control.

· Users can specify if they are on a public or private computer. If they are using a public computer, they are not prompted to save their logon credentials. Additionally, drive redirection is disabled in public mode.

Terminal Services Core Improvements

In addition to the TS Gateway, TS Remote Programs, and TS Web Access, Windows Server “Longhorn” introduces a number of other core improvements to Terminal Services:

· Terminal Services Single Sign On. Single Sign On allows a Remote Desktop user to seamlessly logon to a remote system using the current credentials with which the user has logged on to the local computer. SSO is of particular value for organizations that choose to install an important application—such as a line-of-business application—on a terminal server rather than on myriad client computers (for reasons of deployment and management costs), but want to offer end users a seamless experience when using the application.
· Remote Desktop Connection Large Monitor Support and Monitor Spanning. Remote Desktop Connection client in Terminal Services for Windows Server “Longhorn” and Windows Vista adds support for both larger resolution desktops and spanning multiple horizontal monitors with a single large desktop. This affords users the advantage of larger or additional monitors even while working on a remote computer.
· Windows System Resource Manager and Terminal Services. In Windows Server “Longhorn”, administrators can use WSRM to monitor and manage the load of multiple users concurrently accessing a terminal server.
· Desktop Experience Pack and Themes Support. Remote Desktop Connection client in Terminal Services for Windows Server “Longhorn” and Windows Vista reproduces the same desktop that exists on the remote computer on the user’s client computer. This significantly adds to end-user experience and makes the use of terminal computers all the more seamless for users.
Network Access Protection (NAP)
Introduction

One of the most time-consuming challenges that administrators face is ensuring that computers that connect to private network assets are up to date and meet health policy requirements. This complex task is commonly referred to as maintaining computer health. Enforcing requirements is even more difficult when the computers, such as home computers or traveling laptops, are not under the administrator’s control. Yet failure to keep computers that connect to the network up to date is one of the most common ways to jeopardize the integrity of a network. For example, attackers create software that targets out-of-date computers. Users who do not update their home computers with the most recent antivirus signatures risk exposing private network assets to viruses. Administrators frequently lack the time or resources to ensure that all the software they would like to require is, in fact, installed and up to date. Additionally, administrators cannot easily manage or change requirements as often as they want. 

Network Access Protection for Windows Server "Longhorn" and Windows Vista provides components and an application programming interface (API) set that help administrators enforce compliance with health policies for network access or communication. Developers and administrators can create solutions for validating computers that connect to their networks, can provide needed updates or access to needed resources (called health update resources), and can limit the access of noncompliant computers. The enforcement features of Network Access Protection can be integrated with software from other vendors or with custom programs. Administrators can customize the systems they develop and deploy, whether for monitoring the computers accessing the network for health policy compliance, automatically updating computers with software updates to meet health policy requirements, or limiting the access of computers that do not meet health policy requirements to a restricted network. 

Network Access Protection is not designed to secure a network from malicious users. It is designed to help administrators maintain the health of the computers on the network, which in turns helps maintain the network’s overall integrity. For example, if a computer has all the software and configurations that the health policy requires, the computer is considered compliant, and it will be granted the appropriate access to the network. Network Access Protection does not prevent an authorized user with a compliant computer from uploading a malicious program to the network or engaging in other inappropriate behavior.

Benefits

Network Access Protection has three important and distinct aspects:
· Health Policy Validation. When a user attempts to connect to the network, the computer’s health state is validated against the health policies as defined by the administrator. Administrators can then choose what to do if a computer is not compliant. In a monitoring-only environment, all authorized computers are granted access to the network even if some do not comply with health policies, but the compliance state of each computer is logged. In a restricted access environment, computers that comply with the health policies are allowed unlimited access to the network, but computers that do not comply with health policies or that are not compatible with Network Access Protection have their access limited to a restricted network. In both environments, computers that are compatible with Network Access Protection can automatically become compliant and administrators can define exceptions to the validation process. Network Access Protection will also include migration tools to make it easier for administrators to define exceptions that best suit their network needs.

· Health Policy Compliance. Administrators can help ensure compliance with health policies by choosing to automatically update noncompliant computers with the missing requirements through management software, such as Microsoft Systems Management Server. In a monitoring-only environment, computers will have access to the network even before they are updated with required software or configuration changes. In a restricted access environment, computers that do not comply with health policies have limited access until the software and configuration updates are completed. Again, in both environments, computers that are compatible with Network Access Protection can automatically become compliant and the administrator can define policy exceptions.

· Limited Access. Administrators can protect network assets by limiting the access of computers that do not comply with health policy requirements. Non-compliant computers will have their access limited as defined by the administrator. Network access limits can be based on a specific amount of time or whether the network access is limited to a restricted network, to a single resource, or to no internal resources at all. If an administrator does not configure health update resources, the limited access will last for the duration of the connection. If an administrator configures health update resources, the limited access will last only until the computer is brought into compliance. Administrators might use both monitoring and health policy compliance in their networks and configure exceptions.

Network Access Protection is an extensible platform that provides an infrastructure and an API set for adding components that verify and amend a computer’s health and that enforce existing policy systems. By itself, Network Access Protection does not provide components to verify or amend a computer's health. Other components, known as system health agents (SHAs) and system health validators (SHVs), will provide health policy validation and health policy compliance. Windows Vista and Windows Server "Longhorn" include an SHA and an SHV that provides health policy validation and health policy compliance for health attributes monitored by the Windows Security Center.

Note: The Network Access Protection platform is not the same as Network Access Quarantine Control, which is a capability provided with Windows Server 2003 to provide additional protection for remote access (dial-up and virtual private network [VPN]) connections. 
Components of Network Access Protection

Network Access Protection provides limited access enforcement components for the following technologies:

· Internet Protocol security (IPsec)

· IEEE 802.1x authenticated network connections

· Dynamic Host Configuration Protocol

· Virtual private networks (VPN)

Administrators can use these technologies separately or together to limit noncompliant computers. Network Policy Server (NPS), the replacement for Internet Authentication Service (IAS) in Windows Server 2003 in the December Community Technology Preview (CTP) and later beta releases of Windows Server "Longhorn," acts as a health policy server for all of these technologies. 

Network Access Protection requires servers to run Windows Server "Longhorn" and clients to run Windows Vista or Windows Server "Longhorn." Microsoft is will provide an update for clients running Windows XP with Service Pack 2 (SP2).

IPsec Enforcement

IPsec Enforcement comprises a Health Registration Authority (HRA) and an IPsec NAP Enforcement Client (EC). The HRA issues X.509 certificates to quarantine clients when they are determined to be compliant. These certificates are then used to authenticate NAP clients when they initiate IPsec-secured communications with other NAP clients on an intranet. 

IPsec Enforcement confines the communication on your network to those nodes that are considered compliant and because it is leveraging IPsec, you can define requirements for more secure communications with compliant clients on a per-IP address or per-TCP/UDP port number basis. Unlike DHCP Enforcement, VPN Enforcement, and 802.1X Enforcement, IPsec Enforcement confines communication to compliant computers after they have successfully connected and obtained a valid IP address configuration. IPsec Enforcement is the strongest form of limited network access in Network Access Protection.

802.1X Enforcement

802.1X Enforcement comprises an NPS server and an EAP Host NAP EC component. Using 802.1X Enforcement, an NPS server instructs an 802.1X access point (an Ethernet switch or a wireless access point) to place a restricted access profile on the 802.1X client until it performs a set of remediation functions. A restricted access profile can consist of a set of IP packet filters or a virtual LAN (VLAN) identifier to confine the traffic of an 802.1X client. 802.1X Enforcement provides strong limited network access for all computers accessing the network through an 802.1X connection.

In order to for 802.1X enforcement to work correctly with NAP, the switch must support the following: 

· No Authentication Attempted VLAN. This is necessary for guest access.

· Failed Authentication VLAN. This is necessary for guest access.

· Dynamic "Success" VLANs based on RADIUS attributes. This is necessary for Quarantine and Secure Ring Concepts to be implemented.

DHCP Enforcement

DHCP Enforcement comprises a DHCP NAP Enforcement Server (ES) component and a DHCP NAP EC component. Using DHCP Enforcement, DHCP servers can enforce health policy requirements any time a computer attempts to lease or renew an IP address configuration on the network. DHCP Enforcement is the easiest enforcement to deploy because all DHCP client computers must lease IP addresses.

VPN Enforcement

VPN Enforcement comprises a VPN NAP ES component and a VPN NAP EC component. Using VPN Enforcement, VPN servers can enforce health policy requirements any time a computer attempts to make a VPN connection to the network—a NAP enabled VPN server will set the IP filters on the client’s routing table restricting it so that it can only talk on the restricted network. VPN Enforcement provides strong limited network access for all computers accessing the network through a VPN connection.

PS/RADIUS

The Remote Authentication Dial-In User Service (RADIUS) component of Windows Server "Longhorn", NPS, does not have a NAP ES or NAP EC component. Instead, it works as a policy server in conjunction with NAP ES and NAP EC components. Administrators must define health policies on the NPS server, although how the system health servers feed the NPS their health policy, as with an antivirus server informing the NPS of what antivirus update compliant computers should be at when attempting to connect to the network, for example. NPS servers provide health policy checks and coordinate with the Active Directory directory service any time a computer attempts to connect to a DHCP server, a VPN server, an 802.1X access point, or to obtain a health certificate. 

Windows Deployment Services
Introduction

Windows Deployment Services is the updated and redesigned Windows Server "Longhorn" version of Remote Installation Services (RIS). Windows Deployment Services assists with the rapid adoption and deployment of Windows operating systems. Administrators can use it to set up new computers through a network-based installation without having to be physically present at each computer and without having to install directly from CD media. 

Benefits

Windows Deployment Services provides the following benefits:

· Reduces total cost of ownership (TCO) and complexity of Windows Vista deployments.

· Allows network-based installation of Windows Vista and Windows Server "Longhorn".

· Deploys Windows Vista and Windows Server "Longhorn" to "bare metal" computers (no operating system installed). 

· Supports mixed environments including Microsoft Windows XP and Microsoft Windows Server 2003.

· Provides an end-to-end solution for deployment of Windows operating systems to client and server computers.

· Built on standard Windows Server "Longhorn" setup technologies including Windows Preinstallation Environment (Windows PE), Windows Imaging Format (WIM), and Image Based Setup (IBS).
Features

Windows Deployment Services is the feature name for a suite of components that work together to enable the deployment of Windows operating systems, particularly Windows Vista. These components fall into the following three categories:

· Server components. These components include a Pre-Boot Execution Environment (PXE) server and Trivial File Transfer Protocol (TFTP) server for network booting a client to load and install an operating system. Also included is a shared folder and image repository that contains boot images, installation images, and files that administrators need specifically for network boot.

· Client components. These components include a graphical user interface that runs within the Windows PE and communicates with the server components to select and install an operating system image.

· Management components. These components are a set of tools that administrators use to manage the server, operating system images, and client computer accounts.

Windows Deployment Services for Windows Server "Longhorn" Beta 2 includes the Windows Deployment Services Microsoft Management Console (MMC) snap-in, providing rich management of all Windows Deployment Services features. Windows Deployment Services also provides several enhancements to the RIS feature set. These enhancements support the deployment of Windows Vista and Windows Server "Longhorn" operating systems. These changes include the following:

· Native support for Windows PE as a boot operating system.

· Native support for the Windows Imaging (WIM) file format.

· An extensible and higher-performing PXE server component.

· A new client menu for selecting boot operating systems.

.

Platform Networking Features

Microsoft Windows Server "Longhorn" Beta 2 includes many changes and enhancements to networking technologies. Below are some of the changes to protocols and core networking components, wireless and 802.1X-authenticated wired technologies, and network infrastructure included in the Beta 2 release of Windows Server “Longhorn”.
Next Generation TCP/IP Stack

Windows Server “Longhorn” (and Windows Vista) includes a new implementation of the Transmission Control Protocol/Internet Protocol (TCP/IP) protocol stack known as the “Next Generation TCP/IP” stack. The Next Generation TCP/IP stack represents the most significant update to Windows networking since Windows 95. It is a complete redesign of TCP/IP functionality for both Internet Protocol version 4 (IPv4) and Internet Protocol version 6 (IPv6) featuring an innovative dual IP layer architecture. The Next Generation TCP/IP stack was design to not only meet the connectivity and performance needs of today's varied networking environments, but also provides the extensibility to support future networking technologies and innovations. Features of the Next Generation TCP/IP stack include:

· Receive Window Auto-Tuning. Receive Window Auto-Tuning continually determines the optimal receive window size on a per-connection basis and automatically adjusts the maximum receive window size on an ongoing basis. For example, on a 10 Gigabit Ethernet network, packet size can be negotiated up to 6 Megabytes in size.
· Compound TCP. Compound TCP (CTCP) in the Next Generation TCP/IP stack aggressively increases the amount of data sent at a time by monitoring the bandwidth-delay product, delay variations, and packet losses for improved throughput to help optimize network performance without packet loss.
· Throughput optimization in high-loss environments. The Next Generation TCP/IP stack supports the following algorithms to optimize throughput in high-loss environments defined in their respective Internet Engineering Task Force (IETF) Request for Comments (RFC) memoranda:
· NewReno Modification to TCP's Fast Recovery Algorithm (IETF RFC 2582)
· An Extension to the Selective Acknowledgement (SACK) Option for TCP (RFC 2883)
· A Conservative Selective Acknowledgment (SACK)-based Loss Recovery Algorithm for TCP (RFC 3517)
· Forward RTO-Recovery (F-RTO): An Algorithm for Detecting Spurious Retransmission Timeouts with TCP and the Stream Control Transmission Protocol (SCTP) (RFC 4138)

· Neighbor Unreachability Detection for IPv4. Neighbor Unreachability Detection is a feature of IPv6 in which a node tracks whether a neighboring node is reachable, providing better error detection and recovery when nodes suddenly become unavailable. 
· Changes in Dead Gateway Detection. The Next Generation TCP/IP stack provides fail-back for dead gateways by periodically attempting to send TCP traffic through the previously detected dead gateway. 
· Changes in PMTU Black Hole Router Detection. Path maximum transmission unit (PMTU) black hole routers are intermediate routers that silently discard packets that cannot be fragmented or drop the Internet Control Message Protocol (ICMP) messages from routers containing the MTU of the next link because of firewall configuration rules. With the increasing use of firewall rules on routers to drop ICMP traffic, the Next Generation TCP/IP stack enables PMTU black hole router detection by default to prevent TCP connections from terminating.
· Routing compartments. To prevent unwanted forwarding of traffic between interfaces, such as a virtual private network (VPN). A computer can have multiple routing compartments that contain specific routing tables relevant to a specific session that are isolated from each other. 
· Network Diagnostics Framework support. The Network Diagnostics Framework is an extensible architecture that helps users recover from and troubleshoot problems with network connections.

· ESTATS support. The Next Generation TCP/IP Stack supports the "TCP Extended Statistics MIB" Internet draft, which defines extended performance statistics for TCP. 
· New packet filtering model with Windows Filtering Platform. The Windows Filtering Platform (WFP) is a new architecture in the Next Generation TCP/IP Stack that provides APIs so that third-party ISVs can participate in the filtering decisions that take place at several layers in the TCP/IP protocol stack and throughout the operating system.

· IPv6 enhancements. Windows Server "Longhorn" includes the Next Generation TCP/IP stack, a redesigned Transmission Control Protocol/Internet Protocol (TCP/IP) protocol stack with an integrated version of both Internet Protocol version 4 (IPv4) and Internet Protocol version 6 (IPv6). IPv6 is the long-term replacement for IPv4, the current and widely used Internet layer of the TCP/IP protocol suite that was designed in the late 1970s. IPv6 is installed and enabled by default in Windows Server “Longhorn”.
· IPSec and IPv6.IPsec support for IPv6 traffic is the same as that for IPv4, including support for Internet Key Exchange (IKE) and data encryption with AES 128/192/256. The IP Security Policies snap-in now supports the configuration of IPsec policies for IPv6 traffic in the same way as IPv4 traffic using either the IP Security Policies snap-in or the new Windows Firewall with Advanced Security snap-in.

Quality of Service

In previous server versions, quality of service (QoS) functionality was made available to applications through the Generic QoS (GQoS) APIs. Applications that used the GQoS APIs could access prioritized delivery functions. In Windows Server "Longhorn" (and Windows Vista), there are new facilities to manage network traffic for both the enterprise and the home.

QoS policies in Windows Server “Longhorn” allow IT staff to either prioritize or manage the sending rate for outgoing network traffic. These policies can be targeted for specific applications, specific source and destination IP addresses, and specific source and destination TCP or UDP ports.
Http.sys enhancements

Http.sys, the kernel mode driver that services Hypertext Transfer Protocol (HTTP) traffic, has been enhanced in Windows Server “Longhorn” with the following features and feature changes:

· Server-side authentication. Http.sys now performs server side authentication. Previously, server applications performed their own authentication. 

· Logging. Http.sys now provides centralized World Wide Web Consortium (W3C) logging in which a single log file stores the entries for all the sites of a server application, such as IIS. 

· ETW tracing for HTTP events. Event Tracing for Windows (ETW) is a capability of Windows to obtain information about components and events, typically written to log files
· Netsh commands for Http.sys. Administrators can now manage configuration settings and control diagnostics for Http.sys through a set of commands in the netsh http context. 
· Performance counters for Http.sys. Http.sys now has the performance metric counters to help administrators and IT professionals with monitoring, diagnosing, and capacity planning for Web servers.
NDIS 6.0

Windows Server "Longhorn" includes Network Driver Interface Specification (NDIS) 6.0. NDIS specifies a standard interface between kernel-mode network drivers and the operating system. NDIS 6.0 includes the following features.  NDIS now supports offloading network traffic processing to network adaptors. Receive-side scaling, and support for lightweight filter drivers. (LWF)

IPsec improvements

Windows Server "Longhorn" includes the following improvements to IPsec (Internet Protocol security):

· Integrated firewall and IPsec configuration. In Windows Server “Longhorn”, the Windows Firewall and IPsec have been combined into a single configurable tool.

· Improved load balancing and clustering server support. Rather than relying on IPsec idle timeouts to detect a cluster node failure, IPsec in Windows Server “Longhorn” monitors TCP connections for established Security Associations (SAs). If the TCP connection for an established SA begins retransmitting segments, IPsec will renegotiate the SAs. The result is that the failover to a new cluster node happens quickly, typically in time to keep the application from failing.

· Improved IPsec authentication. Windows Server “Longhorn” adds support for multiple layers of authentication to support new technologies such as NAP.  
· New cryptographic support. In response to governmental security requirements and trends in the security industry to support stronger cryptography, Windows Server “Longhorn” supports additional key derivation and encryption algorithms.

· Network Diagnostics Framework support. The Network Diagnostics Framework is an extensible architecture that helps users recover from and troubleshoot problems with network connections.

IEEE 802.11 Wireless Changes and Enhancements

Windows Server "Longhorn" includes the following functionality to support the changes and enhancements to IEEE 802.11 wireless support in Windows Vista:

· Wireless Group Policy enhancements. In Windows Server "Longhorn" and Windows Vista, wireless Group Policy settings now support WPA2, a list of allowed and denied network names, and advanced roaming settings.

· WPA2 support. WPA2 in Windows Server "Longhorn" and Windows Vista supports both Enterprise (IEEE 802.1X authentication) and Personal (preshared key authentication) modes of operation. 

· Single Sign-on. The Single Sign-On feature of Windows Server "Longhorn" and Windows Vista executes 802.1X authentication at the appropriate time based on the network security configuration, while simply and seamlessly integrating with the user’s Windows log-on experience.

· Integration with Network Access Protection when using 802.1X authentication. WPA2-Enterprise, WPA-Enterprise, and dynamic WEP connections that use 802.1X authentication can leverage the Network Access Protection platform to prevent wireless clients that do not comply with system health requirements from gaining unlimited access to a private network
 Windows Firewall Advanced Security Functionality

The Windows Firewall with Advanced Security in Windows Server “Longhorn” is a stateful host-based firewall that allows or blocks network traffic according to its configuration and the applications that are currently running to provide a level of protection from malicious users and programs on a network. The advanced security functionality of Windows Firewall includes:

· Support for both incoming and outgoing traffic 

· A new Microsoft Management Console (MMC) snap-in for graphical user interface (GUI) configuration 

· Integrated firewall filtering and Internet Protocol security (IPsec) protection settings

· Many new ways to configure firewall exceptions

Internet Information Services (IIS) 7.0
Introduction

Windows Server "Longhorn" delivers Microsoft’s most powerful pipeline of Web technology in a unified stack that integrates ASP.NET, Windows Communication Foundation, and Windows SharePoint Services around the latest version of Internet Information Services (IIS). More than a Web server, IIS version 7.0 is an extensible platform for more reliably and securely hosting Web applications and services that are easy to manage at scale. IIS 7.0 is a major enhancement to earlier versions, offering for the first time a componentized architecture with full extensibility, a single integrated pipeline for all IIS and ASP.NET processing, and a comprehensive Administration tool to support powerful diagnostics and delegated management.
Benefits

Key pillars of the IIS 7.0 release are:

· Componentized architecture for security and patching optimizations

· Flexible extensibility model for powerful customization

· Simplified configuration and deployment of applications

· Delegated management of sites and application configurations

· Efficient administration through improved tools

· Powerful diagnostic and troubleshooting capabilities

· Integrated management support for Web services 

These pillars establish IIS 7.0 as a unified Web platform with a single, consistent model for developing and administering Web solutions.
Componentized architecture for security and patching optimizations 

Administrators can control which features are to be installed and running on a Web server. IIS 7.0 is made up of more than 40 separate feature modules. Each feature module can be independently installed on the server, enabling administrators to run the exact Web server they require and nothing more.  This allows administrators to eliminate attack surface, patch management and administrative overhead where they are not needed.
Flexible extensibility model for powerful customization

IIS 7.0 enables developers to extend IIS to provide custom functionality in new, more powerful ways. IIS 7.0 extensibility includes an all-new core server application programming interface (API) set that allows feature modules to be developed in both native code (C/C++) and managed code (languages such as C#, and Microsoft Visual Basic® 2005, that use the .NET Framework).

IIS 7.0 also enables extensibility of configuration, scripting, event logging, and administration tool feature-sets, providing software developers a complete server platform on which to build Web server extensions.
Simplified configuration and deployment of applications 

IIS 7.0 provides developers and administrators with a unified configuration system for writing and storing all IIS and ASP.NET settings in clear text, strongly typed XML. In addition to consolidating an application’s settings into one system and making these settings easier to read and write, IIS 7.0’s new configuration is distributed so the configurations of a Web server’s sites and applications can be stored across multiple configuration files.

These improvements have radical implications for how applications are configured and deployed.  Because Web site and application settings are no longer explicating tied to a centralized configuration store on the machine, these configurations now can be simply x-copied between IIS 7.0 Web servers.  Developers can easily move an application’s configurations along with its code and content to other servers as the application moves through the lifecycle of software development.  Administrators can share configuration information across multiple front-end Web servers, avoiding costly and error-prone replication and manual synchronization issues.
Delegated management of sites and application configurations 

IIS 7.0 enables those who host or administer Web sites or Web services to delegate administrative control to developers or content owners, thus reducing cost of ownership and administrative burden for the administrator. New administration tools are provided to support these delegation capabilities.

Efficient administration through improved tools 

IIS 7.0 offers a broad set of management options aimed at making administering Web sites and applications radically more efficient regardless of administrator tool preference.  The host of tools for management on IIS 7.0 consists of the new IIS Manager GUI, a new command line utility appcmd.exe, a new distributed configuration store, and new WMI provider for editing the configuration store.  

In addition to the sheer breadth of tools, IIS 7.0 offers powerful new administration experiences such as secure, delegated management and remote management over HTTP that are supported across all the tools.  Consistent with the rest of IIS 7.0, these tools are extensible and provide a single, unified management model for IIS and ASP.NET settings.

Please see also the section "Administration tools" within 'What existing functionality is changing in Windows Server "Longhorn"?' in this topic.

Powerful diagnostic and troubleshooting capabilities 

IIS 7.0 enables developers and IT Professionals to more easily troubleshoot errant Web sites and applications. IIS 7.0 provides a clear view of internal diagnostic information about IIS, and collects and surfaces detailed diagnostic events to aid troubleshooting problematic servers.  The diagnostic capabilities in IIS 7.0 are extensible as well, so new diagnostic events can be inserted into existing or custom built modules.  Finally, diagnostics are much easier for administrators to utilize regularly because the IIS 7.0 Web Management Tool provides user interface support for these troubleshooting capabilities.
Integrated management support for Web services 

To enhance the development and hosting of Web services over many protocols, Windows Server "Longhorn" includes the Windows Process Activation Service (WAS) which supports pluggable activation of arbitrary protocol listeners. WAS provides all types of message-activated applications with intelligent resource management, on-demand process activation, health-monitoring, and automatic failure detection and recycling. WAS is based on the IIS request processing model.

Any business or organization that hosts or develops Web sites or Web services can benefit from the improvements made in IIS 7.0.
Features

Configuration improvements

IIS 7.0 introduces some major improvements to the way configuration data is stored and accessed. One of the key goals of the IIS 7.0 release is to enable distributed configuration of IIS settings, allowing developers to specify IIS configuration settings alongside code and content.

Distributed configuration enables many powerful new capabilities with IIS 7.0. It enables developers to specify configuration for a Web site or application in the same directory as the code or content. It allows configuration for a particular site or application to be copied from one computer to another, as the application moves from development into test and ultimately into production. Distributed configuration also enables configuration for a site or application to be shared across a server farm, all accessing configuration and content from a backend file server.

IIS 7.0 configuration is based on the existing .NET Framework configuration store, which enables IIS configuration settings to be stored alongside ASP.NET configuration in Web.config files. This change provides one configuration store for all Web platform configuration settings that are accessible via a common set of APIs and stored in a consistent format. The IIS 7.0 configuration system is also fully extensible, so developers can extend the configuration store to include custom configuration with the same fidelity and priority as IIS configuration.

IIS 7.0 stores global, or computer-wide, configuration in the %windir%\system32\inetsrv directory in a file called ApplicationHost.config. In this file there are two major configuration section groups: 

· system.applicationHost

· system.webServer

The system.applicationHost section group contains configuration for site, application, virtual directory and application pools. The system.webServer section group contains configuration for all other settings, including global defaults. 

URL specific configuration can also be stored in ApplicationHost.config using <location> tags. IIS 7.0 can also read and write URL specific configuration within the code or content directories of the Web sites and applications on the server in Web.config files, along with ASP.NET configuration.

Administration tools

IIS 7.0 includes completely rewritten administration tools for managing IIS. These consist of:

· a new graphical user interface, Internet Information Services (IIS) Manager,

· a new command line tool, appcmd.exe, 

· a new configuration store, based on the .NET Framework 2.0 configuration store, which supports the direct editing of settings, and

· a new WMI provider that can read or change settings in the configuration store.

In addition, the IIS 6.0 MMC snap-in is also provided with Windows Server "Longhorn" to administer FTP sites.

Administrators can install administration tools and Web server components separately.

IIS 7.0 also includes a new WMI provider which broadens scripting access to all IIS and ASP.NET configuration. 

The IIS 6.0 command-line scripts have also been replaced with a new powerful command-line utility.

The new administration tools fully support the distributed configuration and delegation of administrative responsibility. The delegation can be very specific, allowing an administrator to decide exactly which functions to delegate, on a case-by-case basis. 

The new administration tools fully support the distributed configuration support. They also allow for delegated (non-Administrative) access to configuration for individual sites and applications. The administration tools support non-Administrator, even non-Windows credentials to authenticate to a particular site or application and manage configuration for just that scope. 

The new administration tools support remote administration over HTTP or HTTPS, allowing for seamless local, remote, even cross-Internet administration without requiring DCOM or other administrative ports be opened on the firewall.

The administration tools are fully extensible, enabling developers to build new administration modules using the .NET Framework to easily plug in new administration user interface modules that work as transparently as those that ship with IIS 7.0.

Core server changes

IIS 7.0 core Web server has undergone some fundamental changes this release.

These changes enable a significant reduction in attack surface, more extensibility, and support for managed code. The new core also provides access to all events in the request pipeline. The level of integration is unprecedented, and allows existing ASP.NET features (such as Forms-based authentication or URL authorization) to be used for all types of Web content.

The IIS 7.0 core is divided into over 40 separate feature modules. The core also includes a new Microsoft Win32® API for building core server modules. Core server modules are new and more powerful replacements for Internet Server Application Programming Interface (ISAPI) filters and extensions (although ISAPI filters and extensions are still fully supported on IIS 7.0).

All the IIS core server features have been developed for IIS 7.0 to run using this new Win32 API and as discreet feature modules. Administrators can therefore add, remove, or even replace IIS feature modules.

IIS 7.0 also includes support for development of core Web server extensions using the .NET Framework. IIS 7.0 has integrated the existing IHttpModule API for ASP.NET 2.0, enabling managed code modules to access all events in the request pipeline, for all requests.

Diagnostic advances

IIS 7.0 includes two major advances that aid in diagnostics and troubleshooting of errant Web sites and applications. These changes allow a developer or an administrator to see, in real time, requests that are running on the server, and to "watch out" for hard to reproduce error conditions and automatically trap the error with a detailed trace log.

IIS 7.0 includes a new Runtime State and Control API, which provides real-time state information about application pools, worker processes, sites, application domains, and even running requests. 

This COM API is exposed by means of Windows Management Instrumentation (WMI), appcmd.exe (the new command-line tool), and the IIS Manager administration tool. This allows for quick and easy status regardless of the management environment an administrator chooses to use. 

IIS 7.0 also includes detailed trace events throughout the request and response path, allowing developers to trace a request as it makes it way to IIS, through the IIS request processing pipeline, into any existing page level code, and back out to the response. These detailed trace events allow developers to understand not only the request path and any error information that was raised as a result of the request, but also elapsed time and other debugging information to assist in troubleshooting all types of errors and when a system stops responding.

To enable the collection of these trace events, IIS 7.0 can be configured to automatically capture full trace logs for any given request based on elapsed time or error response codes.
Summary
Windows Server “Longhorn” is the next generation of the Windows server operating system that delivers new value to organizations by insuring all users, regardless of location, are able to get the full complement of services from the network. The Beta 2 release of Windows Server “Longhorn” contains features that are to be included in the final release of Windows Server “Longhorn”. All of the features and improvements in Windows Server “Longhorn” drive at increased uptime and reliability, the flexibility to meet changing demands, and a more secure platform from which to run the IT operations of organizations of all sizes.
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For more information about the networking changes in Windows Server “Longhorn”, see the following:
· “New Networking Features in Windows Server "Longhorn" and Windows Vista” on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=66078

· “Next Generation TCP/IP Stack in Windows Vista and Windows Server ‘Longhorn’” on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=66081
· “Performance Enhancements in the Next Generation TCP/IP Stack” on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=66079
For more information about Internet Protocol version 6, see the IPv6 page on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=6992
For more information about Windows Firewall with Advanced Security Features, see “The New Windows Firewall in Windows Vista and Windows Server ‘Longhorn’” on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=59707
For more information about Windows Performance Diagnostic Console, see “Windows Performance Diagnostic Console” on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=66086

For more information about Performance Monitor, see “Using Performance Monitor” on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=66088

For more information about Network Access Protection, see the Network Access Protection Home Page on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=28629

For more information about IIS 7, see the Internet Information Services Home Page on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=64444

For more information about Windows Server “Longhorn” and the Windows Server System, see the following:
· The Windows Server “Longhorn” page on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=66090

· The Windows Server System Home Page on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=66091
For more information about Windows Vista, see the Windows Vista Home Page on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=54019


