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Best Practices To Help Secure Your Windows Server 2003 Environment

	Defense in Depth Workshop—Designed to deliver the knowledge and best practices to help maximize  the security of your Windows® Server 2003 environment, this workshop is appropriate for system architects and engineers responsible for security design, implementation, and management. 

Workshop sessions cover security threats and countermeasures, and in-depth Windows Server 2003 strategies, tools, and best practices for helping to comprehensively secure the server—from file system, applications, and server communications across the network.  

The workshop provides attendees with both classroom and hands-on experience for all the technologies required to help secure an organization running on Windows Server 2003 technologies. 


	Overview
Securing an organization’s information assets is critical to today’s enterprise. One of the most important components of a comprehensive defense strategy is to ensure that host servers are secure. To help organizations better protect their Windows environment from unwanted access or intrusion, Microsoft has created a Defense in Depth Workshop focusing on Windows Server 2003 security. 

This course provides attendees with in-depth knowledge on how to help secure host servers so that networks are better defended against attacks. The concepts, security tools and techniques taught in these workshops focus on the following: 

· Attacks and Countermeasures

· Patch Management

· Securing the Perimeter

· Securing the Server 

· Securing Data Transmission

· Securing Applications

Best practices are incorporated in both classroom and hands-on sessions. 


	The three-day workshop will help attendees to: 

· Understand typical security threats and the most effective Windows Server 2003 countermeasures against them

· Protect the server against unauthorized access during and after the login and authentication process

· Harden the host against risks from  unnecessary software or non-secure settings 

· Ensure the security of data in transmission 
· Properly secure applications using appropriate Windows Server 2003 tools and techniques
The workshop is designed in a modular fashion so that attendees can focus on those elements most important to them. Each module is supported with hands-on, scenario-driven laboratory work illustrating a wide variety of security techniques that can and should be employed in an enterprise. 

All workshop sessions are facilitated by security-focused Microsoft personnel who possess an understanding of the enterprise environment and the people and processes that make it successful.




Securing Windows Server 2003 Premier Support Workshop

	Technology
Attendees will be introduced to a broad spectrum of security threats and the most effective strategies to proactively defend against them in a Windows Server 2003 environment. The workshop addresses how to use the security-rich features of Windows Server 2003 to help detect and defend against the multitude of security threats that target your most valuable organizational assets. 

Specifically, the Workshop consists of nine modules. The first of these, presented on day one, provides a high-level, quickly-paced overview of security issues: 

· Attacks and Countermeasures. Understand potential security threats and the most effective countermeasures. 

· Securing the Perimeter. Learn how to help defend the physical and network perimeter against intrusion.
· Detecting Intrusions. Help audit and detect rogue events. 
· Patch Management. Learn the most effective strategies for patch management. 
Days two and three provide in-depth hands-on coverage of the tools and techniques for maximizing Windows Server 2003 security, focusing on: 

· Securing Server Access. These sessions center on the logon access and authentication processes, and the security issues that arise after users are connected. 
· Securing File System. Covering file system security after user login, these sessions include procedures to help protect system and data files, startup files, registry files and file associations. 

	· Hardening the Host. Focusing on ways to help decrease the potential attack space, these sessions include implementation of the Windows Firewall, rendering the TCP/IP stack resistant to exploitation, and removing unnecessary software.  
· Ensuring Data Confidentiality. These sessions provide best practices for helping to secure in-flight data between two hosts. Methods include encryption of files and folders and ensuring authenticated communications.    
· Securing Applications. Covering the major server roles, these sessions are designed to provide the policies and the templates for more secure and effective application use. 
Hands-on Labs

Extensive lab work is conducted as a part of this workshop, giving students exposure to best practices, tips and tools for configuring Windows Server 2003 security. 

Teaching Approach
The workshop delivers the greatest value when students bring their questions and concerns along with their willingness to share their experiences. Time is allotted throughout the workshop for student questions at any level of depth on any particular technology. Let our security experts help you clearly understand concepts  and overcome potential obstacles to a more secure enterprise network.


	After the Workshop 

After your workshop is complete, Microsoft can work with you to determine the condition of your Windows Server 2003 environment through an optional Security Assessment process. Additionally, we can help you find your vulnerabilities and assist in the development of strategies to address them.  Ongoing support for security is available through your Technical Account Manager.  With Premier Support, your Technical Account Manager will help you leverage the expert resources and can address your specific issues. 

For More Information 

For more information about Microsoft’s Defense in Depth: Securing Windows Server 2003 Workshop and how it can help your organization, contact your Technical Account Manager or any other Microsoft Representative today. To learn more about consulting offerings and support available from Microsoft Services, visit www.microsoft.com/microsoftservices.
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