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Active Directory Models for an ASP

As a service provider, your challenge is to design a flexible, extensible Microsoft® Windows® 2000 directory architecture that matches your customers’ current business needs and is adaptable to their future needs. This document provides a recommended model for designing Microsoft Active Directory® for a high-volume hosting environment.
Design Considerations

Directory design should be as simple as possible. The tendency is to develop a directory design that is more complicated than necessary for a hosted Web service. Each forest and child domain you add to the design creates additional issues, which can include replication traffic, how to prevent users from browsing the entire forest, and how to administer all the forests. Such issues become increasingly difficult as the directory infrastructure becomes more complex. In designing Active Directory for a Web hosting environment, you must make several choices, such as:

· Whether to partition forests into manageable organizational units per subscribing organization or to dedicate entire forests to a single subscriber

· Whether to have a single administrative context for all the forests that are hosted

· How many subscribing organizations you expect to sign up for a service and how many individual users there will be

· To what degree might your customers require the ability to administer or manage their own Web sites

There are two deployment models for creating a directory-enabled infrastructure: 

1. A shared forest for shared Web hosting 

2. Dedicated forests, where each hosted customer receives its own forest
In designing a directory for Web hosting the key issue is the forest boundary, because the forest boundary determines the Active Directory schema, security, and load isolation. A forest is a collection of one or more trees, organized as peers and connected by two-way transitive trust relationships. This document describes a shared forest containing a single tree with one domain in the tree. This is the preferred design for most shared Web hosting environments.

Assumptions

The examples in this document are based on the following assumptions.

· A single forest with a single domain model is used for the customer environment.

· Active Directory is in native mode.

· Active Directory is in list object mode.

Design of a Shared Web Hosting Directory

In the recommended single-tree, single-forest design, each subscribing organization that signs up for a hosted Web site receives its own organizational unit (OU) in the domain. The forest is partitioned into OUs that represent the security and management boundaries for all customers. A single top-level OU—for example, OU=Hosting—contains all the reseller organizational units. Each reseller OU contains an OU for each subscriber organizational unit, as shown in the following figure. By moving the reseller and customer organizational units down the tree to the domain object level—rather than building them at the top of the tree—it becomes possible to enumerate the entire set of reseller and customer organizational units in a simple way. You can do this without having to consider certain system-required container objects that must live at the top of the tree. You can also set access control lists (ACLs) on reseller and customer OUs to control read and list access to their child organizational units.
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Directory design, group membership, access control entry flow
Note 
In this figure, only one reseller and customer are shown. Typically, there are many reseller OUs containing many customer OUs. There is a single services OU for each customer, a single services OU for each reseller, and a single services OU in the top-level hosting OU.

Each reseller OU contains information on a single reselling company: the reseller’s customers, administrators, and security groups.

Each customer OU contains the information on a single hosted company:  their users and security groups. Within customer OUs, you can nest secondary organizational units to represent company-specific divisions and teams. For example, in a fictitious organizational unit called customer1.com, you might nest a one secondary OU called Marketing and another called Sales.
Key issues for this model are availability, reliability, scaling the authentication, and replication capacity of the domain controllers; using multiple domain controllers helps considerably here. Plan for at least two domain controllers plus one global catalog server per geographical location.

Limitations

Limitations involving token size for Active Directory authentication restrict the maximum number of members in a group and the number of groups which a user can be a member of. The specific number for each of these limits is determined by how the token is used during various authentication mechanisms. It is recommended that you limit groups to fewer than 5000 members and limit the number of groups which a user account can be a member of to fewer then 1000 groups. Future versions of Windows .NET Server will not be limited in this way. The best way to avoid this situation is to use nested groups for large aggregation.

Characteristics

The shared Active Directory forest has the following characteristics:

· Group Policy settings that are common across the entire domain are set at the domain root level. Examples include Group Policy settings for password length, complexity, and expiration.

· All security settings for users are implemented through a user’s membership in security groups. An example of this is the security settings on a file system folder.

· All Group Policy settings are applied for users and devices by means of membership in security groups. An example of this is applying a Group Policy Object.

· The security groups that users become members of are located in each customer’s OU. To apply Group Policy settings across the single domain, the single tree forest requires that the security groups located in the OU belong to special master security groups that are used to set policy at the forest level.

· All security settings specific to a customer—that is, not common for the entire forest—are set at the OU level. Each OU’s security is set by an ACL that dictates who can perform tasks such as: list objects, manage objects, add objects, and so on.

Feature Details

Reseller’s Customers

To allow a reseller’s customers to view their organizational unit and all the objects within the OU, the customer will need access to the parent object, which is the actual reseller OU. To limit the amount of access control entries (ACEs) in the ACL, group-within-group nesting is used—as shown in the following figure—to give each customer organization and its associated users access to the reseller OU. The amount of access needed to Reseller OU is just enough so that a customer can access his or her OU, but not enough to view any other customer or reseller OU with which the customer is not associated. This type of access is typically used by users who need to access directory data for testing purposes within the portion of the directory to which only that customer has access.
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Customer group nesting
Reseller’s Employees or Designates

To allow reseller’s employees to view their OUs and all objects, including customer OUs, within that OU, the employees will need access to the parent object, which is the hosting OU. To limit the amount of ACEs in the ACL, group-within-group nesting is used—as shown in the following figure—to give each reseller organization and its associated employees or designates access to the hosting OU. The amount of access needed to the hosting OU is limited so that the reseller user can access its OU, but not enough to view any other reseller OU with which the reseller user is not associated. This type of access is typically be needed by users who need the ability to access of the directory data for testing purposed within the portion of the directory to which only the reseller has access.
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Reseller group nesting
The Various Services OUs

Looking at the design in the Directory design, group membership, access control entry flow figure, you’ll see a services OU at each level. These OUs contain the security groups required for each level. Recall that each level needs a security group containing all its users and another security group containing all its administrators. The customer level has two groups: 

· All users—for example all the customer’s employees
· All the administrators for that customer
A reseller level has four groups: 

· All customers of that reseller

· All users—reseller employees, not customer employees
· Administrators

· Customer service representatives

The top-level hosting OU has two groups:

· All administrators—reseller and customer
· All users—reseller and customer
Group Membership Flow Example

The Directory design, group membership, access control entry flow figure helps to illustrate the following examples.

Reseller User Access

Mindy Martin is an administrator for Reseller1. She needs the ability to view all of Reseller1’s customers, but should not have access to see any other reseller, for example, Reseller2, or its customers. Note that Reseller2 is not shown in the example figure.

Group Nesting

· Mindy is a member of the group AllUsers@Reseller1.

· AllUsers@Reseller1 is a member of the group AllUsersGroups.

Security Descriptions

· AllUsers@Reseller1 has an ACE on the Reseller1 OU.

This ACE allows this group see all objects in the Reseller OU and its children. This ACE is set on this object only.

· AllUsersGroups has an ACE on the hosting OU.

This ACE lets this group have access to this object, but only so that the group can access a child object directly. This ACE will not let this group see all the objects within it, but again, only get to a specific child object. This ACE is set on this object and all child objects.

Configuration Requirements for a Shared Directory

To deploy Active Directory in a shared environment, you must modify certain default Active Directory behaviors. The following section discusses these modifications; specific steps are covered in the deployment guide, “Deploying Active Directory in a High Volume Hosting Environment,” at www.microsoft.com/ serviceproviders/deployment/hvh_ad_deploy.asp. 

Restricting Directory Access

The default configuration of Active Directory enables all users to browse the entire directory for information. A user at a computer with a domain machine account could use My Network Places or Start and Search to browse objects throughout the entire forest. 
For example, selecting My Network Places | Entire Network | Entire Contents | Directory | YourDirectoryName from a machine that is a member of an Active Directory forest with the default settings displays many of the containers for the forest—including all organizational units in the domain whose contents are available. While such capability is useful when Active Directory is deployed for a single corporation, it becomes a problem when a single directory is shared among multiple, possibly competing, organizations. One design goal should be that individual users see only information that is relevant for the organization to which they belong. The challenge is how to restrict your customer’s users so that they can browse the information in their own organizational units and cannot browse information anywhere else? Using a combination of Security Groups and ACLs makes this possible.

Locking Down System Containers

Four system containers are part of any Active Directory domain: Built-in, Computers, Domain Controllers, and Users. Active Directory uses these containers for various purposes such as holding computers, domain controllers, or user accounts. The ACLs on these containers allow any member of the built-in Authenticated Users group to read the container and its contents. Authenticated Users are authenticated in a domain; membership in this group is controlled dynamically by the operating system.

To restrict access to these containers and lock down each customer’s OUs, remove the Authenticated Users ACE from these objects. You can do this manually using the administrative tools provided with Windows 2000. A better method is to run scripts that automate setting the permissions, both when you initially set up AD and when you add new customer OUs. The SecureAD.vbs script, which you can download at www.microsoft.com/ serviceproviders/deployment/hvh_ad_deploy.asp, removes the Authenticated Users ACE from the system containers.

Locking Down the Organizational Units

Just like with the system containers, the Authenticated Users group ACE appears by default on all OUs—meaning that any user who can log in to the domain is able to look at the contents of all organizational units. By using security groups containing all the users at the various levels (customers, resellers, and hoster), you can control which portions of the directory are visible to users and resellers.

After you remove the default Authenticated Users ACE from every OU, you must apply various ACEs to the OUs, depending on where in the directory hierarchy the OU lies. The following tables show the correct ACEs to apply.

Hosting OU — Access Control Entries

	Name
	Permission
	Apply To

	AllUsersGroup
	Special
	This Object Only

	Permission
	Allow
	Deny

	List Object
	X
	


Reseller OU — Access Control Entries

	Name
	Permission
	Apply To

	AllUsers@Reseller
	Special
	This Object Only

	Permission
	Allow
	Deny

	List Object
	X
	


	Name
	Permission
	Apply To

	AllUsers@Reseller
	Special
	This Object and All Child Objects

	Permission
	Allow
	Deny

	List Contents
	X
	

	Read All Properties
	X
	

	Read Permissions
	X
	


	Name
	Permission
	Apply To

	AllCustomers@Reseller
	Special
	This Object Only

	Permission
	Allow
	Deny

	List Object
	X
	


Reseller OU — ACEs for Delegated Administration

	Name
	Permission
	Apply To

	Admins@Reseller
	Special
	This Object and All Child Objects

	Permission
	Allow
	Deny

	Write All Properties
	X
	

	Modify Permissions
	X
	

	All Validated Writes
	X
	

	All Extended Writes
	X
	

	Create All Child Objects
	X
	


Customer OU — Access Control Entries

	Name
	Permission
	Apply To

	AllUsers@Customer
	Special
	This Object Only

	Permission
	Allow
	Deny

	List Object
	X
	


	Name
	Permission
	Apply To

	AllUsers@Customer
	Special
	This Object and All Child Objects

	Permission
	Allow
	Deny

	List Contents
	X
	

	Read All Properties
	X
	

	Read Permissions
	X
	


Customer OU — ACEs for Delegated Administration

User ACEs
	Name
	Permission
	Apply To

	Admins@Customer
	Create/Delete User Objects
	This Object and All Child Objects

	Permission
	Allow
	Deny

	Create User Object
	X
	

	Delete User Object
	X
	


	Name
	Permission
	Apply To

	Admins@Customer
	Full Control
	User Object

	Permission
	Allow
	Deny

	<All Items>
	X
	


Group ACEs
	Name
	Permission
	Apply To 

	Admins@Customer
	Create/Delete Group Objects
	This Object and All Child Objects

	Permission
	Allow
	Deny

	Create Group Object
	X
	

	Delete Group Object
	X
	


	Name
	Permission
	Apply To 

	Admins@Customer
	Full Control
	Group Object

	Permission
	Allow
	Deny

	<All Items>
	X
	


Organizational Unit ACEs
	Name
	Permission
	Apply To 

	Admins@Customer
	Create/Delete Organizational Unit Objects
	This Object and All Child Objects

	Permission
	Allow
	Deny

	Create Organizational Unit Object
	X
	

	Delete Organizational Unit Object
	X
	


	Name
	Permission
	Apply To

	Admins@Customer
	Full Control
	Organizational Unit Object

	Permission
	Allow
	Deny

	<All Items>
	X
	


Restricting Directory Listing

The previous section described how to restrict the ability to read the contents of an organizational unit. Note this is not enough to ensure secure Active Directory design; you must also restrict the ability of users to list the contents of the directory. Without such restrictions, a user can list the names of all the OUs contained in the top-level Hosting OU. This is true even if the ACLs have been set to prevent reading the contents of the Hosting OU. Restricting list access prevents one customer from learning that another customer, possibly a competitor, is using the same service.

By default, Active Directory doesn’t restrict listing objects in the directory. In a traditional Active Directory deployment, allowing users to list and read the contents of the directory is normal and expected. But because there are stringent requirements for isolating subscriber information in a shared directory, you must perform a few extra steps to prevent users from reading or listing the contents of parts of the directory that they should not be able to access.

To implement these restrictions, you must switch Active Directory to LIST OBJECT access mode. The Dsheuristics.vbs script, which you can download at www.microsoft.com/ serviceproviders/deployment/hvh_ad_deploy.asp, performs this task.

How it Works

Because the LIST OBJECT access mode is not widely used, the following steps explain the Active Directory decision making process.

3. Active Directory checks to see if an OU member (user) has LIST CONTENT access to the object's parent. This would be the Hosting OU.
4. If the user has LIST CONTENT access on the object’s parent, Active Directory performs more specific access checks on the object itself, such as whether the user has READ ALL PROPERTIES access to the object or READ PERMISSIONS access to the object’s attributes. The user’s access is granted or denied based on the outcome of these checks.

5. If the user does not have LIST CONTENT on the parent, then the behavior depends on whether Active Directory is in LIST OBJECT access mode:

a. If Active Directory is not in LIST OBJECT access mode, the user’s access to the object is denied without further checking.

b. If Active Directory is in LIST OBJECT access mode, it checks to see whether the user has LIST OBJECT access to both the parent and the object itself.

1) If the user does not have LIST OBJECT access on both the parent and the object, the user’s access to the object is denied without further checking.

2) If the user has LIST OBJECT on both the parent and the object, Active Directory performs more specific access checks on the object, such as whether the user has READ ALL PROPERTIES access to the object or READ PERMISSIONS access to the object’s attributes. The user’s access is granted or denied based on the outcome of these checks.

Delegating Control of Shared Directory Elements

The OU-based model in this document for organizing customer information is well-suited for allowing your customers to manage the directory objects they own. The Active Directory delegation of control feature makes this possible. You can delegate administrative tasks—like creating users within an OU, resetting user’s passwords, creating subordinate OUs, and adding users to security groups—to individual users or a security group. Security groups within each OU receive permissions that allow the members of those groups to perform various administrative tasks. The ACL on an OU controls the level of administrative tasks a user or group of users can perform for that OU.

It is important that you first determine what level of delegated control you will allow. This section describes a typical example of delegated control for an OU, in which the members of a special security group contained within the OU will be able to perform basic administrative functions. These delegated control settings allow certain users to:

· Create and delete users

· Reset user passwords

· Add users to security groups

· Create subordinate organizational units

· Move users between subordinate organizational units

Configuration for Delegated Control

The first step in preparing an OU for delegated control is to create a security group to identify the users who will have delegated control rights to the OU. Using the Customer1 OU as an example, create the Admins@Customer1 security group. Add to this group those users who should receive delegated control of their OU; add an ACE to the Customer1 OU so that the Admins@Customer1 security group has delegated control over the organizational unit. 

In Windows 2000, the Active Directory Users and Computers administrative tool provides a Delegation of Control wizard for you to create an ACL that enables delegated control of an OU. One of the wizard’s first steps is to ask for a user or security group to whom control will be delegated — in this example, you’d select the Admins@Customer1 security group. Next, the wizard presents a selection of common delegatable administrative tasks; the tasks you select can then be performed by members of the previously entered security group.

Likewise, an Admins@Reseller1 security group contains all reseller employees who require delegated permissions at that level. Reseller administrators will have the ability to perform tasks across their own customers yet remain isolated from the customers of other resellers.

More Information
Microsoft Service Providers: www.microsoft.com/serviceproviders.
Windows 2000 Server Deployment and Planning Guide (from the Windows 2000 Resource Kit): www.microsoft.com/technet/prodtechnol/windows2000serv/reskit/deploy/home.asp
Server Reliability Through Process Isolation: msdn.microsoft.com/library/en-us/dnserv/html/server112299.asp
Building a Windows 2000 Test Lab: www.microsoft.com/technet/prodtechnol/windows2000serv/reskit/deploy/part1/chapt-4.asp
Windows 2000 Security Technical Overview: www.microsoft.com/windows2000/techinfo/howitworks/security/sectech.asp
IIS 4.0 and IIS 5.0 Authentication Methods Chart: www.microsoft.com/technet/prodtechnol/iis/maintain/featusability/authmeth.asp
Internet Information Services Features: www.microsoft.com/windows2000/server/evaluation/features/web.asp
About Microsoft .NET: www.microsoft.com/net/
MSDN.NET information: msdn.microsoft.com/net/
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