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Executive Summary

The purpose of this paper is to describe the Microsoft technologies available for Access Policy Management, one of the four main components of Microsoft® Windows® Access Control. Access Policy Management helps organizations to secure applications, network access, information, and hosts by ensuring reliable authorization of users based on rules and roles. Access control policy defines the tasks that principals can perform and resources they can access, and defines which activities will be audited for regulatory compliance purposes.

Access Policy Management incorporates several technologies that help overcome the challenges faced by organizations that need comprehensive access control. The technologies include:

· A Role-Based Authorization Framework: Microsoft Authorization Manager and AuthZ deliver an authorization framework that provides the ability to control access to applications and resources based on an end user's role in the organization.
· An ACL-Based Authorization Framework, including Access Control Lists (ACLs): ACLs are a core component of Windows security that are used by a number of technologies, including Microsoft Active Directory®, to define the security permissions that apply to an object.

· Software Restriction Policy: A Group Policy-driven mechanism to identify software and control its ability to run on the local computer.

· Network Access Protection (NAP): A policy enforcement platform currently being developed for Windows to protect network assets from unhealthy computers by enforcing compliance with network health policies.

· Rights Management Service (RMS): An information protection technology that works with RMS-enabled applications to help safeguard digital information from unauthorized use.
· Security Descriptor Definition Language (SDDL) and Group Policy: SDDL and Group Policy are supporting technologies which enable centralized management of access control technologies.

The white papers in the Access Control Strategy Series from Microsoft are designed to help technical and business decision makers understand the primary components of access control technologies, and develop an effective end-to-end security strategy to secure information assets and achieve compliance with industry regulations.

Introduction

Organizations are finding it ever more challenging to ensure that only validated and approved users have access to sensitive information. A tougher regulatory environment, increasing security threats, and a growing number of users, devices, applications, and resources make it imperative that administrators use multiple layers of security to protect enterprise assets.
Access to sensitive information in an enterprise should be determined by its corporate and operational requirements. In order for these requirements to be consistently enforced, they must be mapped to appropriate security policies across a variety of scenarios and technologies. This is a difficult and time-intensive process in today’s computing environment. 
Administrators need a centralized way to control and manage multiple access policies—sets of permissions or rules that the system evaluates and applies whenever a user, device, or application seeks access to a resource. These policies define how applications should behave and what rules will be enforced relating to user authorization.
Access Policy Management
Access Policy Management is an integral component of Windows Access Control that can improve regulatory compliance, risk management, and productivity. Access Policy Management provides technologies that work on several levels.
· At the application level, Access Policy Management technologies unify security policies across systems to control access to applications and resources. Access is often restricted based on an end user's role in their organization.
· At the network access level, Access Policy Management technologies work to protect network assets, often by enforcing minimum standards for computers connecting to the network.
· At the information level, Access Policy Management technology addresses the growing risk of protecting enterprise data by controlling the sharing and distribution of sensitive information.
· At the host level, Access Policy Management technologies can authorize hosts by listing the objects that require access permissions.
Controlling access through policies is a two-part process. First, the related technology must authenticate an individual’s identity. Then, through policies, it must determine whether to authorize that individual to have access to specific resources and applications–typically by validating user credentials against a database such as Microsoft Active Directory.

Access policies are a necessary element of security. However, organizations must also ensure that the increased level of security does not curtail productivity and prevent employees, customers, and business partners from obtaining the information they need to conduct business. An effective access policy management system should be automated, centrally managed, easily configurable, cost-effective to maintain, and preferably a service of the overall operating system.
To help companies comply with regulations and to ensure the availability of forensic evidence in the event of a security breach, access to computers, applications, and networks should also be captured in audit logs system-wide. Audit logs provide detailed records of who accessed what and when, and are created by numerous Windows technologies. When used in combination with access policies, Audit logs provide excellent corroboration of an enterprise’s access control infrastructure and help provide compliance with a number of government regulations.
Access Policy Challenges
Establishing a common set of security policies across an entire organization presents a number of technical, managerial, and configuration challenges. Administrators are often responsible for managing access control for hundreds or thousands of applications, network resources, information resources, and hosts across the organization.
In addition to providing reliable, secure access control, administrators must be able to create, manage, and enforce access control policies in a timely manner. Access control policies that are not centrally managed are costly to maintain and complicate the auditing and compliance reporting process.

To address these problems, enterprises need to work towards a configurable access control policy management framework to unify security policies across systems and allow a smaller number of administrators across the organization to delegate certain access control management tasks.

The Application Protection Challenge
Organizations rely on mission-critical applications to provide immediate access to customer and business information. However, it is often challenging for administrators to control access to the applications and to ensure that only authorized users can view, create, and change confidential information. In addition, an emerging trend of deploying applications online has created a new set of access control challenges.

In certain industries such as financial services and healthcare, organizations must make significant efforts to disclose only the minimum amount of information needed to accomplish an intended task when confidential business or customer information is involved. The recent drive to comply with security-related regulations such as Sarbanes-Oxley and the Health Insurance Portability and Accountability Act (HIPAA) require that organizations provide audited access control for applications.

Quite frequently, permission to access information is based on an individual’s job function. Unfortunately, the complexity of permissions forces many organizations to develop their own access control functionality. Such a system can be expensive to design, develop, and maintain, and these customized solutions often lack an integrated audit component and can have serious security vulnerabilities.

Although Microsoft Active Directory security groups can be employed to define access policies, the process of translating organizational policy into object-based permissions can be a management-intensive and inefficient process. Using Active Directory alone has some limitations:
· Security groups are only valid within the system in which they were created.
· Security groups can only be applied to tangible resources and not operations.
· A security group definition cannot be transported with data in a general fashion.
· Security groups cannot easily be defined at design time across applications.
Solutions for Application Access Control: Role-Based Access Control
To overcome the challenges related to application access control, organizations can deploy a centralized Role-Based Access Control (RBAC) solution. RBAC is a mechanism for restricting access to resources based on a person’s or group’s role within the organization. 
In a RBAC solution, organizations first identify groups of people who need access to confidential information to do their jobs. Within each group of people, the organization can further define rules or policies to allow access. Each role can have certain attributes, such as the ability to view only designated fields in a Web-based application. This multiple-level approach creates an ideal application access control system. As new employees are hired, they can be assigned a role and instantly have all required permissions for that job. For example:

· Roles: A new human resources payroll manager is assigned a “payroll manager” role to allow access to the company’s accounting application.

· Rules: With a payroll manager role, the employee is allowed access to the expense report authorization module in the application.

· Attributes: The payroll manager role restricts the employee’s access to certain fields within the application, such as viewing management accounting reports.

Because roles allow access to be granted based on a company’s organizational model, RBAC provides an intuitive method for controlling access to applications, and is particularly useful for Web-based or line-of-business applications. RBAC provides centralized management that simplifies the administration of roles. 
The Microsoft RBAC solution designed to solve these challenges is Authorization Manager. Authorization Manager allows administrators to establish RBAC through a central management console. For more information, see the following section, Technologies Supporting Access Policy Management.
The Network Protection Challenge
Network administrators today are spending more time than ever combating viruses, worms, and malicious software—often brought in to an organization from employee home computers and traveling laptops. Hostile code can take many forms, including native Windows executable files, macros in documents, and scripts. The result of activating this code can wreak havoc on a network through denial-of-service attacks, damage to network assets, and the transmission of sensitive data through the Internet.
Employees connecting to the corporate network from the outside potentially jeopardize network assets when their home computers or laptops are not up to date with the latest antivirus signatures, operating system updates, and security updates.
Administrators must ensure that computers that connect to private network assets are up to date and meet minimum health policy requirements. Organizations and users must be able to determine which software is safe to run and which is not. Yet the enforcement of minimum health policies is challenging when remote computers are not under an administrator’s control.
Solutions for Network Protection
Organizations must employ solutions to protect network assets from these threats. Network protection resources provide policy-based access control to deny clients from accessing the network if a computer does not meet minimum health requirements. The best solutions not only verify the health of the endpoints, but also directly update the computer if necessary. These technologies keep network endpoints healthy while providing flexible control to set the minimum health policies.
Furthermore, organizations can implement software restriction policies as part of their overall security strategy to help protect their network computers from hostile code and unknown or unsupported software. These policy-based mechanisms allow administrators to restrict scripts and other code that is not fully trusted. To help administrators control software used on their organization’s network, Microsoft offers Software Restriction Policy (SRP), which identifies and limits applications that can run based on a set of administrator-approved applications. 

Microsoft Internet Security and Acceleration (ISA) Server 2004 provides an application-layer inspection firewall, virtual private network (VPN), and Web cache solution that helps improve network security and performance. In addition, Microsoft Internet Protocol Security (IPsec) is a framework of open standards that helps ensure private, secure communications over Internet Protocol (IP) networks through the use of cryptographic security services. 

Domain Isolation

The practice of physically isolating computers and networks to protect data or communications from being compromised has been used for many years. The problem with physical isolation is that the information technology (IT) infrastructures of many enterprise organizations cannot easily be protected behind hard physical boundaries. In addition, the prevalence of mobile clients and the nature of distributed network environments have made such physical limitations too inflexible to implement and operate.

Server and domain isolation make it possible to create a layer of security to achieve logical isolation of the network traffic that moves between computers or networks. If an attacker manages to gain physical access to a company's internal network and attempts to access a server that contains valued data assets, server and domain isolation can block access simply because the computer that the attacker is using is not a trusted company device, even if the attacker used a valid user account and password.

Server and domain isolation provide a number of business benefits. Most importantly, it provides a layer of network security that can significantly reduce the threat of untrusted hosts accessing trusted domain members on an organization's internal network. Server and domain isolation can be an important strategy in the defense against virus propagation, internal hackers, employee misuse of technology assets, and information theft. 

Server and domain isolation can also be used either as a primary or an additional strategy for meeting data privacy or other protection requirements for data in network traffic, without modifying existing Windows applications or deploying VPN tunneling hardware on the network. At its core, server and domain isolation enables IT administrators to restrict TCP/IP communications of domain members that are trusted computers. Access controls can be centrally managed by using Active Directory Group Policy to control network logon rights.
Microsoft is also currently developing Network Access Protection (NAP) to help prevent access to networks by unauthorized or infected computers. Microsoft also provides Network Access Quarantine Control, which blocks computers from accessing the network through a VPN when they do not comply with enterprise security standards. 
Remote Access
With the advent of remote workers, global offices, and partners, it is no longer adequate to rely on a firewall and secure information storage practices alone to safeguard information. E-mail, shared remote servers, intranets, and Internet sites are all efficient mechanisms for sharing information, collaborating, and connecting a global workforce. 
Remote access is a set of technologies that can securely connect a remote computer to a corporate network. It is typically used by organizations to connect an employee's laptop or home computer to an organization's network, enabling the employee to read e-mail or access shared files. All services typically available to a user whose computer is physically connected to a corporate network—including file and print sharing, Web server access, and messaging—are enabled by means of the remote access connection.

Because remote access is designed to connect a remote access client transparently to a network and its potentially sensitive data, security of remote access connections is an important consideration. Windows has extensive support for remote access technology to connect remote clients to corporate networks or the Internet, and provides two different types of remote access connectivity: 

· Dial-up remote access, a remote access client that uses the telecommunications infrastructure to create a temporary physical circuit or a virtual circuit to a port on a remote access server.
· Remote Access Service (RAS), which connects remote or mobile workers to corporate networks and allows remote users on the following systems to work as if they were connected directly to the network.
In addition, Microsoft Internet Authentication Service (IAS) is a Remote Authentication Dial-in User Service (RADIUS) server and proxy that secures many types of network access including wireless, authenticating switch, and remote access dial-up and VPN connections. 
The Information Protection Management Challenge
In today’s typical organization, applications and systems contain massive amounts of sensitive corporate and customer information. Although immediate access to the information increases employee productivity, it also heightens the risk of data theft and unauthorized data access from a number of sources. 
Hundreds of thousands of laptops and other mobile devices are lost or stolen every year, so IT teams are justifiably concerned with information security. However, hardware theft is only one area of information protection. One of the biggest challenges to securing information is the control, sharing, and distribution of sensitive information. Accidental or intentional information leaks can occur when an employee forwards information to an unauthorized recipient. After information leaves a company’s firewall, it is difficult to track or secure.
At a minimum, the loss of confidential information, customer data, or intellectual property can cause productivity losses. In some cases, loss of information can be damaging to the reputation and long-term survival of an organization. Information loss can result in loss of revenue, competitive advantage, and customer confidence.

Administrators must take steps to ensure the confidentiality and integrity of critical corporate information during distribution. They must enforce policies governing who can receive the data, how the data can be used, and when use of the data expires. This accountability is being reflected with current regulatory legislation such as Sarbanes-Oxley and HIPAA, which are increasing the pressure on organizations to develop information security policies.

Solutions for Information Policy Management
Administrators need reliable technologies to help safeguard sensitive information from unauthorized use, regardless of where it resides—whether it is online or offline, inside or outside of the firewall.
Technologies that provide access control policies include rights management solutions that provide usage policies that remain with the information regardless of where it is transferred. With rights management solutions, workers can define exactly how a recipient can use the information, such as who can open, modify, print, forward, and take other actions. Microsoft offers an information protection platform, Rights Management Services (RMS), to help provide document-level access control that is configurable by policy and individual users. In addition, Microsoft Encrypting File System (EFS) prevents access to files on a user’s computer by encrypting them so that only the author is granted access.
Other technologies that offer information protection and policy management include volume and file encryption, cryptographic services, code signing, remote access policies, and VPN policies. Policy enforcement platforms also protect information by allowing IT professionals to set policies to restrict client computers from accessing a network until they can demonstrate security policy compliance.
For more information on Information Policy Management, refer to the Windows Access Control white paper: “Information Protection: Enabling Proper Use.”

The Host Protection Challenge
With the surging number of network attacks and other threats, administrators must have the ability to configure access control policies on individual hosts to protect an organization’s resources. Group Policies and Active Directory have been an effective way for administrators to define and manage the various components of a desktop and server environment, particularly for specifying security options.
Web services that provide sensitive or restricted information should authenticate and authorize their callers. Weak authentication and authorization can be exploited to gain unauthorized access to sensitive information and operations.

Several solutions can provide access control mechanisms for authorizing a host. Tools are available that integrate into an environment that relies on Active Directory and Group Policy. These include Group Policy Management and Access Control Lists (ACLs). 
Technologies Supporting Access Policy Mgt.
After an enterprise has identified all of its current and likely challenges relating to access policy management, the next step is to prioritize these challenges and identify solutions for them. Because risks and priorities vary by organization, there is no “one size fits all” solution; the feasibility of deploying each security technology varies depending on the maturity of an organization’s IT infrastructure. Establishing a coherent strategy based on mitigating a company’s largest risks first and evaluating the return on each security investment are two critical first steps in establishing an effective access policy management infrastructure. 

The Access Policy Management component of Windows Access Control provides technologies that overcome the challenges of enabling access policies for applications, network assets, information, and hosts. Through these Microsoft technologies, organizations can enable secure and flexible access policy management to reduce total cost of ownership (TCO) in an organization.

Microsoft Authorization Manager

Microsoft Authorization Manager is an authorization framework that provides the ability to control access to applications and resources based on an end user's role in his or her organization. Authorization Manager solves the problems of custom application authorization solutions by providing a complete application development framework that is integrated with the Windows platform. Authorization Manager can help organizations implement policies to protect sensitive data, safeguard intellectual property, and comply with information protection regulations.
Through the concept of roles, Authorization Manager provides an easy way to define the access privileges associated with business processes and tasks, helping organizations provide more secure, consistent, and flexible access control. The assignment of roles is done by using Active Directory policies or another set of role-based permissions, such as application-specific tasks. By leveraging Security Groups in Active Directory or Active Directory Application Mode (ADAM), organizations can obtain a simple access control administration model for applications.

Administrators can quickly and efficiently grant a user the appropriate permissions by using the Microsoft Management Console add-in from Authorization Manager to assign a user to a previously defined role. Authorization manager supports membership assignments based on Active Directory account object attributes, such that when a user leaves or changes positions within the organization, all access privileges are removed or updated to their new role system-wide. In addition, administrators can run queries to quickly audit a user’s permissions to help comply with legal requirements or privacy regulations.

Authorization Manager is comprised of three primary components:

· A role-based user interface: This interface is used by application administrators to define roles and to specify user access through user or group assignment to roles.

· Management programming interfaces: These interfaces enable administrators to configure access control for roles, assign groups and individuals to roles, and view audit logs.

· Enforcement functionality: These features enable applications to query and enforce policy rules. 

Through these components, Authorization Manager allows access to be integrated. Authorization Manager includes the following benefits:

· Protects sensitive data and ensures compliance: Authorization Manager helps protect intellectual property and data by limiting application access to authorized users and groups. It helps ensure compliance with data-related regulations with audited, directory-based access control.

· Simple and centralized administration: Authorization Manager provides a simple, common, role-based administrative experience. Administrators need to learn fewer authorization models and require less training. Multiple applications can be managed centrally and can leverage common application groups.

· Simple to integrate with native or managed applications: Developers can avoid the expense or trade-offs of creating custom access control because Authorization Manager is a full-featured authorization solution.

· Flexible authorization rules: Authorization Manager provides the ability to define membership through dynamic LDAP queries or custom rules. Administrators can define rule-based tasks, and roles.

· Flexible storage options: Authorization Manager can store the authorization policy in Active Directory, XML files, or Microsoft SQL Server™ (SQL support is available in Microsoft Windows Vista™).

· Platform integration and alignment: Authorization Manager provides support for Windows platform features such as Active Directory groups, Windows security auditing, and Microsoft Management Console (MMC).
The Windows Longhorn Server version of Authorization Manager includes several new features, including improved RBAC queries for simplified management, expanded LDAP Query support, expanded business rule support, support for group membership based on rules, a simplified developer experience, SQL storage support, Active Directory Application Mode principal support, and enhanced logging. 

Microsoft continues to invest in RBAC technologies and expand the functionality provided by Authorization Manager.

Software Restriction Policy (SRP)

Unauthorized applications can compromise network system integrity. Software Restriction Policy (SRP) is a security capability that helps prevent damage to network systems by identifying software running on a domain and controlling its ability to run. SRP provides a method for organizations to enforce only the execution of authorized software applications.

Through SRP, administrators have a policy-based mechanism to protect local computers and the network against known conflicts and safeguard the computers against security threats such as malicious viruses and Trojans. Administrators can use software restriction policies to define which applications are allowed or not allowed to run on a target computer. For example, a policy can be created to regulate which Microsoft ActiveX® controls can be run or stipulate that only approved programs on a computer are allowed to run.

Software restriction policies are trust policies, which are regulations set by an administrator to restrict scripts and other code that is not fully trusted from running. For easier management, SRP is integrated with Active Directory and Group Policy. The software restriction policies are stored in a Group Policy Object (GPO). Administrators create the software restriction policy, and then define which applications are trusted and which are not. The software restriction policy is enforced at run time.

Using software restriction policies provides several advantages because administrators can implement the policies across large domains or on local computers that are not members of a domain. In addition, software restriction policies can apply to multiple types of files, including several scripting languages.

Network Access Protection

Network Access Protection (NAP) is a policy enforcement platform built into Windows Vista Server that works to protect network resources. NAP evaluates the health of devices attempting to access networked resources such as applications, data, and information.
Through NAP, a network can be shielded from viruses, worms, and malicious software by helping to verify and directly update any computer attempting to access the network. Non-compliant clients are restricted from network access. This set of technologies allows an IT administrator to keep the endpoints healthy and provides flexible, customized control of network health policies. Note that NAP is not designed to secure a network from malicious users; rather it is designed to help administrators maintain the health of the computers on the network.

When a client tries to access the network, it must present its system health state. If a client cannot prove it is compliant with the system health policy, its access to the network can be restricted to a special network segment that contains access to server resources so that compliance issues can be remedied.

After the updates are installed, the client again requests access to the network, presenting updated health credentials. Now compliant, the client is granted full access to the network based on the associated access policy. For greater control and better user experience, health credentials are reusable for immediate access to the network until there is a change in client health state or system health policy.

Network Access Protection includes a client and server architecture. Depending on a network’s needs, administrators can configure NAP to provide network isolation components for DHCP, VPNs, IEEE 802.1x network connections, and IPSec. NAP has three important and distinct aspects:

· Health Policy Validation: When a user attempts to connect to the network, the computer’s health state is validated against the health policies as defined by the administrator. Administrators can then choose what to do if a computer is not compliant.

· Health Policy Compliance: Administrators can help ensure compliance with health policies by choosing to update noncompliant computers automatically with the missing requirements through management software.

· Network Isolation: Administrators can protect network assets by isolating computers that do not comply with health policy requirements. Computers that do not comply will have their access restricted as defined by the administrator.

Internet Protocol Security

Internet Protocol Security (IPsec) is a framework of open standards for helping to ensure private, secure communications over IP networks through the use of cryptographic security services. IPSec helps provide in-depth defense against: network-based attacks from un-trusted computers; data corruption and theft; user-credential theft; and unauthorized administrative control of servers, other computers, and the network.
ISA Server 2004

Microsoft Internet Security and Acceleration (ISA) Server 2004 is the advanced stateful packet and application-layer inspection firewall, VPN, and Web cache solution that enables enterprise customers to easily maximize existing information technology (IT) investments by improving network security and performance. ISA Server 2004 is available in two versions: standard edition and enterprise edition, and is available pre-installed as an appliance from Microsoft OEMs—offering all of the advanced security of ISA server, with the benefits of a hardened, fully-integrated appliance. 

ISA Server contains a full-featured, application-layer aware firewall that helps protect organizations from attack by both external and internal threats. ISA Server performs deep inspection of Internet protocols such as Hypertext Transfer Protocol (HTTP), which enables it to detect many threats that traditional firewalls cannot detect. The integrated firewall and VPN architecture of ISA Server support stateful filtering and inspection of all VPN traffic. The firewall also provides VPN client inspection for Microsoft Windows Server™ 2003-based quarantine solutions, helping to protect networks from attacks that enter through a VPN connection. In addition, a completely new user interface, wizards, templates, and a host of management tools help administrators avoid common security configuration errors.

Internet Authentication Service

Microsoft Internet Authentication Service (IAS) is the Microsoft implementation of a Remote Authentication Dial-in User Service (RADIUS) server and proxy. As a RADIUS server, IAS performs centralized connection authentication, authorization, and accounting for many types of network access including wireless, authenticating switch, and remote access dial-up and VPN connections. As a RADIUS proxy, IAS forwards authentication and accounting messages to other RADIUS servers. RADIUS is an Internet Engineering Task Force (IETF) standard. 

Rights Management Service (RMS)

One of the biggest challenges to securing information is the control, sharing, and distribution of sensitive information. Accidental or intentional information leaks can occur when information is forwarded to an unauthorized recipient. After information leaves a company’s firewall, it is difficult to track or secure. In addition, with increasing globalization and cooperation between companies, the need for information-sharing outside a company that is both secure and user-friendly has become an imperative business requirement.

Microsoft Windows Rights Management Services (RMS) is an information protection technology that works with RMS-enabled applications to help safeguard digital information from unauthorized use—both online and offline—inside and outside of the firewall. RMS combines proven security technologies—including encryption, certificates, and authentication—to help organizations create reliable information protection solutions. RMS augments an organization’s security strategy by providing policy enforcement, centralized management, and protection of information through persistent usage policies that remain with the information, no matter where it goes.

With RMS, information workers can define exactly how the recipient can use the information, such as who can open, modify, print, forward, and take other actions. Organizations can create custom usage policy templates such as “Confidential - Read Only” that can be applied directly to information, such as financial reports, product specifications, customer data, and e-mail messages. Authors can also set expiration dates so that time-sensitive content, such as a monthly sales price list, can no longer be accessed after it is out of date.

In Windows Vista, RMS will support a number of additional features, including smart card authentication, encryption, and ad hoc collaboration.

Encrypting File System

Encrypting File System (EFS) is a core file encryption technology used to securely store files on file system volumes. Because EFS is integrated with the file system, it is easy to manage, difficult to attack, and transparent to the user. This means that users do not have to decrypt files manually before use—they can open and change files as they would normally. This is particularly useful for securing information on computers that may be vulnerable to theft, such as mobile computers.

Enabling EFS is similar to using permissions on files and folders—it is activated by setting the encryption property for folders and files—just like setting any other attribute such as read-only, compressed, or hidden. If a folder is encrypted, all files and subfolders created in the encrypted folder are automatically encrypted. Moving unencrypted files into an encrypted folder will automatically encrypt those files in the new folder.

EFS is the built-in file encryption tool for the Windows file system (called NTFS) used in Windows 2000, Windows XP Professional, and Windows Server 2003. EFS enables transparent encryption and decryption of files by using advanced, standard cryptographic algorithms. Any individual or program that doesn't possess the appropriate cryptographic key cannot read the encrypted data. 

Encrypted files are protected even from those who gain physical possession of the computer that contains the files. In addition, persons who are authorized to access the computer and its file system cannot view the information—even administrators. While other defensive strategies should be used, and encryption is not the optimum countermeasure for every threat, encryption is a powerful addition to any defensive strategy. 

Access Control Lists (ACL)

Another method for providing access control for hosts is through an access control list (ACL). All objects in Active Directory (and all securable objects on a local computer or on the network) have security descriptors to help control access to the objects. Security descriptors include information about who owns an object, who can access it and in what way, and what types of access are audited. Security descriptors, in turn, contain the access control list (ACL) of an object, which includes all of the security permissions that apply to that object. 

When a user tries to access the object, the operating system examines the object’s security descriptor to determine whether the access will be granted. Before allowing a subject to proceed with the action it intends to carry out on an object, the operating system’s security subsystem performs an access check to determine whether the subject is authorized to perform the action on that object.

An object’s security descriptor can contain two types of ACLs:

· A discretionary access control list (DACL) that identifies the users and groups who are allowed or denied access.

· A system access control list (SACL) that controls how access is audited.

Security Descriptor Definition Language (SDDL) is a supporting technology that allows ACLs to be represented in a portable fashion, and makes them easier to manage using Group Policy. Administrators can use this access control model to secure Active Directory objects individually using the ACL Editor. Because of this individual control, you can adjust the security of objects to meet the needs of an organization, delegate authority over objects or attributes, and create custom objects or attributes that require unique security protections to be defined. In addition, ACLs can provide an audit trail of object access for compliance purposes.
Conclusion

Organizations must continually balance the need for providing easy access to information with realities of securing sensitive data. Access Policy Management secures applications, networks, information, and hosts by ensuring reliable authorization of users based on policies. 
Access Policy Management is an integral component of Windows Access Control that incorporates several technologies to help overcome the challenges faced by organizations tasked with providing access control. By deploying the technologies included with Access Policy Management, organizations can improve regulatory compliance, risk management, and productivity.

Next Steps:

1. Assess your organization’s current infrastructure, including the current and likely challenges relating to access policy management. Consider access control challenges for applications, network access, information, and hosts.
2. Based on the challenges, determine the overall access control priorities. What are the largest risks facing your organization?
3. Establish the goals and priorities for access policy management. Through a coherent strategy that addresses an organization’s risks, you can better evaluate the feasibility of each technology and determine the return on investment for each initiative.
4. Deploy Access Policy Management technologies in a phased approach to minimize impact to IT staff and users. Anticipate support needs for end users and prepare documentation to guide them.
The Access Control Strategy Series of white papers can help you understand the primary components of access control technologies. Other papers in the series include:

· System Integrity – Securing computers at the system level.
· Trustworthy Identification – Reliably authenticating users, computers, and applications.
· Information Protection – Securing information on networks, mobile devices, laptops, and when distributed outside the firewall.
· Compliance – How access control can help ease compliance with regulations.
This is a preliminary document and may be changed substantially prior to final commercial release of the software described herein.

The information contained in this document represents the current view of Microsoft Corporation on the issues discussed as of the date of publication. Because Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee the accuracy of any information presented after the date of publication.

This white paper is for informational purposes only. MICROSOFT MAKES NO WARRANTIES, EXPRESS OR IMPLIED, IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the rights under copyright, no part of this document may be reproduced, stored in, or introduced into a retrieval system, or transmitted in any form or by any means (electronic, mechanical, photocopying, recording, or otherwise), or for any purpose, without the express written permission of Microsoft Corporation.

Microsoft may have patents, patent applications, trademarks, copyrights, or other intellectual property rights covering subject matter in this document. Except as expressly provided in any written license agreement from Microsoft, the furnishing of this document does not give you any license to these patents, trademarks, copyrights, or other intellectual property.

© 2005 Microsoft Corporation. All rights reserved.

Microsoft, Active Directory, ActiveX, Windows, Windows Server, SQL Server, and Windows Vista are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or other countries.

1



