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Abstract

This paper provides summary information and best practices for system builders who preinstall the Microsoft® Windows® XP operating system on new computers. It emphasizes network-based preinstallation of Windows.

	IMPORTANT:
The Microsoft Windows Original Equipment Manufacturer (OEM) Preinstallation Kit (OPK) is provided under a license agreement that defines terms of use, customization of Windows, and other issues. There are two different types of license agreements: one for system builders and one for royalty OEMs. For a summary of licensing requirements and the differences between the two types of license agreements, see the OEM Preinstallation Kit User’s Guide (OPK User’s Guide). This white paper does not address the terms and conditions under which the OPK may be licensed to you. The information in your license agreement supersedes any conflicting information, terms, or conditions in this white paper.
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Introduction

This paper describes recommended practices for system builders and original equipment manufacturers (OEMs) who preinstall the Microsoft® Windows® XP operating system on multiple new computers in the factory.

The Microsoft Windows OEM Preinstallation Kit (OPK) provides tools and guidelines for preinstalling and configuring all Windows XP operating systems.
The OPK tools can be used to preinstall Windows by: 

· Installing it manually.

· Using a network and unattended answer files.

· Creating an image of the complete Windows and application package to be preinstalled, and then copying the image to multiple hard disks by a network connection or hard disk duplication

BEST PRACTICE: Microsoft recommends that system builders use the image-based network model because it is faster and less cumbersome than the other models. Downloading Windows along with a complete application package is a complex process, but it can be streamlined if the image is customized before you copy it to the hard disks. You can also use OPK tools to customize after the image is built without any additional configuration of the destination computers. System builders who manufacture more than 20,000 systems per month can save significant time and manufacturing costs by using image-based network preinstallation. Information about this process is presented in “Network-based Preinstallation” later in this paper.

This paper can be used in the following ways:

· To help new OPK users become familiar with the Windows XP preinstallation process

· To begin planning for a new Windows preinstallation process

· To create a technician’s checklist—together with the OPK User’s Guide—for use during the actual Windows preinstallation process.

This paper provides a very high-level overview of the preinstallation process. For complete details, see the OPK User’s Guide that is installed with the OPK tools. 

Conventions and Terms in This Paper

	Term
	Definition

	build-to-order 
	Manufacturing and customizing a computer according to customer specifications after receiving the order from the customer 

	build-to-plan 
	Manufacturing a specified number of computers according to a given specification and then distributing the manufactured computers to customers 

	configuration set 


	A file and folder structure that contains the necessary configuration settings that control the preinstallation process and defines the manufacturers' custom information

	destination computer 
	The computer on which you preinstall Windows that will be distributed to customers. You can either run Setup on the destination computer or copy a master installation onto a destination computer 

	distribution share
	A network folder that contains the source files for Windows products you are preinstalling, and may also contain the OPK tools and your configuration sets

	end user 
	The person who ultimately receives the computer manufactured by the OEM

	EULA
	End user license agreement

	Factory mode
	A mode of running the System Preparation (Sysprep) tool that postpones the first-run experience and allows OEMs to install additional drivers and applications, incorporate build-to-order customer information, and test the Windows installation

	image 
	A collection of files and folders (sometimes compressed into one file) that duplicates the original file and folder structure of an operating system. In addition to the base operating system, an image often contains other files added by the OEM or corporation

	master computer
	A fully-assembled computer containing a master installation

	master installation 
	A customized installation of Windows that an OEM plans to duplicate onto one or more destination computers

	original equipment manufacturer (OEM) 
	A company that purchases computer components from other manufacturers, uses the components to build a computer, preinstalls Windows on that computer, and then distributes the computer to an end user

Unless explicitly stated otherwise, the general term OEM includes both royalty OEMs and system builders

	preinstallation 
	The act of installing and configuring Windows XP on new computers that are then distributed to end users

	Sysprep
	A tool that prepares the Windows operating system on a master computer for duplication to target computers and then runs a non-Microsoft disk-imaging process

	technician computer 
	The computer where you install Setup Manager. Usually, the configuration sets and the distribution share are also located on this computer

	Windows PE
	Windows Preinstallation Environment, a minimal operating system used to start computers in preparation for preinstallation


Preinstallation Methods

The basic process for preinstalling Windows is the same for all versions of Windows XP and the Windows Server™ 2003 family, with only minor differences for each product. 

Your preinstallation process might differ from the one described here, depending on the specific version of Windows you are installing and other factors. The right choice of methods for your company depends on variables such as the following:

· Number and type of computers you plan to manufacture

· Whether your manufacturing model is build-to-plan, build-to-order, or a combination 

· How much you customize the operating system

· How much you automate your processes

· Your company’s quality assurance checks for hardware components and manufactured systems

· Your company’s existing infrastructure 

· Your company's growth rate and business goals

· Expected demand for customer support and resources for meeting that demand

Table 1 lists the basic preinstallation methods supported through the OPK, and compares them according to the following criteria:

· Speed: The time to manufacture and deliver 

· Volume: The number of computers manufactured 

· Customization: The degree of modification to the preinstalled software 

The methods listed demonstrate the major differences in preinstallation made possible by the OPK tools. More details are described later in this section and in the OPK User’s Guide. You can modify the methods to fit your business needs.

Table 1. Comparison of Preinstallation Methods

	Method
	Speed
	Volume
	Customization

	Build-to-Plan
Image of master installation is deployed without customization to destination computers.


	Fast
	Highest
	None

	Build-to-Order
Image of master installation is deployed to destination computers, which are run in Factory mode and customized to order.


	Fast
	High
	High

	Network Setup
Destination computers are booted with Windows PE and Windows is preinstalled from a network distribution share.


	Slowest
	Medium
	High

	CD Boot
Setup is run on the destination computer using the Windows product CD. Manually customize, audit, and reseal the installation.


	Slow
	Lowest
	Lowest


OPK User’s Guide topics: 

Planning and Preparation

Preinstallation Requirements and Customization Guideline

Build-to-Plan Method

The build-to-plan method places a master image (or snapshot) of the complete operating system, applications, and configuration settings on multiple computers, without any additional configuration of the destination computers. 

You can use the network to copy the build-to-plan method master image to destination computers if each computer has a network adapter. Or disk-duplicating equipment can be used to replicate disk images on destination computers in the factory. 

General steps for the build-to-plan method

1.
Build and customize the master installation for an entire product line or all the computers that you manufacture.

2.
Thoroughly test the master installation.

3.
Run sysprep -reseal, or click Reseal in the Sysprep dialog box to turn off the computer.

4.
Store an image of the master installation on a network share. 

This image can be either a single image file created by a third-party imaging tool or a snapshot of the complete set of files in the installation (that is, a file-based image). 

5.
Assemble the hardware for the destination computer. 

6.
Use Windows Preinstallation Environment (Windows PE) to start the destination computer. 

7.
Connect to the network and copy the image of the master installation onto the destination computer.

OEMs who manufacture a large number of computers can automate some or all of the build-to-plan process or build a customized version of Windows PE.

Alternatively, you can duplicate the master installation onto separate hard disks, and then place those hard disks into fully assembled computers.

You should be aware of the following items when using the build-to-plan method:

· The image of the master installation is closely tied to a particular set of drivers and a particular hardware configuration. 

· The build-to-plan method is not very flexible. The time required to build and test a customized image of the operating system generally requires two to three weeks. 

· If you do not start the destination computer in the factory or otherwise test the hardware and installation, your products are more likely to contain problems and cause issues with customer support. 

Build-to-Order Method

The build-to-order method provides the most flexibility in your manufacturing environment and enables you to meet the targeted needs of a specific order or a specific customer set. However, fully implementing an automated version of the build-to-order method requires more preparation time.

When adjusted for your specific manufacturing environment, the build-to-order method significantly decreases the time required to manufacture each computer. For example, if you give your customers a choice from a standardized range of applications, you can stage many or all of these applications in the master installation. In Factory mode, complete the installation of the desired applications, and delete the rest. The build-to-order method is faster than installing each required application in the factory.

Each time you build a computer using the build-to-order method, you start from a known, tested master installation and create an image from that installation. When the components change within your manufacturing environment, you need to test only those modifications to the master installation, significantly reducing the testing time required for building and testing a completely new master installation.

General steps for the build-to-order method

1.
Build and customize the master installation for an entire product line or all the computers that you manufacture. 

2.
Thoroughly test the master installation. 

3.
Run sysprep -factory to shut down the operating system so that the next time the operating system starts, it will be in Factory mode. 

4.
Use a third-party tool to make an image of the master installation, and store that image on the network.

5.
Assemble the hardware for the destination computer. 

6.
Use Windows PE to start the destination computer. 

7.
Configure the hard disk of the destination computer, and duplicate the image of the master installation onto the hard disk. 

8.
Start the destination computer with the preinstalled operating system. 
Because of the way you configured the master installation, the destination computer runs in Factory mode. 

9.
In Factory mode, use Winbom.ini to automate the installation of additional Plug and Play drivers, additional applications, hot fixes, or other customizations, and test both the hardware and the customized operating system. 

10.
Run sysprep -reseal or click Reseal in the Sysprep dialog box to turn off the destination computer. 

If desired, you can adapt the build-to-order method to use hard-disk disk duplication, where you prepare multiple hard disks ahead of time, assemble the destination computer with the previously prepared hard disk, and customize the installation.

Network Setup Method

If you build only a small number of computers and it is not cost-effective for you to build and manage images of the operating system, you can use the network setup method to preinstall Windows and still customize the destination computers. With the network setup method, the master computer is the destination computer.

The network setup method is flexible, comparatively easy to maintain, and requires minimal time to set up any required infrastructure.

General steps for the network setup method

1.
Use Setup Manager to create a configuration set on a distribution share. 

2.
Assemble the hardware for the destination computer. 

3.
Use Windows PE to start the destination computer. 

4.
Connect to the network, and preinstall the operating system from the configuration set.

5.
If you want to test or customize the operating system, run sysprep -factory. Customize in Factory mode. 

6.
Run sysprep -reseal or click Reseal in the Sysprep dialog box to turn off the computer. 

CD Boot Method

If you do not want to use a network or images in your manufacturing process, use the CD Boot method. Because it is completely manual, the CD Boot method is slow and inefficient. For low-volume businesses willing to handcraft each computer, the CD Boot method enables a high degree of customization. You can place a Winnt.sif file on a floppy disk to automate branding in an unattended Setup.

General steps for CD Boot method

1.
Start the computer using the Windows product CD. 

2.
Run Setup to install Windows. 

3.
Customize the operating system and run tests. 

4.
Run sysprep –reseal or click Reseal in the Sysprep dialog box.
Preinstallation from a Network

With the image-based network method, you can download a prebuilt image to the destination computer, which can then be customized. If all destination computers will be customized uniformly, you can build the customized configuration set into the image. 

Using a network to preinstall Windows XP automates much of the preinstallation process, including the following tasks: 

· Partitioning and formatting the hard disk

· Installing drivers, hot fixes, and service patches automatically from one location

· Installing applications

· Running Sysprep 

· Copying the i386 directory, OEM logos, and Oeminfo.ini

Using the Factory mode of Sysprep provides greater flexibility and allows you to automate further customizations and testing, which can reduce the number of images you need to maintain. 

PK User’s Guide topics:

Preinstalling with a Network

Creating a Master Installation 

Phase 1 Planning Preinstallation

Planning provides an opportunity to gather all resources, including the OPK tools, the master computer, and the technician’s computer necessary to prepare the master installation. It is also the time to decide on a third-party imaging software; determine the network requirements, network availability, and image configuration; and identify any customization requirements. All of these decisions made ahead of time ensure a smooth preinstallation on the factory floor.

Minimum Network Requirements

Networks used in preinstallation can range from large networks with domain controllers, routers, and Fast Ethernet to two computers connected by a null modem cable. Your network can use domains or workgroups, but the OPK tools support only the TCP/IP and NetBIOS over TCP/IP protocols. All network adapters must be compatible with Windows XP. 

For the list of supported hardware, see the Hardware Compatibility List (HCL) at:
http://www.microsoft.com/hcl/

Table 2 describes networks used for preinstallation.

Table 2. Types of Networks for Preinstallation

	Network
	Description

	DHCP server-based
	A network that includes master, technician, and destination computers, and a DHCP server, which can be either a router or a computer running Windows 2000 Server or Windows Server 2003. This option gives you the maximum preinstallation flexibility. 

	Simple DHCP
	A network that includes a technician computer with two network adapters and a destination computer. With this configuration, you can use Internet Connection Sharing, which acts as a simple DHCP server. 

	Peer-to-peer
	A network that includes only a technician computer with a network adapter connected by a null modem cable to a destination computer with a network adapter. 


Preparing to Build a Master Installation

Adequate preparation for building the master installation ensures an uninterrupted and timely Windows download process. Before beginning the installation process, you should know: 

· That you have installation media for each product and language you install.

· That all settings can be configured using Setup Manager.

· The number of master installations or images you need.

· The installation file names, locations, and required command-line options needed for all device drivers.

· The file names, locations, and required command-line options for all applications you plan to preinstall.

· The Windows Welcome customizations you plan to make and the location of the files.

· That all components in your preinstallation environment support long file names.

OPK User’s Guide topic: Preinstallation Requirements and Customization Guidelines

Planning Images

The fastest way to preinstall Windows XP in volume is to use imaging, which is sometimes referred to as image-cloning. 

Imaging software is not included in the Windows OPK, but you can use third-party imaging software. Imaging software performs sector-based duplication, which is faster than the file-based approach used by standard file copy methods.

Image-based preinstallations are best when building computers with similar hardware. In particular, the hardware abstraction layer (HAL) of the master installation must be identical to the HAL on the destination computer. This is important because many computers shipped today require different kinds of support. Desktops, for example, use the Advanced Programmable Interface Controller (APIC) and require a specific HAL to start the operating system, while laptops use the Programmable Interface Controller (PIC), which requires a different HAL than desktop computers. In a mixed production environment involving both desktops and laptops, you need to create two separate images and ensure that the correct operating system image starts on the desktop and the laptop.

Phase 2 Installing the OPK Tools

Install the OPK tools on the technician computer where you develop the preinstallation image. The technician computer is usually not distributed to a customer. The technician computer must use one of the following operating systems:

· Windows XP 

· Windows Server 2003

· Windows 2000 

To install the OPK tools

1.
Insert the Windows OPK CD into the technician computer.

2.
In Windows Explorer, click Setup.exe.
Only one version of the OPK tools and documentation can be installed on a technician computer. If you previously installed the OPK from the original gold release of Windows XP, you must upgrade those tools to the current OPK tools. 

Important: Unlike previous releases of Windows, in Windows XP, Setup Manager from Deploy.cab on the Windows product CD should not be used for preinstallation. That version of the tool is intended for corporate administrators and IT professionals for corporate deployments. 

Instead, use Setup Manager as installed from the Windows OPK CD. This version of the tool is designed for all OEMs that preinstall Windows XP on new computers.

See the OPK User’s Guide for other restrictions and details that apply to OPK tool installation on 64-bit editions of Windows, service pack requirements, the original gold release of Windows XP, and important installation details for upgrading to the Windows XP SP1 OPK or the Windows Server 2003 OPK.

OPK User’s Guide topics: 

Installing the OPK Tools

Upgrading the OPK Toolkit from the Original Windows XP OPK 

Upgrading Toolkits Installed For Multiple Languages 

Only one version of the OPK tools and documentation can be installed on a technician computer. If you previously installed the OPK from the original gold release of Windows XP, you must upgrade those tools to the current OPK tools. 

CAUTION: You can use the Windows XP SP1 Setup Manager or the Windows Server 2003 Setup Manager to edit and then save a configuration set originally created using the original gold Windows XP Setup Manager. If you use Setup Manager, then unchanged default values in answer files contained in that configuration set are updated to the default values used by the Windows XP SP1 Setup Manager or the Windows Server 2003 Setup Manager. Thoroughly test any updated configuration sets. 

Phase 3 Creating the Image

The fastest way to preinstall Windows XP in volume is to use imaging, otherwise known as image-cloning. You can use the OPK tools to create a master installation of Windows.

BEST PRACTICE: Microsoft recommends using the Remote Operating System Installation Service that is shipped with Windows 2000 Server and Windows Server 2003 as the preferred way to transfer the image to the destination computers; however, if necessary, you can use a custom Windows PE CD to transfer the image from the master computer manually. You can also transfer the image directly from the master installation to a hard disk and then install the hard disk in the destination computer. The first method, transferring the image over the network, is the quickest and easiest.

Depending on the terms of your license agreement, you can customize the way that Microsoft Windows appears to the user in many ways. You can brand the Windows installation with your company logo and identity, include your support information in the Windows Help and Support Center, and customize the list of programs in the Start menu. You can:

· Add your company’s information and logo to System Properties. 

· Customize the Start menu and the OEM link. 

· Customize the desktop background and desktop cleanup. 

· Include your company’s information in Help and Support Center. 

· Customize Microsoft Internet Explorer, with custom toolbar icons.

· Customize Windows Media Player. 

· Remove access to certain Windows components. 

Imaging
Basic steps for imaging and Sysprep

1.
After creating a master installation of Windows as described earlier, start the master installation, and run Sysprep with the appropriate command-line options.

2.
Use your imaging software to create an image of the master installation. 

3.
Transfer the image to your destination computers across your network, using The Remote Installation Server (RIS) technology, which is shipped with Windows 2000 Server and Windows Server 2003, if appropriate. 

Important: You can only alter the default Windows Desktop settings as specified in the OPK User’s Guide, unless otherwise defined your license agreement. 

Unless explicitly stated in your license agreement or in the OPK User’s Guide, the customization guidelines listed in Table 3 are available to both system builders and royalty OEMs. 

Table 3. Branding and Customizations in Windows

	Item
	OPK User’s Guide topic

	General
	Customization Guidelines
Differences Between System Builders and Royalty OEMs

	Logo for System Properties
	Adding Your Company Information and Logo to System Properties

	Logo for Start Menu
	Customizing the Start Menu and the OEM Link

	Logo for Windows Welcome
	Branding Windows Welcome

	Logo for Help and Support Center
	Including Your Information in Help and Support Center

	Internet Explorer toolbar buttons
	Designing Toolbar Icons for Internet Explorer


Phase 4 Factory Floor – Remote Installation Operating System Service, Sysprep, and Auditing Destination Computers

After the master installation is created, including all company logos, help files, and applications as appropriate, it is time to create the image of the master installation and prepare to transfer that image to the destination computers over the network. It should be noted that until recently, a Windows PE CD was required to start the destination computer in preparation for the image download. After several years of research, however, Microsoft has developed the Remote Operating System Installation Server (RIS) technology, which eliminates the need to use a WinPE-based CD to boot every individual destination computer on the factory floor. RIS should be used to download WinPE, prepare the hard disk, and download the images to the destination computers on the factory floor.

Remote Installation Server—RIS

RIS provides the ability to store and distribute operating system images throughout an organization. By using RIS, system builders and OEMs can download Windows PE into the memory of the destination computer on the factory floor rather than starting Windows PE from a disk on every production computer. You can also use RIS to install the operating system on the master computer over the network.

RIS is also shipped with Single Instance Storage (SIS), which saves server disk space per volume by collapsing any duplicate files it finds. For example, if you have two images of Windows XP and each image also contains an installed copy of Microsoft Office XP, SIS stores only a single copy of any files used by both images on that particular volume. In this case your server would save a single copy of the operating system and Microsoft Office instead of two full copies. SIS is shipped with and installed with the RIS service. If your company stores multiple operating systems or an operating system with application images on your servers, using RIS reduces expenses by conserving valuable disk space.

You can remotely start the RIS server from the destination computer, which must contain a supported PXE Network Card (NIC), and then download Windows PE to the destination computer over a high-speed network connection, prepare the disk, and download the final Windows operating system image.

This process accomplishes the following:

· Avoids the need to create multiple Windows PE CDs to start destination computers for the preinstallation process.

· Eliminates booting the Windows PE CD on the factory floor. 

· Saves time and avoids some cleanup tasks associated with installing Windows PE on the hard drive before the image is installed. 

After booting Windows PE, you can make a network connection to your image-and-tools server and run all the disk preparation tools, such as Diskpart and format, before downloading the image. In this way, you do not have to create multiple partitions to store Windows PE or perform diagnostics. 

If you use a model that uses a network to preinstall Windows using Windows PE, you will also be ready for the tools planned for future releases of the client version of the Windows operating system.

Note: Windows PE only supports running 32-bit based tools, therefore, DOS-based and 16-bit diagnostic and test tools are not supported within the Windows Preinstallation Environment (WinPE)
Please see the “Booting_WinPE_from_Ris_Servers.doc” on the Windows XP OPK CD under the Docs\whitepapers folder.

Sysprep Overview

Windows System Preparation (Sysprep) is the tool required to prepare a personal computer hard disk for disk duplication, auditing, and customer delivery. You can copy fully installed systems when the hardware is similar, and modify the local computer security identifier (SID) so that it is unique to each computer.

At the end of the installation process, Sysprep configures the destination computer so that Windows Welcome or Mini-Setup runs when the customer starts the computer for the first time. This first-run experience is a shortened graphical user interface (GUI)-mode setup that takes 3 to 10 minutes instead of the usual 30 to 45 minutes and prompts the customer only for required, user-specific information, such as accepting the End-User License Agreement (EULA), entering the Product Key, and adding user and company names.

When Sysprep is configured properly, you can start the computer, skip Windows Welcome or Mini-Setup, audit the installation, and then return the operating system to a customer-ready state.

OPK User’s Guide topics: 

Using Sysprep in Factory Mode 

Auditing Destination Computers 

Automating and Preconfiguring Mini-Setup 

How Sysprep Prepares the Installation for the End User

Before you deliver the computer to the end user, you must run Sysprep to configure the operating system so that Windows Welcome or Mini-Setup is the end user’s first-run experience. 

If you use Sysprep in Factory mode as part of your manufacturing process, you must include the sysprep -reseal command-line option the final time you run Sysprep. In this case, Sysprep performs the following actions:

· Clears any registry keys and settings that need to be unique, such as Internet connection settings or any items on the Start menu

· Uses Setupcl.exe to reset the SID the next time the operating system starts, before Windows Welcome or Mini-Setup runs

· Populates [SysprepMassStorage] in Sysprep.inf if that section is present, and if Yes is the value of BuildMassStorageSection in the [Sysprep] section of Sysprep.inf
· Installs the mass-storage drivers from [SysprepMassStorage] in Sysprep.inf
· Closes network connections and disables all network devices on the PC. 

· Configures Windows Welcome or Mini-Setup to run on next boot

· Writes the registry keys in HKEY_LOCAL_MACHINE\SYSTEM\Setup\CloneTag
· Clears any system restore points

· Resets the time clock for Windows Product Activation, if the time clock has not already been reset three times

CAUTION: If you run Sysprep on an NTFS partition that contains encrypted files or folders, the data in those folders becomes completely unreadable and unrecoverable. 

Restrictions for using Sysprep include the following:

· Sysprep can run only on drive C.

· Sysprep runs only on Windows XP, SP1 (gold), Windows XP, or the Windows Server 2003 family. You cannot use this version of Sysprep on a Windows 2000 installation. 

· Sysprep cannot run on a computer that has been configured as a cluster service server, a Certificate Services server, or a domain controller. You can run Sysprep on a standalone server.

· Sysprep cannot be used with upgraded Windows XP installations.

· Sysprep runs only if the computer is a member of a workgroup, not a domain. 
If the computer is joined to a domain, Sysprep removes it from the domain.

· Running Sysprep without using Sysprep.inf causes entries from Unattend.txt to be reprocessed after Windows Welcome. The entries are added by Unattend.txt to $Winnt$.sif. To prevent processing the entries in $Winnt.sif$, either remove the entries or delete the $Winnt.sif$ file.

Answer Files

Answer files are text files that script the answers for a series of dialog boxes and are used to automate the installation of Microsoft® Windows®. They provide the answers to some or all of the prompts that the end user must respond to during Setup and Sysprep. The simplest answer file specifies which features you want to include in the installation. However, you can also use the answer file to display company information during GUI-mode setup; to specify a keyboard layout; to join a domain or workgroup; and to install device drivers, protocols, or network adapters. The following three answer files are used in Windows installations.

Unattend.txt

Unattend.txt is the answer file for Setup in a network preinstallation. Unattend.txt tells Setup how to interact with distribution folders and files and supplies Setup with all of the information that the customer provides during a typical Windows setup. For example, Unattend.txt contains a FullName entry in the [UserData] section that instructs Windows Setup to prompt the customer to provide a full name.

Although the answer file for Setup is commonly called Unattend.txt, for a network preinstallation you can name the file anything you like. For a CD-based setup, you must name the answer file Winnt.sif.

You can create or modify an Unattend.txt file by using a text editor or Setup Manager.

Sysprep.inf

Sysprep.inf is an optional answer file that you can use to automate Mini-Setup. Normally, when Mini-Setup runs, it prompts the end user for some standard information to configure the computer. However, if Sysprep.inf is present, Mini-Setup uses information in Sysprep.inf instead of prompting the end user. By using Sysprep.inf, you can have Mini-Setup prompt the end user for certain information, or you can create a completely automated installation that does not prompt the end user for information at all.

Winbom.ini

Winbom.ini provides a bill-of-materials to guide the installation and configuration process. Winbom.ini is used in different ways throughout the preinstallation and manufacturing process:

· To control Sysprep in Factory mode

· To control preinstalling Windows when running Windows PE

· To configure Windows XP on the first start of the operating system.

The answer file for Sysprep in Factory mode is Winbom.ini, not Sysprep.inf.

See the OPK User’s Guide for detailed procedures.

OPK User’s Guide topics:

Using Sysprep in Factory Mode

Unattend.txt

Winbom.ini

Sysprep Command-Line Options.

Using Sysprep in Factory Mode

Once again, Microsoft recommends that you always try to use the image-based method, building all options and customization features into the image whenever possible. All the drivers, applications, branding options, desktop options, system properties, and so on can be built into the master installation image, ready for download over the network before Factory mode runs.

But recognizing that this may not always be possible in some production environments, Microsoft designed Factory mode in Sysprep with the maximum amount of flexibility for automating and customizing the installation of multiple individual computers in the least possible amount of time even when some customization involves multiple images. This flexibility is advantageous, for instance, when some portion of the total number of the destination computers are build-to-order installations. In these cases, Factory mode gives you the means to preconfigure build-to-order installation options while keeping the number of images to a minimum.

This flexibility also enables you to use Factory mode to install additional drivers and applications after the restart following Sysprep, if required. However, running Sysprep is usually the last step in the preinstallation process preparing the computer for delivery.

Typically, when the destination computer is restarted after the installation, the computer displays Windows Welcome or Mini-Setup. If you run sysprep ‑factory while preinstalling Windows over a network, the destination computer restarts in a network-enabled state without starting Windows Welcome or Mini-Setup. When the destination computer is running in Factory mode, you can audit the computer. Factory.exe performs these actions: 

· Processes the Winbom.ini answer file

· Copies drivers from a network source to the computer 

· Starts Plug and Play enumeration 

· Stages, installs, and uninstalls applications on the computer from source files located on either the computer or a network source 

· Adds customer data

When you finish, run sysprep -reseal to prepare the computer for delivery to the customer.

Sysprep -factory can be run on either a master installation or the destination computer. You can, for example, create a master installation that contains a minimal set of drivers, run sysprep -factory, create an image of the installation, and copy the image to multiple destination computers. If any destination computer requires additional drivers, run sysprep -factory on the destination computer and load those drivers at that time.

Notes: 

· If Factory.exe is not in the same folder as Sysprep.exe, the command sysprep ‑factory does not run.

· You can restart the computer after sealing it with Sysprep without restarting in Windows Welcome by adding OEMAuditBoot = 1 to the [StartupOptions] section in Oobeinfo.ini. 

For more information about using Winbom.ini, see “Tools and References” later in this paper.
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Notes:

· If Factory.exe runs in Windows PE, the computer does not have network access until it has processed a Winbom.ini file that contains a [Windows PE.Net] section. 

· Windows PE is licensed to OEMs for use in preinstalling Windows onto new computers. 

When running Factory mode in Windows PE, after locating the intended Winbom.ini file, the computer connects to the network as specified in the [Windows PE.Net] section. Plug and Play installs only the network adapter, and then the Factory tool installs network services and binds the network protocols.
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Preinstalling Applications

Applications are best preinstalled in the Factory mode of Sysprep unless all customization, including applications, is built into the base image. When you preinstall applications in Factory mode, use the [OEMRunOnce] section in the Winbom.ini file. This technique is faster and provides greater flexibility in the manufacturing environment. 

To preinstall applications (recommended methods)

1.
Create the image of the operating system.

2.
Customize only your company branding.

3.
Configure the system to start Sysprep in Factory mode on the next restart. 

4.
For each order, place the image on the destination computer, and install each application as ordered by the customer.

These applications can be installed manually or by using the [OEMRunOnce] section in Winbom.ini.

5.
Seal the computer to prepare it for distribution. 
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Preinstalling Applications with .MSI Packages

If the applications all use Windows Installer (.msi), a more efficient way to offer the same degree of customization is to stage all of the applications on the master installation. When you stage an application, all the files are placed on the computer but no changes are made to the registry. After the image of the master installation is placed onto the destination computer, you can either complete the installation or remove all the files for each application to configure the computer as ordered by the customer. 

With this method, the Setup program does not need to copy the files to the computer. It is much faster to delete files from a computer than to install an application over a network connection, especially if this application is installed on a majority of the computers that you manufacture.

You can continue to use the same techniques that were used to preinstall applications in Windows 2000. However, these techniques increase the time required when the end user starts the computer for the first time and are not recommended. In addition, do not use OPK command-line tools when using [GuiRunOnce] to preinstall applications. 

BEST PRACTICE: When selecting software to preinstall on computers, choose software that meets the requirements of the ”Designed for Windows XP” logo program. For more information on the benefits of this certification, see Microsoft Windows Logo Programs at http://www.microsoft.com/winlogo/default.mspx.
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Repackaging Applications for Preinstallation

If the application does not have a Windows Installer setup package, you can use a third-party tool to repackage applications into the .msi format. The .msi format is preferred because it enables you to:

· Install the applications during Windows unattended setup. 

· Help reduce DLL version management issues. 

You can also use an application's own built-in installation routine that can run unattended—that is, without user intervention).

Command-line options vary among applications. For example, some applications use /l to create a log file to monitor the installation. Check with the application's vendor for information, instructions, and tools before preinstalling an application.

Note: If the setup command line installs an application that uses an InstallShield-based installer, you must add an -SMS option to the command line. The -SMS option must be capitalized. This command-line option ensures that the process created by the installer completes its operation before processing the next entry in the [OEMRunOnce] section in the Winbom.ini file. 

Important:

· You must fulfill the licensing requirements for any application you include on the computer, regardless of the method that you use to preinstall the application. 

· If the setup program for an application replaces a current Windows system file with the older system file in its installation package, Windows File Protection is activated and replaces the old system file with the current system file that was installed as part of Windows. 

Auditing Destination Computers

Auditing is the manual testing of new computers. Use sysprep -audit to audit the computers that you manufacture to verify that a computer is functional before shipment. You can test the computer or install applications without destroying the pages displayed for the end user’s first-run experience. 

When the computer is running in Audit mode, you can do the following:

· Verify that the operating system loads and applications start properly

· Run a disk defragmenter program

· Run Chkdsk to check for corrupted hard disk files

· Verify that all installed devices in Device Manager are properly recognized

· Run other auditing or test tools

The Windows OPK does not provide any auditing tools; instead, use your own auditing tools to examine each computer.

You are responsible for correcting all serious errors detected during initial setup. If serious errors are detected, GUI-mode Setup prompts you to view the Setup Error Log. If these errors are not corrected, the end user is also prompted during Windows Welcome or Mini-Setup to view the Setup Error Log, which lists errors from the original installation as well as those found during the end user's first-run experience.

You are also responsible for cleaning up the hard disk before distributing the computer to the end user. When you finish, make sure that you delete any files or folders created by your auditing tools.

After auditing, you must run Sysprep as the final step in your manufacturing process. Sysprep removes system changes made by the auditing tools and returns the computer to a customer-ready state. When the end user receives the computer and starts it for the first time, the computer runs Windows Welcome or Mini-Setup.

Important: You can run sysprep -audit a maximum of three times to reset the clock for Windows Product Activation. After the third time you run sysprep -audit, the clock can no longer be reset. 

The sysprep -audit command restarts the computer in Factory mode without generating new security IDs (SIDs) or processing any items in the [OEMRunOnce] section of Winbom.ini.

Use this command-line option only if the computer is already in Factory mode.

To ensure that the end user's first-run experience is as expected

1.
Run sysprep -audit
2.
Verify that the Welcome screen and OEM Help additions work properly.

3.
Verify that information about your company's support options is present in System Properties on the computer.

To audit a destination computer

You can use Sysprep-Audit to audit a destination computer.

1.
In Sysprep, click Audit. 

This is the equivalent of running sysprep –audit from the command line. 

2.
Preinstall Windows by completing the steps described in “Preinstalling the Operating System.” 

When Setup finishes and the destination computer restarts, the computer runs a fully installed version of Windows. 

3.
Create the \Sysprep folder on the %SYSTEMDRIVE% of the destination computer. 

4.
Copy Sysprep.exe, Setupcl.exe, and Factory.exe into that folder, and place your custom Sysprep.inf and Winbom.ini files in this same location. 

Alternatively, you can place these files on a floppy disk or on the network. All files must have the same path.

5.
Audit the system by using your auditing tools. 

6.
When the audit is complete, remove any files or folders placed on the hard disk during the auditing process. 

At the command prompt, move to the folder containing Sysprep.exe, and then run sysprep -reseal
The -reseal option clears the Event Viewer logs and prepares the computer for delivery to the customer.

7.
When Sysprep finishes, immediately shut down Windows. The computer is now ready to distribute to the end user.

Even after you run sysprep -reseal to prepare the destination computer for the end user, you can still access the Windows desktop to audit the system.

To audit a destination computer after running sysprep -reseal
· If the first-run experience is Windows Welcome, press CTRL+SHIFT+F3 at the first Windows Welcome screen and accept the EULA. The computer restarts in Factory mode. 

—OR—

Edit the Oobeinfo.ini file on the installation and add OEMAuditBoot = 1 entry to the [StartupOptions] section. The computer then restarts in Factory mode. 

· If the first-run experience is Mini-Setup, add all entries necessary to fully automate Mini-Setup to the Sysprep.inf file, located in either C:\Sysprep or on a floppy disk. 

The system automatically completes Mini-Setup and then reboot. After you audit the computer, you must recopy the Sysprep folder onto the hard disk and run sysprep -reseal again. 

Important: When the computer restarts, Windows Welcome or Mini-Setup deletes the %Systemdrive%\Sysprep folder and its contents. 

Do not overwrite any system files or otherwise disturb the preinstalled computer; Sysprep does not detect or restore system files that your auditing tools have changed. 

Note: Sysprep resets the boot menu timeout to the default value of two seconds when a single operating system is installed and 0 seconds when multiple operating systems are installed, so the image on which you have run Sysprep starts by default. After Windows Welcome or Mini-Setup runs, the boot menu timeout is set to 30 seconds. 

After the computer is restored to a customer-ready state, it is ready to be distributed to the customer along with any of the required Windows materials as specified in your license agreement with Microsoft. Usually, these items include:

· The Windows product CD 

· Certificate of Authenticity (COA) 
Important:

· If there is an existing user account named "Owner," Windows Welcome removes it. 

· If you create additional user accounts with the Windows XP User Accounts in Control Panel during your testing, Sysprep and Windows Welcome do not remove these accounts when you reseal the computer. 

· Windows Welcome sets the default user profile to be the Owner account (in Windows XP Home Edition) or Administrator account (in Windows XP Professional). For this reason, if you add any files to the default user profile before running sysprep -reseal, these accounts no longer exist after Windows Welcome finishes. 

· Before resealing the computer, remove any additional test user accounts that you created. To add or remove user accounts, use User Accounts in Control Panel. 
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Winbom.Ini Entries

Winbom.ini is an answer file created to support Factory mode of the System Preparation (Sysprep) tool. Table 4 lists the sections that you can include in a Winbom.ini file for use with sysprep -factory. 

The WinbomType entry in the [Factory] section of the Winbom.ini file must include the value Factory.

Table 4. Winbom.ini Sections for Use with Sysprep in Factory Mode

	Section
	Description

	[Components]
	Configures optional components on the destination computer.

	[ComputerSettings]
	Configures end-user settings on the destination computer.

	[DesktopShortcutsFolder]
	Configures desktop shortcut icon settings on the destination computer.

	[Factory]
	Installs Windows from a specified configuration set. Required.

	[name.Account]
	Creates a specific user account.

	[NetCards]
	Configures the network adapter on the destination computer, if Setup requires a network connection.

	[OEMLink]
	Adds a graphic and text to the Start menu to provide end users with easy access to an .htm or .exe file prepared by an OEM.

	[OEMRun]
	Runs external applications and command-shell scripts while the sysprep -factory command runs. Commands process synchronously. Each application runs in the order listed in this section, but the application does not wait for a previous application to finish before it runs. These executable files or command-shell scripts are the last to process.

	[OEMRunOnce]
	Runs external applications and command-shell scripts while the sysprep -factory command runs. Commands process synchronously. Each application runs in the order listed, and each command must finish before the next command runs.

	[PnPDrivers]
	Lists all the updated drivers to copy onto the computer.

	[PnPDriverUpdate]
	Updates drivers on the installed image before installing the drivers with Plug and Play.

	[Section_name]
	Preinstalls an application as specified in the [OEMRunOnce] section.

	[SetupHomenet]
	Sets up a firewall on a computer with a preconfigured Internet connection.

	[Shell]
	Customizes the appearance of the Windows desktop and Start menu.

	[StartMenuMFUlist]
	Prepopulates the Most Frequently Used (MFU) programs list on the Start menu with shortcuts to preinstalled applications.

	[UpdateSystem]
	Updates external answer files.

	[UserAccounts]
	Creates user accounts on the destination computer.

	[UserDefined]
	Enables technicians to define their own branding information or other processes.


Table 5 lists the sections that you can include in a Winbom.ini file for use with factory-Windows PE. 

The WinbomType entry in the [Factory] section of Winbom.ini must include the value Windows PE.

Table 5. Winbom.ini Sections for Use with Factory - Windows PE

	Section
	Description

	[description.Config]
	Configures and partitions a particular physical hard disk.

	[DiskConfig]
	Configures and partitions one or more physical hard disks.

	[Factory]
	Installs Windows from a specified configuration set. Required.

	[NetCards]
	Configures the network adapter on the destination computer, if Setup requires a network connection.

	[OEMRun]
	Runs external applications and command-shell scripts while the sysprep -factory command runs. Commands process synchronously. Each application runs in the order listed in this section, but the application does not wait for a previous application to finish before it runs. These executable files or command-shell scripts are the last to process.

	[OEMRunOnce]
	Runs external applications and command-shell scripts while the sysprep -factory command runs. Commands process synchronously. Each application runs in the order listed in the winbom.ini file, and each command must finish before the next command runs.

	[Section_name]
	Preinstalls an application as specified in the [OEMRunOnce] section.

	[UpdateSystem]
	Updates external answer files.

	[Windows PE]
	Identifies the configuration set and Windows operating system that you install.

	[Windows PE.Net]
	Controls the settings that Windows PE uses to connect to a network.


Table 6 lists the sections you can include in a Winbom.ini file for use in configuring Windows XP during Windows Welcome, after running sysprep -reseal and restarting the computer. 

The WinbomType entry in the [Factory] section of Winbom.ini must include the value OOBE.

Table 6. Winbom.ini Sections for Use during Windows Welcome

	Section
	Description

	[Components]
	Configures optional components on the destination computer.

	[ComputerSettings]
	Configures end-user settings on the destination computer.

	[Factory]
	Installs Windows from a specified configuration set. Required.

	[PnPDrivers]
	Lists all the updated drivers to copy onto the computer.

	[PnPDriverUpdate]
	Updates drivers on the installed image before installing the drivers with Plug and Play.

	[Shell]
	Customizes the appearance of the Windows desktop and Start menu.


Tools and References

The OPK CD contains a variety of tools used to preinstall the Windows XP and Windows Server 2003. Microsoft developers spent many years of research refining the tools used to preinstall Windows successfully. Microsoft licensed OEMs receive the OPK tool kit without charge. 
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You use the OPK tools to prepare the system and the hard drive for installing the operating system or copying the image. The OPK tools are easy to use but do require installation and some specific infrastructure. 

Table 7. OPK Tools

	Tool
	Description

	Setup Manager
	A wizard that automates the creation and modification of configuration sets for preinstalling Microsoft operating systems and various applications. 

	Windows PE
Windows Preinstallation Environment
	A minimal 32-bit or 64-bit version of the Windows operating system that is used to start computers in preparation for preinstallation. The Windows OPK tools CD is a bootable Windows PE CD. Alternatively, you can create a custom version of Windows PE. 

	Sysprep
System Preparation 
	Prepares a computer's hard disk for disk duplication, auditing, and customer delivery. You must run Sysprep to reseal computers before distributing them. 

	MSDinst 
Mass Storage Device Installer
	Used to prestage mass storage devices within an existing image, allowing additional drivers to be added to an image as needed. MSDinst works on offline (non-booted) images that are accessible through the network and that have been previously sealed with the Sysprep tool and images that have not been booted since being sealed and that require new mass storage controller device drivers to be added to the image. 
Note: MSDinst runs only from within the Windows PE environment.

	OPK, Windows PE, and Windows Command-line tools

	Convert
	Converts a FAT or FAT32 volume to NTFS.

	Diskpart
	Text-mode command tool that can manage disk-based objects such as disks, partitions, and volumes

	DskImage
	Used to build a 64-bit version of Windows PE from a computer running a 32-bit operating system.

	Mkimg
	Used to create a Windows PE build from the Windows XP Professional CD.

	Oformat
	Creates a FAT32 volume with clusters optimally aligned and used when the volume will be converted to the NTFS file system.


Resources

· Windows OEM Preinstallation Kit CD white papers:

Step By Step Preinstallation for OEMs (this white paper is Part II of this white paper)

Booting Windows PE from RIS Servers

Building Custom Windows Welcome pages

NTFS Pre-Install

Reducing WinPE (reducing the footprint of Windows PE)

Windows XP Help and Support Customizations

· Windows Platform Development white papers and resources:
http://www.microsoft.com/hwdev/
· Windows Driver Development Kit:
http://www.microsoft.com/ddk
· Windows Logo Program for Hardware:
http://www.microsoft.com/winlogo/hardware/default.mspx
· WHQL Test Specifications, Hardware Compatibility Tests, and testing notes:
http://www.microsoft.com/hwtest/
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