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Abstract

This paper provides information about cancel-safe interrupt request packet (IRP) queues for the Microsoft® Windows® family of operating systems. It provides background information for driver writers who seek a greater understanding of how the new cancel-safe queue (CSQ) library and IoCsq routines implement IRP queuing, dequeuing, and cancellation.

This information applies for the following operating systems:

Microsoft Windows 98/ME

Microsoft Windows 2000

Microsoft Windows XP

Microsoft Windows Server™ 2003

Microsoft Windows codenamed “Longhorn”

The current version of this paper is maintained on the Web at: 
http://www.microsoft.com/whdc/driver/kernel/default.mspx
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Introduction

This paper provides flowcharts that show the flow of control during use of the cancel-safe IRP queuing routines (the IoCsq package). 
Except as noted, the IoCsq package is included with the Windows® XP and later operating systems. Drivers for Windows XP and later versions can use the package by including ntddk.h or wdm.h.

Drivers that must run on Windows 2000 and Windows 98/Me can use the package by including csq.h and linking with the csq.lib library that is shipped with the Windows DDK for Windows XP and later versions. The csq.lib library implements this package for these earlier operating systems. 
Initializing the Cancel-Safe IRP Queue Package
A driver initializes the IoCsq Package by calling one of the following from its AddDevice routine:

· IoCsqInitialize
· IoCsqInitializeEx, which supports extended context and status information for queued IRPs
The IoCsqInitializeEx routine is declared in wdm.h and ntddk.h and is available in Windows Server 2003 and later versions. Drivers for Windows XP, Windows 2000, and Windows 98/ME can use the routine, but must include csq.h and link with csq.lib. 
Queuing an IRP
The IoCsq package includes two functions that queue IRPs: IoCsqInsertIrp and IoCsqInsertIrpEx.
Using IoCsqInsertIrp
IoCsqInsertIrp inserts an IRP into the queue but does not return an NTSTATUS value. 
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Figure 1. Flow of Control for IoCsqInsertIrp
Using IoCsqInsertIrpEx

IoCsqInsertIrpEx inserts an IRP into the queue and returns an NTSTATUS value. This routine is declared in wdm.h and ntddk.h and is available in Windows Server 2003 and later versions. Drivers for Windows XP, Windows 2000, and Windows 98/ME can use the routine, but must include csq.h and link with csq.lib. 

Drivers that use this routine must initialize the IoCsq package with IoCsqInitializeEx.
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Figure 2. Flow of Control for IoCsqInsertIrpEx

Dequeuing an IRP

The IoCsq package includes two functions that dequeue IRPs: IoCsqRemoveIrp and IoCsqRemoveNextIrp.
Using IoCsqRemoveIrp

IoCsqRemoveIrp dequeues an IRP that matches context specified by the driver. 
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Figure 3. Flow of Control for IoCsqRemoveIrp

Using IoCsqRemoveNextIrp

IoCsqRemoveNextIrp dequeues the next IRP from the queue. The driver can optionally specify context to identify the IRP. 
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Figure 4. Flow of Control for IoCsqRemoveNextIrp

Canceling an IRP

The IoCsq package includes a Cancel routine that is called when an IRP in a cancel-safe queue is canceled. 
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Figure 5. Flow of Control for IRP Cancellation
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