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Abstract

The Microsoft® Windows Server™ 2003 family includes a number of networking enhancements that enable a new set of enterprise networking scenarios. This paper discusses these new features and enhancements in Windows Server 2003 and Windows Server 2003 Service Pack 1.
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Introduction

Networking and communications has never been more critical for organizations faced with the challenge of competing in the global marketplace. Employees need to connect to the network wherever they are and from any device. Partners, vendors, and others outside the network need to interact efficiently with key resources, and security is more important than ever.

This article provides a technical overview of networking and communications enhancements in the Windows Server 2003 family, improvements that make networks easier to setup, configure, and deploy. It explains how you can take advantage of improved network access connectivity, changes to protocols, and better network device support. For example, mobile users in particular have new options for connecting to the network such as being able to use the Windows Server 2003 family to gain secure Internet access via wireless or Ethernet connections while waiting in an airport. And now infrared-enabled cellular phones can be used just like any other modem to create a network connection. 

IT administrators have greater and more flexible options for managing networking infrastructure, through new capabilities such as being able to configure secure access to a wireless LAN, specify Group Policy settings to control networking features for certain types of users, or create a Connection Manager profile that lets traveling users select the optimal VPN server depending on their location. These are just a few of the many new scenarios explained in this article.

Easier Setup, Configuration, and Deployment

Network Diagnostics Features

The following network diagnostics features were added to the Windows Server 2003 family to support diagnosing network problems. 

Network Diagnostics Web page. The Network Diagnostics Web page can be viewed from the Tools section of Help and Support, or the Help and Support detailed information section on either troubleshooting or networking. This Web page makes it easy to retrieve important information about the local computer and the network it is connected to. The Web page also includes various tests for troubleshooting network problems. 

Netsh diag commands. A new Netsh helper DLL provides commands in the netsh diag context to enable you to view extensive network diagnostic information and perform diagnostic functions from the command line. To run Netsh diagnostic commands, type netsh -c diag at the command prompt.

Repair menu option for network connections.  Sometimes a computer's network configuration can be in a state that prohibits network communication, but can be repaired through a set of common procedures such as renewing the IP address configuration and DNS name registrations. To avoid having to take these steps by hand, a Repair option is available on each network connection’s context menu. Choosing this option causes a series of steps to be taken that could very likely solve communication problems but are known not to cause worse problems.

Support tab for network connections. The Status dialog box for each network connection in the Network Connections folder now includes a Support tab. From this tab, TCP/IP configuration information is displayed. The Support tab includes a Repair button, which is equivalent to the Repair context menu option on the network connection.

Networking tab for Task Manager. Task Manager now includes a Networking tab that displays real time networking metrics for each network adapter in the system. This tab can provide a quick look at how the network is performing.

Updated Netdiag.exe command-line network diagnostics tool. The support tools provided on the Windows Server 2003 family product CD-ROM include Netdiag.exe, an enhanced version of the diagnostics tool provided in the Windows 2000 Resource Kit. To install the support tools, run the file Suptools.msi from the Support\Tools folder on the Windows Server 2003 family product CD-ROM.

Menu option to enable remote access logging. A new Diagnostics tab has been added to the Remote Access Preferences dialog box in the Network Connections folder to globally enable, view, and clear logging for remote access connections. To view the Remote Access Preferences dialog box, click Advanced, and then Remote Access Preferences in the Network Connections folder.

For more information, see the Windows Server 2003 family Help and Support Center.
Network Location Awareness

Network location awareness allows computers running the Windows Server 2003 family to detect information about the network to which the computer is attached. This allows for seamless configuration of the network stack for that location. This information is also made available through a Windows® Sockets API, allowing applications to retrieve information about the current network or be notified when network information changes.

Components in the Windows Server 2003 family also use the network location to provide appropriate services. For example, the new Group Policy settings to enable or disable the Internet Connection Sharing (ICS), Internet Connection Firewall (ICF), and Network Bridge features are network location-aware; they only apply to the computer when it is connected to the network on which the settings were obtained. For example, if a laptop computer receives a Group Policy setting to disable these features while connected to a corporate network, when the computer is connected to a home network, the Group Policy settings do not apply and these features can be used.

Wireless LAN Enhancements

Several features and enhancements have been added to the Windows Server 2003 family to improve the experience in deploying wireless LAN networks, including automatic key management and user authentication and authorization prior to LAN access. These enhancements include the following:

Enhanced Ethernet and Wireless Security (IEEE 802.1X Support). Previously, wireless LAN networking lacked an easy-to-deploy security solution with a key management system. Microsoft and several wireless LAN and PC vendors worked with the IEEE to define IEEE 802.1X, a standard for port-based network access control that applies to both Ethernet and Wireless LANs. Microsoft implemented IEEE 802.1X support in Windows XP and Windows Server 2003 and worked with wireless LAN vendors to support the standard in their access points.

Wireless Auto Configuration. In conjunction with the wireless network adapter, the Windows Server 2003 family can choose from available wireless networks to configure connections to preferred networks without user intervention. Settings for specific networks can be saved and automatically used the next time that wireless network is associated with a specific network. In the absence of an infrastructure network, the Windows Server 2003 family can configure the wireless adapter to use ad-hoc mode. 

Wireless Roaming Support. Windows 2000 included enhancements for detecting the availability of a network and acting appropriately. These enhancements have been extended and supplemented in the Windows Server 2003 family to support the transitional nature of a wireless network. Features added in the Windows Server 2003 family include renewing the DHCP configuration upon reassociation, re-authentication when necessary, and choosing from multiple configuration options based on the network to which the computer is connected.

Wireless Monitor Snap-In. The Windows Server 2003 family includes a new Wireless Monitor snap-in, which can be used to view wireless access point (AP) or wireless client configuration and statistical information.

Password-Based Authentication for Secure Wireless Connections. The Windows Server 2003 family includes support for Protected Extensible Authentication Protocol (PEAP) for wireless network connections. With PEAP, you can use a password-based authentication method to securely authenticate wireless connections. PEAP creates an encrypted channel before the authentication process occurs. Therefore, password-based authentication exchanges are not subject to offline dictionary attacks. The Microsoft Challenge Handshake Authentication Protocol version 2 (MS-CHAP v2) is now available as a PEAP authentication type. PEAP with the EAP version of MS-CHAP v2 allows you to have secure wireless authentication without having to deploy a certificate infrastructure, also known as a public key infrastructure (PKI), and install certificates on each wireless client. The Windows Server 2003 family Remote Authentication Dial-in User Service (RADIUS) server, known as the Internet Authentication Service (IAS), has also been enhanced to support PEAP.

Group Policy Extension for Wireless Network Policies. A new Wireless Network (IEEE 802.11) Policies Group Policy extension allows you to configure wireless network settings that are part of Group Policy for Computer Configuration. Wireless network settings include the list of preferred networks, Wired Equivalent Privacy (WEP) settings, and IEEE 802.1X settings. These settings are downloaded to domain members running Windows XP with SP1, Windows XP with Service Pack 2 (SP2), and Windows Server 2003, making it much easier to deploy a specific configuration for secure wireless connections to wireless client computers. You can configure wireless policies from the Computer Configuration/Windows Settings/Security Settings/Wireless Network (IEEE 802.11) Policies node in the Group Policy snap-in.

Unauthenticated Access for Wireless LAN Connections. Both the Windows Server 2003 family wireless client and IAS support unauthenticated wireless connections. In this case, Extensible Authentication Protocol-Transport Level Security (EAP-TLS) is used to perform one-way authentication of the IAS server certificate and the wireless client does not send a user name or user credentials. To enable unauthenticated access for wireless clients, select Authenticate as guest when user or computer information is unavailable on the Authentication tab from the properties of a wireless connection or a wireless network. To enable unauthenticated access for the IAS server, the guest account is enabled and a remote access policy is configured that allows unauthenticated access for EAP-TLS connections using a group containing the guest account. The remote access policy can also specify a virtual LAN (VLAN) ID that corresponds to a temporary network segment for unauthenticated users.

These enhancements enable the following scenarios:

A mobile user in an airport can gain secure Internet access via wireless or Ethernet connectivity.

An IT administrator can use these enhancements to configure secure access to a wireless LAN. The IT administrator might also require certificates deployed via auto-enrollment and authorization based on remote access policies used by IAS.

An IT administrator can use these features to configure authenticated and authorized access to wire-based Ethernet LANs, without requiring data encryption.

For more information about IAS, see the "IAS" section of this article.

Routing and Remote Access Service Enhancements

The following enhancements to the Routing and Remote Access service have been made in the Windows Server 2003 family. 

Snap-in and Setup Wizard Enhancements

The Routing and Remote Access Server Setup Wizard has been modified to make it easier to initially configure the Routing and Remote Access service. The Routing and Remote Access snap-in has been modified to make it easier to configure server settings after the initial configuration.

Improved Configuration for EAP-TLS Properties 

The Smart Card or other Certificate Properties dialog box has been improved to allow the configuration of multiple RADIUS servers and multiple root certification authorities. You can access the Smart Card or other Certificate Properties dialog box by selecting the Smart Card or other Certificate EAP type on the Authentication tab from the properties of a LAN connection or the custom security settings of a dial-up or VPN connection in the Network Connections folder, then clicking Properties.

NetBIOS over TCP/IP Name Resolution Proxy

A new NetBIOS over TCP/IP (NetBT) name resolution proxy is built-in to the Routing and Remote Access service to allow remote access clients connecting to a network consisting of one or multiple subnets with a single router (the remote access server computer running a member of the Windows Server 2003 family) to resolve names without having to use a Domain Name System (DNS) or Windows Internet Name Service (WINS) server.

This new feature allows a small business to configure a remote access or VPN server so that its employees can work from home. With the NetBT proxy enabled, clients connecting remotely are able to resolve the names of computers on the small business network without requiring the deployment of a DNS or WINS server.

Network Access Quarantine Control

Network Access Quarantine Control is a feature of both the Routing and Remote Access Service and Internet Authentication Service that delays normal remote access to a private network until the configuration of the remote access computer has been examined and validated by an administrator-provided script. 

When a remote access computer initiates a connection to a remote access server, the user is authenticated and the remote access computer is assigned an IP address. However, the connection is placed in quarantine mode, with which network access is limited. The administrator-provided script is run on the remote access computer. When the script notifies the remote access server that it has successfully run and the remote access computer complies with current network policies, quarantine mode is removed and the remote access computer is granted normal remote access.

Network Access Quarantine Control is designed to prevent computers with unsafe configurations from connecting to a private network.

Network Access Quarantine Control support in the Routing and Remote Access service consists support for new RADIUS vendor-specific attributes for quarantine restrictions and a new MprAdminConnectionRemoveQuarantine() application programming interface (API) to remove the quarantine restrictions from the remote access connection.

For more information, see Network Access Quarantine Control in Windows Server 2003.

Manage Your Server and Routing and Remote Access Service Integration

This feature provides an integrated method to configure the NAT/Basic Firewall component of the Routing and Remote Access service using Manage Your Server. With this feature, an IT administrator is able to configure a Windows family server and the Routing and Remote Access service NAT/Basic Firewall component during the same setup procedure.

Ability to Enable the Routing and Remote Access Service Internal Interface as a Network Address Translation Private Interface

For a computer running Windows 2000 Server that is providing both remote access to a private intranet and is acting as a Network Address Translator (NAT) to provide access to the Internet, you had to use a Netsh command to provide Internet access to connected remote access clients. Computers running a member of the Windows Server 2003 family now allow you to add the Internal interface as a private interface to the NAT/Basic Firewall component of the Routing and Remote Access service using the Routing and Remote Access snap-in.
Demand-Dial Connections Can Now Use PPPoE

This feature provides the ability to use the Point-to-Point Protocol over Ethernet (PPPoE) for demand-dial connections (also known as dial-on-demand connections). Demand-dial connections are used by the Routing and Remote Access service to make point-to-point connections between LANs over which packets are routed. You can access this feature by selecting the Connect using PPP over Ethernet (PPPoE) option on the Connection Type page of the Demand-Dial Interface Wizard.

By allowing PPPoE as a connection type for demand-dial connections, a small business can use the NAT/Basic Firewall component of the Routing and Remote Access service and their broadband Internet connection to connect their office network to the Internet.

Improvements in Default Behavior for Internal and Internet Interfaces

To prevent possible problems with resolving the name of the VPN server and accessing services running on the VPN server, the Routing and Remote Access service by default disables dynamic DNS registration for the Internal interface and disables both dynamic DNS and NetBIOS over TCP/IP (NetBT) for the interface identified in the Routing and Remote Access Server Setup Wizard as the Internet interface.

VPN Connection Limit for Windows Server 2003, Web Edition

For Windows Server 2003, Web Edition, the number of allowed VPN connections is one VPN connection (either Point-to-Point Protocol [PPTP] or Layer Two Tunneling Protocol [L2TP]-based). This is the same limitation that exists for Windows XP Professional and Windows XP Home Edition. To support more than one VPN connection, you must use Windows Server 2003, Standard Edition, Windows Server 2003, Enterprise Edition, or Windows Server 2003, Datacenter Edition.

IPX Routing Support Removed

The Windows Server 2003 Routing and Remote Access service no longer supports IPX routing, which includes the following:

The forwarding of IPX traffic.

The use of the Routing Information Protocol (RIP) for IPX.

The use of the Service Advertising Protocol (SAP) as a router.

The forwarding of NetBIOS over IPX broadcasts.

NAT and Firewall Integration

The NAT/Basic Firewall component of the Routing and Remote Access service has been enhanced to support a basic firewall using the same technology as that used by the Internet Connection Firewall feature provided with Windows XP. This feature allows you to protect the public interface of a computer running a member of the Windows Server 2003 family that is acting as a Network Address Translator (NAT) to enable access to the Internet. By using a NAT, the computers on the private network are protected because the NAT computer does not forward traffic from the Internet unless a private network client requested it. However, the NAT computer itself can be vulnerable to attack. By enabling the basic firewall on the public interface of the NAT computer, all packets that are received on the Internet interface that do not correspond to traffic requested by the NAT computer (either for itself or for private intranet clients) are discarded.

You can enable this new functionality from the NAT/Basic Firewall tab on the properties of an interface configured to use the NAT/Basic Firewall IP routing protocol component of the Routing and Remote Access service.

L2TP/IPsec Connections and IPsec NAT Traversal

With Windows 2000, Internet Key Exchange (IKE) and Encapsulating Security Payload (ESP) traffic is not able to traverse a NAT because if the NAT translates the IP addresses or ports of the packet, it invalidates the security of the packets. This means that you cannot create an L2TP/IPsec connection from behind a NAT and must use the Point-to-Point Tunneling Protocol (PPTP) for VPN connections.

The Windows Server 2003 family now supports UDP encapsulation of Internet Protocol security (IPsec) packets to allow IKE and ESP traffic to pass through a NAT. This allows L2TP/IPsec connections to be created between client computers running the Microsoft L2TP/IPsec VPN Client that are located behind one or multiple NATs. Microsoft recommends that the VPN server not be placed behind a NAT.

NAT traversal for IPsec traffic support in the Windows Server 2003 family is described in the Internet drafts titled "UDP Encapsulation of IPsec Packets" (draft-ietf-IPsec-udp-encaps-02.txt) and "Negotiation of NAT-Traversal in the IKE" (draft-ietf-IPsec-nat-t-ike-02.txt).

NLB Support for L2TP/IPsec Traffic

In Windows 2000, the Network Load Balancing (NLB) service did not have the capability to manage IPsec security associations (SAs) among multiple servers. If a server in the cluster became unavailable, the SAs managed by that cluster were orphaned and eventually timed out. This meant that you could not cluster L2TP/IPsec VPN servers. You could use DNS round-robin for load distribution across multiple L2TP/IPsec VPN servers, but there was no fault tolerance.

In the Windows Server 2003 family, the NLB service has been enhanced to provide clustering support for IPsec security associations (SAs). This means that you can create a cluster of L2TP/IPsec VPN servers and the NLB service will provide both load balancing and fault tolerance for L2TP/IPsec traffic.

This feature is only provided with the 32-bit and 64-bit versions of Enterprise Edition and Datacenter Edition.
Pre-shared Key Configuration for L2TP/IPSEC Connections

The Windows Server 2003 family supports both computer certificates and a pre-shared key as authentication methods to establish an IP Security (IPsec) security association for L2TP connections. A pre-shared key is a string of text that is configured on both the VPN client and VPN server. Pre-shared key is a relatively weak authentication method; therefore, it is only recommended to use pre-shared key authentication in the interim when your public key infrastructure (PKI) is being deployed to obtain computer certificates or when VPN clients require the use of pre-shared key authentication. You can enable the use of a pre-shared key for L2TP connections and specify the pre-shared key from the Security tab on the properties of a server in the Routing and Remote Access snap-in.

Windows XP and the Windows Server 2003 family remote access VPN clients also support pre-shared key authentication. You can enable pre-shared key authentication and configure a pre-shared key from IPsec settings on the Security tab on the properties of a VPN connection in Network Connections.

Pre-shared key authentication is also supported for Windows Server 2003 family router-to-router VPN connections. You can enable pre-shared key authentication and configure a pre-shared key for demand-dial interfaces from IPsec settings on the Security tab from the properties of a demand-dial interface in the Routing and Remote Access snap-in.

Connection Manager Enhancements

The following enhancements to the Connection Manager and the Connection Manager Administrator Kit have been made in the Windows Server 2003 family. 

Connection Manager Favorites

The Connection Manager Favorites feature enables users to eliminate repetitive configuration of Connection Manager properties when switching between common dialing locations. This feature provides a method for storing and easily accessing settings and is used in the following scenario:

A user travels frequently between a company’s office and a business partner’s site. The user configures Connection Manager settings for each location, including the nearest access telephone number, area code, and dialing rules, and it gives each a unique name. The user then chooses between saved settings to quickly set up network connections from each location.

Automatic Proxy Configuration

The Automatic Proxy Configuration feature provides the ability to create a Connection Manager profile in order to ensure that the user’s computer has appropriate access to both internal and external resources during a connection to a corporate network. This feature requires the use of Internet Explorer 4.0 or above.

For example, a business user’s home computer is configured to browse the Internet without any proxy settings. This configuration can cause a problem when the user connects to a corporate network. An IT administrator can create a Connection Manager profile that provides the appropriate proxy settings for use whenever the user is connected to the corporate network.

Client Log Files

This feature provides the ability to turn on log files to quickly and accurately troubleshoot problems with Connection Manager connections. For example, a user experiences problems connecting to a network using a Connection Manger profile issued by an IT administrator. A log file is generated on the user’s computer, which the user can send to the IT administrator in order to streamline the troubleshooting process.

Support for VPN Server Selection

Using the enhanced Connection Manager Administration Kit provided with the Windows Server 2003 family, a Connection Manager profile can be created that allows users to select a Virtual Private Network (VPN) server to use when connecting to the corporation’s network. This enables VPN connectivity in the following scenarios:

A company has offices worldwide with VPN servers in many of these locations. An IT administrator can create a Connection Manager profile that allows a traveling user to select the VPN server that best meets their connection needs at the time of the connection attempt.

A corporate VPN server is taken off-line for maintenance. During this timeframe, users can select a different VPN server with which to connect.

Connection Manager Administration Kit Wizard Improvements

The Connection Manager Administration Kit (CMAK) has expanded the wizard functionality, including improved dialog boxes and the ability to perform most advanced customization tasks before building user profiles. The improvements streamline the process of building custom client connection packages and reduce the need to edit .cms or .cmp files for most advanced customization needs. A greater variety of custom actions are available and configurable from within the CMAK Wizard, including custom actions designed specifically for VPN connections. For example, an IT administrator can configure a single profile to accommodate security settings for a variety of client operating systems or configure a profile to take advantage of remote access server features such as callback and the use of Terminal Services.

Pre-Shared Key Configuration

This feature allows an IT administrator to create a connection manager profile using CMAK that contains the pre-shared key of the VPN server for use in authenticating L2TP/IPsec connections.

Route Management for Simultaneous Intranet and Internet Access for VPN Connections

Before Windows XP and the Windows Server 2003 family, a Microsoft VPN client by default automatically created a default route that sent all default route traffic through the VPN tunnel. Although this allows a VPN client to access their organization's intranet, the client can only access Internet resources while the VPN connection is active if Internet access is available via the VPN connection to the organization’s intranet. The new Connection Manager support in Windows XP and the Windows Server 2003 family allows for the following:

When the VPN connection is made, instead of changing the default route, specific routes for organization intranet locations are added to the routing table of the VPN client. This allows simultaneous access to intranet (using the specific routes) and Internet (using the default route) resources without having to pass Internet traffic through the organization’s intranet.

The Connection Manager Administration Kit allows you to configure specific routes as part of the connection manager profile distributed to VPN users. You can also specify a Uniform Resource Locator (URL) that contains the current set of organization intranet routes or additional routes beyond those configured in the profile.

Internet Connectivity Improvements
The following enhancements to Internet connectivity have been made in the Windows Server 2003 family. 

Internet Connection Firewall (ICF)

When a computer is connected to the Internet or another pathway to the outside world, it faces threats of unauthorized attempts to access the computer and its data. Whether the computer connecting to the external network is a standalone computer, or is acting as a gateway for a network behind the computer (for example, when the Internet Connection Sharing feature is used), a firewall can guard your home network against the threat of unsafe network traffic while allowing appropriate network traffic to pass.

The Windows Server 2003 family includes the Internet Connection Firewall (ICF) for protecting your computers and home networks that are connected in such a manner. ICF is enabled automatically for dial-up and broadband connections when the New Connection Wizard is run, setting up your firewall for default settings that will work for most networks. The firewall can also be enabled or disabled manually for a connection through the Network Connections folder. 

ICF monitors communications that were initiated from inside the firewall to determine what traffic should be allowed from the external network. Traffic initiating from the external network is not allowed through the firewall by default. When you host services or programs (such as a Web server) behind the firewall, ICF settings can be changed to allow incoming initiated traffic from the Internet. 

ICF can be used to protect a remote access connection when dialing directly into an Internet service provider (ISP) or protect a LAN connection that is connected via a Digital Subscriber Line (DSL) or cable modem.

This feature is only provided with Windows Server 2003, Standard Edition, and the 32-bit version of Windows Server 2003, Enterprise Edition.

Network Connection Enhancements

The following enhancements to network connections have been made in the Windows Server 2003 family. 

Updated Group Policy for Network and Dial-up Connections 

This feature provides the ability to apply Group Policy to specify the components of networking functionality for specific users with computers running the Windows XP Professional or a member of the Windows Server 2003 family. This feature allows the following scenarios:

An IT administrator can make a user a member of the Network Configuration Operators Group, whose members have access to the Transmission Control Protocol/Internet Protocol (TCP/IP) properties for a LAN connection and can configure their own IP address.

If a user account is a member of the local Administrators group on a computer, the user can enable and configure ICS, ICF, Network Bridge, and properties of network connections. Enabling or reconfiguring these features might impair network connectivity. With this feature, an IT administrator can enable policies that would block even a local administrator from configuring these features.

Point-to-Point Protocol over Ethernet Client for Broadband Internet Connections

The Windows Server 2003 family includes the ability to create connections using Point-to-Point Protocol over Ethernet (PPPoE). Using PPPoE and a broadband Internet connection such as DSL or cable modem, users can gain individual authenticated access to high-speed data networks. In previous versions of Windows, users had to install separate software that was supplied by the ISP. Now, this support is built in to the operating system.

PPPoE-client support allows the following scenarios:

A home user has a broadband connection that requires a PPPoE login to connect to the Internet. Using the built-in PPPoE client and the New Connection Wizard, a user can now create a fully integrated Internet connection.

An IT administrator can use this feature to make access to the internal network more secure by using PPPoE to authenticate any network access from public areas in their offices, such as conference rooms and lobbies.

Having this ability built into the Windows Server 2003 family allows you to leverage other features such as ICS (to share your broadband connection with other computers) and ICF (to protect the PPPoE connection from Internet attacks). The PPPoE connection can also be selected from Internet Explorer and other Windows-based components or applications.

More Network Access Options

The following enhancements to network access have been made in the Windows Server 2003 family. 

Network Bridge

When building a network in a home or small office, you may find that a particular network medium works well in one area of the network, but not in another. For example, several computers may be located near telephone jacks enabling them to be connected using phone line networking devices. Other computers might not be near a phone jack, requiring you to use another network medium such as wireless. The Windows Server 2003 family supports many medium types, including Ethernet, phone line, IEEE 802.11 wireless LAN, and IEEE 1394. The set of computers that can communicate using a specific networking technology defines a LAN segment.

Traditionally, connecting these separate LAN segments together using TCP/IP would require configuring multiple subnet addresses and routers to connect the different mediums together. The Network Bridge enables a computer running a member of the Windows Server 2003 family to bridge multiple network segments to create a single subnet. Bridging multiple LAN segments on the bridge computer is as easy as selecting multiple connections in the Network Connections folder, right-clicking one of the connections, and then clicking Bridge Connections.

The result of using the Network Bridge is a network configuration consisting of a single, easily configured subnet connecting all network mediums. The bridge computer collects and maintains information about which computers are on which LAN segment and forwards packets between the LAN segments.

Remote Access Uses Credential Manager “Key Ring”

The Windows Server 2003 family includes a Credential Manager Key Ring feature that maintains a “key ring” containing multiple sets of different credentials that have been used on the system. This allows you to access multiple networks (with different credentials consisting of a user name and a password) at the same time, without having to continually re-enter credentials in response to prompts. Information about the network resource to which you are connecting (such as the server name and domain name) is used to select the appropriate credential on the key ring. Remote access participates in the key ring by adding a temporary default credential whenever a dial-up or VPN connection is successfully established. This credential contains the username and password that were used in setting up the connection since these are often the same credentials that will enable access to the resources on that network. This makes the experience of connecting to a remote network and using resources on both that network and your local network seamless.

All-User Remote Access Credential

The all-user remote access credential feature provides the ability to create a connection with a set of credentials, including the user name and password that are available for all users of that computer. 

For example, if a user has a network connection from their home to a local ISP. The user specifies during the New Connection Wizard whether this connection is an all-user connection and save the credentials for all users. Other family members can use this connection without having to remember the user name or password to connect to the ISP.

Support for Internet Protocol over IEEE 1394 (IP/1394)

The Windows Server 2003 family supports the sending and receiving of TCP/IP packets over the IEEE 1394 medium, a serial communications bus medium that supports speeds from 100 to 400 Mbps. IEEE 1394 is commonly used to connect audio and video equipment. Support for IEEE 1394 also includes special handling of IEEE 1394 frames for the Network Bridge. For more information, see RFC 2734.

There is no configuration needed for IEEE 1394 links. They are automatically detected and configured.
Changes to Protocols

TCP/IP Changes and Enhancements

The following changes and enhancements have been made to the TCP/IP protocol for the Windows Server 2003 family. 

TCP/IP Protocol Cannot be Removed

The TCP/IP protocol, named the Internet Protocol (TCP/IP) in the properties of a connection in the Network Connections folder, is installed by default and cannot be removed. In the past, one step to troubleshoot a possible TCP/IP configuration problem has been to remove the TCP/IP protocol and reinstall it. This is no longer possible in the Windows Server 2003 family. Instead, you can use a new netsh command to reset the TCP/IP configuration to installation defaults. For more information, see "Netsh Command to Reset TCP/IP Defaults" in this article.

Automatic Alternate Configuration for Multiple Networks Connectivity

Alternate configuration allows you to manually configure static TCP/IP settings that are configured when the computer is a Dynamic Host Configuration Protocol (DHCP) client and no DHCP server is found when the computer starts. For computers running Windows 2000, Windows 98, and Windows Millennium Edition, if the computer is configured as a DHCP client and does not find a DHCP server, Automatic Private IP Addressing (APIPA) automatically assigns a unique address from the 169.254.0.0/16 address space. Although APIPA allows TCP/IP to start, it does not assign a default gateway address, a Domain Name System (DNS) server IP address, or other settings essential for communication on an intranet or the Internet. Alternate configuration is useful in situations where the computer is used on more than one network and one of those networks does not have a DHCP server and an APIPA addressing configuration is not desired.

For example, a user has a laptop computer that is used at their office and at home. While at the office, the computer uses a DHCP-allocated TCP/IP configuration. While at home, where there is no DHCP server present, the laptop computer automatically uses the alternate configuration, which provides easy access to home network computers and the Internet. With alternate configuration, you do not have to manually reconfigure TCP/IP settings when the laptop computer is connected to either the office or home network.

You can configure the TCP/IP alternate configuration on the Alternate Configuration tab from the properties of the Internet Protocol (TCP/IP) protocol in the properties of a LAN connection in the Network Connections folder.

Netsh Command to Reset TCP/IP Defaults

A new netsh command has been added to the Windows Server 2003 family to allow you to reset your TCP/IP configuration to its default values. The new netsh command is netsh interface ip reset and is issued at the command prompt.

In earlier versions of Windows, you could remove the Internet Protocol (TCP/IP) protocol and reinstall it with the same effect. With the Windows Server 2003 family, TCP/IP is installed by default and cannot be removed. This feature can be useful for IT administrators who find that a computer user has changed the TCP/IP configuration for a computer to incorrect or unsupported values. 

New Netstat Option to Display TCP Port Ownership

A new option is added to the Netstat tool that allows you to display active TCP connections and includes the process identifier (PID) for each connection. You can find the application based on the PID on the Processes tab in Windows Task Manager. By default, the PID is not displayed in the Windows Task Manager. To configure the Windows Task Manager to display the PID, click View, click Select Columns, click PID (Process Identifier) in the list of columns to display, and then click OK.

IGMP version 3

Windows Server 2003 supports IGMP version 3 (IGMPv3), which provides source-based multicast group membership reporting. Hosts can request to receive multicast traffic from specified sources or from all but a specific set of sources. Source-specific reporting prevents multicast-enabled routers from delivering multicast traffic to a subnet where there are no listening hosts for the source of the multicast traffic. IGMPv3 support is enabled by default and requires no configuration.

Auto-Determination of Routing Metrics Based on Interface Speed

This feature allows the TCP/IP protocol to automatically determine the routing metric for routes derived from the TCP/IP configuration based on the speed of its associated interface. For example, routes derived from the TCP/IP configuration of 10 Mbps Ethernet network adapters have a routing metric of 30 and routes derived from the TCP/IP configuration of 100 Mbps Ethernet network adapters have a routing metric of 20. 

This feature is useful if you have multiple interfaces of different speeds that are configured to use the same default gateway, the fastest interface has the lowest routing metric for its default route and is used to forward traffic to its default gateway. If there are multiple interfaces of the fastest speed, the interface that is listed first in the binding order is used to forward traffic to its default gateway.

Automatic determination of the interface metric is enabled by default through the Automatic metric check box on the IP Settings tab and when you manually configure default gateways in Advanced TCP/IP Settings from the properties of the Internet Protocol (TCP/IP) protocol from a connection in the Network Connections folder.

TCP Receive Window Size Determined by the Local Network Adapter

The window size determines the maximum number of bytes that can be sent without requiring an acknowledgement. On a slower speed dial-up network connection, the window size is almost equal to the size of the queue on the remote access server. When the queue is filled up with TCP segments from one TCP connection, a new TCP connection cannot be established until all these packets are sent. Additionally, the TCP slow start algorithm on the new connection makes the situation worse. With this feature, the Quality of Service (QoS) Packet Scheduler on a computer with ICS will adjust the advertised window size to match the dial-up network connection speed. This will reduce the queue depth at the remote access server and enable new connections to work better.

In a home network, all the home computers are typically on a high speed LAN and access the Internet through an ICS computer. The ICS computer is connected to the Internet using a dial-up modem. When one home computer is doing a large file transfer, other home computers may get slow performance when accessing the Internet (for example, when using a Web browser). With this feature, new Internet TCP connections from the other home computers are much more responsive.

This feature is enabled by default only when ICS is used and requires no configuration.

IPv6 Protocol Stack

The Windows Server 2003 family includes an IPv6 protocol stack that is designed for production use. The IPv6 protocol for the Windows Server 2003 family includes the following features:

Windows Sockets support

6to4 tunneling 

Intrasite Automatic Tunnel Addressing Protocol 

PortProxy

Site prefixes in router advertisements 

DNS support 

IPsec support 

Application support 

DCOM support

RPC support 

Static router support 

The following sections discuss each of these features in detail.

Windows Sockets Support

The Windows Server 2003 family includes support for the new Windows Sockets functions GetaddrInfo() and GetnameInfo() to perform name-to-address and address-to-name resolution for Windows Sockets applications, as described in RFC 2553. Using these functions, rather than Gethostbyname() and Getaddrbyname(), you can make your Windows Sockets applications independent of the version of IP (IPv4 or IPv6) that is running on the computer. For more information about modifying applications to support both IPv4 and IPv6, see the "Adding IPv6 Capability to Windows Sockets Applications" white paper (http://www.microsoft.com/windows2000/technologies/communications/ipv6/ipv6winsok.asp)

6to4 Tunneling

6to4 tunneling is a tunneling technique that is described in RFC 3056. A component of the IPv6 protocol for the Windows Server 2003 family, 6to4 allows automatic tunneling and unicast IPv6 connectivity between IPv6/IPv4 hosts or sites across the IPv4 intranet. 6to4 hosts use IPv6 addresses derived from IPv4 public addresses. With 6to4, IPv6 sites and hosts can use 6to4-based addresses and the IPv4 Internet to communicate without having to obtain an IPv6 global address prefix from an Internet service provider (ISP) and connecting to the IPv6 Internet.

Intrasite Automatic Tunnel Addressing Protocol

Intrasite Automatic Tunnel Addressing Protocol (ISATAP) is an address assignment and automatic tunneling mechanism that allows automatic tunneling and unicast IPv6 connectivity between IPv6/IPv4 nodes on an intranet and with nodes on an IPv6-enabled network, either within the site or on the IPv6 Internet. ISATAP is described in the Internet draft titled "Intra-Site Automatic Tunnel Addressing Protocol (ISATAP)".

PortProxy

The PortProxy component facilitates the communication between nodes or applications that cannot connect using a common Internet layer protocol (IPv4 or IPv6). PortProxy allows the proxying of TCP traffic for the following: IPv4 to IPv4, IPv4 to IPv6, IPv6 to IPv6, and IPv6 to IPv4. For IPv6/IPv4 coexistence and migration, PortProxy enables the following scenarios:

An IPv4-only node can access an IPv6-only node.

An IPv6-only node can access an IPv4-only node.

An IPv6 node can access an IPv4-only service running on an IPv6/IPv4 node.

This last scenario allows computers running the IPv6 protocol for the Windows Server 2003 family to use IPv6 to access Web pages on a computer running a member of the Windows 2000 Server family and Internet Information Services (IIS). Windows 2000 IIS does not support IPv6. Therefore, the only way to access it is by using IPv4. When PortProxy is configured on a computer running a member of the Windows Server 2003 family, incoming IPv6-based Web requests are proxied to the Windows 2000 IIS server, allowing the IIS server to communicate indirectly with IPv6-enabled Web browsers.

To configure the PortProxy service, use the netsh interface portproxy add|set|delete v4tov4|v4tov6|v6tov4|v6tov6 commands. 

Site Prefixes in Router Advertisements

Published on-link prefixes can be configured with a site prefix length. You can use the netsh interface ipv6 add|set route commands to include a site prefix length with the address prefix.

When a prefix information option that specifies a site prefix is received, an entry is created in the site prefix table. You can view this table by using the netsh interface ipv6 siteprefixes command. The site prefix table is used to remove inappropriate site-local addresses from those that are returned by the Getaddrinfo() Windows sockets function. 

DNS Support

Processing for Domain Name System (DNS) IPv6 host records (known as AAAA or quad-A resource records), as defined in RFC 1886, "DNS Extensions to support IP version 6," and dynamic registration of AAAA records is supported by the DNS resolver (client) in the Windows Server 2003 family and the DNS Server service in Windows Server 2003 family and Windows 2000. DNS traffic is supported over both IPv6 and IPv4. For more information, see the topic titled "IPv6 configuration items" in Windows Server 2003 Help and Support.

IPsec Support

Processing for the Authentication Header (AH) using the Message Digest 5 (MD5) or Secure Hash Algorithm 1 (SHA1) hash, and the Encapsulating Security Payload (ESP) using the NULL ESP header and the MD5 or SHA1 hash, is supported. There is no support for ESP data encryption or the IKE protocol. IPsec security policies, security associations, and encryption keys must be manually configured using the IPsec6.exe tool.

Operating System Component and Application Support

System components and applications provided with the Windows Server 2003 family that support the use of IPv6 include Internet Explorer, the Telnet client (Telnet.exe), and the FTP client (Ftp.exe), IIS 6.0, file and print sharing (the Server and Workstation services), Windows Media™ Services, and Network Monitor. 

DCOM Support

Windows Server 2003 includes support for the Distributed Component Object Model (DCOM) API. DCOM extends the Component Object Model (COM) to support communication among objects on different computers—on a LAN, a WAN, or even the Internet. With DCOM, your application can be distributed at locations that make the most sense to your customer and to the application.

RPC Support

RPC functions are used to forward application function calls to a remote system across the network. The RPC components in the Windows Server 2003 family are IPv6-enabled. The RPC components have been modified to use the updated Windows Sockets, which allows RPC to work over both IPv4 and IPv6.

IP Helper API Support

Internet Protocol Helper (IP Helper) is an API that assists in the administration of the network configuration of the local computer. You can use IP Helper to programmatically retrieve information about the network configuration of the local computer, and to modify that configuration. IP Helper also provides notification mechanisms to ensure that an application is notified when certain aspects of the network configuration change on the local computer. IP Helper in the Windows Server 2003 family has been extended to allow the retrieval of information for IPv6 and its components.

Static Router Support

A computer running the Windows Server 2003 family can act as a static IPv6 router that forwards IPv6 packets between interfaces based on the contents of the IPv6 routing table. You can configure static routes with the netsh interface ipv6 add route command. There are no IPv6 routing protocols provided for the Routing and Remote Access service.

A computer running the Windows Server 2003 family can send router advertisements. The contents of router advertisements are automatically derived from the published routes in the routing table. Nonpublished routes are used for routing but are not sent in router advertisements. Router advertisements always contain a source link-layer address option and an MTU option. The value for the MTU option is taken from the sending interface's current link MTU. You can change this value with the netsh interface ipv6 set interface command. A computer running a member of the Windows Server 2003 family will only advertise itself as a default router (by using a router advertisement with a router lifetime other than zero) if there is a default route that is configured to be published.

Kernel Mode Processing of Web Traffic

HTTP.SYS is a kernel mode implementation of both the client and server sides of the HyperText Transfer Protocol (HTTP). It aims to provide a scalable, efficient implementation of HTTP that allows the use of true Win32® asynchronous I/O, including the ability to bind request and response completion to completion ports. The user-mode API for the client side will be exposed via existing APIs such as WinHTTP and the .NET Framework Classes. The server side of HTTP.SYS is provided in the Windows Server 2003 family and is used by IIS 6.0. The complete version of HTTP.SYS that includes both client and server will be provided in a future version of Windows.

Quality of Service Enhancements

The following enhancements to Quality of Service (QoS) have been made in the Windows Server 2003 family. 

TCP Receive Window Size for Home Networks 

When a home network is connected to a corporate or other network through a slow link, such as a dial-up line, a situation can exist that will increase the delay on traffic traversing the slow link. 

If the receiving client is running on a relatively fast network (100 Mbps Ethernet for example) behind an ICS box and the server that this receiver is communicating with behind the remote access box is using a fast network, a mismatch exists. In this scenario, the receiver’s receive window is set to a large value based on the speed of the connection. The sender starts out sending at a slow rate, but because packets aren’t lost, the sender eventually increases to sending nearly a full window size of packets. 

This can affect the performance of other TCP connections that traverse the same network, making their packets wait in this potentially large queue. If packet loss occurs, a full window size has to be retransmitted, further congesting the link.

The solution to this is to have the ICS computer on the edge of the network set the receive window to a smaller size appropriate to the slow link, overriding the receiver’s specification. This setting will not adversely affect traffic as the window size is being set as it would if the receiver were connected directly to the slow link. The QoS packet scheduler component running on the ICS computer makes this window adjustment.

For more information on the QoS packet scheduler, refer to Windows XP Help and Support. Additional information on QoS can be found on the Windows 2000 Networking and Communications Services Web site at http://www.microsoft.com/windows2000/technologies/communications/default.asp.

Improved Network Device Support

The following improvements to network device support have been made in the Windows Server 2003 family. 

Permanent Virtual Circuit Encapsulation

The Windows Server 2003 family includes an implementation of RFC 2684. This was added to make DSL simpler for vendors to implement. The implementation is an NDIS intermediate driver that looks like an Ethernet interface, but uses a DSL/Asynchronous Transfer Mode (ATM) permanent virtual circuit (PVC) to carry Ethernet (or TCP/IP only) frames. This mechanism is commonly used in the industry by carriers and others deploying DSL. With the Windows Server 2003 family and an ATM miniport driver for a DSL device, a DSL deployment can use the following protocol configurations:

TCP/IP over PPP over ATM (PPPoA) using a vendor DSL ATM miniport driver

TCP/IP over RFC 2684 (four encapsulation types) using a vendor DSL ATM miniport driver

TCP/IP over PPPoE over RFC 2684 (four encapsulation types) using a vendor DSL ATM miniport

In addition, 802.1X authentication can be added to the RFC 2684 Ethernet interface. This variety of options meets the needs of a majority of DSL deployments. For more information, see RFC 2684.
NDIS 5.1 and Remote NDIS

The interface network cards and their drivers used to make the physical network available to the operating system and protocols were enhanced in the Windows Server 2003 family. Enhancements include:

Plug and Play and Power Event Notification – Enables network card miniport drivers to be notified of power or Plug and Play events. This results in cleaner system operation during these events.

Support for Send Cancellation – Allows network protocols to avoid having to wait lengthy amounts of time for network packet send requests to complete.

Increased Statistics Capacity (64-bit statistic counters) – This enhancement enables accurate network statistic displays, even on today’s high-speed network media.

Performance Enhancements – Several enhancements were made to speed up critical network data paths and avoid unnecessary packet copies.

Wake on LAN change – A change was made to Wake on LAN to allow you to limit wake up packets to just magic packets (instead of protocol registered packet patterns). This is now configurable on the Power Management tab from the properties of a network adapter.

Miscellaneous Changes – Several additional changes have been made to support common needs or requests from driver developers or to improve driver integrity. 

Remote NDIS is also included as part of the Windows Server 2003 family. Remote NDIS enables the support of USB-attached network devices without the installation of third party drivers. Microsoft supplies the drivers required to communicate with the network devices. This results in easier installation and a lessened chance of system failure because of a poorly built or tested driver. 

For more information on NDIS 5.1 and Remote NDIS, refer to the Windows Server 2003 family DDK and the following Web pages:

http://www.microsoft.com/whdc/device/network/ndis/default.mspx
http://www.microsoft.com/whdc/device/network/NDIS/rmNDIS.mspx
Improved Network Media Support

Support for some of the newest network devices has been added to the Windows Server 2003 family and is supported out of the box. This includes support for many new home networking devices. Most of the new HomePNA (Phone line) devices are supported. Most USB-connected network devices are supported in the Windows Server 2003 family, some using Remote NDIS that eliminates the need for additional drivers. Support for 802.11 wireless devices has improved. Many of these devices also support Wireless Auto Configuration and roaming features in the Windows Server 2003 family. The modem support in Windows has been extended in the Windows Server 2003 family to include many soft modems.

CardBus Wake on LAN

This feature allows a computer to be resumed from standby by a CardBus LAN card. An IT administrator can use this feature to aid in managing a group of servers.

Device Driver Enhancements

This feature adds network device drivers that are commonly used in home networking and removing legacy device drivers that are no longer relevant. It also includes improving the quality of networking drivers. Driver categories include:

LAN Network Drivers – including Ethernet 10/100 Mbps, IEEE 802.11, and Home Phoneline Networking Alliance (HomePNA) network adapters.

Broadband – including cable modems and Asymmetric Digital Subscriber Line (ADSL) and Integrated Services Digital Network (ISDN) devices.

Modems – including driver-based and 56kbps V.90 modems.

A home user who upgrades their computer to a member of the Windows Server 2003 family discovers that the network devices they currently use are already supported by this new operating system.

Wake on LAN: Select Wake Event Improvements

Wake on LAN (WOL), introduced in Windows 2000, is a hardware capability of WOL-enabled network adapters whereby the NIC can trigger bus power management wake-up events upon the receipt of certain patterns in network packets. Improvements to this functionality include:

WOL fully enabled with all packet patterns causing wake-up events.

WOL enabled with only Magic Packets causing wake-up events.

WOL fully disabled.

These new features enable the following scenarios:

A user wants to have his or her computer go into a low-power standby mode to save power. However, the user also wants the computer to come out of standby (wake up) if another computer on the network wants to use services on that computer or perform management functions on the computer.

An IT administrator wants to control WOL on computers and sets the feature to WOL fully enabled.

IrCOMM Modem Driver for IrDA

The IrCOMM modem driver will allow a user to use their infrared-enabled cellular phone as a modem. When the cellular phone is placed next to the infrared port, it is enumerated and an appropriate driver is installed (or a generic driver if the model is not recognized). A mobile phone can then be used just like any other modem to create a network connection.

This driver enables the following scenario:

A user has an infrared-enabled mobile telephone with the IrCOMM protocol and wants to use it as a modem to access the Internet. With this feature, a mobile computer will recognize the mobile telephone, enumerate it, and install it as a modem. The user can now dial in to the Internet in the same way as with a built-in modem.

This feature is only provided in Enterprise Edition and Web Edition. 
New Network Services Support

The following improvements to network service support have been made in the Windows Server 2003 family. 

TAPI 3.1 and TAPI Service Providers (TSP)

Previous Windows operating systems shipped with earlier versions of the Telephony API (TAPI), the most recent being Windows 2000 shipping with TAPI 3.0. TAPI enables applications to be created that provide various types of telephony services to users. Windows Server 2003 includes TAPI 3.1.

TAPI 3.1 supports the Microsoft Component Object Model (COM) and provides a set of COM objects to the programmer. This enables the use of any COM-compatible programming application and scripting languages to write telephony applications.

Also included in Windows Server 2003 are TAPI service providers (TSPs) that provide functionality for H.323 based IP telephony and IP multicast audio and video conferencing on TCP/IP networks. This is in addition to the TSPs provided with earlier versions of Windows. The H.323 TSP and media service provider (MSP) provide support for H.323 version 2 functionality. 

Also provided with TAPI 3.1:

· File Terminals: Allow applications to record streaming data (such as speech or video) to a file and play this recorded data back to a stream. 

· Pluggable Terminals: Allow a third party to add new terminal objects that can be used by any MSP. 

· USB Phone TSP: Allows an application to control a USB phone and use it as a streaming endpoint. 

· Auto Discovery of TAPI Servers: Allows clients to discover telephony servers available in the network.

Additionally, for H.323, the following supplementary services (richer call-control features) have been implemented. 

· Call Hold Service (ITU-T Recommendation H.450-2)

· Call Transfer Service (ITU-T Recommendation H.450-2)

· Call Diversion Services (ITU-T Recommendation H.450-3)

Real Time Communication (RTC) Client APIs 

The Real Time Communications (RTC) Client Application Programming Interfaces (APIs) feature provides the next generation communications platform that is based on the Session Initiation Protocol (SIP). SIP provides the protocol to set up a generic session using an e-mail address without having the need to know the location of the caller, providing a more efficient means of communication. RTC enables rapid deployment of Internet applications that are enhanced with converged applications, such as voice, video and data collaboration applications.

The Windows Server 2003 family now includes the RTC client APIs, which include functionality such as buddy-list management, user activity detection, ability to create instant messaging sessions, audio and video sessions between two clients, telephony calls to any telephone number, application sharing, and whiteboard sessions. The client APIs include firewall tunneling to a SIP server over Secure Sockets Layer (SSL), digest and basic authentication, and NAT logic to enable real time communications sessions across Universal Plug and Play (UPnP)-enabled NATs. The APIs provide access to a high performance audio and video media stack. Audio and video quality has been greatly improved by other new features, including:

Acoustic Echo Cancellation – Headsets are not required to make audio calls and there is built-in echo cancellation to provide high quality communications.

Quality control – This new algorithm dynamically alters the settings for audio and video based on detected changes in network conditions.

Forward Error Correction (FEC) is used to compensate for packet loss introduced by network congestion.

Dynamic Jitter buffers are used to smooth the received audio to eliminate the impact of variation in delay between received packets.

RTC client APIs enable the following scenarios:

An ISV who develops games leverages the RTC client APIs to add buddy lists, instant messaging and audio/video to a new game. Players can instantly message, talk, or see one another during a game session.

An IT administrator writes a small application to alert all users of an e-mail server going off-line for maintenance.

An ISV that sells budget management and payroll applications creates an ActiveX control using the RTC client APIs. It embeds the control in its server Web pages for department administrators to see the availability of their payroll contact, address budget questions through instant messaging or audio, and jointly analyze budget statements using application sharing.

This feature is not provided with the 32-bit version of Web Edition.

DHCP

The following improvements to Dynamic Host Configuration Protocol (DHCP) have been made in the Windows Server 2003 family. 

Backup and Restore with DHCP

The DHCP snap-in now provides new menu items for backup and restore of DHCP databases. When the user chooses either of these menu items, a browser window appears to offer the selection of a location, or new folders can be created as well. An IT administrator can use this feature to do backups and restores on servers running the Windows Server 2003 family. 

This feature is not provided with Web Edition.

Classless Static Route Option 

DHCP clients can request this option to be supplied with a list of routes to add to their routing table. This allows remote access and VPN clients to perform split tunneling when connecting to remote networks. This also allows LAN clients to obtain additional routing information.

For example, an IT administrator can use this feature to allow clients to split-tunnel through a VPN connection and the Internet. This allows traffic destined for the Internet to avoid going through the VPN connection, while also allowing the user to access their organization’s private network resources.

DHCP Database Migrations with Netsh

This feature enables an easier migration of a DHCP database from one server to another if it is imported using netsh. This eliminates most manual configurations, such as manually editing the registry or recreating scopes. Netsh is used to locally configure servers and routers, and can also use script files to automate configuration tasks. This can be used in the following cases:

An IT administrator notices disk error messages on the DHCP server and decides to move the DHCP service before the disk fails completely.

Due to performance issues on the network segment on which the DHCP server resides, an IT administrator needs to divide its DHCP server. The IT administrator can use this feature to move portions of the DHCP database to another computer or computers.

DHCP Lease Deletion with Netsh

Using the new netsh dhcp server scope ScopeAddress delete lease command, you can delete a DHCP lease from the command line. This feature enables easier management of DHCP server operations using command lines and scripts, rather than having to delete a lease using the DHCP snap-in.

DNS

The following improvements to DNS have been made in the Windows Server 2003 family. 

Active Directory Integrated DNS Zones Stored in Application Partitions

This feature enables storage and replication of the Domain Name System (DNS) zones stored in the Active Directory® directory service in the application partition. Using application partitions to store the DNS data results in a reduced number of objects stored in the global catalog. In addition, when DNS zone data is stored in an application partition, it is replicated to only that subset of domain controllers in the domain that is specified in the application partition. By default, DNS-specific application partitions contain only those Domain Controllers that run the DNS server. In addition, storing DNS zone data in an application partition enables replication of the DNS zone to the DNS servers running on the domain controllers in different domains of an Active Directory forest. 

An IT administrator can use this feature to store a DNS zone in an application partition. This is recommended in case an Active Directory-integrated DNS zone should be hosted by the DNS servers running on a member of the Windows Server 2003 family.

Basic Compliance with DNS Security Extensions

A DNS server running a member of the Windows Server 2003 family provides basic compliance with the Internet Engineering Task Force (IETF) standard DNS Security Extensions protocol as defined in RFC 2535. The DNS server can store the record types (KEY, SIG, and NXT) defined in the IETF standard and include these records when responding to the queries according to RFC 2535. The server does not provide full compliance and does not perform the cryptographic operations specified in RFC 2535 (KEY/SIG record generation, message signing and signature verification). However, the server can store and use standard KEY and SIG records generated by third-party software.

An IT administrator can use a DNS server running a member of the Windows Server 2003 family as a secondary server for the signed zone with the primary copy on the server that fully supports DNS Security Extensions (per RFC 2535).

Domain Join Procedure Enhancements to Detect Incorrectly Configured DNS

This feature simplifies debugging and reporting of an incorrect DNS configuration and helps to properly configure the DNS infrastructure required to enable a computer to join a domain. When a computer attempting to join an Active Directory domain fails to locate a domain controller due to DNS being incorrectly configured or if the domain controllers are not available, the debugging of the DNS infrastructure is performed. This generates a report explaining the cause of the failure and how to fix the problem.

If the DNS infrastructure is properly configured to allow computer to join the domain, an IT administrator will not notice the presence of this feature. Otherwise, if the DNS infrastructure is incorrectly configured and prevents a computer from locating a domain controller and joining a domain, it will be brought to the IT administrator’s attention when the IT administrator attempts to join the computer to a domain.

Manage DNS Client Using Group Policy

This feature allows administrators to configure the DNS client settings on computers running a member of the Windows Server 2003 family using Group Policy. This simplifies the steps required to configure domain members when adjusting DNS client settings such as enabling and disabling dynamic registration of the DNS records by the clients, using devolution of the primary DNS suffix during name resolution, and populating DNS suffix search lists. In addition to providing simplified  administration, Group Policy support for the DNS suffix search list is an important feature, which is required in a transition to an environment without NetBIOS.

An IT administrator can use this Group Policy feature to configure DNS clients.

Stub Zones and Conditional Forwarding

Stub zones and conditional forwarding are two DNS server features that provide the ability to control the routing of DNS traffic on a network. A stub zone allows a DNS server to be aware of the names and addresses of servers that are authoritative for the full copy of a zone, without that server having to hold a complete copy of the zone, or having to send queries to the DNS root servers. A DNS server running Windows 2000 can only be configured to forward DNS queries to one set of DNS servers. The conditional forwarding feature in the Windows Server 2003 family provides improved granularity supporting name-dependent forwarding. For example, a DNS server may be configured to simultaneously:

Forward queries for names ending in usa.microsoft.com to a first set of DNS servers.

Forward queries for names ending in europe,microsoft.com to a second set of DNS servers.

Forward all other queries to a third set of DNS servers.

An IT administrator can uses this feature to control the routing of DNS traffic on their network.

Support for EDNS0 Protocol 

The EDNS0 protocol defined in RFC 2671 allows DNS servers to accept and transmit UDP DNS messages with a payload size greater than 512 octets. This feature is useful for an IT administrator when DNS responses, such as Service Resources Record (SRV) queries used to local Active Directory domain controllers are larger than 512 octets. Prior to the Windows Server 2003 family, these responses required extra round trips to set up and tear down a TCP session. In the Windows Server 2003 family, using the EDNS0 protocol, many of these responses can be returned in a single UDP round trip without requiring TCP session setup and teardown.

Additional Enhancements

The DNS Server service in the Windows Server 2003 family also supports the following additional enhancements:

Round-robin support for all resource record (RR) types

By default, the DNS Server service will perform round-robin rotation for all RR types. 

Enhanced debug logging

Use the enhanced DNS Server service debug logging settings to troubleshoot DNS problems.

The ability to control automatic Name Server (NS) resource record registration on a server and zone basis

Additionally, DNS support in Windows Server 2003 provides greater granularity in its security administration for the DNS Server service, the DNS Client service, and DNS data. 

WINS

The following improvements to the Windows Internet Name Service (WINS) have been made in the Windows Server 2003 family. 

Filtering Records

Improved filtering and new search functions help you locate records by showing only those records that fit the criteria you specify. These functions are particularly useful in analyzing very large WINS databases. You can use multiple criteria to perform advanced searches for WINS database records. This improved filtering capability allows you to combine filters for customized and precise query results. Available filters include: record owner, record type, NetBIOS name, and IP address with or without subnet mask.

Because you can now store query results in the cache of the memory on your local computer, the performance of subsequent queries is increased, and network traffic is reduced. 

Accepting Replication Partners 

When determining a replication strategy for your organization, you can define a list that controls the source of incoming name records during pull replication between WINS servers. In addition to blocking name records from specific replication partners, you can also choose to accept only name records owned by specific WINS servers during replication, excluding the name records of all servers that are not on the list. 

IAS

The following improvements to IAS have been made in the Windows Server 2003 family. IAS is not available with Windows Server 2003, Web Edition.

Support for IEEE 802.1X Authentication for Secure Wireless and Wired Networks

IAS has been enhanced to allow authentication and authorization of users and computers connecting to IEEE 802.11b wireless access points and Ethernet switches using IEEE 802.1X authentication. The remote access policy NAS-Port-Type condition now includes the ability to select wireless and Ethernet connection types.

For secure wireless or Ethernet connections, you should use either certificates (EAP-TLS) or passwords protected with Protected EAP (PEAP) and MS-CHAP v2 authentication. EAP-TLS uses certificates to authenticate credentials and provide encryption key material. EAP-TLS requires a certificate infrastructure to issue certificates to both the IAS servers and the wireless or Ethernet clients. With PEAP and MS-CHAP v2, you can use password-based authentication securely because the MS-CHAP v2 authentication exchange is encrypted within a secure TLS channel, preventing offline dictionary attacks against user passwords. The PEAP authentication exchange also produces encryption key material. PEAP with MS-CHAP v2 requires certificates to be installed only on the IAS servers.

PEAP allows for a resumption of the TLS session created from an initial PEAP authentication. This feature of PEAP, known as fast reconnect, causes subsequent authentications based on the TLS session to occur very quickly, as most of the messages of a full PEAP authentication are not sent. PEAP fast reconnect minimizes connection and authentication times and does not require a user to resubmit authentication credentials, such as a user name or password. For example, wireless clients that roam from one wireless authentication protocol to another have more seamless network connectivity and are not prompted for authentication credentials.

To select PEAP with MS-CHAP v2 on an IAS server: In the Internet Authentication Service snap-in, click EAP Methods on the Authentication tab of profile properties of a remote access policy. In the Select EAP Providers dialog box, click Protected Extensible Authentication Protocol (PEAP) and either edit its properties or move it to the top of the list of EAP types.

Session Time Reflects Account Restrictions

IAS now calculates a session time for a connection as needed that is based on the user or computer account's expiration time and permitted logon hours. For example, a user account is restricted to logon from 9:00 A.M. to 5:00 P.M., Monday through Friday. If a connection is made using the user account at 4:00 P.M. on Friday, IAS will automatically calculate a maximum session time of 1 hour for the connection and send the maximum session time as a RADIUS attribute to the access server. At 5:00 P.M., the access server terminates the connection. This new feature provides network access behavior that is consistent with account date and time restrictions.

IAS and Cross-Forest Authentication

If Active Directory forests are in cross-forest mode with two-way trusts, then IAS can authenticate the user account in the other forest. An IT administrator can use this feature to provide authentication and authorization for accounts in other two-way trusted Active Directory forests that are in cross-forest mode.

IAS as a RADIUS Proxy

This feature allows IAS to forward RADIUS authentication and accounting messages between access servers and RADIUS servers. This functionality includes:

Flexible rule-based forwarding.

Load balance and fail over between multiple RADIUS servers and load balancing of RADIUS requests.

Ability to force an access client to use a compulsory tunnel with or without user authentication.

Selective forwarding of authentication and accounting requests to different RADIUS servers.

This feature allows the following scenarios:

An IT administrator can create an IAS-based RADIUS proxy located in one domain to authenticate and authorize users in either another domain that does not have a trust relationship, has only a one-way trust relationship, or the domain is in another forest.

An ISP offering outsourced dial-up, VPN, or wireless services to a corporation can forward user authentication and accounting requests to a corporate RADIUS server.

In some network perimeter configurations, an IT administrator can install an IAS proxy in the network perimeter. Requests can be forwarded from the IAS proxy at an ISP to an IAS server in the organization’s network.

ISPs working with partner ISPs or network infrastructure providers can use an IAS RADIUS proxy in a roaming consortium.

IT administrator can use IAS for organization networks that connect with partner networks to forward authentication of users from other companies to their user account database.

Logging RADIUS Information to an XML-compliant SQL Server Database

You can use an XML-compliant database, such as Microsoft SQL Server™ 2000, to log user authentication and accounting requests, which are received from one or more access servers, to a central data source. Log data is passed from IAS to a procedure stored in a database that supports both structured query language (SQL) and extensible markup language (XML).

To configure, obtain properties of the SQL Server logging method in the Remote Access Logging folder of the Internet Authentication Service snap-in.

EAP-TLS Unauthenticated Access

EAP-TLS unauthenticated access provides a means to grant guest access for a wireless or switch client that does not have a certificate installed. If a network access client does not provide credentials, IAS determines whether unauthenticated access is enabled in the remote access policy that matched the connection attempt. EAP-TLS supports one-way authorization or unauthenticated access where the client does not send credentials.

This feature allows the following scenarios:

An IT administrator can use this feature to allow wireless or switch clients that do not have certificates to connect to a restricted virtual local area network (VLAN) for bootstrap configuration.  

An IT administrator can use this feature to allow access to visitors or business partners to the corporation’s network to access the Internet. This is done by giving them access to a restricted VLAN or by IP filters that allows traffic to go to the Internet.

A wireless ISP can use this feature to allow access to potential subscribers. The potential subscribers can get access to a restricted VLAN with local information. After the user subscribes for Internet access, the client can connect to the Internet.

RADIUS Client Configuration Supports Range of IP Addresses

To simplify administration of RADIUS clients when there are numerous wireless access points on the same subnet or within the same IP address space, IAS in Windows Server 2003, Enterprise Edition, and Windows Server 2003, Datacenter Edition, allows you to configure a range of addresses for a RADIUS client.

The address range for RADIUS clients is expressed in the network prefix length notation w.x.y.z/p, where w.x.y.z is the dotted decimal notation of the address prefix and p is the prefix length (the number of high order bits that define the network prefix). This is also known as Classless Inter-Domain Routing (CIDR) notation. An example is 192.168.21.0/24. To convert from subnet mask notation to network prefix length notation, p is the number of high order bits set to one in the subnet mask.

An IT administrator can use this feature to simplify management of multiple wireless access points that are connected to the same subnet in an extended service set (ESS) configuration.

Enhanced EAP Configuration for Remote Access Policies

In Windows 2000, you can only select a single EAP type for a remote access policy. This means that all connections matching the conditions of the policy must use the single EAP type selected in the policy profile settings. Additionally, the configuration of an EAP type is global to all the remote access policies. These limitations can cause problems when you want to individually configure the properties for EAP types for each policy or when you want to select multiple EAP types for a type of network connection or per group. These limitations are removed for IAS in the Windows Server 2003 family. For example, you might want to select different computer certificates for EAP-TLS authentication for wireless connections versus VPN connections, or you might want to select multiple EAP types for wireless connections because some of your wireless clients use EAP-TLS authentication and others use PEAP with MS-CHAP v2. 

Object Identifier Checking for User Certificates and Smart Cards

To require specific types of user-level certificates for specific types of connections, IAS supports the specification of individual certificate issuance policy object identifiers (OIDs) that must be included in the certificate of the access client as part of the remote access policy profile settings. For example, if an IT administrator wanted to ensure that remote access VPN connections use a smart card certificate rather than a locally installed user certificate, they would configure the appropriate remote access policy to require that the object identifier for the Smart Card Logon certificate issuance policy (1.3.6.1.4.1.311.20.2.2) is present in the certificate offered by the remote access VPN client.

You can configure a list of object identifiers required to be present in the user certificate offered by the access client using the Allow certificates with these OIDs attribute on the Advanced tab on the properties of a remote access policy profile. No required object identifiers are specified by default.

Load Balancing as RADIUS Proxy

This feature provides the ability to balance the load of authentication across multiple RADIUS servers when IAS is used as a RADIUS proxy. This provides the ability to scale up and handle geographic failover. The IAS RADIUS proxy dynamically balances the load of connection and accounting requests across multiple RADIUS servers and increases the processing of large numbers of RADIUS clients and authentications per second. Additionally, the RADIUS proxy can be configured to mark certain RADIUS servers with higher preference. The RADIUS servers with lower preference are not used if higher ones are available. 

This feature enables the following scenarios:

An IT administrator can use this feature to scale-up wireless, virtual private network (VPN) or dial-up authentication to process a large number of connection requests using multiple RADIUS servers.

An IT administrator can use this feature to ensure that connection requests fail over to nearby RADIUS servers if they are available and configure RADIUS servers in a remote site as backup RADIUS servers.

Support for Ignoring the Dial-in Properties of Accounts

You can configure a RADIUS attribute on the profile properties of a remote access policy to ignore the dial-in properties of accounts. The dial-in properties of an account contain the following:

Remote access permission 

Caller-ID 

Callback options 

Static IP address 

Static routes 

To support multiple types of connections for which IAS provides authentication and authorization, it might be necessary to disable the processing of account dial-in properties. This can be done to support scenarios in which specific dial-in properties are not needed. 

For example, the caller-ID, callback, static IP address, and static routes properties are designed for a client that is dialing into a network access server (NAS). These settings are not designed for wireless access points (APs). A wireless AP that receives these settings in the RADIUS message from the IAS server might be unable to process them, which could cause the wireless client to become disconnected. When IAS provides authentication and authorization for users who are both dialing in and accessing the organization network through wireless technology, the dial-in properties must be configured to support either dial-in connections (by setting dial-in properties) or wireless connections (by not setting dial-in properties).

You can use IAS to enable dial-in properties processing for the user account in some scenarios (such as dial-in) and to disable dial-in properties processing for user account dial-in properties in other scenarios (such as wireless and authenticating switch). This is accomplished by configuring the Ignore-User-Dialin-Properties attribute on the Advanced tab of the profile settings for a remote access policy. The Ignore-User-Dialin-Properties attribute is set to the following:

To enable account dial-in properties processing, delete the Ignore-User-Dialin-Properties attribute or set it to False. For example, for a remote access policy that is designed for dial-in connections, no additional configuration is required. 

To disable user account dial-in properties processing, set the Ignore-User-Dialin-Properties attribute to True. For example, this is set for the remote access policy that is designed for wireless or authenticating switch connections. When the dial-in properties of the user account are ignored, remote access permission is determined by the remote access permission setting for the remote access policy. 

You can also use this attribute to manage network access control through groups and the remote access permission on the remote access policy. By setting the Ignore-User-Dialin-Properties attribute to the value of True, the remote access permission on the user account is ignored. The disadvantage to using the Ignore-User-Dialin-Properties attribute in this way is that you cannot use the additional dial-in properties of caller-ID, callback, static IP address, and static routes for connections that match the remote access policy.

Support for Computer Authentication

Active Directory and IAS support the authentication of computer accounts by using standard user authentication methods. This allows a computer and its credentials to be authenticated for wireless or authenticating switch access clients.

Support for the Authentication Type Remote Access Policy Condition 

You can create remote access policies using the Authentication Type condition. This new condition allows you to specify connection constraints that are based on the authentication protocol or method that is used to validate the access client.

Network Access Quarantine Control

Network Access Quarantine Control support in Windows Server 2003 IAS consists of the ability to configure the following RADIUS vendor-specific attributes to specify quarantine restrictions:

MS-Quarantine-IPFilter  A set of quarantine packet filters that restrict the traffic that can be sent to and a quarantined remote access client.

MS-Quarantine-Session-Timeout  A quarantine session timer that restricts the amount of time the client can remain connected in quarantine mode before being disconnected.

For more information, see Network Access Quarantine Control in Windows Server 2003.

Enhanced IAS SDK

The Windows Platform Software Development Kit (SDK) contains two smaller networking SDKs—the IAS SDK and the EAP SDK. The IAS SDK can be used to return custom attributes to the access server in addition to those returned by IAS, to control the number of user network sessions, to import usage and audit data directly into an Open Database Connectivity (ODBC)-compliant database, to create customized authorization modules and customized authentication modules (non-EAP). The EAP SDK can be used to create EAP types.

A developer can use the enhancements to the IAS SDK to modify or delete RADIUS attributes and to convert Access-Rejects into Access-Accepts. An ISV or VAR can use this feature to create enhanced solutions with IAS. An IT administrator can use this feature to create custom solutions for IAS.

Scriptable API to Configure IAS

This feature makes available in the IAS Platform Software Developers Kit (SDK), a scriptable API that allows configuration of IAS. An ISV can use this feature to provide value-added services on top of an IAS infrastructure and an IT administrator can use this feature to integrate their IAS with their own service management infrastructure. 

Separation of Authentication and Authorization for IAS Proxy

The proxy component of IAS in the Windows Server 2003 family supports the ability to separate the authentication and authorization of connection requests from access servers. The IAS proxy can forward the user credentials to an external RADIUS server for authentication, and perform its own authorization using a user account in an Active Directory domain and a locally configured remote access policy. With this feature, alternate user authentication databases can be used but connection authorization and restrictions are determined through local administration.

This feature allows the following scenarios:

A visitor to an organization network can be granted access to a guest LAN by authenticating them using the visitor's credentials and authorizing the connection using a user account in an untrusted visitors Active Directory domain and a remote access policy configured on the IAS proxy. The visitor's credentials can be the credentials of the user account at the visitor's organization.

A public wireless network can use an alternate user database to authenticate wireless access and authorize them with local user accounts in an Active Directory domain.

This new capability is configured using the Remote-RADIUS-to-Windows-User-Mapping attribute in the advanced properties of a connection request policy.

Improved Attribute Manipulation

In Windows 2000, you can use IAS to manipulate the contents of the User-Name RADIUS attribute. Using connection request policies in IAS for Windows Server 2003, you can manipulate the User-Name, Called-Station-ID, and Calling-Station-ID RADIUS attributes. 

Improved Support for the Class Attribute

In Windows 2000, IAS automatically generates a value for the Class attribute and appends it to the existing value of the Class attribute received in the RADIUS request message. The result is the Class attribute in the RADIUS response message. In Windows Server 2003, you can disable the automatic generation of a value for the Class attribute by using Generate-Class-Attribute attribute on the Advanced tab in the properties of a remote access policy profile. Automatic generation of a value for the Class attribute is disabled by default. Instead of appending the generated value of the Class attribute to the existing Class attribute, IAS creates a separate Class attribute. The RADIUS response message contains both the original Class attribute and the second Class attribute that is generated by IAS. 

IPsec

The following improvements to IPsec have been made in the Windows Server 2003 family. 

New IP Security Monitor Snap-in

A new IP Security Monitor snap-in provides detailed IPsec policy configuration and active security state. This replaces the IPsecmon.exe tool provided with Windows 2000. An IPsec policy consists of a set of main mode policies, a set of quick-mode policies, a set of main-mode filters that are associated with the set of main-mode policies, and a set of quick-mode filters (both transport and tunnel mode) that are associated with the set of quick mode policies. The active security state consists of the active main-mode and quick-mode security associations and statistical information about IPsec-protected traffic. An IT administrator can use this new snap-in for improved IPsec monitoring and troubleshooting.

Command-line Management with Netsh

Using commands in the netsh IPsec context, you can configure static or dynamic IPsec main mode settings, quick-mode settings, rules, and configuration parameters. To enter the netsh IPsec context, type netsh -c IPsec at the command prompt. The netsh IPsec context replaces the IPsecpol.exe tool provided with the Windows 2000 Server Resource Kits. An IT administrator can use this feature to script and automate IPsec configuration.

Computer Startup Security

For enhanced security, IPsec now provides stateful filtering of network traffic during computer startup. With stateful filtering, only the following traffic is permitted during computer startup: the outbound traffic that the computer initiates during startup, the inbound traffic that is sent in response to the outbound traffic, and DHCP traffic. As an alternative to stateful filtering, you can specify that all inbound and outbound traffic be blocked until an IPsec policy is applied. If you use stateful filtering, or if you specify that traffic be blocked during computer startup, you can also specify the traffic types that you want to exempt from IPsec filtering during computer startup. 

Persistent Policy for Enhanced Security

You can now create and assign a persistent IPsec policy to secure a computer if a local IPsec policy or an Active Directory-based IPsec policy cannot be applied. When you create and assign a persistent policy, it is applied before the local policy or the Active Directory-based policy is applied, and it remains in effect regardless of whether the local policy or the Active Directory-based policy is applied (for example, an IPsec policy will not be applied if it is corrupted). 

Removed Default Traffic Exemptions

In Windows 2000 and Windows XP, by default, all broadcast, multicast, Internet Key Exchange (IKE), Kerberos, and Resource Reservation Protocol (RSVP) traffic is exempt from IPsec filtering. To significantly improve security, in the Windows Server 2003 family, only IKE traffic (which is required for establishing IPsec-secured communication) is exempt from IPsec filtering. All other traffic types are now matched against IPsec filters, and you can configure, block, or permit filter actions specifically for multicast and broadcast traffic (IPsec does not negotiate security associations for multicast and broadcast traffic). 

Ability to Exclude the Name of the Certification Authority (CA) from Certificate Requests

For enhanced security, when you use certificate authentication to establish trust between IPsec peers, you can now exclude the name of the CA from the certificate request. When you exclude the name of the CA from the certificate request, you prevent the potential disclosure of sensitive information about the trust relationships of a computer, such as name of the company that owns the computer and the domain membership of the computer (if an internal public key infrastructure is being used), to an attacker.

IP Security and Network Load Balancing Integration

This feature allows a group of servers using Network Load Balancing (NLB) to provide highly available IPsec-based VPN services. Down-level L2TP/IPsec clients also support this. This feature also provides the capability for faster IPsec failover.

An IT administrator can use this feature to integrate NLB and IPsec-based VPN services for a more secure and reliable network service. Because the IKE protocol automatically detects the NLB service no additional configuration is required to use this feature.

This feature is only provided with Windows Server 2003, Enterprise Edition, and Windows Server 2003, Datacenter Edition.

IPsec Support for RSoP

To enhance IPsec deployment and troubleshooting, IPsec now provides an extension to the Resultant Set of Policy (RSoP) snap-in. RSoP is an addition to Group Policy that you can use to view existing IPsec policy assignments and to simulate planned IPsec policy assignments for a computer or a user. To view existing policy assignments, you can run an RSoP logging mode query. To simulate planned IPsec policy assignments, you can run an RSoP planning mode query.

Logging mode queries are useful for troubleshooting precedence issues for IPsec policy. The results of logging mode queries display all of the IPsec policies that are assigned to an IPsec client and the precedence of each policy. Planning mode queries are useful for deployment planning because they allow you to simulate different IPsec policy settings. By simulating different IPsec policy settings, you can evaluate the impact of changing policy settings and determine the optimum settings, before you implement them. After you run an RSoP logging mode query or an RSoP planning mode query, you can view detailed settings (the filter rules, filter actions, authentication methods, tunnel endpoints, and connection type that were specified when the IPsec policy was created) for the IPsec policy that is being applied.

IPsec NAT Traversal 

This feature allows IKE and ESP-protected traffic to traverse a NAT. IKE automatically detects that a NAT is present and uses User Datagram Protocol-Encapsulating Security Payload (UDP-ESP) encapsulation to allow ESP-protected IPsec traffic to pass through the NAT. The Windows Server 2003 family support for IPsec NAT traversal is described in the Internet drafts titled "UDP Encapsulation of IPsec Packets" (draft-ietf-IPsec-udp-encaps-02.txt) and "Negotiation of NAT-Traversal in the IKE" (draft-ietf-IPsec-nat-t-ike-02.txt). 

IPsec functionality over NAT enables IPsec-secured connections to be established in the following common deployment scenarios:

Layer Two Tunneling Protocol (L2TP)/IPsec virtual private network (VPN) clients that are behind NATs can establish IPsec-secured connections over the Internet to their corporate network, using IPsec ESP transport mode. 

Servers running Routing and Remote Access can establish gateway-to-gateway IPsec tunnels when one of the servers running Routing and Remote Access is behind a NAT. 

Clients and servers can send IPsec-secured TCP and UDP packets to other clients or servers using IPsec ESP transport mode, when one or both of the computers are behind a NAT. For example, a program running on a server on a perimeter network can be IPsec-secured when it is used to make connections to the corporate network.   

Network Address Translation Hardware Acceleration

IPsec now supports NAT hardware acceleration for normal ESP traffic. This feature supports the following scenarios:

An IT administrator can use this feature to scale L2TP/IPsec and normal IPsec connections when IPsec over NAT is used.

An IHV can use this functionality to build new cards or update older firmware that uses the new encapsulation.

The IPsec hardware acceleration interface is documented in the platform DDK as part of TCP/IP Task Offload.

IPsec Policy Filters Allow Logical Addresses for Local IP Configuration

The IP Security Policies snap-in can now configure source or destination address fields to be interpreted by the local IPsec policy service as the addresses for the DHCP server, the DNS servers, the WINS servers, and default gateway. Therefore, IPsec policy can now automatically accommodate changes in the server's IP configuration, using either DHCP or static IP configurations. Computers running Windows 2000 or Windows XP ignore this extension to the IPsec policy.

Certificate Mapping to Active Directory Computer Account Provides Access Control

The IP Security Policies snap-in can now be configured to map a computer certificate to the computer account within an Active Directory forest. This takes advantage of the same SChannel certificate mapping that IIS and other PKI-enabled services use. After the certificate is mapped to a domain computer account, access controls can be set using the settings for network logon rights Access this computer from network and Deny access to this computer from network. A network administrator can now restrict access to a computer running a member of the Windows Server 2003 family using IPsec to allow access only to computers from a specific domain, computers that have a certificate from a particular issuing certification authority, a specific group of computers, or even a single computer. Computers running Windows 2000 or Windows XP ignore this extension to the IPsec policy.

Stronger Diffie-Hellman Group for Internet Key Exchange (IKE)

IPsec now supports the use of a 2048-bit Diffie-Hellman key exchange, providing support for the Internet draft titled "More MODP Diffie-Hellman groups for IKE." With a stronger Diffie-Hellman group, the resulting secret key derived from the Diffie-Hellman exchange has greater strength. The IP Security Policies snap-in allows you to configure this new Diffie-Hellman group setting for both the local and domain-based IPsec policy. Computers running Windows XP and Windows 2000 ignore this setting.

Better Denial of Service Protection for IKE

IKE in the Windows Server 2003 family has been modified to better handle denial of service attacks involving IKE traffic. The most common attack is garbage packets sent to UDP port 500. IKE attempts to validate the packets until there are too many incoming packets, then IKE will start to drop packets. When the incoming rate subsides, IKE will quickly restart inspection for valid IKE packets. The most difficult attack to prevent is a malicious user sending valid IKE initiation messages to an IKE responder, either with invalid source IP addresses or just rapidly sending from a valid source IP address. This attack is similar to the TCP Synchronize (SYN) attack launched against TCP/IP-based servers. With the new protection, the IKE responder responds to the initial valid IKE message with an IKE message containing a special value in the Responder Cookie field. If the IKE initiator does not send the next message with the Responder Cookie field properly set, the IKE exchange is ignored. When Windows Server 2003 is the IKE initiator, it reinitiates properly. The IPsec IKE module does not maintain any state on the IKE negotiation until after the response containing the properly set Responder Cookie field is received. This maintains interoperability with computers running Windows 2000 or Windows XP and third-party IPsec implementations, and improves the chance that a legitimate initiator can successful negotiate even when the responder is under a limited attack. It is still possible for an IKE responder to be overwhelmed by a flood of legitimate IKE packets. The IKE responder recovers as fast as possible once the attack has ceased.

Additional New Features

Changes to the Winsock API

The following changes to the Windows Sockets API have been made to the Windows Server 2003 family. 

Removed Support for AF_NETBIOS (64-bit only)

AF_NETBIOS is not supported on 64-bit versions of the Enterprise Edition and Datacenter Edition. Applications should use TCP or UDP as alternatives. Functionality is preserved for 32-bit third-party applications.

ConnectEx/TransmitPackets and TCP/IP

The following two functions are Microsoft-specific extensions to the Windows Sockets 2 specification:

· The Windows Sockets ConnectEx() function establishes a connection to another socket application and optionally sends the block of data after the connection is established.

· The Windows Sockets TransmitPackets() function transmits in memory and/or file data over a connected socket (either datagram or stream). The operating system’s cache manager is used to retrieve file data and locks memory for the minimum necessary time required to transmit it. This provides high performance and efficiency for file and memory data transfer over sockets.

Windows Sockets Direct Path for System Area Networks

The Windows Server 2003 family contains substantial performance improvements to Windows Sockets Direct (WSDP) for System Area Networks (SANs). WSD allows enables Windows Sockets applications written for SOCK_STREAM to obtain the performance benefits of SANs without having to make application modifications. The fundamental component of this technology is the WinSock switch that emulates TCP/IP semantics over native SAN service providers. For the Windows 2000 Server family, WSD support was only available for Windows 2000 Advanced Server and Windows 2000 Datacenter Server. WSD support is included for all members of the Windows Server 2003 family.

For more information about the Windows Sockets API, see the Microsoft Platform SDK.

Removal of Legacy Networking Protocols

The following legacy networking protocols were removed:

Data Link Control (DLC).

NetBIOS Extended User Interface (NetBEUI).

The following legacy networking protocols are removed from the 64-bit versions of the operating system:

Internetwork Packet Exchange/Sequenced Packet Exchange (IPX/SPX) and IPX-dependent services.

Infrared Data Association (IrDA).

Open Shortest Path First (OSPF).

Removal of Obsolete RPC Protocols

The following legacy RPC protocols have been superseded by TCP:

Remote Procedure Call (RPC) over NetBEUI.

RPC over NetBIOS over TCP/IP (NetBT).

RPC over NetBIOS over IPX (NBIPX).

RPC over SPX (64-bit only).

RPC over AppleTalk (64-bit only).

Legacy protocols superseded by UDP:

RPC over IPX.

RPC over Message Queuing (MSMQ).

Command-line Tools

New command line tools or utilities are provided to improve management and administration of computers. A new and updated command line help file (A-Z) is included as well to document the CMD.exe shell and every tool. Command line tools include:

Bootcfg.exe – Used to view or set the properties (such as debug on/off) of the boot.ini file on a local or remote server (not available in 64-bit versions). 

DriverQuery.exe - Used to view the currently loaded device drivers and their memory usage.

Dsadd.exe - Used to create an object instance of a specified type to the Active Directory.

Dsmod.exe - Used to modify selected attributes of an existing object in the Active Directory.

Dsrm.exe - Used to remove an object or the complete sub-tree under an object in the Active Directory.

Dsmove.exe - Used to move an object from its current location to a new parent location within the same naming context or to rename an object in the Active Directory.

Dsquery.exe - Used to find objects in the Active Directory that match specified search criteria.

Dsget.exe - Used to get or view selected properties of an existing object in Active Directory when the location of the object to be viewed is specifically known.

Eventtriggers.exe - Used to launch a process based on the occurrence of an event written to the event log.

Eventquery.vbs - Used to specify the type of events to extract from the event log. The selected events can be displayed on the screen or saved to a file.

Eventcreate.exe - Used to write a user-defined event to any of the event logs.

GPresult.exe - Used to get the Resulting Set of Policies (RSoP) and list of policies that are applied to a computer.

IIS scripts - Many new scripts (IISWeb.vbs, IISVdir.vbs, and so on) provide command line tools to configure, provision and manage a server running IIS and Active Server Pages (ASP) applications.

Netsh.exe - Extensive network configuration tool, now adds the basic network diagnostic features provided by older NetDiag.exe tool. 

Openfiles.exe - Used to view the list of connected users and files in use per share on a computer.

Pagefileconfig.vbs - Used to get the current pagefile size or set a new pagefile size.

Print scripts - Many new scripts (prncnfg.vbs, prnjobs.vbs, and so on) used to manage printer services, drivers and queues.

Reg.exe - Used to view, set and edit registry keys.

SC.exe - Used to start/stop and manage Win32 services.

Schtasks.exe - Used to get, set or edit a scheduled task using the existing Win32 scheduling service.

Systeminfo.exe - Used to view basic properties of a machine (such as CPU and memory).

Taskkill.exe - Used to kill or stop a running process.

Tasklist.exe - Used to view or identify all running processes with PIDs. 

Tsecimp.exe - Used to import Telephony Application Programming Interface (TAPI) user account properties and access rights. 

An IT administrator can use command line tools to automate high volume or common server administration tasks via Visual Basic® scripting or command-line batch files. This eliminates one-off operations that are often imposed by the GUI management tools and can reduce IT administration costs.

Strong Authentication for Services for Macintosh

For computers running Services for Macintosh (SFM) and using the Microsoft user authentication module (MSUAM), a new Require strong authentication (NTLMv2) check box is present and enabled by default in the MSUAM interface. Selecting this option allows users to authenticate only to a server that implements NTLMv2. This excludes Windows NT® 4.0 and older servers that cannot authenticate using NTLMv2. The user can clear the Require strong authentication (NTLMv2) check box to allow authentication to these older servers. 

Changes and Enhancements in Windows Server 2003 Service Pack 1

Windows Server 2003 Service Pack 1 (SP1) includes the following new networking and communication features: 

Windows Firewall

Wireless Provisioning Services

Wireless LAN enhancements

Rqs.exe and Rqc.exe now included for Network Access Quarantine Control

Updates to IPv6

Netstat –b option

Windows Sockets enhancements

Enhancements to TCP/IP

Windows Firewall 

Windows Server 2003 SP1 includes the new Windows Firewall, which replaces the Internet Connection Firewall (ICF) provided with Windows Server 2003 with no service packs installed. Windows Firewall is a stateful firewall that drops unsolicited incoming traffic that does not correspond to either traffic sent in response to a request of the computer (solicited traffic) or unsolicited traffic that has been specified as allowed (excepted traffic). Windows Firewall provides a level of protection from malicious users and programs that rely on unsolicited incoming traffic to attack computers.

In Windows Server 2003 with no service packs installed, ICF is disabled by default for all connections, unless changed by the Network Setup Wizard or Internet Connection Wizard. Manually enabling ICF is done per connection through a single checkbox on the Advanced tab of the properties of a connection, from which you can also configure the set of excepted traffic by specifying Transmission Control Protocol (TCP) or User Datagram Protocol (UDP) ports.

In Windows Server 2003 SP1, there are many changes for Windows Firewall, including the following: 

Disabled by default for all the connections of the computer 

New global configuration options that apply to all connections 

New set of dialog boxes for local configuration 

New operating mode 

Startup security 

Excepted traffic can be specified by scope

Excepted traffic can be specified by application filename 

Built-in support for IPv6 

New configuration options with Netsh and Group Policy 

Disabled by Default for All the Connections of the Computer

Windows Server 2003 SP1 includes Windows Firewall, which works the same way as Windows Firewall in Windows XP Service Pack 2 (SP2). Windows Firewall in Windows XP SP2 is enabled by default for all of the connections of the computer. However, because the purpose of a server computer is to accept incoming unsolicited traffic, Windows Firewall for Windows Server 2003 SP1 is disabled by default. 

The exception to this behavior is the following: for a new installation of Windows Server 2003 that already includes SP1 (known as a slipstream installation), Windows Firewall is enabled by default for the duration of the Post-Setup Security Updates, a portion of the initial setup of the server computer in which the latest security fixes are downloaded and installed from Windows Update and Automatic Updates are configured. After the Post-Setup Security Updates is complete, Windows Firewall is disabled. If you do not want the Post-Setup Security Updates, you can use the Unattend.txt file or Group Policy to configure Windows Firewall settings. The Post-Setup Security Updates does not occur if there are configured Windows Firewall settings.

You can enable Windows Firewall on a computer running Windows Server 2003 with SP1 manually using the Windows Firewall component of Control Panel, through Group Policy settings as described in Deploying Windows Firewall Settings for Microsoft Windows XP with Service Pack 2, or you can use the new Security Configuration Wizard in Windows Server 2003 SP1. The Security Configuration Wizard is the recommended method to enable and configure Windows Firewall and other security settings on computers running Windows Server 2003 with SP1.

If you enable Windows Firewall interactively after the server computer is up and running, you should restart the server computer. This assures that Windows Firewall can add entries to its exceptions table for the ports opened by programs that correspond to enabled, program-based exceptions. Windows Firewall cannot determine the ports that have been opened by a program if they were opened before the Windows Firewall was started. Various messages for Windows Firewall have been updated in Windows Server 2003 SP1 to remind the computer user to restart the system if Windows Firewall is enabled interactively.

New Global Configuration Options that Apply to All Connections

Windows Firewall in Windows Server 2003 SP1 allows you to configure settings that apply to all the connections of the computer (global configuration). In Windows Server 2003 with no service packs installed, ICF settings are configured per connection, which means that if you want to enable Windows Firewall on multiple connections and configure excepted traffic, you must configure each connection separately. When you change a global Windows Firewall setting, the change is applied to all the connections on which Windows Firewall is enabled.

Windows Firewall in Windows Server 2003 SP1 also allows per-connection configuration. Connection-specific configuration overrides global configuration.

New Set of Dialog Boxes for Local Configuration

The settings for ICF in Windows Server 2003 with no service packs installed consist of a single check box (the Protect my computer and network by limiting or preventing access to this computer from the Internet check box on the Advanced tab of the properties of a connection) and a Settings button from which you can configure excepted traffic, logging settings, and allowed ICMP traffic.

In Windows Server 2003 SP1, the check box has been replaced with a Settings button, which launches the new Windows Firewall component in Control Panel. From the new Windows Firewall dialog box, you can configure general settings, exceptions for programs and services, connection-specific settings, log settings, and allowed ICMP traffic. 

For more information, see Manually Configuring Windows Firewall in Windows XP Service Pack 2, the February 2004 Cable Guy article.

New Operating Mode

With Windows Server 2003 with no service packs installed, ICF is either enabled (allows solicited and excepted traffic) or disabled (allows all traffic).

With Windows Server 2003 SP1, a new operating mode can be selected, which corresponds to the Don’t allow exceptions check box on the General tab of the Windows Firewall dialog box. When Windows Firewall is running in this new mode, all unsolicited incoming traffic is dropped, including excepted traffic. This mode can be used to temporarily lock down computers during a known network attack or when a malicious program is spreading. Once the network attack is over and appropriate updates are installed to prevent future attacks, then Windows Firewall can be placed in the normal operating mode (corresponding to the On option), which allows excepted traffic.

Startup Security

In Windows Server 2003 with no service packs installed, ICF is active on the connections on which it is enabled when the Internet Connection Firewall (ICF)/Internet Connection Sharing (ICS) service is started successfully. Therefore, when a computer running Windows Server 2003 with no service packs installed is started, there is a delay between when the computer is active on the network and when the connections are protected with ICF. This delay makes it possible for the computer to be attacked by unsolicited traffic during startup.

In Windows Server 2003 SP1, there is a startup policy to perform stateful packet filtering, which allows the computer to perform basic networking startup tasks using Dynamic Host Configuration Protocol (DHCP) and Domain Name System (DNS) and communicate with a domain controller to obtain Group Policy updates. Once the Windows Firewall (WF)/Internet Connection Sharing (ICS) service is started, it uses its configuration and removes the startup policy. The startup policy settings cannot be configured.

Excepted Traffic Can be Specified by Scope

In Windows Server 2003 with no service packs installed, the excepted traffic can originate from any IPv4 address. In Windows Server 2003 SP1, Windows Firewall allows you to specify that excepted traffic can originate from one of three scopes: any IPv4 or IPv6 address, an IPv4 or IPv6 address that is directly reachable (based on entries in the IPv4 and IPv6 routing tables), or from a list of one or more IPv4 addresses or IPv4 address ranges. 

For more information about Windows Firewall behavior with different scopes, see Manually Configuring Windows Firewall in Windows XP Service Pack 2, the February 2004 Cable Guy article.

Excepted Traffic Can Be Specified by Application Filename

In Windows Server 2003 with no service packs installed, you manually configure excepted traffic by specifying the set of TCP and UDP ports that correspond to the traffic of a specific application or service. This can make configuration difficult for users that do not know what the set of TCP and UDP ports for the application or service are or how to find them. Also, this configuration does not work for applications that do not listen on a specific set of UDP or TCP ports.

To make the specification of excepted traffic easier, it is possible in Windows Server 2003 SP1 to configure the filename of the program (the application or service). When the program runs, Windows Firewall monitors the ports on which the program listens and automatically adds them to the list of excepted traffic.

To allow you to quickly enable exceptions for commonly allowed incoming unsolicited traffic, Windows Firewall has pre-defined programs for commonly used Windows components and services, such as File and Printer Sharing and Remote Assistance. Additionally, the notification mechanism in Windows Firewall allows local administrators to automatically add new programs to the excepted programs list after being prompted.

Built-in Support for IPv6

Windows Firewall in Windows Server 2003 SP1 includes IPv6-based firewall support on all IPv6 connections. Both IPv4 and IPv6 share the same settings for excepted traffic. For example, if you except file and print sharing traffic, then both IPv4- and IPv6-based unsolicited incoming file and print sharing traffic is allowed.

New Configuration Options with Netsh and Group Policy

With Windows Server 2003 with no service packs installed, the only way to enable or disable ICF is through the Network Connections folder, the Network Setup Wizard, and the Internet Connection Wizard. To configure excepted traffic, you must either use the Network Connections folder or your application must be ICF-aware, in which case it automatically enables excepted traffic when it runs.

With Windows Server 2003 SP1, you have the following additional configuration options: 

Netsh commands 

Netsh is a command-line tool through which you can configure settings for network components. To configure a component, it must support a set of commands through a Netsh context. Windows Server 2003 with no service packs installed has no Netsh context for Windows Firewall. With Windows Server 2003 SP1, you can now configure Windows Firewall settings through a series of commands in the netsh firewall context. Using Netsh, you can create Netsh scripts to automatically configure a set of Windows Firewall settings for both TCP/IP and IPv6. For more information, see Appendix B of Deploying Windows Firewall Settings for Microsoft Windows XP with Service Pack 2. 

New configuration APIs 

With Windows Server 2003 with no service packs installed, there are APIs by which applications can automatically configure excepted traffic and configure ICF settings. With Windows Server 2003 SP1, there are new APIs through which you can configure Windows Firewall for both global and connection-specific settings for all the items that are available through the Windows Firewall Control Panel applet. You can use these APIs to create customized configuration programs that can be run by users on an organization network. For information about the new Windows Firewall APIs, see Windows Firewall in the Windows Software Development Kit (SDK).

Extensive support to configure settings using Group Policy 

To centralize the configuration of large numbers of computers in an organization network that use Active Directory, Windows Firewall settings for computers running Windows Server 2003 with SP1 can be deployed through Computer Configuration Group Policy. A new set of Computer Configuration Group Policy Windows Firewall settings allow a network administrator to configure Windows Firewall operation modes, excepted traffic, and other settings using a Group Policy object. 

When using the new Windows Firewall Group Policy settings, you can configure two different profiles: 

· Domain profile 

The domain profile is the set of Windows Firewall settings that are needed when the computer is connected to the network that contains the domain controllers of the organization. For example, the domain profile might contain excepted traffic for the applications needed by a managed computer on an enterprise network. 

· Standard profile 

The standard profile is the set of Windows Firewall settings that are needed when the computer is not connected to the network that contains the domain controllers of the organization. A good example is when an organization laptop is taken on the road and connects to the Internet using a public broadband or wireless Internet service provider. Because the organization laptop is directly connected to the Internet, the standard profile should contain more restrictive settings than the domain profile. 

For more information, see Deploying Windows Firewall Settings for Microsoft Windows XP with Service Pack 2.

Wireless Provisioning Services 

Wireless Provisioning Services (WPS) are enhancements that extend the wireless client software and the Internet Authentication Service (IAS) to allow for a consistent and automated configuration process when connecting to the following: 

Public wireless hotspots that provide access to the Internet. 

Private organization wireless networks that provide guest access to the Internet. 

When wireless clients connect to a public wireless hotspot and are not already a customer of the wireless Internet service provider (WISP), the user of the wireless client is faced with the challenge of performing the following: 

Configuring network settings to connect to the WISP network. 

Providing identification and payment information to the WISP. 

Obtaining connection credentials. 

Reconnecting to the WISP network after valid credentials have been obtained. 

WPS is designed to simplify, automate, and standardize initial sign-up and subscription renewal so that the user does not have to perform a different set of steps for each wireless provider to which they want to connect.

WPS client side support is provided with Windows Server 2003 SP1 and includes the services and components to automate registration, configuration, and connection to wireless networks that support WPS. WPS server-side support is provided in Windows Server 2003 SP1 as enhancements to IAS to support the wireless client provisioning process. For example, IAS in Windows Server 2003 SP1 sends the location of a provisioning server to wireless clients during the initial connection process.

For more information about how WPS works for a WISP, see Wireless Provisioning Services Overview, the December 2003 The Cable Guy article. For detailed information about deploying WPS, see the Introduction to Deploying Wireless Provisioning Services (WPS) Technology white paper.

Wireless LAN Enhancements

Windows Server 2003 SP1 includes a number of enhancements to support Institute of Electrical and Electronic Engineers (IEEE) 802.11-based wireless local area networks (LANs). These enhancements include the following:

Built-in support for Wi-Fi Protected Access (WPA)

Originally provided for Windows XP, Windows Server 2003 SP1 includes WPA support. If your wireless network adapter and its driver support WPA, you can configure WPA authentication and encryption options from the properties of a wireless network. For more information, see "Changes to the Network Connections Folder" in this article. For more information about WPA, see Wi-Fi Protected Access (WPA) Overview, the March 2003 Cable Guy article.

Updates to wireless Group Policy settings for WPA authentication and encryption options

The Wireless Network (IEEE 802.11) Policies Group Policy extension has been updated for WPA-related encryption and authentication options. These updates allow you to configure the same authentication and encryption options and in the same way as on the updated Association tab when configuring a Wi-Fi Protected Access (WPA)-capable Windows wireless client. The new Group Policy settings for WPA authentication and encryption options are supported by computers running Windows XP with SP1 and the WPA Wireless Security Update in Windows XP, Windows XP with SP2, or Windows Server 2003 with SP1. For more information about the Wireless Network (IEEE 802.11) Policies Group Policy extension, see Configuring Wireless Settings Using Windows Server 2003 Group Policy, the July 2003 Cable Guy article.

Wireless Provisioning Services (WPS)

WPS is a set of wireless client extensions that allow for a consistent and automated configuration process when connecting to public wireless hotspots that provide access to the Internet or to private organization wireless networks that provide guest access to the Internet. For more information, see "Wireless Provisioning Services " in this article.

Wireless Network Setup Wizard

The Wireless Network Setup Wizard steps you through the configuration of wireless network settings and then writes that configuration to a Universal Serial Bus (USB) flash drive, which you can then use to configure other wireless devices. For more information, see The New Wireless Network Setup Wizard in Windows XP Service Pack 2, the June 2004 Cable Guy article.

Wireless Configuration service logging

Windows Server 2003 supports detailed logging for various components to troubleshoot the wireless authentication process. You can enable logging for specific components or for all components by using the netsh ras set tracing command. Windows Server 2003 SP1 now includes tracing for the Wireless Configuration service, which is responsible for detecting and attempting to connect to preferred wireless networks. To see the Wireless Configuration service logs, type netsh ras set tracing * enabled at a command prompt to enable logging for all components. Disable and then enable your wireless network connection in the Network Connections folder. Then, view the Wzcdlg.log and Wzctrace.log files in the %SystemRoot%\Tracing folder. To disable tracing for all components, type netsh ras set tracing * disabled at a command prompt.

New Repair functionality for wireless connections

The Repair capability has been enhanced in Windows Server 2003 SP1 for wireless connections. You can access the Repair capability through the Repair context menu option of a connection or from the Repair button on the Support tab of the Status dialog box of a connection. When you repair a wireless connection, it is disabled and re-enabled, which clears many error conditions on wireless network adapters.

Changes to default 802.1X authentication behavior

To prevent possible issues with 802.1X authentication being enabled and then automatically disconnecting the wireless client when the 802.1X authentication process fails, Windows Server 2003 SP1 now automatically disables 802.1X authentication on the Authentication tab of the properties of a wireless network when you manually configure an encryption key.

New choose a wireless network dialog box

The Choose a wireless network dialog box in Windows Server 2003 SP1 has been greatly enhanced to indicate much more than just the wireless network name, also known as the Service Set Identifier (SSID), and the type of wireless network (infrastructure vs. ad-hoc). For more information, see the "New Wireless Network Connection Dialog Box" section in this article.

Changes to wireless connection and wireless network properties in the Network Connections folder

Many enhancements have been made to the properties of a wireless connection and to the properties of a wireless network in the Network Connections folder. For more information, see "Changes to the Network Connections Folder" in this article.

Changes to wireless connection process and status reporting

To make the wireless connection state more meaningful and to better inform you of the capabilities of the connection, the reporting of the status of the wireless connection process has been enhanced. For more information, see "Improvements in Reporting the Status of a Wireless Connection" in this article.

New Choose a Wireless Network Dialog Box

The new Choose a wireless network dialog box, previously known as the wireless network adapter dialog box in Windows Server 2003 with no service packs installed, presents you with a list of wireless networks that have been detected, allowing you to select a wireless network connection by name and attempt to connect to it. 

The following figure shows the new Choose a wireless network dialog box.
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In Windows Server 2003 with no service packs installed, the previous dialog box only displayed the name of the network and whether it was an infrastructure mode or ad hoc mode network.

The new Choose a wireless network dialog box in Windows Server 2003 SP1 displays the following for each detected wireless network:

The type of wireless network

An antenna icon indicates an infrastructure mode wireless network. The icon with two wireless client computers indicates an ad hoc mode wireless network. An icon for the logo of a wireless Internet service provider indicates that the wireless network uses WPS to automate and secure registration.

The wireless network name

The wireless network signal strength 

This was previously only available from the General tab of the status of the wireless connection after connecting to a wireless network.

Whether the wireless network has security enabled (the lock icon and the "Security-enabled wireless network" label)

The status of the wireless network to which the wireless client is connected (the "Connected" label)

Whether the wireless network is a preferred network (the star icon)

From the Choose a wireless network dialog box, you can also do the following:

Perform another scan of wireless networks within range by clicking the Refresh network list network task

Start the Wireless Network Setup Wizard by clicking the Set up a wireless network for a home or small office network task

Display the Wireless Networks tab of the wireless connection to change the order of preferred networks and perform other advanced configuration settings by clicking the Change the order of preferred networks related task

Display the properties of the wireless connection by clicking the Change advanced settings related task

Changes to the Network Connections Folder

Changes to dialog boxes for a wireless connection in the Network Connections folder include the following:

Updated Wireless Networks tab for the properties of wireless network adapter

The list of available networks has been replaced with the View Wireless Networks button, which displays the new Choose a wireless network dialog box when clicked.

Updated Association tab for the properties of a wireless network

The Wireless network key (WEP) section is now named Wireless network key and the Data encryption (WEP enabled) and Network Authentication (Shared mode) check boxes are replaced with drop-down boxes that allow you to select WEP and WPA options.

New Connection tab for the properties of a wireless network

The Connect when this network is within range checkbox specifies whether you want the wireless client to automatically connect to this network when it is in range (the default setting) or you want to connect to this network on demand, by double-clicking on it from the Choose a wireless network dialog box.

Updated wireless connection status dialog box

The Status dialog box for a wireless connection has been modified to show the name of the wireless network to which the connection is connected and provides a button to display the Choose a wireless network dialog box.

For more information about 802.11 authentication and encryption, see IEEE 802.11 Wireless LAN Security with Microsoft Windows XP.

Improvements in Reporting the Status of a Wireless Connection

When a wireless client running Windows Server 2003 with SP1 attempts a wireless connection, it goes through the following authentication states, which are indicated in the Choose a wireless network dialog box, as the status of the wireless connection in the Network Connections folder, and in the new wireless connection Status dialog box:

Validating identity

Credentials are required for connecting to the wireless network.

Attempting to authenticate

Credentials are being exchanged with the wireless network to authenticate a wireless connection.

Authentication did not succeed

The credentials for connecting to the wireless network were not valid and authentication has failed.

Connected

The credentials for connecting to the wireless network are valid.

Once authentication has succeeded, a wireless client running Windows Server 2003 with SP1 then attempts to obtain a valid IP address configuration and goes through the following states, which are indicated in the Choose a wireless network dialog box, as the status of the wireless connection in the Network Connections folder, and in the new wireless connection Status dialog box:

Acquiring network address

An IP address configuration is being obtained using the Dynamic Host Configuration Protocol (DHCP).

Limited or no connectivity

A DHCP server was not contacted and an Automatic Private IP Addressing (APIPA) address from the range 169.254.0.0/16 was assigned. This state is not shown for wireless ad-hoc networks, which typically do not have DHCP servers. Instead, the status of the connection is displayed as “Connected.”

Connected

A DHCP server was contacted and a valid IP address configuration was obtained.

These improvements give the user and the network troubleshooter more information about how the wireless connection is progressing, from the initial association to the allocation of a valid IP address.

If the wireless connection obtains an APIPA address, Windows Server 2003 SP1 warns you with the following message in the notification area of the desktop: "The connection has limited or no connectivity. You might not be able to access the Internet or some network resources. For more information, click this message." When you click on the message, Windows Server 2003 SP1 displays the Support tab of the Status dialog box for the wireless connection, from which you can view additional details or attempt to repair the connection.

Additionally, the wireless connection icon in the notification area has been updated to have a slightly different look than other networking icons. Windows Server 2003 SP1 shows the connection in the following states:

Disconnected  The normal wireless connection icon is displayed with an overlaid red "X".

Connecting (authenticating and obtaining an IP address)  The normal wireless connection icon is displayed with an animated amber ball moving back and forth.

Warning (APIPA address configuration)  The normal wireless connection icon is displayed with an overlaid yellow yield symbol.

Connected (authenticated and valid IP address obtained)  The normal wireless connection icon is now animated, showing when traffic is sent or received.

Rqs.exe and Rqc.exe Now Included for Network Access Quarantine Control 

Network Access Quarantine Control delays normal remote access to a private network until the configuration of the remote access computer has been examined and validated by an administrator-provided script. When a remote access computer initiates a connection to a remote access server, the user is authenticated and the remote access computer is assigned an IP address. However, the connection is placed in quarantine mode, with which network access is limited. The administrator-provided script is run on the remote access computer. When the script notifies the remote access server that it has successfully run and the remote access computer complies with current network policies, quarantine mode is removed and the remote access computer is granted normal remote access.

Deploying Network Access Quarantine Control requires the use of a notifier component that is run by the script when the remote access computer has successfully passed network policy tests and a listener component that runs on the remote access server. The listener component listens for the notification from the notifier component to remove the remote access client from quarantine mode. 

For Windows Server 2003 with no service packs installed, Microsoft provided an example of a notifier component, named Rqc.exe, with the Windows Server 2003 Resource Kit Tools. Windows Server 2003 SP1 now includes Rqc.exe, which is installed with the Connection Manager Administration Kit component in the Program Files\CMAK\Support folder of the system drive.

To install the Connection Manager Administration Kit on a remote access server running Windows Server 2003 with SP1, do the following:

1. Click Start, point to Settings, click Control Panel, double-click Add or Remove Programs, and then click Add/Remove Windows Components.

2. Under Components, scroll to and click Management and Monitoring Tools.

3. Click Details.

4. Under Subcomponents of Management and Monitoring Tools, click Connection Manager Administration Kit, and then click OK.

For Windows Server 2003 with no service packs installed, Microsoft provided an example of a listener component, named Rqs.exe, with the Windows Server 2003 Resource Kit Tools. Windows Server 2003 SP1 now includes Rqs.exe, which is installed as the Remote Access Quarantine Service component.

To install the Remote Access Quarantine Service on a remote access server running Windows Server 2003 with SP1, do the following:

1. Click Start, point to Settings, click Control Panel, double-click Add or Remove Programs, and then click Add/Remove Windows Components.

2. Under Components, scroll to and click Networking Services.

3. Click Details.

4. Under Subcomponents of Networking Services, click Remote Access Quarantine Service, and then click OK.

Installing the Remote Access Quarantine Service does not automatically start the Remote Access Quarantine Agent service. As the network administrator, you must decide the best time to start the service in relation to the configuration of the Routing and Remote Access service. The Remote Access Quarantine Agent service depends on the Routing and Remote Access service. However, when the Routing and Remote Access service is restarted, the Remote Access Quarantine Agent service is not automatically restarted. You must manually restart the Remote Access Quarantine Agent service.

Part of setting up the Remote Access Quarantine Agent is configuring the script version strings, which must match the script version string configured on the Rqc.exe command line as run from the quarantine script. Rqs.exe can be configured to accept multiple script version strings. You must manually modify the registry of the remote access server to specify the allowed script version strings.

To modify the script version strings, use the Windows Registry Editor (Regedit.exe) to modify the HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\rqs\AllowedSet registry entry (type REG_MULTI_SZ). By default, the value of AllowedSet is set to "RASQuarantineConfigPassed". For multiple allowed script version strings, type the strings on separate lines in the Edit Multi-String dialog box when modifying the AllowedSet entry.

By default, Rqs.exe listens for notifications from Rqc.exe on TCP port 7250. To change the default TCP port, create the HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\rqs\Port registry entry (type REG_DWORD) and set it to the desired port. Restart the Remote Access Quarantine Agent service so that the changed port number takes effect. Make sure that the port you configure for Rqs.exe is the same TCP port that Rqc.exe uses to send its notifications.

For more information about deploying Network Access Quarantine Control, see Network Access Quarantine Control in Windows Server 2003.

For examples of Network Access Quarantine Control scripts, see the free sample scripts for verifying client configuration for VPN Quarantine download.

Updates to IPv6

Windows Server 2003 SP1 includes the following updates to IPv6: 

Windows Firewall support 

Windows Firewall includes support for blocking and excepting incoming IPv6 traffic.

Teredo

When connecting to the Internet, some computers are behind network address translators (NATs), which translate traffic between private addresses used on private and public addresses used on the Internet. Teredo, also known as IPv6 NAT traversal, is an IPv6/IPv4 transition technology that provides unicast IPv6 connectivity across the IPv4 Internet when the communicating peers are separated by one or more NATs. 

When you install the IPv6 protocol on a computer running Windows Server 2003 with SP1, the Teredo component is automatically enabled. For the status of the Teredo component, type the netsh interface ipv6 show teredo command. 

For more information about Teredo, see IPv6 Features in the Advanced Networking Pack for Windows XP, the April 2003 The Cable Guy article.

Windows Sockets Enhancements

Windows Sockets (Winsock), the Windows network socket facility for applications, is extensible by a mechanism known as a Layered Service Provider (LSP). Winsock LSPs are available for a wide range of useful purposes, including Internet parental controls and Web content filtering. In previous versions of Windows Server 2003, removing a malformed LSP could result in corruption of the Winsock catalog in the registry, potentially resulting in a loss of all network connectivity. Winsock now has the ability to self-heal after a user uninstalls such an LSP.

There are also two Winsock Netsh commands:

netsh winsock show catalog
This command displays the list of Winsock LSPs that are installed on the computer.

netsh winsock reset catalog
This command resets the Winsock catalog to the default configuration. This can be useful if a malformed LSP is installed that results in loss of network connectivity. While use of this command can restore network connectivity, it should be used with care because any previously-installed LSPs will need to be re-installed.

Netstat –b Option 

The Netstat tool displays a variety of information about active TCP connections, ports on which the computer is listening, Ethernet statistics, the IP routing table, and IPv4 and IPv6 statistics. In Windows Server 2003 SP1, the Netstat tool supports a new –b option that displays the set of components that are listening on each open TCP and UDP port. 

Prior to Windows Server 2003 SP1, you can use the –o option to display the set of ports being listened on and the corresponding process ID (PID). You can then look up the PID in the display of the tasklist /svc command to discover the name of the process that owns the port. However, in some cases, there are multiple services within a single process, and it was not possible to determine which service within the process owned the port.

With the –b option, Netstat displays the TCP or UDP port, the file names corresponding to the components of the service that owns the port, and the PID. From the file names and PID, you can determine which of the services in the display of the tasklist /svc command owns the port.

Enhancements to TCP/IP

TCP/IP in Windows Server 2003 SP1 has the following enhancements:

SYN attack protection is enabled by default

New SYN attack notification IP Helper APIs

Smart TCP port allocation 

Registry setting for ICMP host routes

SYN Attack Protection is Enabled By Default

A TCP Synchronize (SYN) attack is a denial-of-service attack that exploits the retransmission and time-out behavior of the Synchronize-Acknowledgement (SYN-ACK) segment during the TCP three-way handshake to create a large number of half-open TCP connections. Depending on the TCP/IP protocol implementation, a large number of half-open TCP connections could do any of the following:

Use all available memory.

Use all possible entries in the TCP Transmission Control Block (TCB), an internal table used to track TCP connections. Once the half-open connections use all the entries, further connection attempts are responded to with a TCP connection reset.

Use all available half-open connections. Once all the half-open connections are used, further connection attempts are responded to with a TCP connection reset.

To create a large number of TCP half-open connections, attackers send a large number of SYN segments, each from a spoofed IP address and TCP port number. Each spoofed IP address and TCP port number are for a process that does not respond to the SYN-ACKs being sent by the attacked host. SYN attacks are typically used to render Internet servers inoperative.

To mitigate the impact on a host experiencing a SYN attack, TCP/IP minimizes the amount of resources devoted to incomplete TCP connections and reduces the amount of time before abandoning half-open connections. When a SYN attack is detected, TCP/IP in Windows Server 2003 and Windows XP lowers the number of retransmissions of the SYN-ACK segment and does not allocate memory or table entry resources for the connection until the TCP three-way handshake has been completed.

You can control SYN attack protection through the SynAttackProtect registry entry at HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Tcpip\Parameters (type REG_DWORD). You set SynAttackProtect to 0 to disable SYN attack protection and to 1 to enable it. 

For TCP/IP in Windows XP (all versions) and Windows Server 2003 with no service packs installed, SynAttackProtect is set to 0 by default. For TCP/IP in Windows Server 2003 SP1, SynAttackProtect is set to 1 by default.

For more information about TCP connection behavior and related registry entries, see Microsoft Windows Server 2003 TCP/IP Implementation Details.

New SYN Attack Notification IP Helper APIs

To allow an application to notify network administrators that a SYN attack is taking place, the IP Helper API supports new SYN attack notification APIs named NotifySecurityHealthChange and CancelSecurityHealthChangeNotify. For more information, see the Microsoft Developer Network (MSDN).

Smart TCP Port Allocation 

When a TCP peer initiates a TCP connection termination and the connection termination completes, the TCP connection enters the TIME WAIT state. Once the TIME WAIT state is reached, TCP must wait twice the maximum segment lifetime (MSL) before a connection with the same set of socket addresses can be created. The set of socket addresses consist of the combination of the source and destination IP addresses and source and destination TCP ports. The MSL is the maximum amount of time a TCP segment can exist in an internetwork, and its recommended value is 120 seconds. This delay prevents a new connection’s TCP segments that are using the same set of socket addresses from being confused with duplicated TCP segments of the old connection.

The TCP port for a connection in the TIME WAIT state is considered an available port and can be assigned for use by an application. This can lead to the following situation:

1. An application requests any available TCP port.

2. TCP/IP assigns a TCP port to use for the application socket.

3. The application attempts to open a socket with a specific destination IP address.

4. The application establishes a TCP connection and sends data.

5. The application terminates the TCP connection.

6. TCP/IP places the application's TCP connection in the TIME WAIT state until twice the MSL has passed.

7. The same application requests another available TCP port.

8. TCP/IP assigns a TCP port to use for the application socket. Because the port for the connection in the TIME WAIT state is considered available, it can be chosen as the next port to assign to the requesting application.

9. Assuming that TCP/IP assigns the same TCP port number, the application attempts to open a socket with the same destination IP address.

10. Because the connection is using the same set of socket addresses as the connection in the TIME WAIT state, TCP/IP indicates an error to the application.

You can mitigate this situation through the following:

Setting the MaxFreeTWTcbs registry entry at HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Tcpip\Parameters (REG_DWORD type) to a lower value. The value of MaxFreeTWTcbs controls the number of connections that can be in the TIME WAIT state. Once this number is exceeded, the oldest connection is automatically removed from the TIME WAIT state.

Setting the TcpTimedWaitDelay registry entry at HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Tcpip\Parameters (REG_DWORD type) to a lower value. The value of TcpTimedWaitDelay determines the length of time that a connection stays in the TIME WAIT state.

However, lowering the value of these registry entries is contrary to the original design of TCP and the MSL.

For more information about these registry entries, see Microsoft Windows Server 2003 TCP/IP Implementation Details.

To prevent an application from creating a connection with the same set of socket addresses of a connection that is in a TIME WAIT state, TCP/IP in Windows Server 2003 SP1 has implemented a smart TCP port allocation algorithm. When an application requests any available TCP port, TCP/IP first attempts to find an available port that does not correspond to a connection in the TIME WAIT state. If a port cannot be found, then it picks any available port. 

This new behavior makes it much more unlikely that an application will be assigned a TCP port that is in the TIME WAIT state when connecting to the same destination. You no longer need to modify the values of the MaxFreeTWTcbs and TcpTimedWaitDelay registry entries.

Registry setting for ICMP host routes

TCP/IP for Windows Server 2003 SP1 supports a new registry setting that restricts the number of host routes that can be added to the local IP routing table by receiving Internet Control Message Protocol (ICMP) Redirect messages. The new registry setting is HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\MaxICMPHostRoutes (REG_DWORD type). MaxICMPHostRoutes has a default value of 1000. You should not change this value unless the computer needs to be able to add a large number of host routes by receiving ICMP Redirect messages.

Summary

This article detailed enhancements and new features in networking services and components of the Windows Server 2003 family that provide for easier setup, configuration, and deployment, improved Internet and network access connectivity, changes to protocols, improved network device support, and network service enhancements.

Related Links

See the following resources for further information:

Introducing the Windows Server 2003 Family at http://www.microsoft.com/windowsserver2003/evaluation/overview/family.mspx.

What's New in Networking and Communications at http://www.microsoft.com/windowsserver2003/evaluation/overview/technologies/networking.mspx.

Microsoft Windows – IPv6 Web Site at http://www.microsoft.com/ipv6.

Microsoft Windows – Wi-Fi Web Site at http://www.microsoft.com/wifi.

Microsoft Windows – VPN Web Site at http://www.microsoft.com/vpn.

Microsoft Windows – IAS Web Site at http://www.microsoft.com/ias.

Microsoft Windows – IPsec Web Site at http://www.microsoft.com/IPsec.

Microsoft Windows – DHCP Web site at http://www.microsoft.com/dhcp.

For the latest information about the Windows Server 2003 family, see the Windows Server 2003 Web site at http://www.microsoft.com/windowsserver2003/default.mspx.
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