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Slide 1 Understanding Group Policy on Windows Server 2003.

Hello and Welcome to this Microsoft TechNet session on Understanding Group Policy on Windows Server 2003. My name is Peter Lammers

Here is what will be covered today.

Slide 2 What we will cover:

Topics for this session are:

Group Policy Concepts.  In this section you will become acquainted with Group Policy, what it can do for you, how it works and some of the terminology used in discussing it.

Linking and Order of Precedence.  In this section you will look at how Group Policy Objects are linked to Active Directory structures and how they get evaluated

Group Policy Management Console is a new tool for helping you administer Group Policy.  It adds a great deal of functionality.

Administrative Templates have changed since Windows 2000 and require less fuss.  This section will help you understand the changes.

Designing a Security Policy.  In this section we will discuss how to use Group Policy to raise the level of security for users and computers and to harden your servers against vulnerabilities.

Domain Level Settings.  Some settings can and should be set at the domain level rather that anywhere else.  Here we will discuss those settings

Software Restrictions Through GPO.  In this section we will look at how to control what software can be run.  This is especially helpful for controlling dangerous and time wasting software.

Hardening Servers.  Microsoft has some well thought out recommendations on hardening your servers against attack.  We will look at some of those.

OU Structure.  Your OU structure has a big impact on how efficiently Group Policy works.  We will look at some recommendations.

Here is what you should have knowledge and experience with to get the most out of this session.
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To get the most out of this session you should have the following knowledge and experience:

Experience supporting Windows servers

Experience supporting Microsoft networks

Familiarity with the Windows server user interface

Understanding of Active Directory concepts

This is the session agenda.
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This is the agenda for this session.  The first item is a review of Windows Server 2003 Group Policy and an overview of the new Group Policy Management Console (GPMC).

The final demo reviews Security Policies, policies that are set at the domain level and how to design a security policy. 

Let’s start with a look at what Group Policy is and how you can use it.
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The Group Policy management solution in Windows Server 2003 allows administrators to define configurations for both servers and user machines. Local policy settings can be applied to all machines, and for those that are part of a domain, an administrator can use Group Policy to set policies that apply across a given site, domain, or range of organizational units (OUs) in the Active Directory structure. Support for Group Policy is available on machines running Microsoft Windows 2000 (Server or Professional), Windows XP Professional, and Windows Server 2003. 

Instead of employing desktop support to visit clients to install Office 2003, you can create an Office 2003 software package and deploy it to your target audience using Active Directory and Group Policy. 

You can use Group Policy to enforce Folder Redirection for all users ensuring company data is properly located on a file server for security and disaster recovery purposes.

Group Policy is highly flexible, allowing you to customize configurations by including options for registry-based policy settings, security settings, software installation, user environment (desktop and menu) control, and Internet Explorer maintenance. 

Group Policies are capable of easing your administrative job.
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Group Policy can help administration by automating such tasks as security, password enforcement, start services, change the users desktop and control what software they use. The most commonly used features for policies are:

Group Policy can be used to redirect the locations of certain folders such as My Documents, Application Data and Start Menu.  This enables users to keep their own files when they use different computers at different times.

There are certain things that you may not want the average user to do, such as accept certificates from web sites or run registry editing tools.  You can create a Group Policy to restrict users from doing things like this.

At times it is advantageous to force certain icons to the users desktop, or alternatively to remove other icons from the desktop.  Again, Group Policy can automate this task for you.

Group policy can be used to control applications that are inherent to Windows, such as Internet Explorer, NetMeeting, Windows Media Player, Help, Windows Update, etc.

Group policies are applied in a specific order.
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Group policies applied in the order shown here:

Policies are applied first from the local machine policy level of the computer.
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After that, any GPOs are applied at the site level…
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…and then at the domain level.
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If the server is nested in several OUs, GPOs existing at the highest level OU are applied first.  The process of applying GPOs continues down the OU hierarchy.
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The final GPO to be applied is at the child OU level containing the computer or user object. The order of precedence for processing Group Policy extends from the highest OU (farthest from the user or computer account) to the lowest OU (that actually contains the user or computer account). Another way to think of it is to say that the policies closer to the object generally take precedence. There are, of course, ways of altering the order of application of how Group Policy applies. Those will be discussed later. 

If there are multiple policies at the same level, for example, two policies assigned to the OU where the computer object resides, those policies are read bottom to top (when looking at the linked GPOs). The topmost GPO is read last, therefore it takes precedence.

Group Policy settings are configured in Group Policy Objects.
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Group Policy Objects house the policy settings that are to be applied on the target computer.

However, Group Policy Objects are not useful until they are linked to a site, domain, or Organizational Unit. This is defined as Scope of Management, or SOM, and the phrase “Scoping a GPO” is often employed to describe applying a GPO to a specified target by linking it to a SOM. Links are not part of a GPO, they are part of the SOM. 

Group Policy can be filtered based on links to a SOM. Enforcing a GPO link is an example of forcing a policy setting to Child OUs even if they have configured the OU to Block Inheritance of the Parent OU’s policies. You have granular control policy deployment by linking and filtering GPOs.

The Group Policy Management Console better illustrate the difference between a GPO and a link.

Let’s look at the tool you will use to manage GPO’s, the Group Policy Management Console
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The Group Policy Management Console is new in Windows 2003.  It replaces the old Group Policy Manager snap-in in Windows 2000 and adds new features and functionality.

The user interface that makes Group Policy much easier to use.  It puts all aspects of policy management into one console. You can navigate domains, and policy related objects in the console tree. 

Slide 14 Windows Server 2003 Group Policy Group Policy Management Console

On the Scope tab, you can view all sites, domains, and OUs linked to a selected GPO.
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 The Security Filtering section lets you see at a glance which to which users, groups, and computers the GPO is applied.
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You can use Windows Management Instrumentation filters to control the application of GPOs. WMI filters are an additional tool used for exception management.  In other words, to prevent the application of a GPO to a target group. WMI filters require additional processing and should be used sparingly. Your OU and GPO design should provide good enough account separation so that you don’t have to use very many WMI filters. Each GPO can be linked to one WMI filter; however, the same WMI filter can be linked to multiple GPOs. 
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The Details tab lets you see specific details about the GPO, such as the owner, creating and last modification dates, and whether or not the GPO is enabled.
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The Settings tab lets you drill down and view specific components of the GPO, such as which user or computers policies are defined and enforced.
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On the delegation tab, you can view the permission details for the GPO. 

The GPMC will be used extensively in the first demonstration.
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Group Policies can be an intimidating technology. The next few slides will explain how Group Policy works. A demonstration presented later will show how Group Policy works as applied to a real policy.

The Administrative Template Extension is used by the Group Policy Object Editor to configure settings in a Group Policy Object. GPOs are settings that are applied by modifying the registry on target computers.

The Administrative Template Extension consists of a server-side snap-in that is loaded by default in Group Policy Object Editor. The server-side snap-in loads a predefined set of Administrative Template files, which are text files with a .adm extension, that define the registry settings that can be configured in a Group Policy object.

The Administrative Template Extension also consists of a client-side extension that writes policy settings that manipulate registry keys on target client computers.

.ADM files consist of categories and subcategories that define how the options are displayed through the Group Policy Object Editor.
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The purpose of .adm files is to enable a user interface to configure policy settings. .Adm files do not contain actual policy settings; these are contained in registry.pol files located in the Sysvol directory on the domain controllers.

These files contain all the settings initially displayed in the Administrative Templates node. It’s possible to create custom administrative templates or edit the previous templates to configure settings that are not available in the current templates.

By default, Windows Server 2003 loads the following administrative template files: 

System.adm -  Provides policy settings to configure the operating system. This template includes polices such as removing run from the start menu.

Inetres.adm - Provides policy settings to configure Internet Explorer.  Inetres allows for configuration of IE settings such as disabling pages in the Internet Control Panel.

Conf.adm - Provides policy settings to configure NetMeeting.  This template adds polices such as preventing users from sharing their desktops.

Wmplayer.adm - Provides policy settings to configure Windows Media Player. This template allows you to control things like the users ability to change the networking information.

Wuau.adm - Provides policy settings to configure Windows Update such that the user can not change the settings for automatic updates. 

Administrative Template files are stored in two locations by default: inside GPOs in the Sysvol folder and in the Windows\inf directory on the target computer.

When the Group Policy Object Editor is started and used to edit Internet Explorer settings, the Inetres.adm file is used to display configuration settings…
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Here is the how the Internet Explorer administrative template works. 

First, here’s the SYSVOL folder on a domain controller. You can see the policy file structure. The folder containing the policy in SYSVOL is named the GUID (Globally Unique Identifier) of the GPO. You can see the ADM folder in the details pane. This policy is associated the Finance GPO.
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If you click the ADM folder, you can see the templates in the details pane. The inetres.adm file is highlighted.
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The inetres.adm file used to define the settings for Internet Explorer. The adm file is a simple text file. Here is the reference to hiding the Connections tab in Internet Explorer.
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The inetres.adm file is used to present the configuration options in the Group Policy Object Editor. 
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The setting is configured to ‘Enabled’ for Disabling the Connections page Properties. 

When editing a GPO, settings are saved to the registry.pol file located in the GPO.
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When you close Group Policy Object Editor, the temporary registry hives are exported to the Registry.pol files in the appropriate folders of the Group Policy template: \Machine and \User. 
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Registry.pol files contain the Administrative Templates policy settings that are to be applied to the computer or user portion of the registry.

In contrast to .adm files, the Registry.pol files contain the actual Group Policy settings used by the Group Policy engine during processing. Registry.pol files contain instructions to add or delete registry keys, corresponding to the policy settings you specify in Group Policy Object Editor..

Performing the first series of demonstrations will better illustrate the aforementioned concepts.
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 Demo

Prior to discussing the new Group Policy Management Console, a review of Group Policy and its benefits are in order. 

Group Policy offers wide scale management of users and workstations at site, domain, and organizational unit levels to reduce overall management costs.

Group Policy offers a high degree of flexibility, allowing you to customize configurations, such as delivering a specific piece of software to specialized users based on their membership in an OU.

Besides users and workstations, servers can be managed via Group Policy through server-specific operational and security settings.

The Group Policy Management Console (GPMC) is a new tool for Group Policy Management that simplifies management by providing a single place for managing core aspects of Group Policy. The GPMC is a unified tool for administering Group Policies in and across domains. Ediging policies is still done with the Group Policy Object Editor which is launched from the GPMC.  Resultant Set of Policies (now called Group Policy modeling and planning is incorporated into the GPMC. If you edit Group Policy through the Group Policy tab in Active Directory Users and Computers, this tab will now launch the GPMC.

You should use the GPMC for managing Group Policy because it offers simplified management and additional functionality such as full access to Group Policy creation and linking. More will be shown throughout this demonstration.

First an introduction of how the GPMC is organized and how to connect to and display various levels within Active Directory.

The first time GPMC is started, it loads the forest and domain which the logged on user belongs. You can then view other forests and domains that your account has permissions for. 

By default it connects to PDC Emulator of the Domain that the machine resides in.

The GPMC can connect to any domain controller within the domain. Its best practice to use the PDC Emulator to avoid conflicts in case an object is edited by two parties simultaneously. However, if you are in a remote site, you can connect to a local domain controller to perform Group Policy management to improve performance.

Sites can be shown in the GPMC. By default, sites are not shown to speed up console performance by not having it enumerate site information.

Group Policy Modeling is a new Group Policy management feature. This allows the user to simulate policy settings applied to users and computers via Group Policy before actually applying the policies. This feature is known as Resultant Set of Policy – Planning Mode in Windows Server 2003. This feature requires at least one domain controller in the forest running Windows 2003, since the simulation is performed by the Resultant Set of Policy Provider service that is only present on domain controllers running Windows Server 2003.

Group Policy Results allows to you to access the Resultant Set of Policy – Logging Mode capabilities. Group Policy Results represents the actual resultant set of policy that is applied to a given user and computer. You can only obtain Group Policy Results data from computers that are running Windows XP, Windows Server 2003 and later. Group Policy Results will be explored later in this presentation.

The view in GPMC is similar to the view in Active Directory Users and Computers in that it shows the Organizational Unit hierarchy. 

The GPMC differs from this snap-in because, instead of showing users, computers, and groups in the OUs, it displays the GPOs that are linked to each container, as well as the GPOs themselves.

Each domain node in GPMC displays the following items:

All GPOs linked to the domain.

All top-level OUs and a tree view of nested OUs and GPOs linked to each of the OUs.

The Group Policy Objects container showing all the GPOs in the domain.

The WMI filters container showing all WMI Filters in the domain.

The Group Policy Object Editor is used to define the settings in a Group Policy Object. Editing the Default Domain Policy will help review the difference between using GPMC to manage GPOs and using the Group Policy Object Editor to define the settings.

Edit User System Configuration to configure a policy that will prevent the Getting Started Welcome Screen from being displayed when users logon. This is a Domain Policy and it will be applied to all users in the domain.

This has been a review of how to edit the User or Computer settings of individual Group Policy Objects.

Group Policy Objects are not useful until they are linked to a site, domain, or OU. This is called the Scope of Management or SOM. 

The settings defined in a GPO are only applied when the GPO is linked to one or more SOMs. The link is not a component of the GPO; it is a component of the SOM to which it is linked. In the GPMC tree view, GPO-links on a given SOM are shown as child nodes of that container.

This distinction between GPOs and GPO-links was not readily apparent in Windows 2000, and a key goal for GPMC was to make this distinction clearer. 

The GPMC user interface distinguishes between GPO-links and GPOs as follows:

The first difference is location in the console tree. Actual GPOs are always shown under the Group Policy Objects node for a given domain, whereas links appear as child nodes of a site, domain, or OU. Note the contents of the details panes for GPOs and GPO-link are identical.

The icons for GPO links have a shortcut icon, to indicate that they are pointers to another object. For example, note the Default Domain Controllers Policy GPO-link. The icon for this link has a shortcut icon to differentiate it from the icon for the actual Default Domain Controllers Policy GPO under Group Policy Objects.

The context menu that appears when you right click in the tree view is different depending on whether you are managing a GPO-link or a GPO. Right clicking a GPO exposes options that are primarily relevant for the actual GPO (such as backup and restore), whereas right clicking a GPO-link exposes options that are relevant to managing the link (such as “Enforced”). Note that some options, such as “Edit” are available on both context menus.

Multiple GPOs may be applied to a user or computer. The final policies that are applied are determined by the order of the policies. When there is a conflict of settings, the last policy applied usually takes precedence. There are exceptions to this statement that will be further discussed in this demonstration.

GPOs processed last have highest precedence. GPOs follow the SDOU rule for processing; site first, then domain, and then followed by OU, including nested OUs. A nested OU is one that has another OU as its parent. 

In the case of nested OUs, GPOs associated with parent OUs are processed prior to GPOs associated with child OUs. 

In this processing order, sites are applied first but have the least precedence. OUs are processed last and have the highest precedence. 

The Sales Team OU is a child of the Sales and Marketing OU. If there is a GPO-link bound to the Sales and Marketing OU that configures users with setting A, and there is a GPO-link bound to the Sales Team OU that configures users with setting B, a user in the Sales Team OU will receive setting B.

When a container has multiple GPO links, you can use GPMC to manipulate the link order for that container. GPMC assigns each link a Link Order number; the GPO link with Link Order of 1 has highest precedence on that container. 

The Marketing Security GPO’s settings will now take precedence if there are conflicting settings with Marketing User and Marketing Desktop.

You can use GPMC to block inheritance. This is the ability to prevent an OU or domain from inheriting GPOs from any of its parent containers. 

Enforced GPO links will always be inherited. This is will be expanded upon a little bit later.

The Sales Team OU has been set to Block Inheritance of any GPOs applied because it is a child OU of Marketing.

You can see that there is an exclamation mark over the Sales Team OU icon.

You can use GPMC to set GPO links to Enforced (previously known as "No Override"). This is the ability to specify that settings in the GPO should always be enforced. That means they will take precedence over any GPOs with conflicting settings that are linked to child containers, and by preventing them from being blocked. Enforcing a GPO link works by moving that GPO to the end of the processing order.

The Marketing Security GPO-link has been set to Enforced because it’s important to appropriately secure the desktop environment.

Note that there is a padlock now on the Marketing Security GPO-link.

You can also use GPMC to enable or disable a GPO link. If you enable a GPO link, Group Policy processes the linked GPO. If the link is not enabled, Group Policy does not process the linked GPO.

The Marketing User GPO-link was enabled, and has now been disabled. Note the icon is now grayed out. 

You will now re-enable the Marketing User GPO-link.

The link has been enabled. Notice the icon is back to its original state

After using child OUs, enforced, and block inheritance, it can be difficult to determine which Group Policy settings will be applied to a user or workstation. Two tools can be used to determine what setting a user and computer receive: GPResult.exe and Group Policy Results. 

The Group Policy Results (GPResult.exe) command line tool verifies all policy settings in effect for a specific user or computer. You can run GPResult on any remote computer within their scope of management.

Group Policy Results in the GPMC will run reports against any user or computer to verify policy settings. You can run Group Policy Results on any Windows XP or Windows Server 2003 computer within their scope of management.

SalesUser belongs to the Sales Team OU. As a member of this OU, the SalesUser inherits Marketing and Sales OU settings as well any settings applied at the Sales Team OU level.

Earlier, Block Inheritance was enabled on the Sales Team OU. By setting the Sales Team OU, you are preventing the application of Marketing and Sales policy settings from being applied to members of the Sales Team OU.

However, the Marketing Security GPO-link was set to Enforced. 

The Marketing Security GPO has settings for Internet Explorer that need to be set for everyone within the OU.

SalesUser has logged onto SEA-WRK-001. The following demonstration will show SalesUser on SEA-WRK-001 Group Policy settings when running the Group Policy Results tool from a remote system – SEA-DC-01.

On SEA-DC-001, in the GPMC, Group Policy Results will be run to show the effective settings for SalesUser.

A wizard will guide you through the process of generating a report for SalesUser on SEA-WRK-001.

You will have the option of naming the report. 

The summary lists Group Policy for both the computer and the user. By clicking on Group Policy under user, you will see Applied and Denied GPOs. Revision for Applied GPOs is displayed. Reason Denied for Denied GPOs is displayed. 

Here you can see Group Policy objects. You can see GPOs that are applied, such as Marketing Security. You can also see GPOs that are denied. You can also see the reason the GPO is denied.

By clicking on the Settings tab, you will see the settings for Internet Explorer.

The Group Policy Results for SalesUser on SEA-WRK-001 report has been completed.  

The Administrative Template Extension is used by the Group Policy Object Editor to configure the settings in a Group Policy Object. GPOs are settings that are applied by modifying the registry on target clients.

Creating a GPO and showing the associated files is the best way to show how Group Policy works.

Finance needs Internet Explorer settings defined for FinanceUsers. Right click the Finance OU and select Create and Link a GPO here.

Name the GPO Finance User. Afterwards you will see a new GPO-link titled Finance User in the Linked Group Policy Objects tab.

Remember the actual GPO resides in Group Policy Objects, where all GPOs for the domain reside.

When you click a GPO, properties for the GPO appear in the the details pane. 

The Scope tab shows Links, Security Filtering and WMI Filtering. As mentioned earlier, filtering can be used to further refine who receives GPO settings. 

Links is where you can view the container where the GPO-link resides, in this case it is the Finance OU, if the link is Enforced, if the link is Enabled, and the path to the container.

Security Filtering is where you can add security groups to the GPO to filter who receives the GPO settings. Security Filtering will be discussed later in this presentation.

WMI Filtering is used to further refine application of the GPO using scripts to filter potential targets based on devices.

WMI filters can only be applied to Windows 2003 Server or Windows XP. Windows 2000 machines will disregard any WMI Filtering.

The Details tab displays information about the GPO:

Domain where the GPO resides.

Owner of the GPO.

Creation date of the GPO.

The last time the GPO was modified.

The User version of the GPO.

The Computer version of the GPO.

The Unique ID of the GPO. This is the GPO’s GUID – Globally Unique Identifier. Note that the Finance User GPO’s GUID begins with [Read off the first 8 characters under Unique ID]. This number will be used to identify the files associated with this GPO later.

To make GPOs more efficient, you can filter settings based on user or computer settings. The Finance User GPO will be user based Internet Explorer settings. To streamline its application, the GPO Status will be changed to “Computer configuration settings disabled” so that only the user configuration is deployed to target users.

The Settings tab shows there have not been any defined settings for the Finance User GPO.

The Delegation tab is where the Finance User GPO can be delegated to users or groups other than Domain Admins for administrative purposes. 

GPO Delegation will be discussed later in this presentation.

The Group Policy Object Editor uses the .adm files to display settings.

A quick reminder that the purpose of this demonstration is to show the files Group Policy settings use and not how to configure Internet Explorer via Group Policy..

Change Internet Explorer for Finance Users by hiding the Connections tab in the Internet Options panel.

Opening the “Disable the Connections page Properties” uses the inetres.adm file to display the settings.

Enabling this setting will create the associated registry.pol file.

Next, open Windows Explorer and browse to the location of our Finance User GPO files. 

Remember the SYSVOL directory contains Group Policy template files. By default, the folder is located in C:\WINDOWS.

Remember that the GUID of the GPO began with [The GUID that you wrote down in step 19].

Listed amongst GUID’s for other Group Policy templates is the Finance User Group Policy template.

The Gpt.ini file is located at the root of each Group Policy template. Each Gpt.ini file contains the GPO version number of the Group Policy template.

Storing this version number in the Gpt.ini allows the client engine to check if the client is out of date to the last processing of policy settings. If the client side cached version is different from the version in the Group Policy template or Group Policy container, then policy settings will be reprocessed. 

Three folders reside in the Finance User GPO template.

The ADM folder contains the .adm files used to display settings in the Group Policy Object Editor. Here is the inetres.adm file used to configure settings.

The Machine folder contains files related to Computer Configuration settings. None were defined on the Finance User GPO.

The User folder contains the registry.pol file that was recently edited when “Disable the Connection page Properties” was enabled. 

The registry.pol file is used to apply the registry settings on target users and computers.

Log on to the workstation used for this demonstration as FinanceUser to show what files are brought down to the client.

Running GPUpdate.exe will force the latest settings to our client. GPUdate.exe on Windows XP replaces the Secedit /refreshpolicy formerly used on Windows 2000 clients. 

If you type help after GPUdate you will see a list of options that can be run with the tool.

By running GPUdate with the force option, this forces the client to compare the GPT.ini file to see if it has the latest GPO settings in its cache or if it needs to reapply settings.

Launching Internet Explorer and going to Tools | Internet Options will show that the Finance User OU has been applied by showing that the Connections tab is hidden.

This means the registry.pol file was downloaded and applied to the workstation.

GPMC provides extensive capabilities to search for GPOs within a domain. The search feature allows you to search for GPOs based on:

Display name of the GPO.

Whether or not a specific domain contains links to the GPO.

The permission set on the GPO.

The WMI filter that is linked to the GPO.

The type of policy settings that have been set in the User Configuration or Computer Configuration in the GPO, such as folder redirection or security settings. Note that you cannot search based on the individual settings configured in a GPO.

GUID of the GPO.

You can use the Search tool to find GPOs in the Contoso.com that are not linked to a SOM.

Under Search Item, select GPO-links. 

To find unlinked GPOs, specify “does not exist in” for Conditioning.

Leave the value as the domain name, contoso.com.

Click Add to add the search criteria.

Click Search to retrieve the Results.

IT Desktop appears as an unlinked GPO.

IT Desktop is now linked to the IT OU.

Backing up a GPO places all relevant GPO data into a specified file system location. The relevant data includes:

The GPO GUID and domain.

GPO Settings.

The Discretionary Access Control List (DACL) on the GPO.

WMI filter link (but not the filter itself).

A backup operation only backs up components of a GPO that are in the GPO in Active Directory and the GPO file structure in SYSVOL.

Backups can be used to export GPOs to be used in another forest or environment. For instance, a GPO used in a test replica of your production environment can be backed up to file, copied to the production AD DC, and imported into the production environment.

To show the associated file structure of a backed up GPO, the Finance User GPO will be backed up.

In Backup Group Policy Object, the files will be located in C:\GPOBackup.

For a description, use Finance User GPO.

Clicking Backup starts the process.

Opening up Explorer and browsing to the C:\GPOBackup folder will show the backed up contents.

XML files are used for restoring the GPO. Double-clicking on C:\GPOBackup\manifest.xml reveals the pointers for our GPO object.the GPO GUID, the GPO domain, the domain GUID, the GPO domain controller, backup time, the new GUID applied to the backed up GPO, the description given to the name of the backup, and the GPO display name.

A new ID name is given to the backed up GPO. Double-clicking on the ID named folder will show more subdirectories and xml files used for restoring the GPO.

Group Policy can be used to assign software applications to users and computers. 

IT has a new application that requires the latest .NET Framework version to be installed on workstations. Group Policy will be used to assign the software to all workstations in the Finance OU using an IT Desktop GPO.

The .NET Framework version update was downloaded as a self extracting executable file. The file needed to be packaged as a Windows Installer file so Group Policy could be used to deploy the update.

Making the Windows Installer package is out of scope with a Group Policy discussion.

For advanced software publishing, SMS 2003 in combination with Group Policy in Active Directory is recommended.

First, create a share hosting the install files for the .NET Framework version update.

The new folder and share will be called Install Files.

By default the Share and NTFS permissions will allow Users, including the Finance Users, read and execute permissions to the Install Files share.

The .NET Framework install files need to be moved to this directory.

This GPO will be assigned to IT workstations, so all work in the Group Policy Object Editor will be done in Computer Configurations. 

A new package will be created for the .NET Framework version update.

Create a new package.

Note that a UNC path must be specified for file location, even if the Windows Installer file resides on the local hard disk. If you use a local path to indicate the location of the installation files, client computers will look for the same path on their local hard disks.

Select Assigned. 

Publish is not an option for software packages created under Computer Configuration.

Assigning the software specifies that the application is deployed to the user or computer.

Publishing the software publishes the link for the software to be deployed, but does not force the software to the user or computer.

Use Advanced if you need to manually edit the package properties instead of accepting the defaults.

The IT Desktop will now assign the .NET Framework version update to all computers in the IT OU.

You can use the GPMC to define the desktop environment for computers.  In order to reduce the number of user initiated problems, you can lock down or remove certain desktop features that can get users into trouble.  For instance, you can remove the Run command from the start menu, forcing users to use icons to run programs.

You can also remove all icons from the desktop.  This would prevent users from placing shortcuts on the desktop and from saving important files to the desktop where they might not be picked up in an automated back up.

Sometimes users use different workstations each day and they need to have certain folders follow them such as the My Documents folder.  The way to accomplish this is through Folder Redirection.  Folder redirection is accomplished through a GPO.

Looking at a workstation where user1 is logged on, you notice that the Recycle Bin icon is still on the desktop, and user1 can still make changes.  The policy will take effect as soon as user1 logs on.  In order to make sure that the policy has been refreshed, let’s run a command line program called GPUpdate.  This tool forces the policy to refresh without waiting for the normal refresh interval to expire.

As we have discussed, user policies are applied when the user logs in.  So, by logging off and logging back on, the policy is applied.

When the user logs off…

And then back on…

You notice that the Recycle Bin is gone. 

Also, the user cannot right-click the desktop to make changes to display, etc.

Finally, by checking the Start menu, you see that the Run command is no longer present.

FinanceUser’s My Documents have bee redirected to the shared folder on SEA-DC-01 and is now availbe to him no matter which computer he uses.

You can check to see what policies have been applied to FinanceUser back in the Group Policy Management Console.  By taking advantage of the modeling you did earlier, you can drill down to specifics about how the policy was applied to User1.

Notice that two policies have been applied in this case.  The first is the Default Domain Policy and the second is the policy we just modified to restrict the user desktop.  Recall the order of precedence is Site-Domain-Organizational Unit (SDOU).  So the OU policy will have taken precedence.

Now you’ve review the Group Policy Management Console, Group Policy Objects and seen how some simple polices are applied, as well as how GPOs interact with the domain structure.

Slide 30 Agenda

Your organization’s data is subject to various kinds of risk, whether from malicious attacks or user error.  Attackers can disrupt services, gain access to your data, and steal delete or modify information.  The amount of potential loss is huge.  You need to make decisions about how much time, money and effort you need to invest in risk mitigation. This is the agenda for this session.  The next item is Designing a Security Policy.

Let’s look at some concepts regarding security policy
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You can use Group Policy to specify configuration options for account policies such as software restrictions, user rights, password settings, and IPSec, file access and service startup modes.

Account policies can control things like password polices, account lockout, and Kerberos settings.  When you set account policies in active directory, there can only be on account policy for all servers, workstations and domain controllers per domain.  This policy is set at the root of the domain and applies to all computers in the domain.  Account policies are applied to computers even though many of their settings affect users.  Later, we will look at a demo of how to set an account policy that will control password settings.
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Software restrictions allow you to define which programs can and can not be run on a computer.  You can define which kinds of e-mail attachments can be run and who can add trusted publishers.  You can use these restrictions to affect all users on a computer or only certain users.  You can determine that only digitally signed scripts can be run.

In setting software restriction policies, the first step is to default security level for a computer to either Unrestricted or Disallowed.  Unrestricted means that users can run all programs on that computer.  Disallowed means that no programs will run except those that meet the rules you establish.  You can set rules for allowing applications to run based upon rules.  These rules are applied in the following order with Hash rule taking the highest precedence.   First is the Hash rule.  Second is the Certificate rule.  Third is the Path rule.  Fourth is the Internet zone rule.  And last is the Default security level.

The rule that most closely matches the program that is trying to run is the rule that takes precedence.  Although it is possible, it is recommended that you avoid using .dll checking.  This type of checking can add large amounts of overhead, and due to the nature of .dll’s it can give undesired results.
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IPSec policies control the settings for IP Security (IPSec).  In order to configure IPSec settings in the GPO, you must be a member of Domain Admins.  You should be aware that unlike most Group Policies, IPSec policies are not merged with settings in other GPO’s.  The last GPO applied will be the one that determines IPSec settings for that computer. There are several restrictions regarding who can modify or implement IPSec policies.  Also, they behave differently than other policies.  For instance, IPSec policy inheritance can not be blocked without affecting other settings in the GPO.  Also, because IPSec policies are not actually stored in the GPO itself, they can not be backed up, they must be exported and then later imported if needed.  This can be done using the IP Security Policy Management snap in for MMC. 

Next, let’s examine some more policies.
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Local Policies include Audit, User Rights Assignments and Security policies.  Security Options include control for items such as displaying the last logged on username when logging on, prompting users to change passwords, etc.
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Wireless Network configuration policies enable you to create definitions for wireless networks and who can use them.
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File and Registry ACLs gives you the ability to control user access to the registry and to files.
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Service Startup Modes controls what services are started at boot time and whether they are automatic, manual or disabled.
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Public Key Policies control PK issues like certificate enrollment and Trusted Root Authorities as well as the Encrypted File System.

Next, let’s examine what policies can be applied at the domain level and which ones should be.
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Some settings are determined by a GPO at the domain level and are best not set other places.  Unforeseen effects can happen when they are set other than in the domain GPO.  The most common difficulty comes when adding new users or computers.  If these settings are not applied through a GPO, then it is easy to forget to set them at all.  This can result in unpredictable behavior for users.  Setting these policies through a domain level GPO is the simplest and most reliable method of ensuring consistent application of settings.

Normally, you should avoid editing the Default Domain GPO.  There are two  exceptions.  The first is when you are editing account policies such as password, account lockout, and Kerberos policy.  Be aware, however, that when you set these policies in the Default Domain GPO, there can be only one domain account policy for all servers, workstations and domain controllers in that domain.  That policy is applied at the root of the domain.

The second exception to the rule is when assigning local policies for domain controllers.  Local policies such as user rights assignment, audit policy, and security options should be built into the Default Domain GPO.  Not doing it this way can cause application incompatibility problems for server applications.

It is important to plan your IPSec policies well before implementing them.  IPSec policies can be assigned to the GPO of a site, domain, or OU, but only a single local or domain-based IPSec policy can be assigned to a specific computer. For domain-based IPSec policy, it is recommended that you limit the number of rules to 10 or less. Once you have set Domain based IPSec settings, you can create an OU based GPO with IPSec policies, but the OU policies will override the domain policies.  This is different behavior than you might be used to, so plan this carefully.

There are several restrictions regarding who can modify or implement IPSec policies.  Also, they behave differently than other policies.  For instance, IPSec policy inheritance can not be blocked without affecting other settings in the GPO.  Also, because IPSec policies are not actually stored in the GPO itself, they can not be backed up, they must be exported and then later imported if needed.  This can be done using the IP Security Policy Management snap in for MMC. 

File and registry ACLs can be set using GPO.  For instance, you can set a policy to disallow use of registry editing tools.  Using a domain level GPO, you can control who can set registry keys on certain machines.  In the same way, you can control access to files 

In setting software restriction policies, the first step is to default security level for a computer to either Unrestricted or Disallowed.  Unrestricted means that users can run all programs on that computer.  Disallowed means that no programs will run except those that meet the rules you establish.  You can set rules for allowing applications to run based upon rules.  These rules are applied in the following order with Hash rule taking the highest precedence. First, the Hash rule is applied.  Next, the Certificate rule is applied.  Then the Path rule is applied.  Next, the Internet zone rule is applied, and then finally, the Default security level rule is applied.

The rule that most closely matches the program that is trying to run is the rule that takes precedence.  Although it is possible, it is recommended that you avoid using .dll checking.  This type of checking can add large amounts of overhead, and due to the nature of .dll’s it can give undesired results.

Software Restriction policies can be set at the domain level, but it is not necessary to do so.  You can set these policies at the OU level just as well.

Let’s take an example of software restrictions and see how it works.
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This graphic will help illustrate how software restrictions are applied.  In this example, you have defined five rules regarding software restriction: one hash rule, one certificate rule, and three different path rules.

If someone attempts to execute a script called EventQuery.vbs in the System32 directory, then the following software restriction rules apply:

Rule three because EventQuery.vbs is a .vbs file in the System32 folder.  

Rule four because EventQuery.vbs has a .vbs extension, and rule five is applied because EventQuery.vbs is stored in a subfolder of the Windows folder. 
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Rule three is the most specific match for EventQuery.vbs, and because Rule three has a security level of Unrestricted, EventQuery.vbs is permitted to run. 
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Next you have Pagefileconfig.vbs, also in the System32 directory.

Rule one is applied because the hash in the rule matches the hash of Pagefileconfig.vbs.  

Rule 3 is applied because Pagefileconfig.vbs is a .vbs file in the System32 folder.  

Rule 4 is applied because Pagefileconfig.vbs has a .vbs extension.  

Rule 5 is applied because Pagefileconfig.vbs is stored in a subfolder of the Windows folder. 
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Example of how software restrictions work

Rule one is the most specific match for Pagefileconfig.vbs, and because rule one has a security level of Disallowed, Pagefileconfig.vbs is not permitted to run. 
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Next you have CustomerScript1.vbs being loaded as a login script.

Rule two is applied because CustomerScript1.vbs is digitally signed by the certificate that belongs to the customer’s IT management group.  

Rule four is applied because CustomerScript1.vbs has a .vbs extension. 
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Rule two is the most specific match for CustomerScript1.vbs, and because rule two has a security level of Unrestricted, CustomerScript1.vbs is permitted to run. 

Slide 46 Designing a Security Policy Software Restrictions

Finally, you have what appears to be a virus mail attachment.

Rule four is applied because ILUVU.txt.vbs has a .vbs extension.

Rule four is the most specific match, and because rule four has a security level of Disallowed, ILOVEU.txt.vbs is not permitted. 

There are domain level settings for security that you should be aware of.

Slide 47 Designing a Security Policy Domain Level Security Settings

Some settings are determined by a GPO at the domain level and are best not set other places.  Unforeseen effects can happen when they are set other than in the domain GPO.  The most common difficulty comes when adding new users or computers.  If these settings are not applied through a GPO, then it is easy to forget to set them at all.  This can result in unpredictable behavior for users.  Setting these policies through a domain level GPO is the simplest and most reliable method of ensuring consistent application of Normally, you should avoid editing the Default Domain GPO.  There are two  exceptions.  The first is when you are editing account policies such as password, account lockout, and Kerberos policy.  Be aware, however, that when you set these policies in the Default Domain GPO, there can be only one domain account policy for all servers, workstations and domain controllers in that domain.  That policy is applied at the root of the domain.
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The second exception to the rule is when assigning local policies for domain controllers.  Local policies such as user rights assignment, audit policy, and security options should be built into the Default Domain GPO.  Not doing it this way can cause application incompatibility problems for server applications.

One important aspect of security is called hardening. 
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  All Windows servers in an Active Directory domain structure are given a base security policy.  All except domain controllers are founded upon the Member Server Base Policy (MSBP).  Domain controllers have a different base policy  called the Domain Controller Base Policy (DCBP).  Both the MSBP and DCBP have three levels of potential security:

First is Legacy Client: this provides adequate security that will not constrain a mixed – state environment. The Legacy Client level is specific to environments with legacy clients. This environment is the lowest lockdown level defined in this guide. In order to further secure environments, organizations may choose to migrate to the next lockdown level, the Enterprise Client level, or start at this level if they do not have legacy clients to secure. This business environment includes Microsoft Windows® 98, Microsoft Windows NT® version 4.0 Workstation, Window 2000 Professional, and Windows XP Professional workstations. This environment only contains Windows 2000 or later domain controllers. There are no Windows NT 4.0 domain controllers in this environment, but Windows NT member servers may exist.
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Enterprise Client — Provides solid security that is designed for a new system environment. This business environment includes clients running Windows 2000 Professional and Windows XP Professional. The majority of work required to move from the Legacy Environment to the Enterprise Environment involves upgrading legacy clients, such as Windows 98 and Windows NT 4.0 Workstation to Windows 2000 or Windows XP. All domain controllers in this environment are Windows 2000 Server or later. Member servers in this environment are Windows 2000 Server or later.
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High Security — Provides enhanced security standards from the previous Enterprise Client level. Moving from the Enterprise Environment to the High Security Environment requires conforming to stringent security policies for both clients and servers. This environment contains clients running Windows 2000 Professional, Windows XP Professional, and domain controllers running Windows 2000 Server or later. In the High Security environment, concern about security is so great that significant loss of functionality and manageability is considered to be an acceptable tradeoff in order to achieve the highest level of security. Member servers in this environment are Windows 2000 Server or later.

There are differences in how various servers are hardened. 
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Unlike the other server role policies, the Group Policy for the Domain Controllers server role is a baseline policy.  The Domain Controllers Baseline Policy (DCBP) is linked to the Domain Controllers organizational unit (OU) and takes precedence over the Default Domain Controllers Policy. The settings included in the DCBP will strengthen the overall security across the domain controllers in any given environment and include defaults for audit policies.

Other servers are based on the MSBP.  There are specific guidelines for how to configure each of these kinds of servers in a Microsoft published document called the “Windows 2003 Security Guide”. 

In this table, you see the security templates associated with server roles.

Designing an OU structure correctly will simplify your GPO design and roll-out.
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Like all important things, planning is critical in your Active Directory.  As a part of AD planning, making sure your OU structure is right is one of the most critical issues.  Active Directory is required for OU’s and for GPO’s.  

Initially consider how you will delegate authority for OU’s, domains and resources.  OU’s do not necessarily follow you organizational structure.  OU’s are not intended to be viewed by the end users. The organizational unit structure is an administrative tool for service and data administrators and is easy to change. Continue to review and update your OU structure design to reflect changes in your administrative structure and to support policy-based administration. 

Part of your OU planning should include how you will handle security policies.  Remember that security policies can be, and often are, applied to the OU level. Your security plan should include decisions on how you will set authentication, password requirements, file and registry permissions, auditing and group membership.

Use the Group Policy Results wizard in the GPMC to test your plan before deploying it, and afterwards to make sure that everything went according to plan.

Remember that you can always have child OU’s.  For instance, under a resource OU, you might have a printer servers OU and a file servers OU.  It is recommended that you not have an AD structure more than 10 levels deep for performance reasons.  Also, you may eventually run into problems with limitations on the length of LDAP name spaces if you go too deep.

It is important to document your OU design for each domain.  This allows you to have an easy look at your structure as you review your OU’s in the future to see if any changes need to be made.  Sometimes the structures and GPO’s can get complex and so it is nice to have a Visio diagram of them.

After the OU structure is complete, then you plan, create and apply the security policies.
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Let’s take a look at some demos.

Demo

You can also control password policies from within a GPO.  By looking at Default Domain Policy, you can see what settings are currently active.  Notice that currently, passwords must meet some minimum complexity requirements.  To show you how this looks, let’s switch back to our client machine and try to change the password to a non-complex one.  The current password is “Passw0rd”.  User 1 is going to try to change it to “password”.

Notice that the user gets a message explaining that the proposed password does not meet password complexity requirements.

Now let’s change the policy so that user1 can use a simple password.

Coming back to our server, you use GPMC to change the policy which affects passwords, the Default Domain Policy.

To change this setting, you navigate to the password policy settings in the Group Policy Object Editor.  Notice that password settings are listed under Computer Configuration.

When you open password policy you can change the password complexity settings.

You can choose to define this policy or not, letting another policy make that definition.

If you choose to enable the complexity setting then users are forced to create passwords which meet minimum complexity requirements. 

By disabling the setting, you allow users to create passwords without complexity.  The complexity does not affect these other settings like length and age.

You can set the Minimum Password Age to zero, allowing users to change their password anytime, without waiting.

You can also set the Password History setting to zero which allows users to re-use old passwords without intervening password changes.

Let’s switch back to the client machine to test this policy out.  Since the policy that we are setting is a Computer based policy, we need to reboot the client machine.  Remember that computer based policies are applied at boot time.

Now, user1 can change his password from a complex one…

To a simple one…

And the policy does not stop him.

Contoso has an electronic usage policy prohibiting users from installing personal or unlicensed software on their company workstations.

Sometimes the unauthorized software can release a virus onto the company network or break a work related application.

To reduce total cost of ownership on sales and marketing computers, Group Policy will be used for editing the Marketing Security GPO to prevent users from locally installing software onto their computers.

First, locate the Marketing Security GPO. Remember, this GPO is set to Enforced, which means the Sales Team OU cannot override the settings applied from this GPO.

In the Group Policy Object Editor, the first settings that are to be configured are located in User Configuration | Administrative Templates |Windows Components | Windows Installer. 

You will want to enable:

“Always install with elevated privileges.” - Contoso security policy prevents domain user accounts from being added to a computer’s local Administrators group.

“Prevent removable media source for any install.”

The last setting that will be enabled is in Administrative Templates | Windows Components |Control Panel | Add or Remove Programs.

Enable “Hide Add New Programs page.”

Log onto SEA-WRK-001 as MarketingUser.

Verify if the Add/Remove Program control panel is fully functional.

Put a CD into the drive and try to install software.

Software cannot be installed by the MarketingUser.

A portion of Group Policy’s power lies in the ability to delegate certain Group Policy tasks to other administrators. For example, the creation, linking and editing of GPOs are independent permissions that can be delegated separately.

Group Policy delegation covers these areas:

The ability to create GPOs in a domain.

Permissions on an individual GPO, for example read access and edit access.

Permissions on an individual SOM. 

The ability to create WMI filters in a domain.

Permissions on an individual WMI filter, for example edit access.

Creation of GPOs is a right of the Group Policy Creator Owners group by default but can be delegated to any group or user. There are two methods to grant a group or user this right:

Add the group or user to the Group Policy Creator Owners group. This was the only method available prior to GPMC.

Explicitly grant the group or user permission to create GPOs. This method is newly available with GPMC.

Delegate the right to create GPOs in Contoso.com to the ITGroup.

You will use the simpler of the aforementioned methods. 

Click on the Delegation tab in Group Policy Objects.

Add ITGroup to the listed groups and users to delegate the right to create GPOs in Contoso.com.

GPMC has simplified the ability to delegate rights on an individual GPO. Prior to GPMC, you needed to rely on the ACL editor and it required an intimate knowledge of the low-level permissions on the GPO. GPMC abstracts this so you can manage the permissions on the GPO at the task level.

There are five categories of Allowed Permissions on a GPO:

•
Read.

•
Edit Settings.

•
Edit, delete, modify security.

•
Read (from Security Filtering).

•
Custom.

FinanceUser needs  rights to edit the Finance User GPO to administer changes for the workgroup.

You will see Authenticated Users with Read (from Security Filtering) already listed. This setting appears when the user has Read and Apply Group Policy settings Allowed. It’s necessary for the application of the GPO. The next task will go over this further.

Add FinanceUser to the list.

The Add Group or User window appears. You will be giving FinanceUser the right to Edit settings of the GPO.

The FinanceUser has the right to edit the settings of the Finance User GPO.

Security Filtering can be used to prevent application of GPO settings from applying to specific groups. For instance, Administrators may not want the Default Domain Policy settings applying to them. 

Click on the Delegation tab in the contents pane. 

This should be somewhat familiar now. 

You will define permissions for the Domain Admins by clicking the Advanced button.

For Domain Admins, select Deny on Apply Group Policy to prevent the application of the policy to this security group.

This does not prevent the Domain Admins from editing the GPO’s properties. Domain Admins still have the necessary rights to administer this GPO.

Now you’ll see how to use Group Policy Management Console to look at some Security Policy settings.

In the previous demo we looked at some of the password policy settings like Password History, Age and Complexity. 

Maximum Password Age forces users to change their password at an interval you define.

Password length does just what you might think.  It defines a minimum number of characters for passwords.

Account Lockout defines settings for the security response when someone tries to logon unsuccessfully.  The threshold defines that after a certain number of failed attempts a response occurs.  The nature of that response is defined by Account Lockout Duration and Reset Account Lockout counter after ….  The typical response is to lockout that account, assuming that someone is attempting to gain invalid access to the computer.  Once locked out, you can define that the lockout stays in place for Duration number of minutes.  You also can define that the counter for the number of attempts is reset.

In Security Options you can define polices, for instance, that force a user off the network when your defined hours of operation are over.

With Public Key Policies you can define policies that control Public Keys on the network

The Default Domain Controllers Policy is applied to Domain Controllers.  When troubleshooting problems, it is important to be able to track who did what and when.  The audit policy for domain controllers allows you to define what kinds of events are recorded and whether an event is recorded for successful events, unsuccessful events or both.

Perhaps the biggest issue when it comes to security is making sure that your users maintain to most up to date patches from Microsoft.  You can use GPO to control the regular updating of those patches.  Automatic Update is a Windows Service and like all services, you can control it through GPO.

Services can be Automatic, Manual or Disabled.  Automatic means that the service starts automatically when the computer reboots.  Manual means that it needs to be started by the user each time and of course, disabled means that it can not be started. 

Normally, Automatic Updates is started automatically on an XP box.  

Now switching back to the Domain Controller. Edit the default domain policy. You can use Group Policy to control the behavior of this service.  

Navigate to the System Services section. Define the Automatic Updates policy setting.  You could change the startup mode to manual if you wished.

Notice that the policy has changed the startup type of Automatic Updates.  Also note, that the start status, however, is still the same.  This will not be affected until the next boot.

Wireless networks can be a source of concern for security personnel.  Group Policy allows you to create and set policies that affect wireless networks in your environment.

Creating a policy runs a quick wizard and then you can set the properties for the wireless network policy.  

You can see that you can establish which kinds of networks your client can connect to and with what priority.

Also, you can use this dialog box to define wireless networks that you want the client to automatically connect to.

Using Software Restrictions enforced through GPO, you can determine in advance what software can be run on the client.  For instance, you can define who is allowed to choose publishers that are trusted for that client.  You can limit this ability to local or enterprise administrators, or you can give that privilege to local users.

You can also lock down the client to run only certain applications.  By disallowing software, you can define specific exceptions, allowing only those items to run on the client.

You can set IP Security Policies through the GPO.  IP security enables you to define rules that govern what kind of TCP/IP traffic is allowed to be used in communicating with other IP computers.  For example, rules can be enforced which filter ICMP traffic to clients or servers.

Some default sets of rules are given such as Client rules or

Secure Server rules,

Or you can make your own

In the past it was possible to get into a situation where settings you made through GPOs became persistent even after the GPO was no longer applicable, either because of being deleted, or the SOM changing or another cause.  This occurred, for example, when a computer setting was not defined at all in a local policy, but addressed in a GPO.  When the GPO was no longer applicable the registry settings were not deleted and so they stayed in force, even though no GPO was enforcing them.  This is called tattooing.  In earlier version of Windows, the only way to undo this was to go into the registry manually and undo the changes.

Tattooing occurs through Administrative Templates which exist in both Computer and User Configurations.  Windows 2003 has changed the nature of Administrative Templates so that this no longer takes place.  The settings in Administrative Templates only create in the registry what are called true policies as opposed to preferences.

If you import templates, they may or may not have preferences in them.  You can make sure that preferences are never set by enforcing Show Polices Only which makes Group Policy Object Editor ignore any preference-type settings.

As was mentioned earlier in the slides, certain settings are set at the domain level and should not be set elsewhere.  As an example, let’s look at what happens when you set a password policy at both the domain and the OU level.

We will edit the Finance User group policy and set the minimum password length to be 10.  

Notice that the same setting in the Default Domain Policy is set to seven characters.

In the client, you will change the password from “password” to “passwords”.  The new password has 9 characters.  This is fine according to the Domain level settings, but violates the policy we set in the Finance Department group policy.

You can see that the change was successful, demonstrating that when you set Domain-only policy settings in the OU, the OU level settings are ignored.

Now let’s see what happens when that policy is changed at the domain.

 We will change the domain level setting to require that passwords be at least one character in length.

Back at the client, we will try to change the password to one which is less than ten characters but more than one character.  Remember that the OU setting requires at least 10 characters.  
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So, here’s what you should take away from this session.

By using Group Policy you can reduce on-going administration effort and increase ensure that standards are enforce throughout your organization.

Group Policy Management Console is a new tool that must be downloaded from Microsoft’s web site.  This tool is a new interface that enables you to do nearly all GPO administration from one tool.

Base Policies can be used to harden your servers.  Be sure to read the whitepapers for further details of how to use them.

For further information…
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For the most comprehensive technical information on Microsoft products visit the main TechNet Web site at www.microsoft.com/technet

Additionally visit www.microsoft.com/technet/tnt1-119 for a more concise information on books, courses, certifications and other community resources that related directly to this particular session.

What other resources are available from TechNet.
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While the monthly subscription software is the most obvious component of TechNet, there’s also much more.

The TechNet web site gives subscribers access to valuable information as well as threaded discussion pages and online seminars.  Many subscribers use the web as frequently as they use the software.  

In the subscribers only section, subscribers can access the Online Concierge Chat Support service-a Microsoft support special can help them locate technical information quickly and easily.  TechNet Plus subscribers also get access to our Managed Newsgroup Support Service.  You can post questions in over 90 IT related public newsgroups and Microsoft will ensure that you get a response within 72 hours

TechNet Flash is a bi-weekly newsletter subscribers can register for-it gives them up to date information on the latest postings to the web site

TechNet Events-TechNet subscribers have access to free events that explain how to use Microsoft products and technologies at a technical level
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