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Chapter 1

Planning the Migration
Small and medium-sized organizations can migrate from a Microsoft® Windows NT® 4.0 operating system environment to a Windows Server™ 2003 operating system environment to take advantage of Windows Server 2003 features. Careful planning is important to ensuring that the migration proceeds smoothly and quickly. This chapter describes how to assess your current Windows NT 4.0 environment, make decisions about your new Windows Server 2003 environment, and plan the sequence of steps required to perform the migration.
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Overview of Planning the Migration

Before you migrate your organization from a Windows NT 4.0 domain to a new Windows Server 2003 Active Directory, it is important to evaluate your existing domain controllers and member servers, plan your migration process, and design your new Windows Server 2003 domain. Planning for a migration to Windows Server 2003 involves the following steps:

· Selecting a migration path

· Assigning server roles

· Designing the new Windows Server 2003 domain

· Planning for test and recovery

To illustrate the migration process from Windows NT 4.0 to Windows Server 2003, chapters 1 and 2 in this book describe how a fictitious manufacturing company, Fabrikam, Inc., plans and deploys Windows Server 2003 in its environment.

Fabrikam has 300 employees; approximately 270 of these employees work at the Seattle headquarters, and another 30 work in the field. Fabrikam plans to open an office in Boston, which will be part of the Seattle-based network, and relocate 20 employees to that location. The IT department for Fabrikam consists of an IT manager and a network and user support person.

The Fabrikam environment consists of the following:

· One domain, named Fabricorp, which is running Windows NT 4.0.

· Three servers: the PDC, which is running on new server hardware purchased six months ago, a BDC, and a member server, both running on older server hardware.

· The WINS name resolution service on the internal network, and internal DNS as well as DNS services provided by an Internet Service Provider (ISP).

· Remote Access Service, file service, and print services running on the Windows NT 4.0 servers.

· Several different client operating systems, including Microsoft® Windows® 98, Windows® 2000 Professional, and Windows® XP.

The Fabrikam IT department established the following goals for their migration:

· Upgrade the Windows NT 4.0 domain to a Windows Server 2003 Active Directory domain.

· Consolidate services onto two servers, both running Windows Server 2003.

· When the Boston office opens, create a new Active Directory site and place a new domain controller in Boston.

Figure 1.1 shows the current Windows NT 4.0 environment.

Figure 1.1   Current Environment for Fabrikam
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Server Roles

A server role is a dedicated function that a computer running one of the Windows Server operating systems provides remotely to network clients. Server roles can be combined on a single server. The server roles that are important to small and medium-sized organizations include:

· Domain controller

· DHCP and WINS

· File and print

· Remote access

· Web

Terms and Definitions

Before beginning a server migration, it is important to be familiar with the following terminology.

Server
A computer running Windows NT 4.0 or a later Windows server operating system that is connected to a local area network (LAN). Each server is configured to perform one or more services for network clients.

Client
Any computer (workstation or server) that is connected to the LAN and that requests data, files, or account information from a server to complete a function.

Server role
A service performed by a server to support network client needs; for example, a server might have a role of file server or Web server. A server can execute one or several server roles.

Source server
A server from which a server role is migrated.

Target server
A server to which a server role is migrated.

Selecting a Migration Path

Before you migrate your environment from Windows NT 4.0 to Windows Server 2003, you must select the migration path the best meets the needs of your organization. The size of your organization, your existing hardware, and the operating system that you are currently running impact the migration path that you select.

Organizations that include fewer than 75 network devices might want to consider using the Microsoft® Small Business Server network operating system instead of Windows Server 2003. Small Business Server delivers e-mail, secure Internet connectivity, business intranets, remote connectivity, support for mobile devices, and file and printer sharing on a single server.

For more information about migrating to Small Business Server, see the Small Business Server Web site at http://go.microsoft.com/fwlink/?LinkId=5984.
Evaluate Your Existing Hardware

If you have any domain controller in your current environment that is capable of running Windows Server 2003, then plan to upgrade this domain controller in place to establish your Windows Server 2003 Active Directory domain. To do this, the domain controller must be the PDC; if it is not currently the PDC, you must promote it to be the PDC before you upgrade.

Evaluate your existing hardware to identify which servers you can upgrade to Windows Server 2003 and which servers do not meet the recommended hardware requirements. To do this, first document the RAM, CPU, and disk space on each server in your environment, and then compare this information to the Windows Server 2003 System Requirements link on the Web Resources page at http://go.microsoft.com/fwlink/?LinkId=291.
Based on this evaluation, determine whether you need to purchase new server hardware.

Table 1.1 shows the server hardware configuration information for Fabrikam, Inc.

Table 1.1   Fabrkam Server Hardware Configuration

	Existing Server
	Operating System
	RAM
	CPU
	Disk Space
	Upgradeable to Windows Server 2003 Domain Controller?
	Upgradeable to Windows Server 2003 Member Server?

	SEA-FAB-DC01
	Windows NT 4.0
	2 GB
	1 x 850 MHz
	10 GB
	Yes
	Yes

	SEA-FAB-DC02
	Windows NT 4.0
	256 MB
	1 x 400 MHz
	4 GB
	No
	Yes

	SEA-FAB-MS01
	Windows NT 4.0
	256 MB
	1 x 400 MHz
	2 GB
	No
	No


The PDC, SEA-FAB-DC01, meets the requirements for a Windows Server 2003–based domain controller, so it will be upgraded in place.

The BDC, SEA-FAB-DC02, does not meet the recommended requirements for a Windows Server 2003–based domain controller. Fabrikam will use it as the Windows NT 4.0 rollback server if a problem occurs during the in-place upgrade process. Because two domain controllers at minimum are required, they will plan to deploy a new computer, SEA-FAB-DC03, as a domain controller running Windows Server 2003.

The member server, SEA-FAB-MS01, does not meet the recommended hardware requirements for a member server. The services running on this server will be migrated to SEA-FAB-DC03, and SEA-FAB-MS01 will be retired. Fabrikam’s new environment will consist of two servers, SEA-FAB-DC01 and SEA-FAB-DC03.

If the server that holds the PDC role in your environment does not meet the hardware requirements, you can transfer the PDC role to a BDC that does meet the hardware requirements and upgrade the new PDC to Windows Server 2003. If none of your Windows NT 4.0 domain controllers meet the Windows Server 2003 hardware requirements, in order to upgrade in place, you must install a Windows NT 4.0 BDC on a computer that does meet the hardware requirements for a domain controller that is running Windows Server 2003 and transfer the PDC role to it.

You can also add a Windows Server 2003–based member server to a Windows NT 4.0 domain at any time before you upgrade to Windows Server 2003 Active Directory. Windows Server 2003–based member servers can operate within a Windows NT 4.0 environment. However, you cannot install Active Directory on the member server to make it a domain controller, until after you have upgraded the Windows NT 4.0 PDC.

If the PDC is running other services, such as WINS, DHCP, file and print, or Web server, you must also determine whether to upgrade those services in place or migrate them to other servers before upgrading the PDC. If the PDC is running Remote Access Service, you must migrate the service to a server running Windows Server 2003 before you upgrade the PDC. For more information about assigning server roles to server hardware, see “Assigning Server Roles” later in this chapter.

Figure 1.2 summarizes the process for evaluating your current hardware to determine which server, if any, in your current environment you will upgrade to Windows Server 2003 to establish your new Windows Server 2003 domain.

Figure 1.2   Evaluating Your Existing Hardware
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Determine Supported Operating System Upgrades

Identify the Windows NT 4.0 platforms that are running in your environment and determine whether an operating system upgrade to Windows Server 2003 is supported, or whether you must perform a clean operating system installation.

You can upgrade the following Windows NT 4.0 platforms to Windows Server 2003, Standard Edition directly:

· Windows NT 4.0 Server, Standard Edition

· Windows NT 4.0 Terminal Server

[image: image3.wmf]
Important

All versions of Windows NT 4.0 must have Service Pack 5 or later installed before you upgrade to Windows Server 2003.

You do not need to reinstall applications on platforms that you can upgrade directly to Windows Server 2003; however, be sure to verify with the vendor of the application that it can run on Windows Server 2003.

If you have computers in your environment that are running operating systems that you cannot upgrade directly to Windows Server 2003, such as the Microsoft® Windows NT® 3.51 operating system, you must do one of the following:

· If you need to retain applications that are located on those computers, verify that those applications will function on and are supported by Windows Server 2003, and then upgrade the computers to run an operating system that you can upgrade to Windows Server 2003.

· If you do not need to retain applications that are located on those computers, perform a clean installation of Windows Server 2003 on those computers.

Assigning Server Roles

As you plan your migration from a Windows NT 4.0 environment to Windows Server 2003, it is important to plan your future server role assignments. This involves completing the following steps:

· Documenting the servers in your current environment and the services that each server provides.

· Assigning the server roles in your new environment, and documenting those assignments.

· Performing basic capacity planning to verify that you have sufficient capacity on your servers to host the assigned server roles.

· Evaluating the existing network configuration, including IP address and network adapter information for each server.

Document Servers and Services in Your Current Environment

Identify the servers in your existing Windows NT 4.0 domain, and document the services that each server provides. Be sure to identify servers that provide the LAN Manager Replication (LMRepl) service, Remote Access Service, and file service, because you will need to perform tasks prior to upgrading to ensure the continued functionality of these services and access to resources for clients.

You can create a simple table to document your servers and services. Table 1.2 shows the servers and services documentation for Fabrikam, Inc.

Table 1.2   Servers and Services in the Current Environment for Fabrikam

	Server Name
	Server Role
	Services

	SEA-FAB-DC01
	PDC
	WINS, DHCP, LMRepl export server

	SEA-FAB-DC02
	BDC
	LMRepl import server, RAS server

	SEA-FAB-DC03
	BDC
	New BDC deployed on upgradeable hardware.

	SEA-FAB-MS01
	Member server
	File server, print server


For more information about the effect of upgrading to Windows Server 2003 Active Directory on WINS, DHCP, the RAS service, and the LMRepl service, see “Upgrading to Windows Server 2003 Active Directory” in this book.

Assign Server Roles in the New Environment

To assign server roles in your new environment, first assign the domain controllers in your existing environment roles in your new Windows Server 2003 domain. Then, decide where to place other services in the new domain.

Domain Controller Roles

Assign the existing Windows NT 4.0–based domain controllers roles that they will assume in the new Windows Server 2003 domain after the upgrade is complete. Assign one of the following three roles to Windows NT 4.0–based domain controllers in a Windows Server 2003 domain:

· Windows Server 2003–based domain controller. Assign the role of Windows Server 2003–based domain controller to the Windows NT 4.0 PDC and to any BDCs that meet the appropriate hardware and software requirements.

· Rollback server. Assign the role of rollback server in the Windows Server 2003 domain to a Windows NT 4.0 BDC that does not meet the Windows Server 2003 domain controller hardware requirements.

· Windows Server 2003–based member server. Assign the role of member server in the Windows Server 2003 domain to a Windows NT 4.0–based BDC that does not meet the Windows Server 2003 domain controller hardware requirements.

It is helpful to document this information in a table. List in the table the Windows NT 4.0–based domain controllers in your domain, whether they meet the hardware requirements for Windows Server 2003, the current role of the domain controller, and the role for the domain controller after you upgrade the domain.

Fabrikam documented their domain controller role assignments as shown in Table 1.3.

Table 1.3   Domain Controller Role Assignments

	Domain Controller Name
	Meets hardware requirements?
	Role before upgrade
	Role after upgrade

	SEA-FAB-DC01
	Yes
	Windows NT 4.0 PDC 
	Windows Server 2003 domain controller

	SEA-FAB-DC02
	No
	Windows NT 4.0 BDC
	Rollback server

	SEA-FAB-DC03
	Yes
	Windows NT 4.0 BDC
	Windows Server 2003 domain controller


Server Roles

Decide where to place all services on both domain controllers and member servers after you migrate your environment to Windows Server 2003. This decision depends on whether your existing server hardware meets the requirements to run Windows Server 2003. Generally, if a server on which a service is running meets the hardware requirements, you can either upgrade it in place or migrate it to another server; if the server on which the service is running does not meet hardware requirements, you must migrate the service to or reinstall the service on a different server. You can also choose to migrate services to different servers to consolidate them on fewer servers, or, alternatively, to separate them.

Server Role Assignment if All Windows NT 4.0 Domain Controllers Meet Hardware Requirements

If your Windows NT 4.0–based domain controllers are running other services, such as DHCP, WINS, File and Print, or IIS, then determine whether you want to upgrade these services in place on the existing hardware, or migrate them to one or more separate domain controllers or member servers. If a server is running the Remote Access Service, you must migrate the service to a server running Windows Server 2003 before you upgrade the domain controller. For more information about migrating these server roles to Windows Server 2003, see the following chapters in this book:

· “Upgrading and Migrating WINS and DHCP Servers to Windows Server 2003”

· “Migrating File and Print Servers to Windows Server 2003”

· “Migrating to Dial-up and VPN Remote Access Servers running Windows Server 2003”

· “Migrating Web Sites from IIS 4.0 to IIS 6.0”

Server Role Assignment if the PDC Does Not Meet Hardware Requirements

If the PDC does not meet hardware requirements, deploy a new Windows NT 4.0 BDC on new server hardware. You can then promote the new BDC to the PDC, and this computer will become your first Windows 2003 domain controller.

If you have other server roles running on the original PDC, such as DHCP, WINS, File and Print, RAS, or IIS, then develop a plan to migrate these roles from the original PDC to the server of your choice in your Windows Server 2003 environment. For more information about migrating these server roles, see the following chapters in this book:

· “Upgrading and Migrating WINS and DHCP Servers to Windows Server 2003”

· “Migrating File and Print Servers to Windows Server 2003”

· “Migrating to Dial-up and VPN Remote Access Servers running Windows Server 2003”

·  “Migrating Web Sites from IIS 4.0 to IIS 6.0”

Server Role Assignment if a BDC Does Not Meet Hardware Requirements

After you deploy your first Windows Server 2003 domain controller, you can install additional new Windows Server 2003 domain controllers and member servers. You can then migrate any services on the original BDC to the first Windows Server 2003 domain controller or to the new server of your choice.

Example: Server Role Assignments for Fabrikam

Fabrikam assigned their server roles as shown in Table 1.4.

Table 1.4   Server Role Assignments

	Server Name
	Meets hardware requirements?
	Role before upgrade
	Role after upgrade

	SEA-FAB-DC01
	Yes
	Windows NT 4.0 PDC, WINS server, DHCP server
	· Windows Server 2003 domain controller

· DNS server

· WINS server

· DHCP server

· File server, print server

	SEA-FAB-DC02
	No
	Windows NT 4.0 BDC, RAS server
	· Rollback server

	SEA-FAB-DC03
	Yes
	Windows NT 4.0 BDC
	· Windows Server 2003 domain controller

· DNS server

· WINS server

· DHCP server

· Routing and Remote Access Server

· File server, print server

	SEA-FAB-MS01
	No
	File server, print server
	None, server not upgradeable.


One of the goals for Fabrikam is to consolidate all services on two servers in Seattle. Because two domain controllers are required, both servers were assigned the domain controller role. To achieve both redundancy and standardization, both servers were also assigned the roles of DNS server, WINS server, DHCP server, file server, and print server. On SEA-FAB-DC01, WINS and DHCP were already running, so they will be upgraded in place. The services that were running on servers that will not be upgraded (RAS, file, and print) were assigned to be migrated to SEA-FAB-DC03.

Plan for Server Capacity

Domain controller capacity planning for smaller organizations is straightforward. For a single domain with up to 2999 users and one location, you will need two domain controllers, each with a Uniprocessor 850 megahertz (MHz) or higher CPU. If you have more than one location, you will need an additional domain controller for each location. 

If you have other services running on the domain controllers, you might want to add more CPU, RAM, or disk space to improve performance. File servers have capacity requirements that vary depending on the data in your organization. For information about planning for file server capacity, see “Migrating File and Print Servers to Windows Server 2003” in this book.

Example: Sequence of Migration Tasks for Fabrikam

After they assigned server roles to server hardware and established their capacity requirements, the IT department for Fabrikam listed the sequence of tasks to be performed in order to place the server roles. These include the following:

· Purchase one new server with sufficient capacity to run the services assigned to SEA-FAB-DC03.

· Deploy SEA-FAB-DC03 as a new member server running Windows Server 2003 in the Windows NT 4.0 environment. (They will install Active Directory on this server after they upgrade the PDC, making it the second domain controller in the Windows Server 2003 domain.)

· Migrate the Remote Access Service currently running on SEA-FAB-DC02, and the file and print services currently running on SEA-FAB-MS01, to SEA-FAB-DC03.

· Upgrade the domain to Windows Server 2003 Active Directory, following the sequence of tasks in the “Upgrading to Windows Server 2003 Active Directory” chapter in this book.

The Fabrikam IT department chose to deploy their new server, SEA-FAB-DC03, as a member server in the Windows NT 4.0 environment, rather than waiting until after the upgrade to deploy it. This allowed them to migrate the Remote Access Service from the BDC, SEA-FAB-DC02, and take the BDC offline as their rollback server. It also enables them to gain experience with the administration tools in Windows Server 2003 before they upgrade their domain.

Evaluate the Existing Network Configuration

Evaluate the existing network configuration for your Windows NT 4.0 domain to determine whether it is sufficient for your new Windows Server 2003 domain. Some network adapter drivers that are included with earlier versions of the operating system are not distributed with Windows Server 2003. If you attempt to upgrade a Windows NT 4.0–based server to Windows Server 2003 and a network adapter is installed for which a driver is not provided, your network information might be lost or detected incorrectly during the upgrade.
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Note

You can install device drivers that are not included on the Windows Server 2003 operating system CD from the vendor’s Web site.

Identify the type of network adapter that each server in your domain uses. Also, include the TCP/IP configuration information for each server, including IP address, subnet mask, and default gateway. You can run the ipconfig command at the command line to determine IP address, subnet mask, and default gateway. For more information about the ipconfig command, type ipconfig /? at the command line.

To determine whether the network adapter is supported by Windows Server 2003, see the Windows Server Catalog link on the Web Resources page at http://go.microsoft.com/fwlink/?LinkId=291.

Table 1.5 shows the network configuration information for Fabrikam.

Table 1.5   Fabrikam Server Network Configuration

	Domain Controller Name
	Network Adapter
	IP Address
	Subnet Mask
	Default Gateway

	SEA-FAB-DC01
	Netgear FA310TX Fast Ethernet Adapter
	172.16.12.2
	255.255.252.0
	172.16.12.1

	SEA-FAB-DC03
	IBM Netfinity 10/100 Ethernet Adapter
	172.16.12.3
	255.255.252.0
	172.16.12.1

	SEA-FAB-MS01
	3COM Etherlink III LAN PC Card (3C589) (Ethernet)
	172.16.12.14
	255.255.252.0
	172.16.12.1


Designing the New Windows Server 2003 Active Directory Environment

Before you begin your migration process, it is important to design your new Windows Server 2003 domain. This involves creating an Active Directory logical structure design and planning for DNS.

Design the Active Directory Logical Structure

Active Directory allows administrators to organize elements of a network (such as users, computers, devices, and so on) into a hierarchical, treelike structure of containers. The largest Active Directory container is called a forest. Within forests, there are domains. Within domains there are organizational units (OUs). This is called the logical model because it is designed independently from most physical aspects of the deployment, such as the number of domain controllers required within each domain and the network topology.

This book describes how to deploy a single global domain design, which is the easiest to administer and the least expensive to maintain. The single global domain design consists of a forest that contains a single domain. This domain contains all of the user, group, and computer accounts in the forest. In a single domain forest, all directory data is replicated to all geographic locations that host domain controllers. You do not need to create a forest or domain design when you upgrade from a single Windows NT 4.0 domain to a single Windows Server 2003 Active Directory domain.

You might want to design a simple OU structure for your single global domain, particularly if you plan to use Group Policy to help manage your environment. You can do this either before the migration, or at a later time. For more information about applying Group Policy to an OU structure, see “Migrating to Group Policy–Based Administration” in this book.

Plan for DNS

Windows Server 2003 uses DNS for name resolution rather than the Windows Internet Name Service (WINS) NetBIOS name resolution method that Windows NT 4.0–based networks use. It is still possible to use WINS for applications that require it; however, Active Directory requires DNS. Active Directory uses the name resolution services provided by DNS to enable clients to locate domain controllers and enable the domain controllers hosting the directory service to communicate with each other. To plan for DNS, you need to select a DNS domain name, and determine how to configure the DNS Server service on domain controllers.

Select a DNS Domain Name

Before you begin using DNS on your network, decide on your DNS domain name, based on the following guidelines:

· If you have a Web presence (for example, if an ISP hosts your site called www.fabrikam.com), reuse this name and add a prefix to create the DNS name for your Windows Server 2003 Active Directory domain (for example, fabricorp.fabrikam.com).

· If you do not have a Web presence, consider whether you plan to have one in the future. If you do plan to have a Web presence, then register the name before you install Active Directory. If you do not have a Web presence, then you do not need to register the name.
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Note

To register a name, you must register your second-level domain name (such as fabrikam.com) with an authorized DNS domain name registration authority. Your ISP can often perform this function and obtain a name on your behalf, usually for an additional fee.

Determine How to Configure the DNS Server Service on Domain Controllers

The process for designing DNS to support Active Directory varies according to whether your organization already has an existing DNS service or whether you are deploying a new DNS service. This chapter discusses three starting scenarios:

· No existing DNS.

· No internal DNS, with DNS services provided by an ISP only.

· Internal DNS and DNS provided by an ISP.

If one of the following scenarios describes your current DNS infrastructure, then see “Deploying DNS” in Deploying Network Services in the Windows Server 2003 Deployment Kit (or see “Deploying DNS” on the Web at http://go.microsoft.com/fwlink/?LinkId=4709) for more information:

· An internal DNS namespace, used only on your own network.

· An internal DNS namespace with referral and access to an external namespace, such as referral or forwarding to a DNS server on the Internet.

No Existing DNS

An organization has no existing DNS infrastructure if the following are true:

· The organization does not have any existing DNS servers in the network infrastructure.

· The organization does not have any clients that access DNS servers. This means that the organization does not rely on an external source, such as a network service provider, for DNS services.

If this is true for your organization, you can allow the Active Directory Installation Wizard to configure an internal Active Directory-integrated DNS on the PDC automatically. To configure DNS on the PDC and subsequent domain controllers, follow the procedures in the “Upgrading to Windows Server 2003 Active Directory” chapter in this book.

No internal DNS, DNS Provided by an ISP Only

If you do not have an internal DNS, but your ISP provides DNS services, then you can allow the Active Directory Installation Wizard to automatically configure an internal Active Directory-integrated DNS on the PDC. Your ISP does not need to make any changes. To configure DNS on the PDC and subsequent domain controllers, follow the procedures in the “Upgrading to Windows Server 2003 Active Directory” chapter in this book.

After you complete these procedures, you will have both an internal DNS and DNS provided by an ISP. The first domain controller that you deploy will automatically be configured to host the DNS zone that corresponds to the DNS name of the domain. To install and configure DNS in your environment, it is recommended that you do the following:

· Install the DNS Server service on every domain controller. This provides fault tolerance in the event that one of the DNS servers is unavailable. In this way, domain controllers do not need to rely on other DNS servers for name resolution. This also simplifies the management environment because all domain controllers have a uniform configuration.

· Configure domain controllers that are running DNS to use either forwarding or root hints for recursive name resolution, depending on which method your existing DNS service uses. When you follow the sequence of procedures in the “Upgrading to Windows Server 2003 Active Directory” chapter, the Active Directory Installation Wizard automatically configures recursive name resolution.

Internal DNS and DNS Provided by an ISP

When creating a DNS server configuration when you integrate Active Directory with an existing DNS namespace, it is recommended that you do the following:

· Install the DNS Server service on every domain controller. This provides fault tolerance in the event that one of the DNS servers is unavailable. In this way, domain controllers do not need to rely on other DNS servers for name resolution. This also simplifies the management environment because all domain controllers have a uniform configuration.

· Configure domain controllers that are running DNS to use either forwarding or root hints for recursive name resolution, depending on which method your existing DNS service uses. When you follow the sequence of procedures in the “Upgrading to Windows Server 2003 Active Directory” chapter, the Active Directory Installation Wizard automatically configures recursive name resolution.

· Configure the first domain controller that you deploy to host the DNS zone that corresponds to the DNS name of the domain. To do this, you do not need to make any changes to the existing DNS structure. You simply need to create a delegation to your Active Directory zone from your existing DNS hierarchy. For more information about creating this delegation, see “Upgrading to Windows Server 2003 Active Directory” in this book.

Planning for Test and Recovery

Before you begin your migration process, it is important to have a test plan and a recovery plan in place.

Develop a Test Plan

Develop a plan for testing your in-place domain upgrade procedures throughout the in-place domain upgrade process to ensure that they have completed successfully and to determine whether the process of upgrading Windows NT 4.0 domains to Windows Server 2003 Active Directory was successful.

Table 1.6 lists the Active Directory configurations that you must test and the tools that you can use to test each configuration. For more information about the options that are available for these tools, see “Active Directory support tools” in Help and Support Center for Windows Server 2003. For more information about specific configuration and functionality tests that you can perform before and after the Active Directory installation, see the Active Directory link on the Web Resources page at http http://go.microsoft.com/fwlink/?LinkId=291. Search under “Administration and Configuration Guides” and download the Active Directory Operations Guide.

Table 1.6   Active Directory Configuration Test Components

	Configuration
	Tool 
	Purpose

	Active Directory service
	Dcdiag.exe
	Tests for successful Active Directory connectivity and functionality. Confirms that the domain controller has passed the diagnostic tests (such as connectivity and replicated objects). Each test must return a "passed" result.

	
	Netdiag.exe
	Diagnoses networking and connectivity problems by performing a series of tests to determine the state of your network client and whether it is functional.

	Active Directory replication
	Repadmin.exe /replsum
	Returns all replication events taking place between the forest root domain and other Active Directory domain controllers. This must return a successful replication event with all inbound and outbound replication partners.

	BDC replication status
	Nltest.exe /bdc_query:domainname
	Shows connection status for all the BDCs. This must show "status = success" for each domain controller within the domain.


After you confirm that the Active Directory configuration is correct, you need to verify that Active Directory is functioning correctly. Table 1.7 lists the Active Directory functions that you need to test and the methods that you can use to perform the tests.

Table 1.7   Active Directory Functionality Test Components

	Function
	Test
	Method

	New user creation 
	Create a new user on the Windows Server 2003–based domain controller. 
	Log on with administrator credentials and use Active Directory Users and Computers to verify that the new user was created successfully.

	New user object replication
	After replication to BDCs takes place, determine whether new user is replicated to BDCs. 
	1. Type Net User at a command prompt on a Windows NT 4.0–based domain controller, and then verify that the new user account exists.

2. Modify a property of an existing user and verify that the modified property replicates with the user.

	Successful logon request
	Verify that users can log on successfully.
	3. Disconnect the Windows Server 2003–based domain controller to confirm that the Windows NT 4.0–based domain controller is validating the user logon request.

4. Verify that you can log on successfully by using the new user account credentials from each client computer.

5. Verify that all client operating systems in the upgraded domain and the domains that it trusts can log on successfully.

6. Repeat step number two over trust relationships where the trusting domain controller has a secure channel with the Windows NT 4.0–based and Windows Server 2003–based domain controllers in the trusted domain.

	Successful resource access
	Verify that the user can access important resources.
	7. Access e-mail resources.

8. Access roaming profiles.

9. Access printers.

10. Resource permissions belonging to the user and a group.


Develop a Recovery Plan

Create a recovery plan for use if the domain upgrade process does not go as planned. Select a Windows NT 4.0 BDC to be used as a rollback server. Synchronize the BDC with the PDC and take the rollback server offline in the event that it must be promoted to a PDC to restore the domain to its original state. Although you are unlikely to need the offline domain controller, it is recommended that you take one offline as a precautionary step if the Security Accounts Manager (SAM) account database on all domain controllers becomes corrupt.

Include the following in your recovery plan:

· The steps needed for recovery.

· The estimated time that can elapse before recovery must take place. When elements of the upgrade process test unsuccessfully, you might spend unanticipated amounts of time identifying and correcting errors. Establish clear guidelines for the time period after which the deployment team must restore operations for end users.

Restoring the Domain to its Original State

If your upgrade process fails, you can roll back a Windows Server 2003 Active Directory domain to its original state as a Windows NT 4.0 domain. You can roll back the deployment to its original state in one of two ways:
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Note

The first recovery method is preferred for restoring a domain to its original state. Use the second recovery method if the SAM database on all domain controllers becomes corrupt.

1. Remove (either by disconnecting the network cable or turning off) any Windows Server 2003–based domain controllers from the domain.

2. Promote a Windows NT 4.0 BDC to become the PDC.

3. Synchronize all Windows NT 4.0–based domain controllers.

4. Test Windows NT 4.0 server operations and domain validation.

5. Resolve the issues that caused the domain upgrade to fail, and begin the upgrade process again.

– or –

6. If a failure occurs after performing the steps above, remove all Windows Server 2003–based domain controllers from the network and promote the Windows NT 4.0 BDC that is designated as the rollback server to become the PDC.

7. Perform a full synchronization of all Windows NT 4.0 BDCs.

8. Test Windows NT 4.0 server operations and domain validation.

9. Resolve the issues that caused the domain upgrade to fail, and begin the upgrade process again. 
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Important

You must take all Windows Server 2003–based domain controllers offline before you promote the rollback server to become the new PDC. If any Windows Server 2003–based domain controllers remain online in the domain, the promotion of the BDC to a PDC will not work.

Additional Resources

These resources contain additional information related to this chapter.

Related Information

· “Restructuring Windows NT 4.0 Domains to an Active Directory Forest” in Designing and Deploying Directory and Security Services in the Windows Server 2003 Deployment Kit (or see “Restructuring Windows NT 4.0 Domains to an Active Directory Forest” on the Web at http://go.microsoft.com/fwlink/?LinkId=4728) for more information about restructuring domains when upgrading from Windows NT 4.0 to Windows Server 2003.

· “Designing the Active Directory Logical Structure” in Designing and Deploying Directory and Security Services in the Windows Server 2003 Deployment Kit (or see “Designing the Active Directory Logical Structure” on the Web at http://go.microsoft.com/fwlink/?LinkId=4723) for more information about the Active Directory logical structure.

· “Designing the Site Topology” in Designing and Deploying Directory and Security Services in the Windows Server 2003 Deployment Kit (or see “Designing the Site Topology” on the Web at http://go.microsoft.com/fwlink/?LinkId=4724) for more information about Active Directory site topology.

· “Enabling Advanced Windows Server 2003 Active Directory Features” in Designing and Deploying Directory and Security Services in the Windows Server 2003 Deployment Kit (or see “Enabling Advanced Windows Server 2003 Active Directory Features” on the Web at http://go.microsoft.com/fwlink/?LinkId=6937) for more information about enabling functional levels.

· “Deploying DNS” in Deploying Network Services in the Windows Server 2003 Deployment Kit (or see “Deploying DNS” on the Web at http://go.microsoft.com/fwlink/?LinkId=4709) for more information about deploying DNS.
