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Introduction

Microsoft® Exchange Hosted Archive is an advanced message archiving and compliance system for e-mail, instant messages, and Bloomberg mail. This guide is written primarily for the compliance manager, who is responsible for the Web-based interface administration.

Overview

Hosted Archive intercepts and makes copies of inbound, outbound, and internal e-mail messages, as well as instant messages and Bloomberg Mail. All message copies are then stored in a secure, tamper-proof archive. Comprehensive message indexing allows stored messages to be searched by header, subject line, contents, and attachments. Figure 1 describes the service workflow. [image: image2.jpg]IF SERVER IS UNAVAILABLE, E-MAIL IS
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Figure 1:  The Hosted Archive service workflow

As a business continuity tool, Hosted Archive can be accessed at all times by e-mail administrators and end users to recover messages that may have been lost or deleted from the primary e-mail environment. 

If normal delivery of e-mail is blocked because the primary mail environment is down or the corporate network is unavailable, Hosted Archive continues to copy messages to the archive. The original messages are queued, and are then delivered when the primary e-mail environment is restored.

Hosted Archive uses single-instance storage for both messages and attachments. This means that Hosted Archive maintains pointers to a single stored copy of a message or attachment that was sent to multiple recipients. Further, if different messages have attachments that have the same MD5 checksum and the same send date, then only one instance of these attachments is stored and Hosted Archive keeps pointers for all messages referencing that attachment.

For example, when the same attachment arrives on the same e-mail message directed to 50 people, Hosted Archive stores a single instance of the attachment. If the attachment arrives on 50 different e-mail messages to 50 different people within the same 24 hours, then once again the Hosted Archive stores a single instance of the attachment. However, the same attachment coming in on e-mail messages more than 24 hours apart is not single-instance stored.

Hosted Archive does not use message or attachment compression. 
Web-Based Interface

The Hosted Archive Web-based interface provides a set of tools for searching and recovering messages, as well as compliance workflow tools for supervising and monitoring electronic communications.

The Web-based interface also includes tools for composing, reading, and replying to e-mail messages, ensuring continuous access to all e-mail functionality, even when the primary e-mail environment is unavailable or when you require a backup e-mail system.
To log on to the Web-based interface

1. From your Internet browser, go to https://archive.messaging.microsoft.com (U.S. customers) or https://emea.archive.messaging.microsoft.com (EMEA customers).
2. Enter your e-mail address and password.

3. Click Logon.

Navigation

When you open the Web-based interface, you see a list of buttons in the lower part of the left pane; these are called “drawers.” This guide describes how to use the features and functionality available in each of the following drawers:  

· My Messages

· Monitor

· Folders

· My Preferences

· Administration

· Reports 

· Supervise

· Log Off

The menu bar located across the top of the page gives you access to the following areas.

· File:  Tools for composing a new message, changing your password, logging on, and logging off. 

· Admin:  Administrator tools and functions.

· Reports:  Tools for running and scheduling reports. 

· Help:  The Resource Center, containing all documentation and support request forms. 

Figure 2 illustrates the user interface.
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Figure 2: The opening view of the Hosted Archive Web-based interface
Supported Formats

To understand the message and attachment formats that are supported by the Hosted Archive service, see the document Support Formats in the Resource Center of the Hosted Archive Web-based interface.

Foreign Character Sets

All data that is indexed and searchable within Hosted Archive must be in the English language; however, the Web-based interface does support foreign character sets. Data that uses foreign character sets is captured by and viewable within the Hosted Archive, but it is not indexed and it cannot be searched. Therefore, users should be able to view messages containing foreign characters (the Hosted Archive service preserves the message encoding). 

Please note, however, that to display the foreign language character set the computer must have the appropriate language pack installed. Read about language pack installation at support.microsoft.com/kb/283807/en-us.

Journaling

Envelope journaling is highly recommended when using Hosted Archive. Envelope journaling enhances archived e-mail data by:

· Capturing internal messages within an organization.
· Expanding the distribution list recipients in the body of the copied message.
· Identifying and capturing Bcc (blind carbon copy) recipients.
To learn how to set up envelope journaling, see the document Envelope Journaling Configuration in the Resource Center of the Web-based interface.

Distribution Lists 

The Web-based interface cannot expand distribution lists if these distribution lists reside on your Microsoft Exchange Server computer. For example, if a message is sent to everyone@contoso.com, Hosted Archive cannot distinguish the group “everyone” from a single user. Therefore, this message is archived and appears in the Unattached folder, because there is no user called “everyone” in the contoso domain. After the message is archived, it is delivered to the customer’s computer running Exchange Server, where it is expanded and delivered to all the real recipients. In the case where a local user sends to the distribution list, Exchange Server uses the local copy address to record it to the archive. However, it still looks like a single message.

If you want your distribution lists to be parsed and the message inserted into the appropriate recipients’ archive mailboxes, then you must either create those distribution lists in the Web-based interface (from the Administration page, click Distribution Lists), or set up envelope journaling (see “Journaling” above). Envelope journaling expands the recipients in the body of the copy message. You can set up journaling on the following versions of Exchange Server: 
· Exchange Server 2000 Enterprise Edition (Service Pack 3 or later)

· Exchange Server 2003 Enterprise Edition (SP1 or later)

· Exchange Server 2007 Enterprise Edition 

Note   If you are running Exchange Server 2000, Exchange Server 2003, or Exchange Server 2007 Standard Edition, then you can set up envelope journaling only if you set up a separate, dedicated journaling server. 
BCC Recipients

The Web-based interface can identify Bcc recipients only when envelope journaling is enabled. 
The behavior of Bcc recipient archiving varies, depending on the type of journaling selected by your organization. This section presents four scenarios to illustrate these variations, using the following types of e-mail as examples:

· Internal E-Mail:
An e-mail message sent within an organization. (johns@contoso.com to luisb@contoso.com)

· External Outbound:
An e-mail message sent outside of your organization. (luisb@contoso.com to danab@fabrikam.com) 

· External Inbound:
An incoming e-mail message from another organization. (danab@fabrikam.com to luisb@contoso.com) 

· Internal Bcc Recipient:
An individual from within your organization who was Bcc’d on an e-mail message. 
(To: luisb@contoso.com Cc: Bcc: johns@contoso.com) 

· External Bcc Recipient:
An individual external to your organization who was Bcc’d on an e-mail message. 
(To: luisb@contoso.com Cc: Bcc: danab@fabrikam.com)
Bcc Scenarios

	Scenario 1:
	

	Subscribed Service
	Type of Journaling
	Type of E-Mail Message
	Bcc Recipient
	Result
(Is Bcc captured in the archive?)
	Viewable By

	Filtering, archiving
	Message only
	Internal
	Internal
	Not captured
	 

	 
	 
	External outbound
	Internal
	Not captured
	 

	 
	 
	External outbound
	External
	Captured
	Sender, Supervisor1, Compliance Manager

	
	
	External inbound
	Internal
	Captured
	Recipient, Supervisor, Compliance Manager

	
	
	External inbound
	External
	Sometimes captured2
	Recipient, Supervisor, Compliance Manager


1 The Supervisor role only sees the external Bcc if the message being looked at belongs to a subordinate of the Supervisor.
2 If the mail comes through the Hosted Filtering network, it is captured. If the mail goes through an external network, it is not captured.

	Scenario 2:
	

	Subscribed Service 
	Type of Journaling
	Type of E-Mail Message
	Bcc Recipient
	Result (Is Bcc captured in the archive?)
	Viewable By

	Filtering, archiving
	Bcc or
envelope journaling
	External outbound
	Internal
	Captured
	Sender, Compliance Manager

	
	
	Internal
	Internal
	Captured
	Sender, Compliance Manager

	 
	 
	External outbound
	External
	Captured
	Sender, Compliance Manager

	 
	 
	External inbound
	Internal
	Captured
	Compliance Manager

	 
	 
	External inbound
	External
	Sometimes captured2
	Compliance Manager


2 Mail that comes through the Hosted Filtering network is captured. Mail that goes through an external network is not captured.
	Scenario 3:
	

	Subscribed Service 
	Type of Journaling
	Type of E-Mail Message
	Bcc Recipient
	Result
(Is Bcc captured in the archive?)
	Viewable By

	Archiving only
	Message only
	Internal
	Internal
	Not captured
	 

	 
	 
	External outbound
	Internal
	Not captured
	 

	 
	 
	External outbound
	External
	Not captured
	 

	
	
	External inbound
	Internal
	Not captured
	

	
	
	External inbound
	External
	Not captured
	


	Subscribed Service 
	Type of Journaling
	Type of E-Mail Message
	Bcc Recipient
	Result
(Is Bcc captured in the archive?)
	Viewable By

	 Archiving only
	Bcc or envelope journaling
	Internal
	Internal
	Captured
	Sender, Supervisor, Compliance Manager

	 
	 
	External outbound
	Internal
	Captured
	Sender, Supervisor, Compliance Manager

	 
	 
	External outbound
	External
	Captured
	Sender, Supervisor, Compliance Manager

	 
	 
	External inbound
	Internal
	Captured
	Supervisor, Compliance Manager

	 
	 
	External inbound
	External
	Bcc is not captured in the archive3
	Supervisor, Compliance Manager


3 If the external organization that is sending the message subscribes to the outbound Hosted Filtering service, then the message does capture the Bcc.
Encrypted Messages

The following rules describe the behavior of Hosted Archive when archiving encrypted messages:

· If an organization that does not use encryption sends an Exchange Hosted Services customer an encrypted message, then that message is archived encrypted.

· If a Hosted Services customer sends an encrypted message, then that message can either be archived encrypted or unencrypted (clear text).

· If a Hosted Services customer has an inbound decrypt rule and receives an encrypted message, then the message is archived unencrypted (clear text).
BlackBerry Messages

RIM BlackBerry e-mail messages are encrypted messages passed between BlackBerry handhelds and your e-mail server. These messages appear to be a closed communication between the handheld and the BlackBerry Redirector software. The Web-based interface does not display the real content of these encrypted messages in the Web-based interface; however, they are archived because these messages pass through Exchange Server.

In order to review the content of BlackBerry messages, you must do one of the following:

· Use BlackBerry Enterprise Server, which encrypts the message after the journal sends Hosted Archive a copy. The copy is then archived in clear text.

· Use the desktop Redirector software to create some auto-forward rules that forward a clear text copy to a mailbox that is journaled. 

Note:   The BlackBerry Messenger instant messaging service is currently not compatible with the Exchange Hosted Archive Web-based interface.
About Retention Periods

Retention periods define the number of days e-mail messages will be held in the archive before they are destroyed. You can override the retention period for a specific message, but by default messages will expire according to the retention period set for the recipient in the Web-based Interface on that user’s profile page. 

Different groups of users within your organization may require different retention periods for their e-mail messages. When your organization’s account is created in the Hosted Archive, you can specify a default retention period, and up to nine further retention periods. When you subsequently create new users, either individually or by bulk upload, their messages will be retained for the default retention period unless you explicitly specify one of the other available periods. 

The 10 retention periods from which you can select are:

· 60 days

· 90 days

· 1 year

· 2 years – 8 years (in one year increments)
Retention periods are set per-user, so users who have multiple aliases can still only receive a single retention period. 

You can set retention periods for e-mail and Bloomberg XML message streams only. All Instant Message content streams use the default retention period for your organization.

How Retention Works
Whenever an e-mail message is inserted into the archive, the retention policy for the recipient is applied to that message and a time-to-live (TTL) value is established.

When you have a single, default retention policy then the TTL value is simply the current time plus the value of the default retention policy. 

When you have multiple retention periods, a message will be retained in the archive for the longest of all the recipient user’s TTL values. For example, if a user with a retention period of 60 days sends a message to a user with a retention period of 2 years, that message will remain in the archive for 2 years from the date it is received, unless it is explicitly destroyed by an administrator.

Unattached Recipients

Unattached recipients are those recipients that have not been provisioned in the archive; the default retention periods is applied for messages received by unattached recipients. 

Note:  If a message received by an unattached recipient is subsequenty attached to a provisioned user, then the default retention period is not retroactively changed, even if the attached user’s retention period is different from the default. For this reason, when you define the set of retention periods for your organization, take care when you chose the default retention policy so that unattached messages do not become a compliance risk.
Changes to Retention Periods

New users receive the default retention period for your organization, unless you explicitly set one of your additional retention periods when you create the user or bulk upload users. In order to change retention periods, you must have one of the following roles in the Hosted Archive:
· Compliance Manager

· Compliance Officer

· Technical Administrator

· Role Manager

To change an existing user’s retention period, modify retention settings in the Web-based Interface either on the user’s Profile page or by using the Multiple People Edit function.  The retention value set at user level overrides the company default.
On the Company page the Retention Period shows the default retention period for your organization.

On the People page you can set a user’s retention period to either Inherited, in which case the user inherits the default retention period for your organization, or you can set it to one of the periods you opted for when your organization subscribed to the archive service.
Note: When you change the retention policy for a user, or you change the default retention period for your organization, this does not change the policy for existing messages in the archive. Any changes to retention policies affect new archived messages only.  
How End Users View their Retention Policy

When users log in to the archive to view their messages, they may see messages in their ‘Sent messages’ and ‘All messages’ drawers that have exceeded their retention periods. This is because of the multiple retention period feature, by which messages are retained for the longest retention period of all recipient users. 
Roles in the Hosted Archive Web-Based Interface
Access permissions in the Web-based interface are governed by assigned roles. This guide is primarily designed for the person who is assigned the Compliance Manager role, which has the greatest number of privileges and access permissions. 

One or more roles can be assigned to one person, or each role can be assigned to a different person. Table 1 summarizes the roles available in the Hosted Archive. Tables 2 and 3 provide detail on access privileges associated with each of these roles.

Table 1:  Roles in the Hosted Archive 
	Role
	Description

	Compliance Manager
	A compliance manager can view all user e-mail messages and run all reports. They can update any account, set up supervisory terms, and set sample rates.

	Compliance Operator
	A compliance operator can configure supervision rules and run some basic reports. This is a less privileged role than that of the compliance manager.

	External Compliance Auditor 
	An external compliance auditor is a person from a third-party organization outside of your organization who reviews messages of individuals that require supervision.

	Technical Administrator 
	Technical administrators can view their own e-mail in its entirety, as well as the header information for all other user messages. This role also has full privileges to configure the technical environment and routing architecture of the Web-based interface.

	Technical Operator
	A technical operator can view other users’ mail, but only the header information, and can also run some basic reports. This is a less privileged role than the Technical Administrator role.

	Monitor 
	With the Monitor role, a supervisor can view assigned subordinate messages in the Monitor drawer. This role can be assigned only to individuals who are already assigned the Supervisor role.

	Monitor Operator
	A monitor operator has limited access to user e-mail messages, for the primary purpose of helping to search for messages. A monitor operator cannot view the body of messages. People in this role can, however, tag message results for another person or share the results in a folder with another user. 

	Supervisor
	A supervisor can review captured e-mail, instant messages, and Bloomberg transcripts of subordinates that require supervision. 

	HR Manager
	An HR manager can run some basic reports and assign delegates. 

	Role Manager
	This supplemental role is intended for end users who already have the administrative rights. A role manager can assign roles to other users.

	Security Officer
	A security officer must log on when any user tries to access the e-mail messages of any other user. This is a sensitive role.

	Worker
	People assigned the Worker role can view only their own archived messages. This is the default role with the fewest privileges.


Table 2:  Roles and Access Privileges in Hosted Archive, part 1
	
	Compliance Manager
	Compliance Operator
	External Compliance Auditor
	Technical Operator
	Technical Administrator

	My Messages Drawer
	
	
	
	
	

	  Email Received
	
	
	
	
	

	  Email Sent
	
	
	
	
	

	  All
	
	
	
	
	

	  IM
	
	
	
	
	

	  Bloomberg
	
	
	
	
	

	  All
	
	
	
	
	

	  My Tags
	
	
	
	
	

	  Other Tags
	
	
	
	
	

	Monitor Drawer
	
	
	No drawer
	
	

	  Email Received
	
	
	
	 [2]
	 [2]

	  Email Sent
	
	
	
	 [2]
	 [2]

	  All
	
	
	
	 [2]
	 [2]

	  IM
	
	
	
	 [2]
	 [2]

	  Bloomberg
	
	
	
	 [2]
	 [2]

	  Unattached Received
	
	
	
	 [2]
	 [2]

	  Unattached Sent
	
	
	
	 [2]
	 [2]

	Folders Drawer
	
	
	
	
	

	Preferences Drawer
	
	
	
	
	

	  Password
	
	
	
	
	

	  Colors
	
	
	
	
	

	  Email Preferences
	
	
	
	
	

	Administration Drawer
	
	
	
	
	

	  Company
	
	
	
	
	

	  People
	
	
	
	[6]
	[5]

	  Distribution Lists
	
	
	
	
	

	  Relationships
	
	
	
	
	

	  Call Tree
	
	
	
	
	

	  Mass Restore
	 [1]
	
	
	
	

	  DR Passwords
	
	
	
	
	

	  Classes
	
	
	
	
	

	  Attorney/Client
	
	
	
	
	

	  Announcement
	
	
	
	
	

	  Retention
	
	
	
	
	

	  Combine Accounts
	
	
	
	
	

	  Event Viewer
	
	
	
	
	

	  Inactive Accounts
	
	
	
	
	

	  DR Test
	
	
	
	
	

	Reports Drawer
	
	
	
	
	

	  Activity Detail
	
	
	
	
	

	  Attachment Detail
	
	
	
	
	

	  Class Association
	
	
	
	
	

	  Destruction
	
	
	
	
	

	  Email Detail
	
	
	
	
	

	  Message Review Recap
	
	
	
	
	

	  Supervisory Relationship
	
	
	
	
	

	  System Statistics
	
	
	
	
	

	  Activity Summary
	
	
	
	
	

	  Attachment Summary
	
	
	
	
	

	  DR Test
	
	
	
	
	

	  Destruction Hold
	
	
	
	
	

	  Employee Roster
	
	
	
	
	

	  Privileged Roles
	
	
	
	
	

	  Supervisory Review Aging
	
	
	
	
	

	  Top 10
	
	
	
	
	

	  Archive Summary
	
	
	
	
	

	  Call Tree
	
	
	
	
	

	  Daily Statistics
	
	
	
	
	

	  Email Summary
	
	
	
	
	

	  IM Transcript
	
	
	
	
	

	  SEC 17a-4
	
	
	
	
	

	  Supervisory Review   

  Evidentiary
	
	
	
	
	

	Supervise Drawer
	
	
	
	No drawer
	

	  Review Messages
	
	
	
	
	

	  Ad Hoc Sampling
	
	
	
	
	

	  People Sampling
	
	
	
	
	

	  Class Sampling
	
	
	
	
	

	  Supervisory Terms
	
	
	
	
	

	  White List
	
	
	
	
	

	  Delegates
	
	
	
	
	

	  Dictionaries
	
	
	
	
	


Table 3:  Roles and Access Privileges in the Hosted Archive, part 2
	
	Monitor
	Monitor Operator
	Supervisor
	HR Manager
	Role Manager
	Security Officer
	Worker

	My Messages Drawer
	
	
	
	
	
	
	

	  Email Received
	
	
	
	
	
	
	

	  Email Sent
	
	
	
	
	
	
	

	  All
	
	
	
	
	
	
	

	  IM
	
	
	
	
	
	
	

	  Bloomberg
	
	
	
	
	
	
	

	  All
	
	
	
	
	
	
	

	  My Tags
	
	
	
	
	
	
	

	  Other Tags
	
	
	
	
	
	
	

	Monitor Drawer
	No drawer

[3]
	
	
	No drawer
	No drawer
	No drawer
	No drawer

	  Email Received
	
	 [2]
	 [4]
	
	
	
	

	  Email Sent
	
	 [2]
	 [4]
	
	
	
	

	  All
	
	 [2]
	 [4]
	
	
	
	

	  IM
	
	 [2]
	 [4]
	
	
	
	

	  Bloomberg
	
	 [2]
	 [4]
	
	
	
	

	  Unattached   

  Received
	
	 [2]
	 [4]
	
	
	
	

	  Unattached Sent
	
	 [2]
	 [4]
	
	
	
	

	Folders Drawer
	
	
	
	
	
	
	

	Preferences Drawer
	
	
	
	
	
	
	

	  Change Password
	
	
	
	
	
	
	

	  Colors
	
	
	
	
	
	
	

	  Preferences
	
	
	
	
	
	
	

	Administration Drawer
	
	
	
	
	
	
	

	  Company
	
	
	
	
	
	
	

	  People
	
	
	
	
	
	
	

	  Distribution Lists
	
	
	
	
	
	
	

	  Relationships
	
	
	
	
	
	
	

	  Call Tree
	
	
	
	
	
	
	

	  Mass Restore
	
	
	
	
	
	
	

	  DR Passwords
	
	
	
	
	
	
	

	  Classes
	
	
	
	
	
	
	

	  Attorney/Client
	
	
	
	
	
	
	

	  Announcement
	
	
	
	
	
	
	

	  Retention
	
	
	
	
	
	
	

	  Combine Accounts
	
	
	
	
	
	
	

	  Event Viewer
	
	
	
	
	
	
	

	  Inactive Accounts
	
	
	
	
	
	
	

	  DR Test
	
	
	
	
	
	
	

	Reports Drawer
	
	
	
	
	
	
	

	  Activity Detail
	
	
	
	
	
	
	

	  Attachment Detail
	
	
	
	
	
	
	

	  Class Association
	
	
	
	
	
	
	

	  Destruction
	
	
	
	
	
	
	

	  Email Details
	
	
	
	
	
	
	

	  Message Review Recap
	
	
	
	
	
	
	

	  Supervisory    

  Relationship
	
	
	
	
	
	
	

	  System Statistics
	
	
	
	
	
	
	

	  Activity Summary
	
	
	
	
	
	
	

	  Attachment   Summary
	
	
	
	
	
	
	

	  DR Test
	
	
	
	
	
	
	

	  Destruction Hold
	
	
	
	
	
	
	

	  Employee Roster
	
	
	
	
	
	
	

	  Privileged Roles
	
	
	
	
	
	
	

	  Supervisory 

  Review Aging
	
	
	
	
	
	
	

	  Top 10
	
	
	
	
	
	
	

	  Archive Summary
	
	
	
	
	
	
	

	  Call Tree
	
	
	
	
	
	
	

	  Daily Statistics
	
	
	
	
	
	
	

	  Email Summary
	
	
	
	
	
	
	

	  IM Transcript
	
	
	
	
	
	
	

	  SEC 17a-4
	
	
	
	
	
	
	

	  Supervisory   

  Review Evidentiary
	
	
	
	
	
	
	

	Supervise Drawer
	No drawer

[3]
	No drawer

[3]
	
	
	
	
	

	  Review Messages
	
	
	 [4]
	
	
	
	

	  Ad Hoc Sampling
	
	
	 [4]
	
	
	
	

	  People Sampling
	
	
	
	
	
	
	

	  Class Sampling
	
	
	
	
	
	
	

	  Supervisory Terms
	
	
	
	
	
	
	

	  White List
	
	
	
	
	
	
	

	  Delegates
	
	
	
	
	
	
	

	  Dictionaries
	
	
	
	
	
	
	

	[1] A compliance manager cannot restore messages to a particular user unless assigned the Technical Administrator role.

	[2] Cannot view the content of messages.

	[3] The Supervisor role is required to access this role.

[4] The Supervisor role can view only the messages of their subordinates.

	[5] The Technical Administrator role can add roles for other users but cannot delete roles.

[6] The Technical Operator role can delete roles for other users but cannot add roles. A Technical Operator role also cannot add aliases or out-of-band e-mail addresses.




My Messages Drawer

In the My Messages drawer (in the left pane of the Web-based interface), all users (assigned as the Worker role) can view their own message archive. Workers can search for their own messages and can restore them if necessary. My Messages displays the last seven days of e-mail messages for each user. 

As a compliance manager, you are also a worker, which means that you have access to your own personal message archive.
View Your Messages

Your My Messages drawer contains the following folders: Email, IM, Bloomberg, All, My Tags, and Other Tags.

Email

The Email folder provides several subfolders that categorize messages: 

· Received contains all e-mail messages received by the user.

· Sent contains all e-mail messages sent by the user.

· All Messages includes all e-mail messages both received and sent by the user.

IM 

The IM folder contains archived instant messages (if your organization chooses to archive those messages). The Web-based interface can archive instant message transcripts for Omnipod, Parlano, FaceTime, Symantec IM Manager (IM Logic), and Akonix. IM messages are retained according to the retention periods configured in the archive. 
Supported IM formats and versions are:

	IM Vendor
	Format/Version

	Omnipod
	XML v. 2

	FaceTime
	XML v. 2 and Text

	Parlano
	XML

	Akonix
	Text

	Symantec IM Manager
	XML


IM messages that cannot be processed are captured in Hosted Archive as normal e-mail messages.

Bloomberg

The Bloomberg folder contains archived Bloomberg communications (if your organization chooses to archive these messages). 

Note   Bloomberg messages are downloaded nightly, and the Hosted Archive service archives the last 14 days of those Bloomberg messages that are available on the Bloomberg FTP site.

Hosted Archive supports the following Bloomberg formats within Hosted Archive:

· Bloomberg Messages

· Bloomberg Attachments

· Bloomberg Disclaimers

· Internet Messages

· Internet Attachments

· Internet Disclaimers

· Instant Bloomberg

All Messages

The All Messages folder includes all e-mail, instant messages, and Bloomberg communications.

My Tags

The My Tags folder includes a copy of all e-mail, instant messages, and Bloomberg communications that you have selected to read or export at a later time.

Other Tags

The Other Tags folder includes a copy of all e-mail, instant messages, and Bloomberg communications that another user has selected for you to read or export at a later time.
Select Messages

Within My Messages, you can select one or more messages, and you can then perform actions on the selected messages. 

To select multiple messages

4. Click to select the first message.

5. Press and hold the CTRL key, and then click one or more additional messages. 

To select a range of messages

6. Select the first message.

7. Press and hold the SHIFT key, and then click the last message in the range.

Access Commands from Toolbar Icons

Toolbar icons provide quick and convenient access to frequently performed commands. You can also find most of these icons by right-clicking any message. The following table provides a detailed description of each icon in the Toolbar.
Table 4: Toolbar icons in the Web-based interface
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	Compose a New E-mail Message
	Compose a new e-mail message.

	[image: image4.jpg]



	Enable Paging and Display Message Count
	View your messages in pages that display a set number of messages. The message count is displayed on the right side of the page. You can modify the page size to increase the number of results per page.
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	Refresh Messages
	Refresh the page to view any new e-mail messages that you have received or sent.
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	Restore
	Restore one or more messages to your regular e-mail inbox.
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	Export
	Extract messages in MIME format and package them in a WinZip file. 
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	Tag
	Copy one or more messages to the My Tags folder.
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	Tag for Another Person 
	Copy one or more messages to another user’s Other Tags folder. 
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	Notes
	Attach notes, or read a note that is already attached to a message. Individuals with the Worker role only have access to view their own notes.
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	Search
	Search for messages by date, sender, or recipient, or by one or more keywords in subject, body, or attachments.
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	Open
	Open one or more selected messages, so you can read and perform other actions on the messages.
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	Show/Hide Reading Pane
	Split the screen to view the body of the message without having to open it.
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	Reset Column Size
	Reset the width of the columns.


Access Additional Commands
Right-click any e-mail message to view these additional commands. 

· Copy copies the selected message to the Clipboard. 

· Copy to Excel exports information about a message into a Microsoft Office Excel® spreadsheet. 

· History displays details about actions taken with the message, including when the action took place, who acted on the message, what action they performed, and any notes added to the message.

· Properties displays when the message was captured and when it will be electronically destroyed.

· [Un] Select All - (All Pages) selects or clears selection of all messages that are currently displayed on the page. 
· Extend Expiration allows you to extend the e-mail retention policy for a selected message. This feature is only available to users who have Compliance Manager permissions.
Search for Messages

You can search for messages in the My Messages and Monitor drawers of the Web-based interface, and in the Supervise drawer, Review Messages page. In My Messages, you can search only your own individual messages.

Two types of searches can be performed within the Web-based interface: ad hoc (grid) searches, and offline searches.
· An ad hoc search is available to any role in the Web-based interface. Results of ad-hoc searches are generated in real time. This type of search is also called a grid search.

· An offline search is available only to compliance managers. Offline searches are performed in the background, which allows compliance managers to continue working within or outside the Web-based interface. 
To search for a message
8. Go to the folder that you want to search in.

Note You can conduct a search from any folder that contains messages (Email Received, Email Sent, Email All, IM, Bloomberg, or All Messages).

9. Click Search 
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. 
10. In the Search dialog box, choose the options that will help target your search.
· When you click Search 
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, you can choose whether you want the search results to appear in your current window or in a new window. 

· In the Date box, the default date range for a search is for the most recent seven (7) days. To search across all 30 days, select the entry in the Date box, and then press the DEL key. 
Basic Search 

Searching for messages in the Web-based interface is easy. Below are some important points to keep in mind when performing an ad hoc (grid) or offline search:

· Other than the locations, all fields are connected logically by the AND statement. For example, if you specify a date range, values in the From box, and keywords, only those messages that meet all conditions are returned in the search results.

Date Criteria

· Conducting a search without specifying any criteria means “find everything.”

· Conducting a search with only a date range means “find everything between these dates.”

· Conducting a search with only a starting date means “find everything since this date.”

· Conducting a search with only an ending date means “find everything until this date.”

· Date searches always include the dates specified.

Text Criteria

· Text searches are case-sensitive.

· From and To are smart fields that automatically find known variations of the individual’s name or e-mail address. For example, if you enter the word “Jon,” your search results will include anyone whose first name or last name is Jon. The results will also include any e-mail address that has the character string “jon” in it, such as user 1@jon.contoso.com, or jon@contoso.com). 

· You can search for multiple senders and recipients by separating entries with a comma or semicolon. You can connect entries by including an OR statement. You can also search in the Cc and Bcc fields of e-mail messages for specific senders and recipients.

· If you enter multiple search words, you must specify at least one location for Hosted Archive to look, whether it is in the subject, body, an attachment, or in the name of the attachment. Connect searches for multiple locations with the OR statement. 

· You can use the advanced search operator FORMSOF(INFLECTIONAL,””)  to  find all variations of a word (also called stemming). For example, FORMSOF(INFLECTIONAL,“run”) will not only find messages containing the words “run” and “running” but also any messages containing the word “ran”. (For more information about advanced search operators, see the next section.)
· Use quotation marks when searching for phrases with more than one word or when searching for a word using an advanced search operator. Examples: “alpha beta” or FORMSOF(INFLECTIONAL,“ran hard”).

· The Sent From and Sent To boxes in the Search dialog box includes options to narrow your search: 

· Exact:  Find all results that exactly match the criteria.

· Begins:  Find all results that begin with the criteria.

· Ends:  Find all results that end with the criteria.

· Contains:  Find all results that contain the criteria.

· Use the People Picker next to the Sent From and Sent To boxes in the Search dialog box to increase search performance. 
· To retain search data for future use, click Send Results to a Folder.
Advanced Search Operators

There are a number of operators in the Web-based interface that provide advanced search capabilities. To view a complete list of these operators, click Help to the right of Search for the word(s). A new window appears that lists all operators available, explains their purpose, and shows how to use them. 
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Figure 3:  List of word search operators 
Grid Search Results 

After you click Search 
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 (or press ENTER), your Search results pane results show a list of messages that appear directly below the search fields. 
To open a message from the Search results pane
11. Select the message.

12. Click Open 
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. 

To open multiple messages

13. Select the appropriate messages.

14. Click Open 
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. 

When you open a message from the Search results pane, the highlight icon [image: image21.png]


 becomes available. Click the highlight icon to highlight the matched search words. The first three instances of unique matched search words are highlighted in the message body.

Offline Search

Compliance managers can perform offline searches within Hosted Archive. The offline search occurs in the background, so compliance managers can continue working within or outside the Web-based interface while the search runs. 

To run an offline search 
15. Click Search 
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. 
Note   You can choose to have the search results appear in your current window or in a new window.

16. In the Search dialog box, enter the search parameters of your search.

17. Select the Send results to a folder check box. 

18. Select the Submit an offline search check box. 

19. Click Search again.

20. In the user prompt that appears, add a folder and enter the name of the folder you want created.

21. Click OK when a new prompt appears, confirming that your offline search has been submitted.. 

22. When your search has finished, a message is sent to you to confirm completion of the search.

23. Click the folder of your search to view your completed search. 

To view the status of an offline search 
When you have run an offline search, you can check the status of your search.

· Right-click the folder you created for your offline search, and then click Properties.

The folder properties indicate the status of your offline search:
· Waiting:  The offline search is waiting to be processed.

· Running:  The offline search is processing the request.

· Complete:  The offline search is finished.

· Canceled:  Cancel the offline search.

· Error:  There was an error with the offline search and it did not complete. Contact Technical Support for further assistance.

Export Messages 

Three types of exports are available to you within the Web-based interface:

· Ad hoc (grid) exports — An ad-hoc or grid export is available to any role in the Web-based interface. Ad hoc (grid) exports are generated in real time. 

· Folder exports — A folder export is available to any role in the Web-based interface. Folder exports allow you to export the entire contents of a folder using a single operation.
· Offline exports — An offline export is available only for compliance managers. Offline exports are performed in the background, allowing Compliance Managers to continue working within or outside the Web-based interface. 

The export file is a standard WinZip file that contains one EML file per exported message. EML files can be viewed using Microsoft Outlook® Express and other e-mail readers.

Export files that are displayed on the Recent Exports page are retained for five (5) days, after which they are removed.

Please note that technical administrators, technical operators, and monitor operators can only export the header information of messages. They are unable to view the content of messages when messages are exported.

Ad Hoc Export 

To perform an ad hoc (grid) export of messages

1. Go to the folder that you want to export from.

Note   You can perform an export from any folder that contains messages (Email Received, Email Sent, Email All, IM, Bloomberg, or All Messages).

2. Select all messages that you want to export. 
3. Right-click the selected messages, and then click Export 
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.

4. In the Save As dialog box, enter a file name for the file to be exported.

Folder Export 

To perform a folder export of messages

24. Right-click the folder that you want to export, and then click Properties.

25. Double-click Size to show the size of the folder. 
Note The maximum export size of a folder is 2 gigabytes (GB); if the folder size is greater than 2 GB, a Split option appears.

26. If your folder is greater than 2 GB, click Split to create smaller subfolders.

27. Click the main folder or subfolder, and select one message. 
28. Right-click the selected message, and then click [Un]Select All - (All Pages).

29. Click Export 
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.

30. In the Save As dialog box, enter a file name for the file to be exported.

Offline Export 

Compliance managers can perform offline exports in Hosted Archive. The offline export performs in the background, so compliance managers can continue working within or outside the Web-based interface while the export takes place. 

To perform an offline export 

31. Right-click the folder you want to export, and then click Offline Export.

32.  In the message that confirms that your offline export has been submitted, click OK.

When your export has completed, an e-mail message is sent to you confirming completion of the export. 

To perform a large offline export 

33. If your offline export is large in size, a dialog box will appear detailing next steps.

34. Right-click the folder, and then select Properties.

35. Select Split. This will create smaller sub-folders.

36. Right-click the parent folder and then select the Offline Export option. This will export all sub-folders.

37. A dialog box will confirm that your offline export has been submitted. 

38. Click OK.

When your export has completed, an e-mail message is sent to you confirming completion of the export.

To view the status of an offline export
· Right-click the folder that you submitted for offline export, and then click Properties. 

To export messages from an offline export

39. From the My Preferences drawer, click the Recent Exports page.

40. Click the file you want to export.

41. Click Save. 
42. In the prompt that appears, enter a file name for the file to be exported.

Restore Messages
You can restore one or more messages to their original recipients. 
To restore a message 

43. Select all messages that you want to restore. 
44. Right-click in the selected messages, and then click Restore [image: image25.png]


.

45. In the Restore Options dialog box, choose where you want all messages restored. 

Restore always delivers a copy of the selected messages to the original recipient, even if messages are restored to another mailbox.

Technical administrators can also perform a mass restore of e-mail messages. For information, see “Mass Restore” in the “Administration Drawer” section of this guide.

Note   The original e-mail messages are restored to users without notes. Notes are available only in the Web-based interface.

Tag Messages 

You can copy messages to a special folder so that you (or another user) can read them or export them at a later time. This is called tagging.
In any e-mail view, a pushpin icon appears beside tagged messages in the far-right column.

To tag messages

46. Select all messages that you want to tag, and then click Tag 
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.
Two additional icons appear.
47. Click Tag 
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 to tag messages for yourself. By tagging a message for yourself, you can read or export this message at a later time.
-or-
Click Tag for another person 
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 to tag messages for another user. When you tag a message for another person, that person can now read this message.

After you have tagged one or more messages for yourself, you can view them in the My Tags folder (located in the My Messages drawer).

After you have tagged one or more messages for another person, they can view those messages in their Other Tags folder (located in their My Messages drawer). When you view your Other Tags folder, you see a list of all messages that other users have tagged for you to read or review.

To remove a tag from a message

· In the My Tags or Other Tags folder, click Clear Selected Tags to remove the selected messages from the folder.

Monitor Drawer

The Monitor drawer displays messages for all individuals whose messages are being archived. By default, the last two days of messages are displayed. As a compliance manager, you can use the Monitor drawer to search and review all messages that have been archived for the entire organization. Search functionality and options are consistent regardless of what you are looking for—whether you are searching for an e-mail message sent by an outsider, an e-mail message received by an employee, an instant message sent by an employee, or Bloomberg information. 

Search for Messages in Monitor

You can conduct a search from any folder that contains messages (Email Received, Email Sent, Email All, IM, Bloomberg, or All Messages). 
For more information about searching for messages, see “Search for Messages” in the “My Messages Drawer” section of this document.

Unattached Messages 

Hosted Archive associates and displays archived mail based on a user’s primary e-mail address. The Unattached folder contains all messages that do not have a primary e-mail address created within the Web-based interface. You can conduct a search from the Unattached Received and Unattached Sent folders. 
For more information about unattached messages, see “Combine Accounts”  in the “Adminstration Drawer” section of this guide.
Folders Drawer
Use the Folders drawer to create your own personal folders so you can organize and save your messages and search results for easy retrieval. Compliance managers can also use the Folders drawer to submit offline exports and to check the status of offline searches and exports. For more information about offline searches and exports, see “Search for Messages” and “Export Messages” in the “My Message Drawer” section of this guide.

In the Folders drawer, you can also delete, paste, share, rename, upload documents to the folder, refresh the screen, view properties, and perform an offline export.

Add New Folders

To add a folder 

48. Click the Folders drawer, and then right-click All. 

49. Click Add Folder. 
50. In the prompt that appears, enter the name for your new folder, and then click OK.

Share a Folder 

To share a folder

51. Right-click the folder you want to share, and then click Share.

52. In the Share dialog box, click Add to view a list of all employees in the archive.

53. Select the individuals you want to share the folder with, and then click Save and Close [image: image29.png]


 .

The window displays the people you are now sharing this folder with. 
54. When the list has updated, click Close.

Notes on sharing folders:

· A compliance manager can share a folder with a person assigned the Worker role, but the worker cannot see the message body.
· A compliance manager can share a folder with a supervisor, but the supervisor can only see the message body of that supervisor’s subordinates. 
· To share messages with a person in another role, so that the end user can view the message body of a message, a compliance manager should use the Other Tags feature. 

Folder Menu

When viewing messages in a folder, you can export messages, remove or move attorney/client privileged messages, remove all messages, remove selected messages, or perform a search. These options are available on the Folder menu toolbar. 
My Preferences Drawer

The My Preferences drawer is available for all user roles. In My Preferences, you can set individual preferences, such as changing your password, adjusting the user interface colors of the Web-based interface, choosing to have an alert appear when a new message arrives, and choosing to write all instant messages to one CSV file (comma-separated value format) when exporting.

Compliance managers can also use My Preferences to delete or export their recent offline exports.
Change Password 

To change your password, you enter the current password, enter your new password, and then confirm. Passwords are case-sensitive. We recommend that you enter text in the Password Hint box. With this option, if you ever forget your password, you can click Email me a hint on the logon screen. After you enter the hint text, your password will be sent to you in e-mail. 

Change Colors 

All users can change the color of the Web-based interface. You can choose a pre-built color scheme or change the color of each user interface element to suit your preferences.

Set Preferences 

All users can change personal mail options to display an alert each time a new message arrives. If you do not set this option, you must periodically refresh your screen to view new messages. 

All users can also configure the Web-based interface to write all instant messages to one CSV file when exporting. 

Recent Exports

Compliance managers can delete or export their recent offline exports. For more information about offline exports, see “Export Messages” in the “My Message Drawer” section of this guide. 
Administration Drawer

The Administration drawer is where compliance managers and technical administrators add users to the system, set up internal groups (classes) for supervision, mass restore messages, and view audit trails of those individuals who have access to the system.

This section describes the many options and settings that are available in the Administration drawer.

Company Page
Compliance managers and technical administrators can change all settings shown on this page except the company name, and adding and deleting domains (which is available only to Technical Support). The following information must always be up to date:

· Company name

· Time zone 

· Domains

External Interfaces

External Interfaces is where you enter your Bloomberg information. When you enter your Bloomberg FTP server, account, and password in the External Interfaces area , you have granted Hosted Archive access to your Bloomberg database so that the Hosted Archive service can securely transmit copies of your daily Bloomberg transactions to your Hosted Archive via a secure FTP (SFTP) connection. 

Bloomberg requires that your organization take control of your password and all IP addresses that are used to access the FTP site where Bloomberg posts daily compliance files for your organization. Because your organization archives Bloomberg data, you must enter the following IP addresses in your CCNS function. This action allows the Hosted Archive service to access the FTP site where your data is stored; otherwise the Hosted Archive service will no longer be able to retrieve Bloomberg data for your organization. 
 To set up Bloomberg company account information in Hosted Archive

55. The IP addresses that you must add are:

· 12.129.20.0/24

· 12.129.219.128/27

· 213.199.154.0/24

If you have any additional questions about this step, contact your Bloomberg representative or see BMAIL <GO> on your Bloomberg Terminal.

56. Enter the following information in the appropriate Bloomberg boxes:
· Bloomberg FTP server (for example, ftpcom.bloomberg.com)
· Bloomberg FTP account (for example, contoso)
· Bloomberg FTP password

57. On the People page, go to the Aliases/Other Accounts area and enter the end user’s Bloomberg Simple Mail Transfer Protocol (SMTP) address in the New E-mail Alias box.

Password Expiration Policy

The Password Expiration Policy area on the Company page contains a place to set an automatic expiration date for user passwords at a set interval.

Miscellaneous Options
Several administrative settings are available to you in the Miscellaneous area:

· Automatically create Web-based interface logon accounts as messages are sent. User accounts are created when messages are sent from the user’s mailbox.
· Automatically nightly harvest messages requiring supervisory review. Compliance managers can receive notifications if the nightly message harvest fails to run. The nightly message harvest may fail to run when:
· Unassigned subordinates need review.
· There is a lack of activity for reviewing messages.
See “Nightly Message Harvest Notifications” below for examples.
· Conceal Internal Messages. The body of internal messages will not be viewable by any user or role.

· Compliance manager must approve white list requests. A white list request will not be in effect until the compliance manager has approved the request from other supervisors or compliance operators.

· Exclude internal messages from keyword matching in supervisory review. Internal messages will not be included in the harvest of keyword matching and these internal messages will also not appear in the Review messages queue in the Supervise drawer.

· Hold Message Destruction. Prevents messages from expiring from the system, even after they reach the end of their individual retention period. This can be a company-wide setting or can be set by individual e-mail address. This feature is helpful if the company or specific individuals are being audited or investigated and access is needed to all e-mail. (The SEC 17a-4 report includes a line item that totals the number of messages on hold company-wide.)
Important   Selecting the Hold Message Destruction check box could compromise compliance regulations, because messages are not destroyed according to their retention period.

Selecting the Hold Message Destruction feature on this page applies this setting company-wide. Messages for the entire company will be protected from destruction once they reach their expiration date. If you clear the Hold Message Destruction check box, messages will expire according to their previous expiration date.
Note   If specific individuals are being audited or investigated, you can perform the same action for an individual e-mail address on the People page. When selected, any messages archived for this person are retained until the hold is lifted by clearing this check box on the People page.

· Allow send & reply. Any end user or role will be able to send and reply to messages using the Web-based interface.

Nightly Message Harvest Notifications

Notification of an Unassigned Subordinate

Here is an example of the notification, when there are one or more unassigned subordinates:

	Orphan(s) was discovered during your nightly harvest.  An orphan is a subordinate that requires review but was not assigned a supervisor. The following orphan(s) was not harvested for review and therefore no messages for this subordinate(s) appear in the Supervise, Review Messages queue.

Orphan: Ahs, David, david@contoso.com

Date Last Harvested: never

Orphan: Hance, Jim, jim@contoso.com

Date Last Harvested: never

To assign orphan(s) to a supervisor:

1. Click on Supervise, People Sampling.

2. Assign the orphan(s) to the appropriate supervisor.

3. Review the “Supervisory Relationship” report, selecting the option to “include non-supervised employees”.  This report will identify subordinate(s) that need messages reviewed but are not yet assigned a supervisor.

Your nightly harvest will resume this evening after the orphan(s) is assigned a supervisor. If you need to review messages immediately or need to review prior messages for this orphan(s), you can run an ad hoc harvest.

To run an Ad Hoc Harvest:

1. Click on Supervise, Ad Hoc Sampling.

2. Select the appropriate supervisor and subordinate to run a sampling.

3. Select either Ad Hoc People Sampling, Keyword Sampling, or Class Sampling.

4. Enter start and end dates of the sampling. The start date should be one day before the last harvest date.

5. Click OK.

To opt-out of this notification remove the checkmark in the box labeled “Automatically nightly harvest messages requiring supervisory review” under Administration, Company.


Notification of Lack of Activity

Here is an example of the notification when there was a lack of activity:

	The nightly harvest for your organization did not run because messages have not been reviewed for a period of two (2) weeks. The date the last time messages were reviewed is below. We continue to archive messages for your organization, only your nightly harvest did not run.

Last Supervised on 4/4/2007 1:42:48 PM

Your nightly harvest will resume this evening when a message has been reviewed.


People Page
The People page in the Administration drawer displays the personal user information of all individuals who have accounts created in the Web-based interface. This includes contact information, time zone, IP address restriction, and e-mail aliases, as well as assigned roles. 

Basic Information Area
Compliance managers and technical administrators can change the status of any user account to active, inactive, or deleted. They can also change the time zone, hold messages for destruction, establish whether or not the end user requires supervisory monitoring of messages, and specify whether the user is governed by NASD 3010 rules. 

Users assigned the Worker role can change the time zone and enter unique user information for passwords.
Status
 When you set the status of an account to Inactive (Deactivate) or Delete, that user’s e-mail messages continue to be archived. However, where they are archived differs according to the status that has been set.

· Inactive (Deactivate):  Marking an account as inactive is similar to disabling or freezing an account. For example, if one of your employees is under scrutiny you may want to deactivate that individual’s account. When the account is deactivated, that employee can no longer access the Web-based interface. After you determine that the employee is reputable, you can then reactivate the account without ever unlinking messages from this employee’s e-mail address. This means that although the user’s account was deactivated, the messages for this employee are not delivered to the Unattached folder in the Monitor drawer.

· Deleted:  Deleting an account is similar to making the account inactive: the employee no longer has access to the Web-based interface. However, messages for the employee are no longer linked to that e-mail address. All e-mail messages for this deleted account are delivered to the Unattached folder in the Monitor drawer.

Supervisory Monitoring

For non-regulated organizations that include review requirements as part of their corporate e-mail policy or best practices, compliance managers and technical administrators should select the Requires supervisory monitoring of messages option. 

For regulated organizations that have review requirements associated with NASD 3010 regulations, compliance managers and technical administrators should select This person is governed by NASD Rule 3010. 
When either of these options is applied to a user account, that user’s messages are included in a supervisor’s message review routine according to the configuration for sampling percentages and keywords.
Email, IM, and Bloomberg Aliases 

An alias is an additional e-mail address that is associated with a user’s primary address in the Web-based interface. Aliases can be added to Hosted Archive from the People page.

One or more alternate addresses from outside of your organization’s network can be added from the People page. This is useful when your organization’s primary e-mail system is experiencing an outage, and technical administrators or workers need to receive any disaster notifications sent by the compliance manager or by anyone who has permission to send notifications to special groups.

To add an alias or an out-of-band address  

58. Click People Dropdown List [image: image30.png]


. 

59. Click Who at the top right of the page, and then select the individual whose profile you want to update.

60. In the Email Alias, IM alias, and/or Bloomberg alias section, type the e-mail address you want to add for this individual.

61. Click the right arrow to add the e-mail address to the alias list.

62. Click Save [image: image31.png]


.

Notes about adding an alias:

· A user can have a total of ten (10) aliases within Hosted Archive. Each user is allowed one primary e-mail address and nine (9) other aliases.

· New IM Alias is another form of alias that can be used to link user accounts in the form of <BUDDYNAME>/<NETWORK>. For example, you may be using jon/aim.

Notes about adding an out-of-band address:

· The out-of-band feature does not provide alternate delivery of all e-mail communications addressed to this user.

· You can bulk upload a list of out-of-band notification addresses; for more information, see “Bulk Uploading” in this section.
Allow This Person to Log On to the Message Archive

Your organization can restrict access to Hosted Archive by allowing users to log on either from any IP address or only from a specific IP address. 
Bulk Uploading

You can upload information about multiple users to Hosted Archive from the People page; this is called bulk uploading.
To upload information to the Hosted Archive for multiple users 

63. On the People page, click Add an Employee.

64. Click Multiple Entries.

65. Using the sample text on the screen as a syntax guide, enter the appropriate information. For each user, remove any spaces between multiple names (such as users with both first and middle names). For example, list “Jo Ann” as “JoAnn”. When you have entered all the names, you can click Multiple People Editing [image: image32.jpg]


 to adjust the last name back to the proper format.
66. Click Save [image: image33.png]


.

A number of items can be bulk uploaded to Hosted Archive from the People page. These items include e-mail alias, IM alias, Bloomberg alias, unique user information, password (hint), out-of-band e-mail address, distribution list member, supervisor (including sampling rates), and callee/caller.

To upload data in bulk to Hosted Archive

67. On the People page, click Import.

68. On the Import page, select the category of data you want to upload from the list box above the sample text.

69. Using the sample text on the screen as a syntax guide, enter the appropriate information.

70. Click Save [image: image34.png]


.

Notes:

· You can only bulk upload up to 1,000 entries going down and 100 entries going across on the syntax guide (except aliases: a user can only have 9 aliases).

· Bulk loading supervisory rates does not update existing relationships/rates. It only creates new relationships/rates. 

Editing Other People

To view users who are enlisted in the Web-based interface and to change their settings, use the following taskbar icons on the People page:
· Click Multiple People Editing [image: image35.jpg]


 to edit multiple users. You can edit end users by changing the first and last name, Bloomberg ID, roles*, supervisor, time zone, unique information, IP restriction, status (active or inactive), logon status, and whether people need review or 3010 supervision.

* Note  A compliance manager is the only person who can change roles in the multiple people editing area. 

· Click People Dropdown List [image: image36.png]


, and then click the list box on the menu bar to view a list of all employees set up in the Web-based interface. You can use this list to individually select a user’s primary e-mail address and edit that user’s personal information.

· Click Find People [image: image37.jpg]


 to view a list or find a particular user. You can search users by e-mail address, first name, and last name.

Resetting Other People’s Passwords

To reset another user’s password 

71. On the People page, click People Dropdown List. 

72. Locate and open the individual’s profile. 

73. (Optional) Select the Notify this person when this person’s password is reset/created check box. 

74. Click Password Reset [image: image38.png]


. 

75. In the Password Reset dialog box, enter the new password, and then click OK.

Directory Synchronization
Automated User Creation using Directory Synchronization 
Users granted the role of technical administrator will have permission to view and use the Directory Synchronization section of the hosted archive. 

The Directory Synchronization Tool (DST) works with Active Directory synchronization features in the Hosted Archive service to keep your archiving service up-to-date with respect to new and existing users found in your company’s Active Directory. 

Note: The Hosted archive service only synchronizes information once every 24 hours. Allow a full 48 hours for your Active Directory changes to take effect in the Hosted Archive or Continuity service. 

Follow instructions in the Directory Synchronization Tool Administration  Guide documentation to download, install and run the DST. 

Notes when using the hosted archive directory synchronization feature: 
· When you use the DST to configure synchronization, you specify the frequency with which directory synchronization runs (for example, once per hour).  This is the frequency with which your Active Directory information is uploaded to the Hosted archive service; however, the Hosted archive service only synchronizes that information once every 24 hours. Allow a full 48 hours for your Active Directory changes to take effect in the Hosted Archive or Continuity service. 

· The feature in the Web-based UI to “Automatically create Microsoft Web Access (MWA) log on accounts as messages are sent” will be disabled when you use the DST, as all user information will then be derived from your Active Directory.

· Synchronization runs once per day and cannot be re-scheduled or run on demand. To stop or start daily synchronization, uncheck or check Synchornize people from Active Directory to archive in the Web-based interface. 
· The Hosted archive service only synchronizes information once every 24 hours. Allow a full 48 hours for your Active Directory changes to take effect in the Hosted Archive or Continuity service

· If there are errors when synchronization runs, you are notified via an e-mail message that identified the specific error that occurred.
The following sections list the sequence for synchronizing, updating and activating archiving.

New Archive Customers

1. Use Bulk Upload to upload users for all roles other than the role you will use for the majority of you users, which you specify in the Web-based UI Default People Template.

2. Enable directory synchronization using the Directory Synchronization Tool. In the Web-based UI, configure default synchronization options in the Default People Template, such as user roles, that best suit the majority of your users.

3. Activate directory synchronization for your organization in the Web-based UI.

4. Activate archiving in the Web-based UI.

5. Use Bulk Upload for any IM or Bloomberg users.

6. Link orphan messages for entire domain.

Existing Archive Customers

1. Ensure all your archive users exist in your Active Directory.

2. Use Bulk Upload to upload users for all roles other than the role you will use for the majority of you users, which you specify in the Web-based UI Default People Template.

3. Enable directory synchronization using the Directory Synchronization Tool. In the Web-based UI, configure default synchronization options in the Default People Template, such as user roles, that best suit the majority of your users.

4. Activate directory synchronization for your organization in the Web-based UI.

5. Activate archiving in the Web-based UI.

6. Use Bulk Upload for any IM or Bloomberg users.

7. In the Web-based UI, run Link orphan messages for your domain(s).  
Distribution Lists Page
Existing corporate distribution lists can be set up and used within the Web-based interface even when your primary e-mail environment is down. Any user associated with a distribution list can receive messages that are sent to the distribution list. 
To assign members to a distribution list

76. On the Distribution Lists page, click New Distribution List. 

77. Enter the e-mail address and description of the distribution list.

78. Click Save.

79. Click Find and Add Members [image: image39.png]


. 
All users who have been set up in the Web-based interface are displayed in a list. 

80. Select the appropriate users from the list.

81. Click Save and Close [image: image40.png]


. 
Members are now listed under that distribution list. 

Note   The Web-based interface does not support nested distribution lists. You cannot edit a nested distribution list.
Relationships Page
The Relationships page in the Administration drawer is used to set up hierarchies for supervisors by editing or creating groups of subordinates. 

Groups are made up of subordinates and can be moved around from supervisor to supervisor. Supervisor-to-subordinate relationships are required if you plan to use the Review Message feature in the Supervise drawer, which allows you to perform proactive searches based on supervisory term matching and sampling percentages. 

If you do not see the supervisor listed for whom you want to create a relationship, go to the People page in the Administration drawer and assign the Supervisor role to that individual.

To assign subordinates to a supervisor

82. On the Relationships page, select a supervisor from the list box. 

83. Click Find and Add Subordinates [image: image41.png]


. 
All users set up in the Web-based interface are displayed in a list.

84. Select the appropriate users from the list.

85. Click Save and Close [image: image42.png]


. 
Subordinates are now listed under that supervisor. 

After the relationship between a supervisor and subordinates is created, check the Needs Review or 3010 check box so that the supervisor can proactively search for messages that meet the random sampling percentages setting, and search by keyword matching. 

You can also use the appropriate entries to specify the percentage of internal or external e-mail, instant messages, and Bloomberg messages to be randomly sampled. 
Notes: 

· Inactive users do not appear in the list of subordinates under a supervisor. A supervisor, however, can view and search for messages of inactive subordinates.

· An Employee Roster report provides a list of all inactive users (status set to Inactive) for an organization.

· The Supervisory Review Evidentiary report provides a list of all inactive users (status set to Inactive) that were assigned a supervisor.

Call Tree Page
Corporate call trees can be configured and used within the Web-based interface when your organization’s primary e-mail system is experiencing an outage and technical administrators, supervisors, and users need to be notified. 

To assign members to a call tree
86. On the Call Tree page, select a caller from the list box.

87. Click Find and Add Callees [image: image43.png]


. 
All users set up in the Web-based interface are displayed in a list.

88. Select the appropriate users from the list.

89. Click Save and Close [image: image44.png]


. 
Callees are now listed under that caller list. 

90. To view the complete hierarchy of callers and callees, click Hierarchy View [image: image45.png]


.

Mass Restore Page
Compliance managers and technical administrators can mass restore messages back to users or back to a particular mailbox after an organization’s primary e-mail system has experienced an outage. Mass restore options include date, time, time zone, what messages to restore, and where to restore messages.

The mass restore feature in Hosted Archive restores the seven (7) most recent days of data. You can  use grid restores (ad hoc restores) to restore messages prior to the seven most recent days.

To run a mass restore 

91. On the Mass Restore page, click Monitor.
92. On the Monitor page, click Search.
93. In the Search dialog box, enter the dates of the messages you want to restore.

94. Right-click and click [Un]Select - All (All Pages).

95. Click Restore 
[image: image46.png]


. 
96. In the prompt that appears requesting where to send the restored messages, click OK.

Restore will always deliver a copy of the selected messages to the original recipient, even if messages are to be restored to another mailbox.
To avoid restoring duplicate messages, remember that up to five days of all external messages will automatically be delivered to the user’s primary mailbox (or a specified mailbox) following an outage, because of the Hosted Filtering built-in disaster recovery feature. 

Use the up and down arrows to enter the time for a mass restore.
DR Passwords Page
The DR Passwords feature is typically used in a disaster recovery situation. A compliance manager or technical administrator can reset passwords across the organization on the DR Passwords page. Resetting DR passwords allows users to log on with their original password or with the password set by a compliance manager or technical administrator. 

You can set passwords to a single fixed value to be used company-wide, or to whatever password is stored in each end user’s unique user information area on the People page of the Administration drawer. 

To retire a DR password, click Clear DR Passwords.

Classes

On the Classes page in the Administration drawer, you can create groups of individual users. These groups are typically set up for departments within an organization. Set up classes to randomly sample groups instead of individual users. 

To add a new class

97. In the New field, enter a name for your new class, and then click the plus ( sign. 

98. In the Sample Rates boxes, enter percentages of e-mail, instant messages, and Bloomberg messages to be randomly sampled.

99. Click Find and Add Members [image: image47.png]


. All users set up in the Web-based interface are listed.

100. Select the appropriate users/employees.

101. Click Save and Close [image: image48.png]


.

Attorney/Client Page
Settings can be placed on e-mail addresses and domains so that messages from or to attorneys or legal teams can be viewed only by the individuals assigned the Compliance Manager role. These messages appear in search results for other roles, but the body of the messages is hidden.

In addition, messages that are sent or received from individuals that are attorney/client privileged are harvested but implicitly reviewed. Therefore, these messages are included in reports but they do not appear in your Review Messages queue in the Supervise drawer. 

Announcement Page
In the Announcement page, compliance managers and technical administrators can create announcements to post to all the Web-based interface users. Announcements are displayed to users on the first visible page for each drawer. 

To create a new announcement

102. In the Administration drawer, click Announcement.

103. On the Announcement page, enter the expiration date for your announcement in the Display Until box. 

104. In the Announcement box, enter your announcement. 

105. Click Save [image: image49.png]


.

Combine Accounts Page
Hosted Archive associates and displays archived mail based on a user’s primary e-mail address. Therefore, any message that does not have a primary e-mail address created in the Web-based interface will appear in the Unattached folder in the Monitor drawer. For more information about how Combine Accounts and Unattached Messages work together, see “Unattached Messages” in the “Monitor Drawer” section of this guide.

Because the Web-based interface requires that each user have one primary e-mail address, the Combine Accounts page is for performing the following tasks:

· Add to the list of the Web-based interface users:  You can create primary Web-based interface e-mail addresses for users who were not part of the original list of users that was set up in the Web-based interface. User accounts can be created singly, or they can be bulk uploaded. For more information, see “Bulk Uploading” (under “People Page”) in this section of this guide.

· Combine e-mail addresses:  You can designate a primary Web-based interface e-mail address for users who have more than one e-mail alias on the same domain. When you use Combine Accounts to set this up, all e-mail sent to the user’s e-mail aliases on the domain points to the primary e-mail address of that end user.

· Make corrections and changes:  Use this if you created a new user account and made a typing error when entering the e-mail address, or if a user changes his or her name and requires a new e-mail address. 

To add to the list of Web-based interface users 
106. In the Administration drawer, click People. 

107. On the People page, click Add New Employee. 

108. On the Add New Employee page, enter the employee’s primary e-mail address in the Email 1 box, and then click Save. 

109. In the Administration drawer, click the Combine Accounts page. 

110. In the Surviving log on name box, enter the e-mail address of the employee you just added. 
111. If you have bulk-loaded employees whose messages need to be combined, enter the common domain name (for example, @contoso.com) in the Surviving log on name box. 
112. Leave the Retired logon name, From, and To boxes blank.
113. Click Linked Orphaned Messages [image: image50.jpg]


 on the top menu bar.

To associate additional e-mail addresses with a primary e-mail address 
114. In the Administration drawer, click People.

115. On the People page, click People Dropdown List [image: image51.png]


, and then select the user whose account you want to modify.

116. In the Aliases/Other Accounts area of the People page, enter the e-mail address that you are combining (associating) with the primary e-mail address. 

117. Click the right arrow to add the e-mail address to the Alias list. 
118. Click Save. 

119. In the Administration drawer, click Combine Accounts. 

120. In the Surviving log on name box, enter the primary e-mail address of the employee. 

121. If you have bulk-loaded employees whose messages need to be combined, type the common domain name (for example, @contoso.com) in the Surviving log on name box. 
122. Leave the Retired Logon Name, From, and To boxes blank.

123. Click Link Orphaned Messages [image: image52.jpg]


.

To make changes to an e-mail address 
124. In the Administration drawer, click People. 

125. On the People page, click Add New Employee. 

126. Enter the correct primary e-mail address for the employee in the Email 1 box, and then click Save. 

127. Click the Administration drawer, and then click Combine Accounts. 

128. In the Surviving logon name box, enter the correct e-mail address for the user’s primary account.

129. In the Retired logon name box, type the incorrect e-mail address that you are changing.

130. Click Combine Accounts [image: image53.jpg]


. The incorrect e-mail address will be deleted and all e-mail messages will now be associated with the correct e-mail address.

Event Viewer Page
In the Event Viewer page, you can review actions taken by administrators in the Web-based interface. Settings on this page allow you to run searches and track every user’s click and every action taken. The result is a tracking report that acts as an audit of actions taken during the specified period of time.

To run an audit report

131. On the Event Viewer page, in the Criteria area, set the time span, and then select All or a specific user from the list box.

132. In the Events area, select all user actions that you want to review.

133. Click Run to generate the report.

134. Click Print to print the report.

135. On the File menu of your Internet browser,  click Save As to save the report.

Inactive Accounts Page
In the Administration drawer, when you open the Inactive Accounts page, a report is automatically run that displays a list of user accounts that have sent or received 20 or fewer messages in the last 20 days. 

One column of this report shows the status of each user. To change the user status on this page, right-click the name of any user, and then click the appropriate status (Activate, Deactivate, or Delete). 

For more information about activating, deactivating, and deleting user accounts, see “User Account Status” (under “People Page”) in this section of this guide.

Readiness Test Page
Periodically testing the user base for disaster preparedness is a best practice that helps verify that all users can access the system and perform their normal business messaging tasks in case of emergency. 

To set up a system-wide test, we recommend that you send an advance e-mail message to all users. Explain that a test of Hosted Archive is going to take place. Provide pertinent information, such as date of test, URL address, logon credentials, and any additional instructions. You can send administrators a special out-of-band notification from the Readiness Test page. The Readiness Test page also offers a notification feature for use at the time of the test itself.
The Readiness Test feature can be used at any time to create and run a test of the system. Running the Readiness Test feature allows a compliance manager or technical administrator to declare an outage and send an e-mail notification to a list of users. Notifications can be sent to all active users, all active users who have not logged on since the start of the current readiness test, or all active users who have successfully logged on since the start of the current readiness test. 

In addition, Readiness Test provides you with a list of the first 100 users who have not logged on to the system since the test began. This allows compliance managers or technical administrators to carefully monitor user logon progress. 

The test configuration can also include using the Web-based interface to send and receive e-mail, as if local mail were actually down. This is great practice for a real-world emergency. 

To activate a Readiness Test event

136. On the Readiness Test page, enter a description of the test event in the Description box. 

This description is not required, but helps you provide information to all users. The Description box accepts up to 4,000 characters and appears on the Readiness Test page, as well as on the Event Viewer page.

137. Click Declare an Outage to initiate the test. 

The timestamp for when you started the test is captured and visible.

138. Click Send a notification to notify users. 

Notifications can be sent to all active users, all active users who have not logged on since the start of the current readiness test, or all active users who have successfully logged on since the start of the current readiness test.

139. To end the readiness test, click End of Outage.

To send an out-of-band notification to administrators

140. In the My Messages drawer, click Compose a New Message [image: image54.jpg]


.

141. In the new e-mail message, click People Picker to open the Find People dialog box.

142. In the Find People dialog box, click Special Groups, and then select the all_out_of_band_e-mail_address check box to send notification of an outage to administrators using an e-mail address that is not their primary account.

143. Click Save and Close.

144. In your e-mail message, enter text for the subject and message body. 
145. Click Send.

Reports Drawer

Compliance managers, technical administrators, and supervisors can choose from a wide selection of reports. You can select and run reports on an ad hoc basis. You can also schedule reports to be run at regular intervals, and then delivered to you and other administrators. Click the Show Schedule icon on the taskbar of any report to schedule reporting intervals.

You can choose Adobe Acrobat 5.0 or later with inline PDF viewing enabled or Microsoft Excel (XLS) as the output format for each report.

In a report:

· Other category refers to any Bloomberg messages, faxes, or uploaded documents.

· Net count/volume shows results for the single instance of a message and its attachments. It does not include the count of Cc or Bcc recipients. 

· Aggregate count/volume results include a total count of all recipients of the message. 

The available reports are summarized in this section.

Activity Detail Report

The Activity Detail report provides more detailed information than the Activity Summary report. You can set criteria to specify whether you want the activity breakdown by day or by individual user. You can choose whether to include e-mail, instant messages, Bloomberg messages, uploaded files, or any combination of these options in the report. The Activity Detail report shows how many of each type of message were sent and received (external and internal), size of each communication, and totals for all data groupings.
Activity Summary Report

The Activity Summary report provides an overview of how many internal and external messages were sent and received for e-mail, instant messages, and other files and documents. This report also provides the overall and average size for each category of messages.

Archive Summary Report

The Archive Summary report displays archive statistics for the organization. Statistics are included for e-mail messages, instant messages, and other files and documents that include Bloomberg reports, faxes, and uploaded documents.

Statistical breakdowns include count, basic size, size of attachments, total size, and average size. Totals are given for all data categories. 

Attachment Details Report 

The Attachment Details report provides a greater amount of detail than the Attachment Summary report. The Attachment Details report is organized by attachment file type. The top 25 account holders who received attachments are sorted according to attachment type. Statistics are also compiled for quantity, total size, and average size. 

Attachment Summary Report

The Attachment Summary report presents the data in a table and in a three-dimensional column chart, showing top attachment types found in the archived message traffic. Data includes file extension, document type, quantity, total size, and average size.
Call Tree Report

The Call Tree report displays a contact list that is used in the event of a primary e-mail system outage. It also identifies users who are not assigned to a primary contact person (caller).

Class Associations Report

The Class Associations report lists any classes that exist and the details of those classes.

Readiness Test Report

The Readiness Test Mode Activity report is useful for measuring the success of disaster preparedness for users in your system who use the Web-based interface. When used with the Readiness Test feature in the Administration folder, this activity report displays a complete list of those users who have, and those who have not, logged on since the declaration of the most recent network outage simulation. 

Additional information includes first and last name, e-mail address, date logged in, and corresponding logon IP address.

Daily Statistics Report

The Daily Statistics report shows the daily statistics for all messages (e-mail, instant messages, and other files and documents) archived for a particular day. Totals and size are given for all data columns.

Destruction Report

The Destruction report validates and lists messages that have been destroyed because of the retention period expiration date. Details about each individual message include Date Destroyed, Date Sent/Received, Age When Destroyed, From, To, and Subject. 

Messages older than their retention period are destroyed in all data centers (production and disaster recovery) once a day starting at 6:00 p.m. PST. If a message is on destruction hold, the message will not be destroyed. 

Any e-mail message, instant message, Bloomberg transcript, or uploaded document is destroyed when the retention period expires. The header information of a message is kept, but bodies of messages or attachments are destroyed.

Destruction Hold Report

You can run the Destruction Hold report for the entire organization or for an individual user’s specific e-mail address. Holding messages for destruction means that they will not expire from the system, even when they reach the end of their individual retention period. Data fields in this report include Date Sent/Received, Date Expired, Days Expired, From, To, and Subject.
Email Summary Report

This report generates a summary for all users or individuals. Statistics include summaries of internal and external messages sent and received, size, and average size, along with totals.

Email Detail Report 

With the Email Detail Report, you can select a date range, and then run the report for a specific user. This report includes details for each individual message—sent or received, external or internal, date and time, From and To addresses, size, and the subject line of the message.

Employee Roster Report

The Employee Roster report displays a complete list of users who have archive accounts, as well as what roles they have been assigned, who is their supervisor, dates of their last logon, an individual’s retention period settings, last sent messages, and last received messages. Totals are included for all data columns, as well as a breakdown of totals by assigned roles.

IM Transcript Report 

The IM Transcript report displays transcript details of instant messaging conversations. Compliance managers can run the IM Transcript report for everyone in the organization; supervisors can run this report for subordinates. Details in the report include date, time, subject, and complete transcripts. 
Message Review Recap Report

The Message Review Recap report provides a more detailed view of the Supervisory Review Evidentiary report. This report can be run for all supervisors or for a specific supervisor. Details included in the report include Date, Time, Subject, Attachment, Aize, Type of Message, and Status of Message (such as “message is ok” or “message reviewed with concern”).
Privileged Roles Report

The Privileged Roles report includes a category for each role with privileges — Compliance Manager, Compliance Operator, External Compliance Auditor, HR Manager, Monitor, Monitor Operator, Role Manager, Supervisor, Technical Administrator, and Technical Operator. In each category, the users with that role are listed, as well as the date the role was assigned to them. Totals are given for each category.

SEC 17a-4 Report 

The SEC 17 a-4 report demonstrates evidence of complete, serialized, and archived e-mail for your organization. It identifies the first message archived and the most recent message archived, as well as Date, Time, To, From, Subject, and the Message ID number for serialization. 

This report also includes the number of messages captured, messages certifiably destroyed, messages on destruction hold, and voided message IDs. In the event that an ID number is not issued sequentially, it will not be used at all (these are voided IDs).

Note   If your organization had historical data loaded into Hosted Archive, then the first messages archived will not be your historically loaded messages. The archived messages appear in the SEC 17a-4 report by the “captured” date, but historically loaded messages are loaded into Hosted Archive according to the “sender sent” date.

Supervisory Relationship Report

The Supervisory Relationship report displays a list of all supervisors and their assigned subordinates. Delegates are identified in the report, but they cannot generate this report. 

The report shows when the employee was assigned to the supervisor, what reviews are performed on each subordinate, and percentage sample rates set for external and internal messages and instant messages.

Supervisory Review Aging Report

The Supervisory Review Aging report compiles statistics detailing the number of messages pending review for each supervisor in the system and each of their subordinates. Statistics are broken down further both by number and percentage, into categories of less than 30 days old, 31–60 days old, 61–90 days old, and older than 90 days.

Supervisory Review Evidentiary Report 

The Supervisory Review Evidentiary report is useful for audits. It not only provides compliance managers with the numbers and percentages of communications being reviewed for NASD 3010 compliance, but also provides the same metrics for those subordinates who are having mail reviewed for general purposes. 

A compliance manager can determine who to include in the report. One or both of these options can be selected: NASD 3010 Individuals and Individuals Who Require Review. If just the NASD 3010 Individuals option is selected, the report title appears as NASD 3010 Evidentiary Report. With any other combination, the report title is Supervisory Review Evidentiary Report. 

When you select the NASD 3010 Individuals and Individuals Who Require Review options, names of NASD 3010 reviewees are displayed in bold red type. 

To ensure that individuals in the Supervisor role are performing their supervisory duties, the compliance manager should run this report on a regular basis. Run it from the Reports page or go to the Supervise drawer and click Supervisory Review Evidentiary Report on the Review Messages page.

The Supervisory Review Evidentiary report is broken down by supervisor and shows how many messages have been captured and reviewed for each subordinate.

To print the Help topic that defines the purpose and use of each column in the report, select the Help: Show Legend check box.
System Statistics Report

The System Statistics report provides a view of the complete system for the date range that you specify. Statistics cover the number of mailboxes, recipients, senders, volume, and archive statistics. Data breakdown includes quantity, size, average size, and totals for all data categories. 

Top 10 Report

The Top 10 report identifies those individuals who receive the highest number of messages and the messages that are largest in size. Totals are given for internal messages, external messages, and external messages received.

Supervise Drawer

 Individuals assigned the Supervisor role in the Web-based interface typically perform NASD 3010 supervision. The job of the compliance manager is to ensure that the supervisory triggers are properly configured and to ensure that supervisors are performing supervision tasks. 

NASD 3010 regulations do not require the monitoring of all messages. Each organization needs to establish their own policy that specifies how many of which messages must be reviewed. The Web-based interface provides three mechanisms for capturing messages for proactive reviewing:

· Matching keywords within e-mail, instant messages, and Bloomberg messages.

· Random sampling percentages based on an individual.

· Random sampling based on communication between two classes of employees.

To proactively review messages, the relationships between subordinates and supervisors need to be established. Sample percentages per subordinate must be set and supervisory terms for message matching need to be defined.

Review Messages 

The Review Messages page is where you proactively harvest messages for users who are defined as NASD 3010 and are assigned to a supervisor, or for users who need review. Harvesting messages will search all messages from the last point in which messages were harvested for any supervisory term (keyword) matching, and for random sampling percentages.
Searching Messages for Review
In the Review Messages folder, click Keyword Scan & Sampling [image: image55.png]


 to search for any messages that match your supervisory terms and random sampling percentages and that are new since the last harvesting was performed. Search results appear directly below the menu bar. Harvesting does not include messages with today’s date. 
If your organization has nightly harvest enabled, then there is no need to click Keyword Scan & Sampling [image: image56.png]


  because messages are harvested on a nightly basis and appear in the Review Messages folder.

When monitoring the messages in the Review Messages list, it is helpful to understand why a message was captured. The icon in the first column indicates the reason for the capture:

	
[image: image57.png]



	Keyword match
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	Random sampling based on communication between two classes of employees

	
[image: image59.png]



	Random sampling based on the individual


When you rest your cursor on the icon for a few seconds, a descriptive  label appears. 

When you are viewing an individual message, the status bar includes an explanation of why a message was captured.
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In addition to showing why the message was captured, a keyword highlighting icon allows you to highlight the word or words in the message that match the supervisory terms. (Note that the keyword highlighting feature is not available for attachments.)
Reviewing Messages
Each message that has been harvested is typically opened and reviewed by a supervisor or compliance manager. Each message is then marked with one of two options: Reviewed or Reviewed with Concern. 

Reviewed — To mark a message as Reviewed, open and review the message, and then click the icon shown in the following illustration:
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Now the message shows that it has been reviewed. The message is also removed from the Review Messages list.

Reviewed with Concern — A supervisor or compliance manager can also mark a message as Reviewed with Concern. When this option is set, the message remains on the Review Messages list. Typically when this option is set by a supervisor, it indicates that further review needs to be performed by the compliance manager. To indicate a message of concern, open and review the message, and then click the icon shown in the following illustration:
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The compliance manager can also select from two additional options: Cleared by Compliance or Duly Noted by Compliance. These options appear when you click Reviewed with Concern.
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These two options are generally selected when the compliance manager reviews all messages that were marked as Reviewed with Concern by their supervisors. Selecting either Cleared by Compliance or Duly Noted by Compliance removes the message from the Review Messages list. 

Note   The Who column in the Review Message folder shows the first and last name of the person associated with the e-mail that was supervised. If the end user does not have a first and last name stored, then the primary e-mail address of that end user is displayed in the Who column.

Note   If you receive the error “Messages are not available at this moment” in the Review Messages folder, then you are probably sorting messages based on the supervise messages status column. To avoid this error, change the sort order of this list:

146. Press and hold the ALT key, and then click Review Messages. This loads an empty grid. Continue holding down ALT until the load function has completed and the columns appear.

147. Click a sort column other than supervise messages status.

148. Click Review Messages again. Your messages should now appear.

If you continue to have issues loading messages in the Review Messages grid, contact Technical Support.

Sampling 

The number and percentage of messages captured by the Web-based interface may vary, depending on how supervision is configured. However, for every person properly configured for supervision, the following events always occur in this order:

· Keyword matching 

· Person sampling 

· Class sampling 
Ad Hoc Sampling Page
On the Ad Hoc Sampling page, you can search for messages associated with:

· Specific NASD 3010 users 

· Users who need to review a specific range of dates that match a different set of supervisory terms

· Random sample percentages

· Class sampling between groups

To perform an ad hoc sampling search

149. From the directory list, click the check box next to the e-mail address of each user that you want to include in the search. You can select up to 34 users.

150. Click the icon for Ad Hoc People Sampling, Ad Hoc Keyword Matching, or Ad Hoc Class Sampling. You can rest your cursor on the icon briefly to identify the correct one for your search. 
A dialog box appears for the type of sampling that you chose.
151. Enter dates to specify the time range.

The messages identified by your search results now appear in the Review Messages list. They are typically reviewed by a supervisor or compliance manager. 

People Sampling Page
On the People Sampling page, you can set sampling rates for individual users. To set people sampling rates for subordinates, they must first be assigned to a supervisor. 
To assign subordinates to a supervisor

152. On the People Sampling page, select a supervisor from the list box on the right side of the pane. 

If the name of the supervisor that you want to create the relationship for does not appear on the list, go to the People page and assign the Supervisor role to that individual.

153. Click Find and Add Subordinates [image: image63.png]


 to view the list of all users enlisted in the Web-based interface.

154. Select the users you want to assign as subordinates to this supervisor.

155. Select Save and Close [image: image64.png]


. 
Subordinates that you selected are now listed under that supervisor.

When you have successfully created the relationship between the supervisor and subordinates, select either the 3010 or Needs Review check box for each user to which you are going to apply random sampling. If the 3010 option is unavailable, go to the People page of the Administration drawer, and set the option that this person is governed by NASD Rule 3010 or requires supervisory monitoring of messages. 

Specify the percentage of internal or external e-mail, instant messages, and Bloomberg messages to be randomly sampled in the appropriate text box.

Class Sampling Page
Class Sampling is used to establish class-to-class communications. When monitoring class-to-class communications, the compliance manager must decide whether communications should be monitored bidirectionally or only in one direction. 

If you choose to enforce class-to-class communications bidirectionally, then it doesn’t matter which class you enter in the Sender box or which class you enter in the Recipient box. However, communications monitored in one direction will capture only messages sent from an employee in the Sender class to an employee in the Recipient class. 

To configure class-to-class sampling

156. Select the appropriate Sender class in the Sender box.

157. Select the appropriate Recipient class in the Recipient box. 

158. Select the check box to enforce that bidirectional e-mail messages will be sampled.

159. Enter the desired sampling rates for e-mail messages, instant messages, and Bloomberg messages. If you enter 100 percent, all messages between those classes will be captured for supervisory review. 

160. Click Save [image: image65.png]


.

Example: How the Web-based Interface Performs Sampling 

The following example illustrates the sequence and process used by the Web-based interface to capture messages for supervisory review. 

161. Keyword matching:  Cliff has sent or received 500 messages since the last time a supervisory review was performed. 

For the new supervisory review, the Web-based interface will examine the 500 messages for any keywords that match the list of supervisory terms. 50 of Cliff’s messages contain at least one supervisory term.

162. Person sampling:  225 of Cliff’s 500 messages are external and 225 are internal. Cliff’s account is configured for a sample rate of 10 percent external and 5 percent internal messages. 

Based on this sample rate, 23 external messages and 11 internal messages are captured for supervisory review.

163. Class sampling:  Of Cliff’s 500 messages, 50 were captured based on keyword matching and 34 were captured based on people sampling. This leaves 416 messages (202 external and 214 internal). 

Cliff is in the Investment Banking class. Of Cliff’s 214 internal messages, 40 messages are addressed to users in the Research class. If 100 percent of messages between Investment Banking and Research classes are to be supervised, the result is that all 40 of these messages are captured.

At the end of this three-step process, 124 of 500 messages have been captured for review. 

Supervisory Terms Page
To capture messages based on keywords, you must have a list of supervisory terms (keywords) in place. You can review the currently available list of keywords, examine other possible dictionaries, include additional lists, and add your own keywords. 

Viewing the Current Keywords

To view the currently available list of keywords
164. In the Supervise drawer, on the Supervisory Terms page, review your list  of Supervisory keywords in the Monitor these Keywords area.

Using a Dictionary

Pre-built dictionaries are available in the Web-based interface for your use. These lists cannot be modified. 

To view the contents of a dictionary

165. Right-click the dictionary listed in Keywords.

166. Click List Contents of this Dictionary to open a list of all words that apply to that dictionary. 
To choose a dictionary 

· Click Pick Dictionary [image: image66.png]


 and select from the resulting list to add dictionaries to the keyword list of supervisory terms.

Adding and Removing a Keyword

Use these steps to add a keyword to the list of supervisory terms.

To add a keyword

167. In the New box, enter  the keyword you want to add, and then click the ( plus sign. 

168. Click Save to add your keyword to the list. 

Notes:

· Advanced search operators can be used when creating supervisory terms. 

· Stop words cannot be used as a supervisory term. A list of stop words can be found by hovering over the Stop Word icon on the Supervisory Terms page.
· Supervisory keywords cannot be longer than 80 characters in length.
To remove a keyword

· To remove a previously entered term, right-click the term, and then click Delete. 

White List Page
In the Supervisory Term White List page, a supervisor or compliance manager can specify that an e-mail address, domain name, or keywords or phrases in the message subject be added to the white list. This means that any e-mail messages coming from that e-mail address, domain name, or message subject that you specify will be pre-tagged as having been implicitly reviewed. 

This feature is often helpful for items such as newsletters or e-mail messages from a daily news service. These types of messages are considered safe and can be pre-tagged as Reviewed.

Messages with the white list setting applied for the e-mail address, domain, or message subject will continue to be sampled for any specified keywords, people, or class settings.

If the Compliance manager must approve white lists setting is selected on the Company page of the Administration drawer, then a supervisor’s request to “white-list” an e-mail address, domain, or message subject will take effect only when the compliance manager approves the supervisor’s request.

To add a sender to the Supervisory Term White List 

169. From any mail folder, open a message.

170. Right-click the From address of a message. 

171. Select Exclude this email address from supervisory review. 

Delegate Page
On the Delegate page, you can appoint one or more individuals who can harvest messages, run ad hoc searches, and review messages on your behalf. When a delegate reviews messages, these messages are reported in the Event Viewer as having been reviewed by the actual supervisor.

Note   If more than one delegate is assigned to the same supervisor, each delegate will be working from the same pool of messages. 

To appoint a delegate for a supervisor

172. Select a supervisor from the list box at the top right of the screen. If you are logged on as a supervisor, only your name appears on the list.

173. Click Find and Add Delegates [image: image67.png]


 to view a list of all users.

174. Select one or more individuals who will act as delegates.

175. Click Save and Close[image: image68.png]


.

176. On the Delegate page, assign one of three permissions to a new delegate by selecting the appropriate check box to the right of the delegate’s name: 

· Supervise:  To review messages and perform all related Supervise functions on your behalf.

· Harvest:  To harvest new messages on your behalf.

· Monitor:  To run ad hoc searches on your behalf in the Monitor drawer.
177. To retain the setting, click Save after you assign the permission.

Dictionaries

You can use pre-set dictionaries to view words and phrases designed for keyword sampling. You can assign dictionaries and keywords in the Supervise drawer. 

Technical Support and Scheduled Maintenance Window 

This section lists Technical Support and telephone numbers, as well as the window for scheduled maintenance of the Hosted Archive service.

Technical Support

You can reach Technical Support at support@frontbridge.com or (866) 291-SPAM (7726) for the United States and (204) 927-2580 for international customers. 

In countries/regions that support UIFN phone routing, the support number is (800) 00000060 (example: a customer calling from Australia would dial (0011) (800) 00000060).

Countries/regions with UIFN support and their dialing codes are as follows: 

Australia 0011
Austria 00
Costa Rica 00
Denmark 00
Finland 00
France 00
Germany 00
Hong Kong SAR 001
Italy 00
Japan, telco = IDC  0061-010 
Japan, telco = Telecom  0041 010
Luxembourg 00
Netherlands 00
Norway 00
Switzerland 00

The countries/regions that do not support UIFN have individual numbers:

Mexico (001) 8885086467
Belgium (0800) 75013

Scheduled Maintenance Window

For U.S. data centers, the standing scheduled maintenance window for the Hosted Archive service is the last Friday of every month from 22:00 to 00:00 Pacific Time. For EMEA data centers, the standing scheduled maintenance window for Hosted Archive is the last Friday of every month from 14:00–16:00 Pacific Time.

RSS Feed

For more information about receiving Hosted Archive alerts through an RSS feed, visit rss.messaging.microsoft.com/. For additional information, contact Technical Support.

Historical Data Loads 

Microsoft support staff can load your existing data into the Hosted Archive service. This process is called Historical Data Load (HDL). 

For more information about historical loads, or to see the historical data load instructions, go to the Resource Center of the Web-based interface.
Please contact your sales representative if you need an extra storage contract. 
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