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Abstract

Internet Authentication Service (IAS) in Microsoft® Windows Server™ 2003 provides the ability to log IAS accounting data, such as user authentication and accounting requests, in three formats: IAS format, database-compatible format, and Microsoft® SQL Server™ logging. IAS format and database-import format create log files on the local IAS server in text file format. SQL Server logging provides the ability to log to a SQL Server 2000 XML-compliant database, extending Remote Authentication Dial-in User Service (RADIUS) accounting to leverage the advantages of logging to a relational database. This paper demonstrates three ways to deploy IAS SQL Server logging with SQL Server 2000 and SQL Server Desktop Engine (MSDE 2000). 
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Introduction

SQL Server logging is a new feature for Internet Authentication Service (IAS) in Microsoft® Windows® Server 2003, Standard Edition; Windows Server 2003, Enterprise Edition; and Windows Server 2003, Datacenter Edition.

IAS is the Microsoft implementation of a Remote Authentication Dial-in User Service (RADIUS) server and proxy. As a RADIUS server, IAS performs centralized connection authentication, authorization, and accounting for many types of network access including wireless, 802.1X authenticating switch, and remote access dial-up and virtual private network (VPN) connections. As a RADIUS proxy, IAS forwards authentication and accounting messages to other RADIUS servers. RADIUS is an Internet Engineering Task Force (IETF) standard.
Figure 1 shows the components of a RADIUS infrastructure when the IAS server is configured to log to a computer running SQL Server.
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Figure 1: Components of a RADIUS infrastructure
A RADIUS server has access to user account information and can check network access authentication credentials. If the user's credentials are authenticated and the connection attempt is authorized, the RADIUS server authorizes the user's access on the basis of specified conditions and logs the network access connection in an accounting log. The use of RADIUS allows the network access user authentication, authorization, and accounting data to be collected and maintained in a central location, rather than on each access server.

The centralization of accounting data simplifies both troubleshooting and the log file backup process. In addition, as networks and IAS deployments scale up and out, you can deploy IAS SQL Server logging to centralize logging for multiple IAS servers. 

Using accounting logs

IAS accounting logs can be used for a variety of purposes, including the following:

· Connection troubleshooting

· Billing and auditing 

· Report creation

· Session state information

IAS provides the following logging options to address these purposes:

Event logging for IAS. IAS errors are automatically recorded in the system event logs of Windows Server 2003, Standard Edition; Windows Server 2003, Enterprise Edition; and Windows Server 2003, Datacenter Edition. IAS authentication events are recorded in the system event log on the basis of event log settings, which you can customize for your logging needs. You can log rejected authentication requests, successful authentication requests, or both. Event logging is used primarily for auditing and troubleshooting connection attempts. 

To configure event logging for IAS:

1. Open the Internet Authentication Service Microsoft Management Console (MMC) snap-in. 

2. Right-click Internet Authentication Service (IAS), and then click Properties. 

3. On the General tab, select each required option, and then click OK.

For more information, see ““Related Links” later in this white paper. 

Logging user authentication and accounting requests to local text files. Recording user authentication and accounting requests in log files is used primarily for connection analysis and billing purposes, and is also useful as a security investigation tool, providing you with a method of tracking the activity of a malicious user after an attack. You can configure IAS to log in IAS format or database-import format, both of which are text file formats. 

To select requests to be logged in IAS format or database-import format:

1. Open the Internet Authentication Service snap-in. 

2. In the console tree, click Remote access logging. 

3. In the details pane, right-click Local File, and then click Properties. 

4. On the Settings tab, select one or more check boxes for recording authentication and accounting requests in the IAS log files: 

· To capture accounting requests and responses, select Accounting requests. 

· To capture authentication requests, Access-Accept messages, and Access-Reject messages, select Authentication requests. 

· To capture periodic status updates, such as interim accounting packets, select Periodic status.

For more information, see “Related Links” later in this white paper.

IAS SQL Server logging. IAS SQL Server logging is used when you need session state information, for report creation and data analysis purposes, and to centralize and simplify management of your accounting data. Windows Server 2003 Internet Authentication Service provides the ability to use SQL Server logging to record user authentication and accounting requests received from one or more network access servers (NASs) to a data source on a computer running the Microsoft SQL Server Desktop Engine (MSDE 2000) or SQL Server 2000. Accounting data is passed from IAS in XML format to a stored procedure in an MSDE 2000 or SQL Server 2000 database, which supports both structured query language (SQL) and XML (SQLXML). Recording user authentication and accounting requests in an XML-compliant SQL Server database enables multiple IAS servers to share one data source, and provides the advantages of using a relational database. 

Introduction to SQL Server 2000

Microsoft SQL Server is a relational database management and analysis product for e-commerce, line-of-business, and data warehousing solutions. SQL Server 2000 includes support for XML and HTTP, performance and availability features to partition loads and ensure uptime, and advanced management and tuning functionality to automate routine tasks and lower total cost of ownership. For more information, see “Related Links” later in this white paper. 
Advantages of SQL Server logging

Logging to a SQL Server 2000 relational database instead of a standard text file (that is, either IAS format or database-compatible format) has the following advantages:

· Relationships between data tables enable the flexible creation of dynamic data views by using queries and reports. 

· SQL Server 2000 has high-speed optimizations that can effectively support very large, terabyte-sized databases.

· Multiple bulk copy operations can be performed concurrently against a single table in SQL Server to speed data entry.

· The Transact-SQL BACKUP and RESTORE statements are optimized to read through a database serially and write in parallel to multiple backup devices. In addition, SQL Server 2000 supports differential backups, which replicate only the data changed after the last backup.

· You can configure SQL Server logging to provide failover and redundancy, and multiple IAS servers can log to the same database, providing ease of administration.

· Data from multiple IAS servers can be stored in the same database, providing a centralized data source for many IAS servers and the ability to achieve a more comprehensive data view for applications that query the database, such as Help Desk applications.

In addition, you can improve logging performance and, in some circumstances, reduce the cost of deploying IAS SQL Server logging by using MSDE 2000 databases installed on each IAS server.

Stored procedures

All three of the scenarios depicted in this white paper require the use of SQL Server 2000 stored procedures. A stored procedure is a group of Transact-SQL statements compiled into a single execution plan, or program. A stored procedure centralizes business rules, tasks, and processes within the server. When you use IAS SQL Server logging with MSDE 2000 or SQL Server 2000, the Transact-SQL programming language is the primary programming interface between your IAS server and the MSDE 2000 or SQL Server 2000 database. 

When you use Transact-SQL programs, you must store the programs as stored procedures in MSDE 2000 and SQL Server 2000. IAS is configured to send data in XML format to a stored procedure called report_event, which then processes the results. Stored procedures in SQL Server 2000 and MSDE 2000 are similar to procedures and functions in other programming languages in that they can: 

· Accept input parameters and return multiple values in the form of output parameters to the calling procedure or batch.

· Contain programming statements that perform operations in the database, including calling other procedures. 

· Return a status value to a calling procedure or batch to indicate success or failure (and the reason for failure).

For more information, see “Related Links” later in this white paper. 

Notes  The stored procedure in the SQL Server 2000 or MSDE 2000 database that is called by IAS must be named report_event, or IAS SQL Server logging will fail.

Installing, designing, coding, and administering SQL Server 2000 databases requires extensive knowledge of relational database design and administration, as well as familiarity with SQL Server 2000 or later. Do not attempt to deploy IAS SQL Server logging in a production environment without previous experience with SQL Server 2000.

You can use IAS with any RFC-compliant RADIUS client, including dial-up servers, virtual private network (VPN) servers, wireless access points, and 802.1X authenticating switches. For more information about RADIUS, see RFC 2865, "Remote Authentication Dial-in User Service (RADIUS)."

You can configure IAS on a computer running Windows Server 2003, Standard Edition, with a maximum of 50 RADIUS clients and a maximum of two remote RADIUS server groups. You can define a RADIUS client by using a fully qualified domain name (FQDN) or an IP address, but you cannot define groups of RADIUS clients by specifying an IP address range. If the FQDN of a RADIUS client resolves to multiple IP addresses, the IAS server uses the first IP address returned in the DNS query. With IAS on a computer running Windows Server 2003, Enterprise Edition, or Windows Server 2003, Datacenter Edition, you can configure an unlimited number of RADIUS clients and remote RADIUS server groups. In addition, you can configure RADIUS clients by specifying an IP address range. IAS is not included on computers running the Windows Server 2003, Web Edition, operating system.

Key concepts for IAS SQL Server logging

The following sections describe key logging concepts such as requests logged by IAS, IAS log file contents, and how IAS creates an XML document from accounting and authentication data.

Data logged by IAS

By default, IAS does not log any data until you configure it to do so. When you configure SQL Server logging, all required attributes, accounting, and authentication data that is normally logged in either IAS or database-compatible format is logged to the SQL Server 2000 or MSDE 2000 database.

Initially, it is recommended that you enable the logging of accounting and user authentication requests. You can refine your logging settings after you determine your required data.

Requests logged by IAS

You can log the following information in a SQL Server database:

· Accounting-on requests, which are sent by the access server to indicate that it is online and ready to accept connections. 
· Accounting-off requests, which are sent by the access server to indicate that it is going offline. 

· Accounting-start requests, which are sent by the access server (after the user is authenticated and authorized by the IAS server) to indicate the start of a user session. 

· Accounting-stop requests, which are sent by the access server to indicate the end of a user session. 

· Accounting interim requests, which are sent periodically by some access servers during a user session, and which can be logged by IAS. This type of request can be used when the Acct-Interim-Interval RADIUS attribute is configured to support periodic requests in the remote access profile on the IAS server. The access server must support the use of accounting interim requests if you want the interim requests to be logged on the IAS server. If the access server does not send accounting interim requests, they are not logged.

· Authentication requests, which are sent by the access server on behalf of the connecting user. These entries in the log contain only incoming attributes. 

· Authentication accepts and rejects, which are sent by IAS to the access server, indicating whether the user should be accepted or rejected. These entries contain only outgoing attributes. 

IAS log file contents

Unlike database-import log files, which use a fixed sequence of attributes, the sequence of the attributes in a SQL Server 2000 or MSDE 2000 log file depends upon the sequence used by the access server. For more information about the sequence of these records, see the documentation for your access server. 

For lists of attributes that are logged and are not logged in the MSDE 2000 and SQL Server databases, see “Interpreting IAS-formatted log files” in “Related Links” later in this white paper.
For information about vendor-specific attributes (VSAs), see “Interpreting IAS IDs for vendor-specific attributes” in “Related Links” later in this white paper. 

Required database fields for session correlation

When you create the fields in the tables of your MSDE 2000 and SQL Server databases, you must provide all fields that allow applications to query the database, correlate related fields, and return a cohesive view of each session in the query results. This is called session correlation. At a minimum, to provide session correlation, you must log the following IAS accounting data in the MSDE 2000 and SQL Server 2000 databases:

· NAS-IP-Address

· NAS-Identifier (You need both NAS-IP-Address and NAS-Identifier because the network access server, or NAS, can send one or the other.)

· Class

· Acct-Session-Id

· Acct-Multi-Session-Id

· Packet-Type

· Acct-Status-Type

· Acct-Interim-Interval

· NAS-Port

· Event-Timestamp

Configuring accounting to provide the best session correlation

When you use an application to query your SQL Server 2000 database, it is important that sufficient data is logged to provide the application with the ability to correlate related fields and information into a cohesive view of any particular user session. To provide the best session correlation, take the following actions:

· Use NASs that send the Class attribute in all accounting-requests. The Class attribute is sent to the RADIUS client in an Access-Accept message, and is useful for correlating Accounting-Request messages with authentication sessions.
· If the Class attribute is sent by the NAS in the accounting request messages, it can be used to match the accounting and authentication records. The combination of the attributes Unique-Serial-Number, Service-Reboot-Time, and Server-Address must be a unique identification for each authentication that the server accepts.
· Use NASs that support interim accounting.
· Use NASs that send Accounting-on and Accounting-off messages.
· Use NASs that support the storing and forwarding of accounting data. NASs that support this feature can store accounting data in circumstances when it cannot communicate with the IAS server. When the IAS server is available, the NAS forwards the stored records to the IAS server, providing increased reliability in accounting over NASs that do not provide this feature.
· Always configure the Acct-Interim-Interval attribute in remote access policies. The Acct-Interim-Interval attribute sets the interval (in seconds) between each interim update that the NAS sends. You can add the Acct-Interim-Interval attribute on the Advanced tab on the profile settings of the remote access policy. According to RFC 2869, the value of the Acct-Interim-Interval attribute must not be smaller than 60 seconds, or one minute, and should not be smaller than 600 seconds, or 10 minutes. For more information, see RFC 2869, "RADIUS Extensions."
· Ensure that logging of periodic status is enabled on your IAS servers.
How IAS creates an XML document from accounting and authentication data

If you select SQL Server logging in the IAS snap-in, attribute-value pairs are converted to XML format.

When IAS creates an XML document from attributes, accounting, and authentication data, the XML document includes the attribute ID or name, the attribute value, and the data type of the attribute value. With SQL Server logging, there are five data types for attribute values: 

· Non-negative integers (data_type=0)

· Strings (data_type=1)

· Hexadecimal numbers (data_type=2)

· IPv4 addresses (data_type=3)

· Date and time (data_type=4)

The following example XML document created by IAS includes the attribute name (User-Name), the attribute value (DOMAIN\username), and the data type (1), indicating a value data type of string:

<Event>

     <User-Name data_type="1">DOMAIN\username</User-Name>

</Event>

The next example XML document created by IAS includes the attribute name (NAS-IP-Address), the attribute value (192.168.0.1), and the data type (3), indicating a value data type of IP address:

<Event>

     <NAS-IP-Address data_type="3">192.168.0.1</NAS-IP-Address>

</Event>

The next example XML document created by IAS includes the attribute name (Provider-Type), the attribute value (1), and the data type (0), indicating a value data type of non-negative integers:

<Event>

     <Provider-Type data_type="0">1</Provider-Type>

</Event>

The last example XML document, which is created by IAS, includes the three previous examples combined into one XML document:

<Event>

     <User-Name data_type="1">DOMAIN\username</User-Name>

     <NAS-IP-Address data_type="3">192.168.0.1</NAS-IP-Address>

     <Provider-Type data_type="0">1</Provider-Type>

</Event>

Following is an example of a typical XML document sent by IAS configured for SQL Server logging:

    <Event>

<Computer-Name data_type="1">MYNAS</Computer-Name>

<Event-Source data_type="1">IAS</Event-Source>

<Acct-Session-Id data_type="1">10</Acct-Session-Id>

<NAS-IP-Address data_type="3">10.10.1.1</NAS-IP-Address>

<Service-Type data_type="0">2</Service-Type>

<Framed-Protocol data_type="0">1</Framed-Protocol>

<NAS-Port data_type="0">7</NAS-Port>

<NAS-Port-Type data_type="0">5</NAS-Port-Type>

<Tunnel-Type data_type="0">1</Tunnel-Type>

<Tunnel-Medium-Type data_type="0">1</Tunnel-Medium-Type>

<Calling-Station-Id data_type="1">10.10.1.2</Calling-Station-Id>

<Tunnel-Client-Endpt data_type="1">10.10.1.2</Tunnel-Client-Endpt>

<User-Name data_type="1">MYDOMAIN\Administrator</User-Name>

<Client-IP-Address data_type="3">10.10.1.1</Client-IP-Address>

<Client-Vendor data_type="0">0</Client-Vendor>

<Client-Friendly-Name data_type="1">MYNAS</Client-Friendly-Name>

<MS-RAS-Vendor data_type="0">311</MS-RAS-Vendor>

<MS-RAS-Version data_type="1">MSRASV5.20</MS-RAS-Version>

<MS-RAS-Client-Version data_type="1">MSRASV5.20</MS-RAS-Client-Version>

<MS-RAS-Client-Name data_type="1">MSRAS-0-MYCLIENT</MS-RAS-Client-Name>

<Provider-Type data_type="0">1</Provider-Type>

<Class data_type="1">311 1 192.168.0.123 02/20/2003 19:03:02 9</Class>

<SAM-Account-Name data_type="1">MYDOMAIN\Administrator</SAM-Account-Name>

<Fully-Qualified-User-Name data_type="1">MYDOMAIN\Administrator</Fully-Qualified-User-Name>

<Authentication-Type data_type="0">4</Authentication-Type>

<Packet-Type data_type="0">1</Packet-Type>

<Reason-Code data_type="0">0</Reason-Code>

    </Event>

Example stored procedure

Following is an example stored procedure that creates an IAS database within the SQL Server 2000 database environment and processes XML documents sent to the computer running SQL Server by IAS servers configured to log to this specific computer running SQL Server. If you want to use this stored procedure in a test environment, you can copy the text below into Notepad, then save the document with the file extension *.sql. Import the stored procedure into a database in SQL Server 2000, and run the stored procedure.

Note This stored procedure is provided solely as an example, and is unsupported.
IF EXISTS (SELECT name FROM master.dbo.sysdatabases WHERE name = N'IASODBC')


DROP DATABASE [IASODBC]

GO

CREATE DATABASE [IASODBC]  ON (NAME = N'IASODBC_Data', FILENAME = N'C:\Program Files\Microsoft SQL Server\MSSQL\data\IASODBC_Data.MDF' , SIZE = 1, FILEGROWTH = 10%) LOG ON (NAME = N'IASODBC_Log', FILENAME = N'C:\Program Files\Microsoft SQL Server\MSSQL\data\IASODBC_Log.LDF' , SIZE = 1, FILEGROWTH = 10%)

 COLLATE SQL_Latin1_General_CP1_CI_AS

GO

exec sp_dboption N'IASODBC', N'autoclose', N'false'

GO

exec sp_dboption N'IASODBC', N'bulkcopy', N'false'

GO

exec sp_dboption N'IASODBC', N'trunc. log', N'false'

GO

exec sp_dboption N'IASODBC', N'torn page detection', N'true'

GO

exec sp_dboption N'IASODBC', N'read only', N'false'

GO

exec sp_dboption N'IASODBC', N'dbo use', N'false'

GO

exec sp_dboption N'IASODBC', N'single', N'false'

GO

exec sp_dboption N'IASODBC', N'autoshrink', N'false'

GO

exec sp_dboption N'IASODBC', N'ANSI null default', N'false'

GO

exec sp_dboption N'IASODBC', N'recursive triggers', N'false'

GO

exec sp_dboption N'IASODBC', N'ANSI nulls', N'false'

GO

exec sp_dboption N'IASODBC', N'concat null yields null', N'false'

GO

exec sp_dboption N'IASODBC', N'cursor close on commit', N'false'

GO

exec sp_dboption N'IASODBC', N'default to local cursor', N'false'

GO

exec sp_dboption N'IASODBC', N'quoted identifier', N'false'

GO

exec sp_dboption N'IASODBC', N'ANSI warnings', N'false'

GO

exec sp_dboption N'IASODBC', N'auto create statistics', N'true'

GO

exec sp_dboption N'IASODBC', N'auto update statistics', N'true'

GO

if( ( (@@microsoftversion / power(2, 24) = 8) and (@@microsoftversion & 0xffff >= 724) ) or ( (@@microsoftversion / power(2, 24) = 7) and (@@microsoftversion & 0xffff >= 1082) ) )


exec sp_dboption N'IASODBC', N'db chaining', N'false'

GO

use [IASODBC]

GO

if exists (select * from dbo.sysobjects where id = object_id(N'[dbo].[report_event]') and OBJECTPROPERTY(id, N'IsProcedure') = 1)

drop procedure [dbo].[report_event]

GO

if exists (select * from dbo.sysobjects where id = object_id(N'[dbo].[accounting_data]') and OBJECTPROPERTY(id, N'IsUserTable') = 1)

drop table [dbo].[accounting_data]

GO

if exists (select * from dbo.systypes where name = N'ipaddress')

exec sp_droptype N'ipaddress'

GO

setuser

GO

EXEC sp_addtype N'ipaddress', N'nvarchar (15)', N'not null'

GO

setuser

GO

CREATE TABLE [dbo].[accounting_data] (


[id] [int] IDENTITY (1, 1) NOT NULL ,


[timestamp] [datetime] NOT NULL ,


[Computer_Name] [nvarchar] (255) COLLATE SQL_Latin1_General_CP1_CI_AS NOT NULL ,


[Packet_Type] [int] NOT NULL ,


[User_Name] [nvarchar] (255) COLLATE SQL_Latin1_General_CP1_CI_AS NULL ,


[F_Q_User_Name] [nvarchar] (255) COLLATE SQL_Latin1_General_CP1_CI_AS NULL ,


[Called_Station_Id] [nvarchar] (255) COLLATE SQL_Latin1_General_CP1_CI_AS NULL ,


[Calling_Station_Id] [nvarchar] (255) COLLATE SQL_Latin1_General_CP1_CI_AS NULL ,


[Callback_Number] [nvarchar] (255) COLLATE SQL_Latin1_General_CP1_CI_AS NULL ,


[Framed_IP_Address] [ipaddress] NULL ,


[NAS_Identifier] [nvarchar] (255) COLLATE SQL_Latin1_General_CP1_CI_AS NULL ,


[NAS_IP_Address] [ipaddress] NULL ,


[NAS_Port] [int] NULL ,


[Client_Vendor] [int] NULL ,


[Client_IP_Address] [ipaddress] NULL ,


[Client_Friendly_Name] [nvarchar] (255) COLLATE SQL_Latin1_General_CP1_CI_AS NULL ,


[Event_Timestamp] [datetime] NULL ,


[Port_Limit] [int] NULL ,


[NAS_Port_Type] [int] NULL ,


[Connect_Info] [nvarchar] (255) COLLATE SQL_Latin1_General_CP1_CI_AS NULL ,


[Framed_Protocol] [int] NULL ,


[Service_Type] [int] NULL ,


[Authentication_Type] [int] NULL ,


[NP_Policy_Name] [nvarchar] (255) COLLATE SQL_Latin1_General_CP1_CI_AS NULL ,


[Reason_Code] [int] NULL ,


[Class] [nvarchar] (255) COLLATE SQL_Latin1_General_CP1_CI_AS NULL ,


[Session_Timeout] [int] NULL ,


[Idle_Timeout] [int] NULL ,


[Termination_Action] [int] NULL ,


[EAP_Friendly_Name] [nvarchar] (255) COLLATE SQL_Latin1_General_CP1_CI_AS NULL ,


[Acct_Status_Type] [int] NULL ,


[Acct_Delay_Time] [int] NULL ,


[Acct_Input_Octets] [int] NULL ,


[Acct_Output_Octets] [int] NULL ,


[Acct_Session_Id] [nvarchar] (255) COLLATE SQL_Latin1_General_CP1_CI_AS NULL ,


[Acct_Authentic] [int] NULL ,


[Acct_Session_Time] [int] NULL ,


[Acct_Input_Packets] [int] NULL ,


[Acct_Output_Packets] [int] NULL ,


[Acct_Terminate_Cause] [int] NULL ,


[Acct_Multi_Session_Id] [nvarchar] (255) COLLATE SQL_Latin1_General_CP1_CI_AS NULL ,


[Acct_Link_Count] [int] NULL ,


[Acct_Interim_Interval] [int] NULL ,


[Tunnel_Type] [int] NULL ,


[Tunnel_Medium_Type] [int] NULL ,


[Tunnel_Client_Endpoint] [nvarchar] (255) COLLATE SQL_Latin1_General_CP1_CI_AS NULL ,


[Tunnel_Server_Endpoint] [nvarchar] (255) COLLATE SQL_Latin1_General_CP1_CI_AS NULL ,


[Acct_Tunnel_Connection] [nvarchar] (255) COLLATE SQL_Latin1_General_CP1_CI_AS NULL ,


[Tunnel_Pvt_Group_Id] [nvarchar] (255) COLLATE SQL_Latin1_General_CP1_CI_AS NULL ,


[Tunnel_Assignment_Id] [nvarchar] (255) COLLATE SQL_Latin1_General_CP1_CI_AS NULL ,


[Tunnel_Preference] [int] NULL ,


[MS_Acct_Auth_Type] [int] NULL ,


[MS_Acct_EAP_Type] [int] NULL ,


[MS_RAS_Version] [nvarchar] (255) COLLATE SQL_Latin1_General_CP1_CI_AS NULL ,


[MS_RAS_Vendor] [int] NULL ,


[MS_CHAP_Error] [nvarchar] (255) COLLATE SQL_Latin1_General_CP1_CI_AS NULL ,


[MS_CHAP_Domain] [nvarchar] (255) COLLATE SQL_Latin1_General_CP1_CI_AS NULL ,


[MS_MPPE_Encryption_Types] [int] NULL ,


[MS_MPPE_Encryption_Policy] [int] NULL ,


[Proxy_Policy_Name] [nvarchar] (255) COLLATE SQL_Latin1_General_CP1_CI_AS NULL ,


[Provider_Type] [int] NULL ,


[Provider_Name] [nvarchar] (255) COLLATE SQL_Latin1_General_CP1_CI_AS NULL ,


[Remote_Server_Address] [ipaddress] NULL ,


[MS_RAS_Client_Name] [nvarchar] (255) COLLATE SQL_Latin1_General_CP1_CI_AS NULL ,


[MS_RAS_Client_Version] [nvarchar] (255) COLLATE SQL_Latin1_General_CP1_CI_AS NULL 

) ON [PRIMARY]

GO

SET QUOTED_IDENTIFIER ON 

GO

SET ANSI_NULLS OFF 

GO

CREATE PROCEDURE dbo.report_event

   @doc ntext

AS

SET NOCOUNT ON

DECLARE @idoc int

EXEC sp_xml_preparedocument @idoc OUTPUT, @doc

/*


All RADIUS attributes written to the ODBC format logfile are declared here.  One additional attribute is added: @record_timestamp.


The value of @record_timestamp is the UTC time the record was inserted in the database.


Refer to IAS ODBC Formatted Log Files in Online Help for information on interpreting these values.

*/

DECLARE @record_timestamp datetime

SET @record_timestamp = GETUTCDATE()

INSERT accounting_data

SELECT


@record_timestamp,


Computer_Name,


Packet_Type,


[User_Name],


F_Q_User_Name,


Called_Station_Id,


Calling_Station_Id,


Callback_Number,


Framed_IP_Address,


NAS_Identifier,


NAS_IP_Address,


NAS_Port,


Client_Vendor,


Client_IP_Address,


Client_Friendly_Name,


Event_Timestamp,


Port_Limit,


NAS_Port_Type,


Connect_Info,


Framed_Protocol,


Service_Type,


Authentication_Type,


NP_Policy_Name,


Reason_Code,


Class,


Session_Timeout,


Idle_Timeout,


Termination_Action,


EAP_Friendly_Name,


Acct_Status_Type,


Acct_Delay_Time,


Acct_Input_Octets,


Acct_Output_Octets,


Acct_Session_Id,


Acct_Authentic,


Acct_Session_Time,


Acct_Input_Packets,


Acct_Output_Packets,


Acct_Terminate_Cause,


Acct_Multi_Session_Id,


Acct_Link_Count,


Acct_Interim_Interval,


Tunnel_Type,


Tunnel_Medium_Type,


Tunnel_Client_Endpoint,


Tunnel_Server_Endpoint,


Acct_Tunnel_Connection,


Tunnel_Pvt_Group_Id,


Tunnel_Assignment_Id,


Tunnel_Preference,


MS_Acct_Auth_Type,


MS_Acct_EAP_Type,


MS_RAS_Version,


MS_RAS_Vendor,


MS_CHAP_Error,


MS_CHAP_Domain,


MS_MPPE_Encryption_Types,


MS_MPPE_Encryption_Policy,


Proxy_Policy_Name,


Provider_Type,


Provider_Name,


Remote_Server_Address,


MS_RAS_Client_Name,


MS_RAS_Client_Version

FROM OPENXML(@idoc, '/Event')

WITH (


Computer_Name nvarchar(255) './Computer-Name',


Packet_Type int './Packet-Type',


[User_Name] nvarchar(255) './User-Name',


F_Q_User_Name nvarchar(255) './Fully-Qualifed-User-Name',


Called_Station_Id nvarchar(255) './Called-Station-Id',


Calling_Station_Id nvarchar(255) './Calling-Station-Id',


Callback_Number nvarchar(255) './Callback-Number',


Framed_IP_Address nvarchar(15) './Framed-IP-Address',


NAS_Identifier nvarchar(255) './NAS-Identifier',


NAS_IP_Address nvarchar(15) './NAS-IP-Address',


NAS_Port int './NAS-Port',


Client_Vendor int './Client-Vendor',


Client_IP_Address nvarchar(15) './Client-IP-Address',


Client_Friendly_Name nvarchar(255) './Client-Friendly-Name',


Event_Timestamp datetime './Event-Timestamp',


Port_Limit int './Port-Limit',


NAS_Port_Type int './NAS-Port-Type',


Connect_Info nvarchar(255) './Connect-Info',


Framed_Protocol int './Framed-Protocol',


Service_Type int './Service-Type',


Authentication_Type int './Authentication-Type',


NP_Policy_Name nvarchar(255) './NP-Policy-Name',


Reason_Code int './Reason-Code',


Class nvarchar(255) './Class',


Session_Timeout int './Session-Timeout',


Idle_Timeout int './Idle-Timeout',


Termination_Action int './Termination-Action',


EAP_Friendly_Name nvarchar(255) './EAP-Friendly-Name',


Acct_Status_Type int './Acct-Status-Type',


Acct_Delay_Time int './Acct-Delay-Time',


Acct_Input_Octets int './Acct-Input-Octets',


Acct_Output_Octets int './Acct-Output-Octets',


Acct_Session_Id nvarchar(255) './Acct-Session-Id',


Acct_Authentic int './Acct-Authentic',


Acct_Session_Time int './Acct-Session-Time',


Acct_Input_Packets int './Acct-Input-Packets',


Acct_Output_Packets int './Acct-Output-Packets',


Acct_Terminate_Cause int './Acct-Terminate-Cause',


Acct_Multi_Session_Id nvarchar(255) './Acct-Multi-Session-Id',


Acct_Link_Count int './Acct-Link-Count',


Acct_Interim_Interval int './Acct-Interim-Interval',


Tunnel_Type int './Tunnel-Type',


Tunnel_Medium_Type int './Tunnel-Medium-Type',


Tunnel_Client_Endpoint nvarchar(255) './Tunnel-Client-Endpt',


Tunnel_Server_Endpoint nvarchar(255) './Tunnel-Server-Endpt',


Acct_Tunnel_Connection nvarchar(255) './Acct-Tunnel-Connection',


Tunnel_Pvt_Group_Id nvarchar(255) './Tunnel-Pvt-Group-Id',


Tunnel_Assignment_Id nvarchar(255) './Tunnel-Assignment-Id',


Tunnel_Preference int './Tunnel-Preference',


MS_Acct_Auth_Type int './MS-Acct-Auth-Type',


MS_Acct_EAP_Type int './MS-Acct-EAP-Type',


MS_RAS_Version nvarchar(255) './MS-RAS-Version',


MS_RAS_Vendor int './MS-RAS-Vendor',


MS_CHAP_Error nvarchar(255) './MS-CHAP-Error',


MS_CHAP_Domain nvarchar(255) './MS-CHAP-Domain',


MS_MPPE_Encryption_Types int './MS-MPPE-Encryption-Types',


MS_MPPE_Encryption_Policy int './MS-MPPE-Encryption-Policy',


Proxy_Policy_Name nvarchar(255) './Proxy-Policy-Name',


Provider_Type int './Provider-Type',


Provider_Name nvarchar(255) './Provider-Name',


Remote_Server_Address nvarchar(15) './Remote-Server-Address',


MS_RAS_Client_Name nvarchar(255) './MS-RAS-Client-Name',


MS_RAS_Client_Version nvarchar(255) './MS-RAS-Client-Version'


)

EXEC sp_xml_removedocument @idoc

SET NOCOUNT OFF

GO

SET QUOTED_IDENTIFIER OFF 

GO

SET ANSI_NULLS ON 

GO

IAS SQL Server logging scenarios

The following three deployment scenarios provide SQL Server logging solutions tuned to organizations with specific logging requirements:

· Local IAS SQL Server logging. This scenario depicts IAS servers that log to a local SQL Server 2000 database. Distributed queries can be run against databases on multiple IAS servers by using SQL Query Analyzer or a third-party product. This scenario is optimal for medium-sized organizations that need local collection of accounting data for reporting and billing. 

· IAS SQL Server logging with a central database. This scenario depicts IAS servers that log to a local SQL Server 2000 database. SQL Server 2000 replication is deployed to publish records from the SQL Server database on each IAS server to a central SQL Server 2000 database. This scenario is optimal for large-sized organizations that need centralized collection of accounting data for reporting and billing. 

· IAS SQL Server logging using MSDE 2000. This scenario depicts IAS servers that log to a local MSDE 2000 database. A custom accounting-forwarder component installed on each IAS server manages the local databases and then publishes records to a central SQL Server 2000 database. This scenario is optimal for enterprises.

In the sets of instructions that follow, these assumptions are made:

1. Your organization has already deployed Windows Server 2003 Internet Authentication Service on your network, and your network access solution is functioning properly with another form of logging (either IAS format or database-compatible format). If you have not already deployed IAS on your network, see “Deploying IAS as a RADIUS server” and “Deploying IAS as a RADIUS proxy” in Help and Support Center for Windows Server 2003.

2. You have SQL Server 2000 relational database development experience and you understand how to use SQL Server 2000 to create, modify, administer, and manage SQL Server 2000 databases. For more information, see “Related Links” later in this white paper. 

3. For the SQL Server logging using MSDE 2000 scenario, you have software development experience that allows you to create the custom accounting-forwarder component that is installed and run on each IAS server configured for SQL Server logging.

Deployment in stages

Before you deploy any of the three scenarios depicted in this white paper, it is recommended that you first deploy the scenario in a test lab environment.

After your test lab solution is functioning properly and you are prepared to deploy SQL Server logging in a production environment, you can minimize interruptions of network access authentication and authorization requests to IAS by deploying SQL Server logging in stages, as follows:

Stage 1: Use a text file format for logging. Configure IAS accounting to use either IAS format or database-compatible format and then verify that it is functioning properly.

Stage 2: Use both a text file format and SQL Server logging. With all instances of SQL Server 2000 or MSDE 2000 configured and in place in the production environment, enable SQL Server logging by using the IAS snap-in of each IAS server without disabling logging in IAS format or database-compatible format. Log in both formats for a duration that allows you to verify that your SQL Server logging solution is functioning properly. In this circumstance, if SQL Server logging fails, logging in text format allows IAS to continue to process network connection attempts, and service to users will not be interrupted.

Stage 3: Use SQL Server logging format. Disable text file logging after you have verified that your SQL Server logging solution is functioning properly.
Local IAS SQL Server logging

The following scenario depicts local IAS SQL Server logging for medium-sized organizations. In this scenario, SQL Server 2000 is installed on each IAS server. Each IAS server is then configured to log to the local SQL Server 2000 database. Queries against multiple databases are performed using SQL Query Analyzer or a third-party product with similar capabilities.

Components of local IAS SQL Server logging

Figure 2 shows the components of IAS SQL Server logging.
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Figure 2: Components of local IAS SQL Server logging
This configuration consists of the following components:

IAS server running SQL Server

A computer running Windows Server 2003 and Internet Authentication Service (IAS) configured to use SQL Server logging. The IAS server is also running SQL Server 2000. In the IAS snap-in, SQL Server logging is enabled, with a data link configured between IAS and SQL Server 2000 on the local computer.

Within the SQL Server 2000 database environment on the IAS server, the following components are configured:

· IAS database. A database configured to store IAS accounting data.
· Stored procedure. A program that runs inside the IAS database that accepts and processes the XML documents sent by IAS, and then stores accounting data in SQL Server 2000 tables.

How local SQL Server logging works

Local IAS SQL Server logging, including data collection, storage, processing, and querying for data views, works in three basic stages:

1. Accounting data is produced by a client connection attempt

2. IAS logs accounting data to the stored procedure in the local SQL Server 2000 database

3. Applications query the IAS databases

1. Accounting data is produced by a client connection attempt

IAS performs centralized connection authentication, authorization, and accounting for many types of network access and router-to-router connections. When an access client attempts to connect to the network, it does so by using a network access server, such as a dial-up server, VPN server, wireless access point, or 802.1X authenticating switch. When these access servers are configured as RADIUS clients to an IAS-RADIUS server, IAS attempts to authenticate the user or computer with the Active Directory user accounts database for the domain, and then IAS performs authorization (with user account properties and/or remote access policies configured on the IAS server) to discover whether the user or computer has the necessary permissions to access network resources. 

2. IAS logs accounting data to the stored procedure in the local SQL Server 2000 database

Data from the access server and data produced by IAS are sent in XML format to a stored procedure in the SQL Server 2000 database on the local computer. 

When IAS logs to a local SQL Server 2000 database, the following interactions occur:

1. The IAS server receives or produces the data to be logged to a SQL Server 2000 database. For example, a network access server configured as a RADIUS client to the IAS server sends the IAS server incoming attributes for an authentication request by a user or computer. 

2. The IAS server packages the data as an XML document. 

3. The IAS server initiates a connection with SQL Server 2000. If the IAS server cannot establish a connection with SQL Server 2000, the IAS server stops processing authentication and accounting requests and users cannot log on to the network.

· When you configure IAS to log to a SQL Server 2000 database installed on the local computer, select Use Windows NT integrated security on the IAS server Connection tab in the Data Link Properties dialog box. The IAS server then attempts to authenticate the connection by using the Local System account. For more information, see “Configure log file properties” in Help and Support Center for Windows Server 2003.

4. If a connection with SQL Server 2000 is successful, the IAS server signals SQL Server 2000 to run a stored procedure named report_event. IAS then sends the accounting data (an XML document) to the report_event stored procedure in the SQL Server 2000 database. The stored procedure that is called by IAS must be named report_event, or IAS SQL Server logging will fail. If the IAS server is unable to write to the SQL Server 2000 database, IAS SQL Server logging will fail and users cannot log on.

5. The report_event stored procedure uses only one parameter. This parameter is a Unicode string of type ntext. The Unicode string contains an XML document which in turn contains the accounting data to be logged.

6. The report_event stored procedure in the SQL Server 2000 database processes the XML document and stores the processed data in SQL Server 2000 database tables. 

7. SQL Server 2000 notifies the IAS server that the transaction is successful. 

8. The IAS server is free to process additional data, repeating this process as required. 

3. Applications query the IAS databases

You can create a custom application, such as a Help Desk application, to view data stored in the SQL Server databases on each IAS server. You can write a stand-alone application with a software development program such as the Microsoft® Visual Basic® development system, or you can use Microsoft® Access 2002, SQL Server 2000 Enterprise Manager, or SQL Query Analyzer to view the data. 

Figure 3 depicts a query against SQL Server databases on two IAS servers by using SQL Query Analyzer on a portable computer.
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Figure 3: SQL Query Analyzer runs a SQL query
For more information, see "SQL Server Connection Basics" in “Related Links” later in this white paper.
To deploy local IAS SQL Server logging

1. Install SQL Server 2000 on each IAS server that you want to configure for SQL Server logging. For more information, see “Overview of Installing SQL Server 2000” in “Related Links” later in this white paper. 

2. By using SQL Server 2000 tools, you can create the database structure in the SQL Server 2000 database for storage of IAS accounting log data. For more information, see “Creating a database” in “Related Links” later in this white paper.

3. Create a stored procedure in the SQL Server 2000 database called report_event that will process the data passed to it by IAS in XML format. For more information, see “Create Procedure” in “Related Links” later in this white paper.

4. Configure log file properties and the data link for each IAS server. Configure the data link on each IAS server to log to the local SQL Server 2000 database.

To configure log file properties and the data link, do the following on each IAS server:

1. Open the IAS snap-in.

2. In the details pane, right-click SQL Server, and then click Properties. 

3. In Log the following information, select the information that you want to log: 

a. To log all accounting requests, click Accounting requests. 

b. To log authentication requests, click Authentication requests. 

c. To log periodic status, such as interim accounting requests, click Periodic status. 

d. To configure the number of concurrent sessions allowed between the IAS server and the SQL Server database, type a number in Maximum number of concurrent sessions. 

e. To configure the SQL Server data source, click Configure, and then, on the Connection tab, specify the following: 

· To specify the name of the server on which the database is stored, type or select a name in Select or enter a server name. 

· To specify the authentication method with which to log on to the server, click Use Windows NT integrated security. Or, click Use a specific user name and password, and then type credentials in User name and Password. 

· To allow a blank password, click Blank password.

· To store the password, click Allow saving password. 

· To specify which database to connect to on the computer running SQL Server, click Select the database on the server, and then select a database name from the list. 

To test the connection between the IAS server and the computer running SQL Server, click Test Connection.

For more information, see “Configure log file properties” in Help and Support Center for Windows Server 2003.

IAS SQL Server logging with a central database 

The following scenario depicts IAS SQL Server logging with a central database for large-sized organizations. In this scenario, SQL Server 2000 is installed on each IAS server. Each IAS server is then configured to log to the local SQL Server 2000 database. In addition, a computer or computer cluster running SQL Server 2000 is deployed as a central database. All records from IAS servers are periodically published to the central SQL Server database. Queries against the central SQL Server database are performed using SQL Query Analyzer or a third-party product with similar capabilities.

Components of IAS SQL Server logging with a central database

Figure 4 depicts the components of SQL Server logging with a central database.
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Figure 4: The components of IAS SQL Server logging with a central database
This configuration consists of the following components:

IAS servers running SQL Server

Two or more computers running Windows Server 2003 and Internet Authentication Service (IAS) configured to use SQL Server logging. The IAS servers are also running SQL Server 2000. In the IAS snap-in, SQL Server logging is enabled, with a data link configured between IAS and SQL Server 2000 on the local computer.

Within the SQL Server 2000 database environment on each IAS server, the following components are configured:

· IAS database. A database configured to store IAS accounting data.
· Stored procedure. A program that runs inside the IAS database. The stored procedure accepts and processes the XML documents sent by IAS and stores accounting data in SQL Server 2000 tables.

Central computer running SQL Server

Within the SQL Server 2000 database, the following components are configured:

· Central IAS database. A database that stores IAS accounting data that is published by the IAS servers running SQL Server.
How IAS SQL Server logging with a central database works

IAS SQL Server logging, including data collection, storage, processing, and querying for data views, works in five basic stages:

1. Accounting data is produced by a client connection attempt

2. IAS logs accounting data to the stored procedure in the local SQL Server 2000 database

3. IAS servers running SQL Server publish records to the central SQL Server database

4. The central SQL Server database warehouses data from one or more IAS servers

5. Applications query the IAS database on the computer running SQL Server

1. Accounting data is produced by a client connection attempt

IAS performs centralized connection authentication, authorization, and accounting for many types of network access and router-to-router connections. When an access client attempts to connect to the network, it does so by using a network access server, such as a dial-up server, VPN server, wireless access point, or 802.1X authenticating switch. When these access servers are configured as RADIUS clients to an IAS-RADIUS server, IAS attempts to authenticate the user or computer with the Active Directory user accounts database for the domain, and then IAS performs authorization (with user account properties and/or remote access policies configured on the IAS server) to discover whether the user or computer has the necessary permissions to access network resources. 

2. IAS logs accounting data to the stored procedure in the local SQL Server 2000 database

Data from the access server and data produced by IAS is sent in XML format to a stored procedure in the SQL Server 2000 database on the local computer. The access server is configured at the IAS server as a RADIUS client.

When IAS logs to a local SQL Server 2000 database, the following interactions occur:

1. The IAS server receives or produces the data to be logged to a SQL Server 2000 database. For example, a network access server configured as a RADIUS client to the IAS server sends the IAS server incoming attributes for an authentication request by a user or computer. 

2. The IAS server packages the data as an XML document. 

3. The IAS server initiates a connection with SQL Server 2000. If the IAS server cannot establish a connection with SQL Server 2000, the IAS server stops processing authentication and accounting requests and users cannot log on to the network.

· When you configure IAS to log to a SQL Server 2000 database installed on the local computer, select Use Windows NT integrated security on the IAS server Connection tab in the Data Link Properties dialog box. The IAS server then attempts to authenticate the connection by using the Local System account. For more information, see "Configure log file properties" in Help and Support Center for Windows Server 2003.
4. If a connection with SQL Server 2000 is successful, the IAS server signals SQL Server 2000 to run a stored procedure named report_event. IAS then sends the accounting data (an XML document) to the report_event stored procedure in the SQL Server 2000 database. The stored procedure that is called by IAS must be named report_event, or IAS SQL Server logging will fail. If the IAS server is unable to write to the SQL Server 2000 database, IAS SQL Server logging will fail and users cannot log on.

5. The report_event stored procedure uses only one parameter. This parameter is a Unicode string of type ntext. The Unicode string contains an XML document which in turn contains the accounting data to be logged.

6. The report_event stored procedure in the SQL Server 2000 database processes the XML document and stores the processed data in SQL Server 2000 database tables. 

7. SQL Server 2000 notifies the IAS server that the transaction is successful. 

8. The IAS server is free to process additional data, repeating this process as required. 

3. IAS servers running SQL Server publish records to the central SQL Server database

After a time period that you specify, the IAS servers running SQL server act as publishers and replicate data to the central SQL Server database, which acts as the subscriber. SQL Server 2000 replication is a set of technologies for copying and distributing data and database objects from one database to another and then synchronizing between databases for consistency. You can also configure the SQL Server database on IAS servers to delete previously published records. For more information, see “Replication Overview” in “Related Links” later in this white paper.
4. The central SQL Server database warehouses data from two or more IAS servers

The IAS database on the computer running SQL Server contains all records from all IAS servers configured with the SQL Server logging components and configured to log to the computer running SQL Server. The central IAS database provides a comprehensive view of accounting data for network access administrators and others who need to view the IAS accounting data.

5. Applications query the IAS database on the central SQL Server

You can create a custom application, such as a Help Desk application, to view data stored in the SQL Server database. You can write a stand-alone application with a software development program such as Visual Basic, or you can use Access 2002, SQL Server 2000 Enterprise Manager, or SQL Query Analyzer to view the data. For more information, see “Creating a Data Warehouse” in “Related Links” later in this white paper.
To deploy IAS SQL Server logging with a central database

1. Install SQL Server 2000 on each IAS server that you want to configure for SQL Server logging.

2. By using SQL Server 2000 tools, you can create the database structure in the SQL Server 2000 database for storage of IAS accounting log data.

3. Create a stored procedure in the SQL Server 2000 database called report_event that will process the data passed to it by IAS in XML format.

4. Create the central IAS database. On the computer or computer cluster running SQL Server 2000 that will function as the central SQL Server, create an IAS database to hold records from all IAS servers configured to use SQL Server logging. 

5. Configure replication from the IAS servers running SQL Server to the central SQL Server database. 

6. Configure log file properties and the data link for each IAS server.

To configure log file properties and the data link, do the following on each IAS server:

1. Open the IAS snap-in.

2. In the details pane, right-click SQL Server, and then click Properties. 

3. In Log the following information, select the information that you want to log: 

a. To log all accounting requests, click Accounting requests. 

b. To log authentication requests, click Authentication requests. 

c. To log periodic status, such as interim accounting requests, click Periodic status. 

d. To configure the number of concurrent sessions allowed between the IAS server and the SQL Server database, type a number in Maximum number of concurrent sessions. 

e. To configure the SQL Server data source, click Configure, and then, on the Connection tab, specify the following: 

· To specify the name of the server on which the database is stored, type or select a name in Select or enter a server name. 

· To specify the authentication method with which to log on to the server, click Use Windows NT integrated security. Or, click Use a specific user name and password, and then type credentials in User name and Password. 

· To allow a blank password, click Blank password. 

· To store the password, click Allow saving password. 

· To specify which database to connect to on the computer running SQL Server, click Select the database on the server, and then select a database name from the list. 

To test the connection between each IAS server and the central computer running SQL Server, click Test Connection.

For more information, see “Configure log file properties” in Help and Support Center for Windows Server 2003.

IAS SQL Server logging using MSDE 2000

The following scenario depicts IAS SQL Server logging for the enterprise. This scenario uses both SQL Server 2000 and MSDE 2000, as well as a custom accounting-forwarder component that manages the MSDE 2000 databases installed on each IAS server.

Important: To deploy this scenario you must have software development experience.  You must create the custom accounting-forwarder component described in this scenario. This component is installed and run on each IAS server configured for SQL Server logging.
Introduction to MSDE 2000

The Microsoft SQL Server 2000 Desktop Engine (MSDE 2000) is a data engine built and based on core SQL Server technology. With support for single- and dual-processor computers, MSDE 2000 is a reliable storage engine and query processor for desktop extensions of enterprise applications. The common technology base shared between SQL Server and MSDE 2000 enables developers to build applications that can scale from portable computers to multiprocessor clusters. This common technology base also allows IAS to use either a MSDE 2000 database or a database configured on SQL Server 2000 as storage for accounting data.

Designed to run in the background, supporting transactional desktop applications, MSDE 2000 does not have its own user interface (UI). Users typically interact with MSDE 2000 through the application in which it is embedded. MSDE 2000 is packaged in a self-extracting archive for ease of distribution and embedding. The only tool that is provided with MSDE 2000 is the osql utility. The executable file, Sql.exe located in the MSSQL\Binn folder, provides a default instance of MSDE 2000. 

When you use MSDE 2000 in conjunction with SQL Server 2000, you can use the client tools included with SQL Server 2000, such as SQL Server Enterprise Manager and SQL  Query Analyzer, to configure and administer MSDE 2000 databases.

For more information about MSDE, see “Related Links” later in this white paper.

Components of IAS SQL Server logging using MSDE 2000

Figure 5 shows the components of IAS SQL Server logging using MSDE 2000.

[image: image6.png]@

SQL Server 2000
database environment

1AS server

WSDE 2000
database

@ Stared
procedure.

Qustom acoounting-
farwarder cormponent

Computer rumming
SQL Server 2000

Shreters





Figure 5: Components of IAS SQL Server logging using MSDE 2000
This configuration consists of the following components:

IAS server

A computer running Windows Server 2003 and Internet Authentication Service (IAS) configured to use SQL Server logging.

To implement SQL Server logging, the following components are required on the IAS server:

· MSDE 2000 database. MSDE 2000 installed on the computer running Windows Server 2003 and IAS. If there are multiple IAS servers configured for SQL Server logging, each server must have MSDE 2000 locally installed and configured for logging.

· Stored procedure. A program that runs inside the MSDE 2000 database on the computer running Windows Server 2003 and IAS. The stored procedure must be named report_event. Report_event accepts and processes data from the IAS server and stores it in MSDE 2000 tables. 

· Custom accounting-forwarder component. A custom accounting-forwarder component, service, or application installed on the computer running Windows Server 2003 and IAS. The custom accounting-forwarder component periodically publishes records from the MSDE database on the IAS server to the IAS database on the computer running SQL Server. The custom component also flags local records as published, and deletes previously published records from the MSDE 2000 database during off-peak hours. If there are multiple IAS servers configured for SQL Server logging, each server must have the custom component installed to process records in the local MSDE 2000 database and forward records to the SQL Server database.

Computer running SQL Server

A computer or computer cluster running SQL Server 2000. If you have a small IAS deployment, you might need only one computer running SQL Server; however if you have a large IAS deployment in an enterprise network environment, you might need more than one computer or cluster running SQL Server. 

To implement SQL Server logging, the following component is required on the computer running SQL Server:

· IAS database. A database on the computer running SQL Server that is dedicated to storing the records from all IAS servers.

How IAS SQL Server logging works with MSDE 2000

IAS SQL Server logging, including data collection, storage, processing, and querying for data views, works in five basic stages:

1. Accounting data is produced by a client connection attempt

2. IAS logs accounting data to the stored procedure in the local MSDE 2000 database

3. A custom accounting-forwarder component manages the local MSDE 2000 database

4. SQL Server warehouses data from one or more IAS servers

5. Applications query the IAS master database on the computer running SQL Server

1. Accounting data is produced by a client connection attempt

IAS performs centralized connection authentication, authorization, and accounting for many types of network access and router-to-router connections. When an access client attempts to connect to the network, it does so by using a network access server, such as a dial-up server, VPN server, wireless access point, or 802.1X authenticating switch. When these access servers are configured as RADIUS clients to an IAS-RADIUS server, IAS attempts to authenticate the user or computer with the Active Directory user accounts database for the domain, and IAS performs authorization (with user account properties and/or remote access policies configured on the IAS server) to discover whether the user or computer has the necessary permissions to access network resources. 

If the RADIUS server is configured to provide accounting, or logging of session information, accounting data is produced that can be logged to an XML-compliant database on a computer running SQL Server 2000.

2. IAS logs accounting data to the stored procedure in the local MSDE 2000 database

Data from the access server and data produced by IAS are sent in XML format to a stored procedure called report_event in the MSDE 2000 database. The access server is configured at the IAS server as a RADIUS client.

Figure 6 depicts how RADIUS accounting data flows from an access server to the MSDE 2000 database on the IAS server.
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Figure 6: RADIUS accounting data flow from access server to the MSDE 2000 database

When IAS SQL Server logging logs to a local MSDE 2000 database, the following interactions occur:

1. The IAS server receives or produces the data to be logged to a MSDE 2000 database. For example, a network access server configured as a RADIUS client to the IAS server sends the IAS server incoming attributes for an authentication request by a user or computer. 

2. The IAS server packages the data as an XML document. 

3. The IAS server initiates a connection with MSDE 2000. If the IAS server cannot establish a connection with MSDE 2000, the IAS server stops processing authentication and accounting requests and users cannot log on to the network.

· When you configure IAS to log to an MSDE 2000 database installed on the local computer, select Use Windows NT integrated security on the IAS server Connection tab in the Data Link Properties dialog box. The IAS server then attempts to authenticate the connection by using the Local System account. For more information, see “Configure log file properties” in Help and Support Center for Windows Server 2003.

4. If a connection with MSDE 2000 is successful, the IAS server signals MSDE 2000 to run a stored procedure named report_event. IAS then sends the accounting data (an XML document) to the report_event stored procedure in the MSDE 2000 database. The stored procedure that is called by IAS must be named report_event, or IAS SQL Server logging will fail. If the IAS server is unable to write to the MSDE 2000 database (for example, if the database maximum size limit of 2 gigabytes (GBs) is reached), IAS SQL Server logging will fail and users cannot log on.

5. The report_event stored procedure uses only one parameter. This parameter is a Unicode string of type ntext. The Unicode string contains an XML document which in turn contains the accounting data to be logged.

6. The report_event stored procedure in the MSDE 2000 database processes the XML document and stores the processed data in MSDE 2000 database tables. 

7. MSDE 2000 notifies the IAS server that the transaction is successful. 

8. The IAS server is free to process additional data, repeating this process as required. 

3. A custom accounting-forwarder component manages the local MSDE 2000 database

For the IAS SQL Server logging solution to work, you must write a custom component that manages the MSDE 2000 database on IAS servers. Due to the 2-GB limit of MSDE 2000, records must be periodically published by a custom accounting-forwarder component from MSDE 2000 to a designated database on the computer running SQL Server. The accounting-forwarder component can be installed as a service, a scheduled task in MSDE 2000, or as an application.

The custom accounting-forwarder component has two primary functions:

· Publish records from the MSDE 2000 database to the SQL Server database

· Delete previously published records from the MSDE 2000 database

The custom accounting-forwarder component performs these actions to protect against possible data loss and to save system resources during peak hours. Differential backups from the MSDE 2000 database to the computer running SQL Server provide the ability to publish small amounts of records at periodic intervals. Deletion of previously published records during off-peak hours saves resources during peak hours.

You can design your custom accounting-forwarder component to perform in the following manner:

· Connect to a SQL Server 2000 database. The component creates a data link with the computer running SQL Server and publishes records to the designated SQL Server database. The connection is opened when the custom component starts. The connection between the custom component and the computer running SQL Server is left open unless the custom component is stopped.

· Perform differential backups to a SQL Server database. At a specific interval, the component performs a differential backup, publishing new records from the MSDE 2000 database to the computer running SQL Server. (New records means IAS accounting records that are added to the MSDE 2000 database after the previous differential backup.) You can design the component to publish new records at an interval that best suits your IAS deployment and your degree of network access traffic, however the interval must be calculated to publish records before the MSDE database reaches its 2-GB storage limit. If you have a large number of network access requests processed and logged by the IAS server, the 2-GB limit of the MSDE 2000 database will be reached much more quickly than on a network with few network access requests to the IAS server.

· Flag published records in the MSDE 2000 database. To save hardware resources during peak hours, records published to the computer running SQL Server are not immediately deleted in the MSDE 2000 database, they are flagged for deletion during off-peak hours.

· Delete flagged records during off-peak hours. To free up space in the MSDE 2000 database, records that are flagged as previously published are deleted during off-peak hours. You can design the component to delete flagged records at an interval that best suits your IAS deployment, however the interval must be calculated to delete flagged records before the MSDE database reaches its 2-GB storage limit.

· Close the connection to the computer running SQL Server. The component must be capable of closing the data link connection to the computer running SQL Server when the component is stopped.

Example of the performance of a custom accounting-forwarder service

Following is an example of the performance of the custom accounting-forwarder component within the data flow process, on a network with a large volume of network access traffic. In the example, IAS-01 is an IAS server configured to use SQL Server logging with a local MSDE 2000 database. The custom accounting-forwarder component, called the Accounting Forwarder service, is also installed on IAS-01. In addition, SQL-01 is a computer running SQL Server 2000 that is configured with a database dedicated to storing records from the IAS server. The database on the computer running SQL Server is named IAS_db. 

In this example, authentication, authorization and accounting for network access is provided by IAS-01. When the Accounting Forwarder service on IAS-01 is started, it creates a connection to SQL-01 using a valid user name and password. The connection is open between the service and the computer running SQL Server for this example of the recommended data flow process:

1. IAS-01 logs accounting data to the local MSDE 2000 database. 

2. The Accounting Forwarder service on IAS-01 reads the MSDE 2000 database, seeking only new records that are not flagged as previously published.  

3. The Accounting Forwarder service on IAS-01 publishes all new, unflagged records by executing a stored procedure on SQL-01 with the data read from the MSDE 2000 database on IAS-01. The Accounting Forwarder service publishes the IAS accounting data at a 15-second interval.

4. The stored procedure on SQL-01 processes and stores the records as they are received from the Accounting Forwarder service on IAS-01. The records are stored in the IAS_db database by the stored procedure.

5. The Accounting Forwarder service on IAS-01 flags the records in the MSDE 2000 database as published.

6. At the off-peak time of 2 A.M., the Accounting Forwarder service on IAS-01 deletes all flagged records from the MSDE 2000 database.

4. SQL Server warehouses data from one or more IAS servers

The IAS database on the computer running SQL Server contains all records from all IAS servers configured with the SQL Server logging components and configured to log to the computer running SQL Server, providing a comprehensive view of accounting data for network access administrators and others who need to view the IAS accounting data.

5. Applications query the IAS database on the computer running SQL Server

You can create a custom application, such as a Help Desk application, to view data stored in the SQL Server database. You can write a stand-alone application with a software development program such as Visual Basic, or you can use Access 2002, SQL Server 2000 Enterprise Manager, or SQL Query Analyzer to view the data. 

To deploy IAS SQL Server logging with MSDE 2000

When you deploy IAS SQL Server logging, you can configure IAS to log directly to a computer running SQL Server 2000 or you can log to an MSDE 2000 database on the local computer.

Logging directly to a computer running SQL Server presents the following issues:

· Heavy network traffic can slow logging performance, possibly resulting in a timeout between the IAS server and the computer running SQL Server. 

· Network hardware failure between the IAS server and the computer running SQL Server can cause IAS logging to fail. For example, if a router or switch between the IAS server and the computer running SQL Server fails, IAS logging will fail and users cannot log on.

· SQL Server hardware or software failure can cause IAS logging to fail and prevent users from logging on.

If IAS logging stops for any reason, users attempting to authenticate against the RADIUS server or RADIUS proxy server will fail, and users will be unable to log on to the network and access network resources. For this reason, install MSDE 2000 on each IAS server used for logging, and then configure a data link between the IAS server and the local MSDE 2000 database. Because MSDE 2000 has a 2-GB database size limit, local storage of IAS logging data is temporary, and you can instead periodically publish the data to a central computer running SQL Server using a custom component, service, or application.

Figure 7 shows the recommended deployment model for IAS SQL Server logging with MSDE 2000.
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Figure 7: Deployment model for IAS SQL Server logging with MSDE 2000
To deploy IAS SQL Server logging, the basic steps are as follows:

1. Install MSDE 2000 on each IAS server that you want to configure for SQL Server logging.

2. By using SQL Server 2000 tools, you can create the database structure in the MSDE 2000 database for storage of IAS accounting log data.

3. Create a stored procedure in the MSDE 2000 database called report_event that will process the data passed to it by IAS in XML format.

4. Create a custom accounting-forwarder component, application, or service that performs the functions described earlier in this paper.

5. On the computer running SQL Server 2000, create an IAS server database to hold records from each IAS server configured to use SQL Server logging. Create a stored procedure in the database to process the data passed to it by the custom accounting-forwarder component on each IAS server that the database serves. 

6. Install the custom accounting-forwarder component, application, or service on each IAS server.

7. Configure each IAS server for SQL Server 2000 logging, including configuring the data you want to log and the data link between IAS and the local MSDE 2000 database. 

To configure log file properties and the data link, do the following on each IAS server:

1. Open the IAS snap-in.

2. In the details pane, right-click SQL Server, and then click Properties. 

3. In Log the following information, select the information that you want to log: 

a. To log all accounting requests, click Accounting requests. 

b. To log authentication requests, click Authentication requests. 

c. To log periodic status, such as interim accounting requests, click Periodic status. 

d. To configure the number of concurrent sessions allowed between the IAS server and the SQL Server database, type a number in Maximum number of concurrent sessions. 

e. To configure the SQL Server data source, click Configure, and then, on the Connection tab, specify the following: 

· To specify the name of the server on which the database is stored, type or select a name in Select or enter a server name. 

· To specify the authentication method with which to log on to the server, click Use Windows NT integrated security. Or, click Use a specific user name and password, and then type credentials in User name and Password. 

· To allow a blank password, click Blank password. 

· To store the password, click Allow saving password. 

· To specify which database to connect to on the computer running SQL Server, click Select the database on the server, and then select a database name from the list. 

To test the connection between each IAS server and the computer running SQL Server, click Test Connection.

For more information, see “Configure log file properties” in Help and Support Center for Windows Server 2003.

Related Links

See the following resources for further information.

IAS resources

· “Internet Authentication Service” in Help and Support Center for Windows Server 2003, or on the Web at http://go.microsoft.com/fwlink/?LinkId=20133.

· “Event logging for IAS” in Help and Support Center for Windows Server 2003, or on the Web at http://go.microsoft.com/fwlink/?LinkId=30283.
· “Logging user authentication and accounting requests” in Help and Support Center for Windows Server 2003 or on the Web at http://go.microsoft.com/fwlink/?LinkId=30284.
· "Interpreting IAS-formatted log files" in Help and Support Center for Windows Server 2003 or on the Web at http://go.microsoft.com/fwlink/?LinkId=30285. 

· "Interpreting IAS IDs for vendor-specific attributes" in Help and Support Center for Windows Server 2003 or on the Web at http://go.microsoft.com/fwlink/?LinkId=30286.

If you have questions about IAS, you can post them to the Microsoft RADIUS Usenet newsgroup microsoft.public.internet.radius.

SQL Server 2000 resources

· SQL Server product Web site at http://go.microsoft.com/fwlink/?LinkId=20014.

· SQL Server Product Documentation, including SQL Server 2000 Books Online, at http://go.microsoft.com/fwlink/?LinkId=8628.

· “SQL Stored Procedures” on MSDN at http://go.microsoft.com/fwlink/?LinkId=16276.
· "SQL Server Connection Basics" on MSDN at http://go.microsoft.com/fwlink/?LinkId=30292.

· "Overview of Installing SQL Server 2000" on MSDN at http://go.microsoft.com/fwlink/?LinkId=30293.

· "Creating and maintaining databases overview" on MSDN at http://go.microsoft.com/fwlink/?LinkId=30303.

· "Create Procedure" on MSDN at http://go.microsoft.com/fwlink/?LinkId=30305.

· “Replication Overview” on MSDN at http://go.microsoft.com/fwlink/?LinkId=30308.
· “Creating a Data Warehouse” on MSDN at http://go.microsoft.com/fwlink/?LinkId=30309.

MSDE 2000 resources
· MSDE 2000 home page at http://go.microsoft.com/fwlink/?LinkId=9140.

· Microsoft Knowledge Base article 325003, “How to: Manage the SQL Server Desktop Engine (MSDE 2000) by Using the Osql Utility” at http://go.microsoft.com/fwlink/?LinkId=30311.

· “SQLXML” on MSDN at http://go.microsoft.com/fwlink/?LinkId=30317.

For the latest information about IAS and Windows Server 2003, see the Windows Server 2003 Web site at http://go.microsoft.com/fwlink/?LinkId=5221.










