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Abstract

Deploying Internet Protocol Television (IPTV) video services is only a first step toward realizing the full potential of an IP network and connected devices. Network operators can use Windows CE 5.0 to deploy streaming video services quickly. After an operator deploys IP set-top boxes, the expandable nature of Windows CE 5.0 facilitates the deployment of new revenue-generating services. It helps TVs become part of home computer networks. 
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Introduction

Internet Protocol Television (IPTV) is the concept of sending broadcast TV and/or Video On Demand (VOD) through a private IP network (for example, one of the digital subscriber line technologies [xDSL], cable, or fiber to the home [FTTH]). The simultaneous occurrence of technical, market, and legal factors has transformed IPTV into a viable business proposition. For mobile operators, IPTV is now both a vital growth option and a needed defensive move for retaining business in a competitive market. It is the missing element of the much touted “triple play” service offering of telephony, broadband Internet, and TV services.

To deploy IPTV, an operator needs to combine some video encoders, video servers, Consumer Premises Equipment (CPE) such as an IP set-top box, and some “glue” software (usually called middleware). Although these tasks seem may seem simple as listed, deployment is a complex process.

The purpose of this paper is not to cover all the aspects of an IPTV deployment, but to highlight, from an operator perspective, how the choice of something as mundane as the operating system for the set-top box can have a dramatic influence on overall project success and future service extension options. Although the operating system is invisible after IPTV is deployed, this underlying foundation, along with the applications, stacks, and services that are provided with it, has a tremendous effect on both the top line (increasing revenues) and the bottom line (increasing profits through decreasing the costs associated with an IPTV operation). This paper describes how Microsoft® Windows® CE version 5.0 can significantly help an operator achieve top-line and bottom-line growth, and why the operating system should be a key criterion in deciding on a IP set-top box supplier. Although not all the elements of this paper apply to every deployment, the reader will find that many elements can apply to his or her situation.

An operator needs to be fully engaged in the strategic decision that the choice of an IP set-top box operating system represents. This decision will have a direct influence on an operator’s current business plans and, even more important, will create a strategic asset for the operator’s future applications and service deployments. This decision is a key success factor in determining how the operator will be able to maximize the long-term returns on its IPTV deployment. 

Improving the Top Line 

The following topics discuss how using Microsoft® Windows® CE version 5.0 as the operating system will maximize current and future revenues for Internet Protocol Television (IPTV) deployments.
Create an Efficient Videocentric Service

Initial deployment of an IPTV system is most often initially focused on a proven business opportunity. It focuses on providing a videocentric service—a large choice of broadcast and Video on Demand (VOD) programs—to consumers. 

Solid and Open Foundation

The most important criterion for selecting an operating system is to ensure that it will enable a videocentric service. Windows CE 5.0 is a real-time operating system developed for small-footprint devices that demand high performance and application versatility across a broad range of host processors, leaving original equipment manufacturers (OEMs) with a large choice of possible hardware combinations.

Windows CE 5.0 also includes, out of the box, all the needed base components to develop an IP set-top box: 

Networking stacks (Transmission Control Protocol/Internet Protocol [TCP/IP] and wireless) 

Codecs (Microsoft Windows Media® 9 Series, MP3, MPEG-1, International Organization for Standardization [ISO] MPEG-4) 

Media player (Windows Media Player) 

Browser (Microsoft Internet Explorer 6)

A key attribute of Windows CE 5.0 is its focus on standards-based solutions and openness. Windows CE 5.0 uses industry standards (when available) to make developing an IP set-top box easier and to promote the creation of end-to-end applications. For example, either natively or through partners, Windows CE 5.0 supports the Microsoft Win32® application programming interface (API), Microsoft .NET Extensible Markup Language (XML)–based infrastructure, UPnP™, and most industry codecs. Furthermore, Microsoft makes more than 2 million lines of Windows CE 5.0 source code available to OEMs.

Windows CE is used in devices as varied as smartphones, Pocket PCs, Portable Media Centers, Internet appliances (Microsoft MSN® TV), residential gateways, industrial automation, voice over IP (VoIP) phones, thin clients, medical devices, and digital TVs.

For a full description of Windows CE 5.0 features, visit the Microsoft Windows Embedded Developer Center. 

Multimedia Support

The operating system for a videocentric service must support the needed codecs and content protection technologies. Windows CE 5.0 offers native support for Windows Media 9 Series codecs (audio and video) in addition to Windows Media Digital Rights Management (DRM). Furthermore, numerous partners have developed software and hardware solutions around other codecs, such as MPEG-2 (MPEG-1 and ISO MPEG-4 are also natively supported in Windows CE) for backward compatibility and DVD compatibility, H.264/MPEG-4 Advanced Video Coding (AVC), and many others.

Windows Media 9 Series technologies have two major advantages over other existing or upcoming technologies. First, they offer superior video and audio quality at bit rates that enable IPTV to be deployed even with broadband networks that have fairly low bit rates. Although most network operators target a full-resolution standard-definition video quality at a bit rate of 1 megabit per second (Mbps) to 1.5 Mbps per live program channel (audio and video), VHS-level quality can be achieved with bit rates between 700 kilobits per second (kbps) and 1 Mbps, depending on the type of content.

The second argument in favor of using Window Media 9 Series codecs and DRM technologies is their wide adoption by the content industry. Major content providers are supporting Windows Media 9 Series–based products and services, such as Internet movie downloads (for example, MovieLink or CinemaNow) and music downloads (for example, Napster 2.0). In addition, Windows Media 9 codec has been adopted as an optional standard for the new high-definition DVD (HD-DVD and Blu-Ray) format and have been proposed to the Society of Motion Picture and Television Engineers (SMPTE) as a standard for the motion-picture industry (under the name VC1).

Overall, Microsoft is showing its commitment to the content and distribution space through Windows Media 9 Series technologies. More specifically, Microsoft has started a large IPTV initiative with the Microsoft TV IPTV solution. Building on Windows CE core technologies, Windows Media 9 Series technologies, client software on the set-top box, servers, and streaming technologies, Microsoft TV is slated to be deployed commercially with major telecommunications operators as early as 2005. 

Wide Industry Acceptance

An operating system’s acceptance by a wide selection of vendors indicates a high level of overall software quality and should encourage a operator’s trust in the long-term availability of devices that will be compatible with the operator’s installation. More than 15 OEMs and original design manufacturers (ODMs) are offering or developing Windows CE–based IP set-top boxes. For more information about Windows CE partners, including vendors for set-top boxes, third-party software, supported chipsets, supported drivers, and supported partner integrators, see the Windows Embedded Partner Web site.

From the perspective of an IP set-top box architecture, the market has not yet decided whether the future lies in software decoding or hardware decoding. These approaches are defined as follows:

A software-decoding IP set-top box is based on an x86 platform, running at close to or above 1 gigahertz (GHz), in which all audio and video decoding is done in software. In some cases, graphic chipset specific capabilities can also be used. 

A hardware-decoding IP set-top box uses an integrated system on a chip or an approach that combines dual host processors and a media coprocessor. Multimedia decoding is done through a digital signal processor (DSP) architecture, a pure hardware-decoding solution, or a mix of the two to improve flexibility while maximizing performance.
Both approaches have advantages, and both have proponents and opponents within OEMs and operators. The following table lists a comparison of benefits and shortcomings, from an operator perspective, of both approaches. The market will decide whether both or only one of these approaches will ultimately prevail.

	Software decoding
	Hardware decoding 

	Most flexible solution. Adapts to changing codecs. Microsoft handles Microsoft codec changes and the implementation of those changes in the operating system (as well as optimization).
	Less flexible to codec changes. DSP-based solutions, however, are almost as flexible as software. Each silicon vendor has to redevelop its multimedia driver; each OEM has to reimplement it.

A pure hardware-decoding solution will not have this limited flexibility.

	Operator can use 100 percent of the available processing power when no video decoding is needed. Provides optimal flexibility to deploy additional applications.
	Only the core processor is available for new applications when no video decoding is needed. DSP-based solutions could be partly reused for some applications but will demand major rework from the silicon vendor on the driver side.

	May produce fairly hot devices that need cooling. Therefore, devices may be larger (heatsink) or noisier (fan).
	Lower power guarantees noiseless devices.

	More expensive. Focuses on improving performance rather than total costs. Software-decoding chips will evolve (increase in performance) faster than system-on-a-chip (SoC) solutions.
	More cost effective if provided as an SoC solution. Follows the traditional set-top box model.


The large number of vendors developing Windows CE–based devices also implies that operators can start deploying Windows CE–based IP set-top box solutions immediately.

Expand the Service Offering

The IP set-top box has several characteristics and benefits:

· It is connected to a broadband, always-on connection

· It is, in most cases, connected to a home network (to computers and other connected devices)

· It is plugged into the TV set, as well as potentially to a sound receiver and amplifier, such as a 5.1 home cinema system.

· It is a powerful device capable of much more than only decoding video and audio streams that come from the operator.

· It is owned and managed by the operator (in most cases the device is initially leased to the consumer), and therefore its software can be modified and its capabilities can be augmented if needed. However, longer term, the goal of operators is to embed the IPTV software stacks in various consumer electronics that form a network, such as TVs, DVD players or recorders, and digital video recorders (DVRs).

After the broadcast and VOD services are deployed, an operator can maximize the return on the IP set-top box by expanding the service offering. 

Sources of Additional Revenue

To create maximum revenue opportunities, an operator must take advantage of the large-scale investment that deployed set-top boxes represent. The main source of additional revenue is offering new services. 

Retaining existing customers

Operators can generate additional revenue from existing customers through subscriptions. For instance, an operator can offer a flat-fee VoIP telephony service at an appealing rate. Such a service can use the IP set-top box as a VoIP phone and, for instance, a Bluetooth-enabled or WiFi-enabled handset to physically handle the calls. This service can be used for a second phone line as an inexpensive way to offer a new service to an existing customer. Likewise, services such as e-mail or instant messaging (IM) through Windows Messenger could be, if appropriately priced, compelling services to some consumers.

Another model for generating revenue is to offer on-demand or pay-per-use services, such as long-distance telephony by means of VoIP and personalized Web services by means of the Microsoft .NET Framework. As with subscriptions, this model does not require the operator to invest in hardware. The operator needs only to deploy the application on the device to enable it. (For more details about applications and device management, see the section “Postdeployment Issues.”)
Operators can use Windows CE 5.0 to deploy these new services, often by providing software that consumers can download and occasionally through add-ons that consumers can procure at local retail stores. The following table lists examples of services, their needed software, and potential hardware add-ons.

	Service or application
	Software download
	Potential hardware add-on

	VoIP
	VoIP stacks and application
	Universal serial bus (USB) Bluetooth phone

	Instant messaging 
	Windows Messenger application
	None

	Home gateway
	Network address translation (NAT), Dynamic Host Configuration Protocol (DHCP), firewall
	Hub

	Computer content sharing
	UPnP, user interface application update
	None

	Web services
	Microsoft .NET Compact Framework and additional applications (for example, self-provisioning, cross-platform portals, and network gaming)
	None


By adding more services on a single bill—that is, going beyond “triple play”—the operator can increase loyalty and thereby retain the revenue that existing customers generate. The more useful the platform becomes, and the more unique it is compared to what competing operators can offer, the less likely a consumer will be to switch to a competing operator. 

Increasing appeal for new customers

Because various operators also offer “triple play” services, the key to generating new business is to increase the appeal of a set-top box offering for prospective customers. The goal is not to match competitors’ services, but to deploy new and innovative services that can target even small segments of the consumer base. The nature of the point-to-point IP link makes small segments much more economically viable to target than in a broadcast model; providing a new service to a small audience does not consume overall bandwidth.

Prerequisites to Ensure Expandability

Operators can achieve expandability only if both the hardware and software used to run the video services are viable for the future. Exchanging a deployed set-top box for any new service is an expense that is difficult to recover in revenue. If the operator can use existing software and hardware to deploy new services, the operator will allow for much more flexibility in conducting trials and introducing the services as well as much more granularity in targeting specific niche applications and segments of the consumer base.

By selecting an operating system that possesses a large selection of integrated components in addition to a basic real-time kernel, an operator can quickly and inexpensively enable new services. 

The operator’s choice of hardware hinges on three main issues:

Software decoding versus hardware decoding, as mentioned previously. 
Overall hardware initial capability: IP set-top boxes deployed today (even hardware-decoding devices) have a minimum of 250 megahertz (MHz) of core CPU available, which should be adequate for many applications, excluding complex gaming or video processing.

Connectivity: The IP set-top box should have at least two USB connectors to allow for potential expansions through accessories.

Maximize Expandability by Using Windows CE

With Windows CE 5.0, Microsoft offers an expandable software platform that enables an operator to deploy new, value-added services after it deploys the base broadcast and on-demand services. By using Windows CE, an operator can build on numerous key strengths. The following sections discuss aspects of Windows CE that can help provide high expandability to the platform.

Large Hardware Selection

Many vendors for IP set-top boxes use Windows CE, enabling an operator to select devices that fit its needs for any given market and time. Vendors for IP set-top boxes offer a large range of solutions, from streaming-only devices to home gateways that integrate WiFi gateway capabilities and DVD playback.

Continuous Software Platform Improvement

The Windows CE operating system is continuously improving. Each Windows CE–based device takes advantage of the development done for other classes of devices. A good example of this is the work done in Windows CE to support wireless networks. This work was initially driven by devices such as residential gateways, and support for wireless networks is now available for any device—for example, phones, IP set-top boxes, and thin clients. 

Continuous improvements enable operators to deploy new services without the need to fund core development of the services or applications or integration of the services into devices. The operator can therefore focus on its business and service decisions instead of trying to become an expert on devices, operating systems, drivers, and system integration.

Software Testing and Optimization

Windows CE is a size-optimized and performance-optimized software solution; Microsoft tests all components before an OEM uses them. The OEM does not need to assemble all the components that Windows CE offers (networking stacks, codecs, media player, browser, kernel, and real-time extension) and does not need to integrate, optimize, and test those components.

Large Development Community

A large community—both internal to Microsoft and within the Windows Embedded community—focuses on developing Windows CE. It is not developing custom implementations of operating systems, drivers, networking stacks, or browsers.

The operator can take advantage of this collective work on various kinds of devices to have access to new technologies that enable new services.

Familiar and Powerful Development Environment

Windows CE supports two of the most well-known and deployed development environments: Microsoft eMbedded Visual C++® and Microsoft Visual Studio® (which consists of Microsoft Visual Basic® and Microsoft Visual C#®). Windows CE offers a familiar environment for application developers because it supports both a subset of the well-established Win32 API in what is called “native code” (Visual C++ or assembly) and a subset of the new and growing .NET environment in what is called “managed code” (Visual Basic and Visual C#). 

The potential applications that can be expanded or added to a device include games, video conferencing, electronic program guides (EPGs), and DVRs.

Technologies to Enable Low-Cost Trials or Limited-Scale Deployments

In a traditional model, an operator that wants to test a new service or application needs to either take massive risks or go through a long and difficult process to deploy it. Windows CE offers technologies that enable many new services to be deployed with high cost effectiveness, even on a very small scale, for trial purposes or in niche markets.

The first technology is called Microsoft Remote Desktop Protocol (RDP). It allows a device to remotely display the desktop of a server or of a computer running Microsoft Windows XP Professional. By deploying a new service or application on a centrally hosted Microsoft Windows Server™ 2003–based computer, the operator can offer this service or application to a specific segment of its customers, without the need to deploy any software on the IP set-top box. Customers can use RDP for many applications, including games and productivity software. 

The scalability of such a solution is directly linked, from a hardware perspective, with both the software processing requirement (CPU usage) and the memory footprint. A midrange server (one that costs less than $10,000) can normally handle a few hundred simultaneous RDP connections, although the number depends heavily on the application itself.

Another Windows CE technology for deployment of targeted applications is Web services. By using XML-based Web services, and through .NET support, an operator can quickly make various services available to the consumer. Examples of such services are a customizable home page for an IP set-top box, a personal news page, a self-provisioning application, and interactive Web-based applications (such as chats or games).

Abstraction of Applications and Services from the Device Itself

Through the Windows CE standardized interfaces, Win32 and .NET, operators can obtain a virtual abstraction layer for set-top boxes. Such a layer insulates applications from the physical hardware that they are running on and facilitates and accelerates the deployment of new applications. Assuming that all the needed hardware is present (processing power and additional devices, such as a handset or a webcam), the process to develop and deploy applications is straightforward:

1. The application developer develops, integrates (for example, by using the middleware user interface), and tests his or her application on a Windows CE emulator (when performance is not an issue), a computer running Windows CE, or one of the IP set-top boxes already deployed.

2. The developer recompiles the application against each target device; for example, a software-decoding set-top box that is based on an x86 processor or a hardware-decoding set-top box that is based on a millions of instructions per second (MIPS) core (or Advanced RISC Machines [ARM], SuperH, or x86) and a hardware-decoding chip.

3. The developer tests only the application and, if needed, debugs the application on the target devices. There is no need for further integration because the Windows CE APIs are the same across hardware platforms. By contrast, OEM-modified operating systems require further integration.

Because of the standardized set of hardware-independent APIs, operators are in control of their solution. They are not tied to a specific vendor.

Furthermore, operators can use a single operating system to offer various level of services and applications, on the same or different hardware platforms. Because of the base components available in Windows CE 5.0, operators can easily offer and systematically manage a range of IP set-top boxes, from simple TV and browsing ones to more full-featured ones. 

Integrate the Device into the Home Network

Most IPTV customers will also possess at least one computer, and home networks are gaining popularity. Parks Associates estimates that by the end of 2004, 16 percent of U.S. households will have a home network. This figure will reach 26 percent by 2008
. 

The traditional digital-TV model treats the set-top box and its attached TV as an island in the home. With IPTV deployments, operators can significantly increase the intrinsic value of their CPE, and hence the overall value of their service offerings, by integrating the set-top box into the home network.

Windows CE 5.0 offers many technologies that operators can use to integrate the set-top box into the home network. These technologies allow computer content to be displayed on the user’s TV (in the case of, for example, home videos and digital photos) or played on the user’s sound system (in the case of, for example, digital music files).

Support for Evolving Standards

Standards for wireless or UPnP home networks are continuously evolving. By choosing Windows CE 5.0, operators ensure that the software platform that their devices are running on will be able to support new standards, such as Digital Home Working Group (DHWG) and 802.11x. 

Interoperability with Desktop-Computer and Mobile Technologies

Windows CE natively supports key desktop-computer technologies, such as Windows Messenger, RDP, and Session Initiation Protocol (SIP)–based VoIP. A Windows CE–based set-top box can seamlessly connect to desktop computers and to mobile devices, such as smartphones and Pocket PCs. Operators can combine these technologies for certain user scenarios or customer demographics. Windows CE maximizes the portability and interoperability of the applications and services that an operator decides to offer.

Harvesting the power of the desktop computer

If middleware support is in place, connecting an IP set-top box to a computer enables the deployment of a computer-based DVR. An operator may decide to offer a discounted DVR service—one that does not require the deployment of a more expensive IP set-top box with an embedded hard drive—by enabling a user to store his or her content on a home computer. Such a service requires significant work to ensure middleware support, in addition to an always-on computer. However, it enables operators to compete with competitors’ services at a significantly reduced cost.

Windows Media Connect (a free download that will be available on Microsoft Web site in fall 2004) can work with Windows CE to make this kind of a service possible. This technology, based on UPnP audio/video schemas, allows a network-linked device, such as an IP set-top box, to automatically discover all new content (music, video, photos) posted by any Windows XP–based computer that is on the network and that is running Windows Media Connect. If the computer does not run Windows Media Connect, the user can directly browse through the content on Windows Media Player. Through the IP set-top box, the content can then be rendered on a home theatre or sound system for music, or directly on a TV set for music, home videos, or slide shows. Figure 1 illustrates how devices are connected in a Windows Media Connect scenario.
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Figure 1. Windows Media Connect scenario
Connecting the set-top box to the external world: computers, smartphones, and Pocket PCs

Most computers run IM applications. Windows CE offers a Windows Messenger–compatible or MSN Messenger–compatible client that can be integrated in an IP set-top box. This client enables new scenarios, based on the large number of users (more than 100 million) who are using MSN Messenger or Windows Messenger. 

For example, one spouse can send instant messages from a Pocket PC or smartphone—about coming home late, perhaps—to a TV that the other spouse is watching. Each of them knows when the other is reachable by IM through presence information (the box that appears when an IM contact is connected). Another possible scenario is a parent noting at work that a child has turned on the TV (again, through presence information) and quickly sending to the child a message that inquires about homework completion. Yet another possible scenario is teen-agers simultaneously watching a TV show from their homes and sending instant messages to each other about the show’s content. 

An operator can thus create services that appeal to specific segments of its consumer base.

Using Web services

XML Web services also enable the integration of TVs and mobile devices. An operator can offer services that can be accessed, each time with a different layout but the same content, from a smartphone, a Pocket PC, a computer at home or at work, or a TV set. With the support of the .NET Framework, the new applications offered by XML-based Web services are available and deployable on a TV-centric platform with little integration effort.

.NET support on the IP set-top box allows the device to consume Web services and to generate Web services—for users outside the home (for example, at a work computer) or inside the home.
Improving the Bottom Line

Selecting the right operating system not only increases revenues directly (more revenue per customer and more customers) and indirectly (more customer loyalty), but it also potentially decreases the total cost of ownership (TCO) of the overall system and of the set-top box in particular.

The following sections describe how Microsoft® Windows® CE version 5.0 can significantly help reduce long-term operational costs.

Up-Front CPE Cost

In most cases, a network operator initially buys Consumer Premises Equipment (CPE) and leases the CPE to the user, as in a traditional digital broadcasting model. However, this is not an ideal model for an operator. An operator can reduce the up-front CPE cost by letting the consumer directly buy the CPE. The CPE can be available to the consumer at the retail level as a stand-alone device bundled with a service, such as in the mobile phone market, or embedded in another, more versatile device. 

Microsoft is working on making this happen. Microsoft Windows XP Media Center Edition 2004 is gaining popularity, potentially removing the burden of providing the device to the consumer. Windows CE is also gaining momentum in various TV-centric devices that are on networks. Windows XP Media Center Edition and Windows CE are paving the way for a future in which features of Internet Protocol (IP) set-top boxes can be easily embedded in other devices. These devices may include high-end TVs and smart and connected consumer electronics, such as Media Center Extenders and digital media adapters/receivers. For more information about embedded designs, see the Device Platforms Web page.

To further decrease CPE cost, Microsoft is working with various system-on-a-chip (SoC) vendors to offer single-chip solutions that will support both Windows CE 5.0 and advanced codecs, such as Microsoft Windows Media® 9 Series. 

However, this is still a longer-term scenario. In the shorter term, Microsoft is striving to decrease the costs associated with set-top boxes through an aligned business model, standardized application programming interfaces (APIs), and an optimized footprint.
Aligned Business Model

Microsoft uses a royalty-based licensing model, which is dependant on a rapid and large-scale deployment of working devices. The alternative, a royalty-free tools and services model, is prohibitively expensive for the original equipment manufacturer (OEM) because the total costs will depend on how many types of devices the OEM is working on (it may need new tools and service contracts) and on how long the OEM takes to bring a product to market. 

Microsoft has aligned its business model with operators and OEMs. The faster the product is developed, the less the OEM spends on development; Microsoft, the OEM, and the operator can then collect revenues faster.

Furthermore, by decreasing the total cost of development of Windows CE–based devices, Microsoft has fostered an environment that entices OEMs to enter this market. (For a quantitative approach on this topic, see the Total Cost of Development paper.) As a result, the number of OEMs working on Windows CE–based IP set-top boxes jumped about threefold from spring 2003 to spring 2004. A higher number of OEMs, in turn, increases the choice of suppliers for operators.

OEMs will continue to use the openness of Windows CE—for example, shared-source licensing, unbranded and customizable sample applications, and a componentized structure—to differentiate themselves from competitors on a variety of criteria, such as industrial and technical design, production, costs, accessories, and additional features.

Standardized APIs

From an application perspective, all Windows CE–based IP set-top boxes posses the same standardized APIs. This is a key benefit for operators. It enables operators to quickly deploy new applications across different types of IP set-top boxes by using Microsoft Win32® and Microsoft .NET. Applications need to be recompiled and retested for each device, but they do not need to be integrated.

Operators can use standardized APIs to deploy their services based on devices that follow a computerlike hardware model instead of a proprietary consumer-electronics model, which is more expensive to develop.

Optimized Footprint

Microsoft spends a considerable amount of time integrating, testing, and optimizing the components supplied in the base Windows CE package. This effort results in an operating system that has a consistently optimized footprint and that performs efficiently. 

Time to Market

Another key, although indirect, element in TCO is the ability of the software platform to decrease the time to market for the deployment of new applications.

Microsoft Technologies

Windows CE 5.0 significantly decreases time to market by embedding the key Microsoft technologies and by constantly adding new ones. By providing Microsoft-based technology implementations across various Microsoft platforms, Microsoft gives customers the freedom to choose which technologies to use on platforms but provides an integrated, tested, and optimized complete solution that significantly reduces time to market, risks, and integration efforts from an OEM and operator perspective.

Technologies that OEMs and operators can choose from in an Internet Protocol Television (IPTV) deployment include Windows Media 9 Series codecs, Digital Rights Management, Windows Media Connect, Windows Media Player, Microsoft voice over IP (VoIP) Session Initiation Protocol (SIP) stacks, UPnP™, Windows Messenger, and Remote Desktop Protocol, to name a few.

Third-Party Technologies

Numerous non-Microsoft technologies are developed or integrated on Windows CE for many classes of devices. These technologies—for example, Java Virtual Machines, Macromedia Flash player, and software codecs (MPEG-2, H.264/MPEG-4 Advanced Video Coding [AVC], On2)—are available for devices such as IP set-top boxes. 

An ever growing community is regularly expanding the number of third-party technologies available on Windows CE–based devices. The members of this community, including Microsoft development teams, are participating in highly technical conversations and providing webcasts and general help. For more information, see the Windows Embedded Community Web page.

If an operator requests an application that does not already exist, an OEM can use development tools (for example, C++ for native code and Microsoft Visual Basic® or C# for .NET managed code) to minimize the time to market and to expand the pool of developers capable of supplying this application. Because of a standardized interface (Win32 and .NET), focusing on a Windows CE–based IP set-top box enables an “implement once, deploy many” approach for new applications and service deployments. In this way, the operator can take advantage of not only the Windows CE ecosystem—the integrators, manufacturers, chip vendors, software vendors, and other parties that have a stake in the products—but also the Windows ecosystem as a whole.

Middleware Integration

Windows CE easily accommodates any new middleware, and many middleware vendors have integrated it into products. For instance, the Microsoft TV initial target platform is based on Windows CE 5.0 and uses .NET. Other examples of integrated middleware are ImagicTV/Alcatel, Infogate, Orca, and StellarTV/Stream.

Middleware vendors have various approaches toward the way they handle clients. Some use thin clients—mostly Web-based clients that use HTML and Microsoft JScript®—to interact with the IP set-top box hardware (for example, remote control). Other middleware vendors use local clients: Win32, .NET, or a mix of both. 
Postdeployment Issues
After IP set-top boxes are deployed, device management, error reporting, and security can significantly increase their lifetime costs. Windows CE helps reduce those costs.

Device Management
Windows CE 5.0 offers a comprehensive device management infrastructure that is based on Microsoft Systems Management Server (SMS) 2003. By using SMS 2003, an operator can keep an up-to-date inventory of all installed devices, hardware specifications, and software specifications, including version numbers. From this server, the operator can download new applications to enable new services, or it can reflash a device in case of major problem. Reflashing a device can avoid an in-person service visit, which can cost as much as half the price of an IP set-top box.

The update process itself must be planned in accordance with the operator’s choices and in accordance with middleware needs and capabilities. Possible types of updates include automatic updates at a fixed time during off-peak hours, user-triggered updates, and updates that are triggered by a service/hotline operator.

As with most Microsoft solutions in the embedded space, the operator is free to use the device management solution that Microsoft provides or to build on Windows CE core components and develop its own solution by using third-party software. The core components of Windows CE 5.0 can be tailored to any device management server if an operator decides not to use SMS 2003.

Error Reporting

With the deployment of increasingly complex systems, it is critically important for operators and OEMs to be able to quickly resolve any problem with a device or application. As mentioned previously, service visits are expensive. More important, errors are not always easy to reproduce, which can delay the ability of operators and OEMs to find and resolve problems.

Windows CE 5.0 includes its own version of Windows Error Reporting for cases of abnormal activity, such as when an application stops responding. The OEM and operator can jointly decide how error reports will be handled from an operational perspective, taking into account issues like privacy and automatic reporting versus manual reporting. Regardless of the manner in which error data is retrieved and used, Windows CE 5.0 provides the basic, proven core infrastructure to monitor device and application errors in an accurate and timely way.
Security
IP set-top boxes are unlikely targets for hackers because of the wide range of hardware and software variations. Attacking embedded devices would require significant effort for a relatively low number of devices, compared to the high number of computers, servers, and mobile phones that are deployed. The following factors make attacks on IP set-top boxes even less likely:

· IP set-top boxes are closed devices. The user cannot install applications; the operator deploys and/or enables applications. 

· An IPTV service operates in a closed network environment. Web surfing is limited to the operator’s own walled garden or goes through the operator’s firewalls and protection mechanisms, such as virus scanners. 

· IP set-top boxes have dedicated hardware. For example, half of them may be Advanced RISC Machines (ARM) and the other half may be millions of instructions per second (MIPS). The attacker would need to recompile the application for each target device and be sure that the application is installed on the right target.

· IP set-top box hardware components vary, whereas computer components are fairly standard.

· The software image does not have all the components. It is harder to plan an attack if the attacker does not know which software components are on a device.

Despite the low risks, Microsoft has invested in improving its products’ overall resistance to attacks as a part of its company-wide Trustworthy Computing initiative. This investment includes new features in the development toolset, new features in the operating system kernel, and threat modeling tests to produce even more robust devices.

Toolset
Similar to the work done on the desktop with Windows XP Service Pack 2, Microsoft has improved its embedded compiler technologies by adding buffer overrun protection in the core operating system and enabling it in the applications
 developed on this operating system. 

Buffer overrun attacks are one of the key mechanisms that hackers use. To help prevent these attacks on embedded devices, a developer can use new features from Windows CE the development toolset. If a buffer overrun attack is attempted on a Windows CE 5.0–based application, the operating system can automatically take the most appropriate actions, such as application shutdown and restart, system restart, or even full reflash of the device image. The OEM and operators must decide the circumstances in which the operating system will take specific measures.

Core operating system

The Windows CE 5.0 core operating system can monitor each registry change and lock write access for some or all of the applications. If the registry becomes compromised, OEM and operator settings will determine the actions that the kernel takes—for example, restarting the device or downloading a new device image.

Security settings on the core operating system are at the highest level by default. However, each OEM can reduce the level of security if it decides that such action is appropriate.

Threat modeling

In addition to providing feature updates, the Windows CE development team has conducted threat modeling tests on the operating system and its key components. The team has devised attack scenarios that are as varied as possible to thoroughly test system security. The kernel and key components in Windows CE 5.0 have passed those tests to improve their overall resistance to external attacks.

If an incident happened despite all the previously mentioned precautions, Microsoft would serve as a single point of contact, across OEMs, to resolve issues related to the operating system. For an operator, using an OEM-tailored operating system would mean the need to manage and follow up on multiple platforms with teams that are not as experienced as Microsoft teams in handling these critical issues in a timely manner.

Conclusion

The versatility and flexibility of Microsoft® Windows® CE version 5.0 enable network operators to deliver “triple play” on and through an Internet Protocol (IP) set-top box. This delivery can be done at the outset, at initial deployment, or gradually through software upgrades over the network.

However, operators expect to deploy devices that will remain in consumers’ homes for as long as seven years. They need to think beyond triple play. They need to ensure that their Consumer Premises Equipment (CPE) investment will enable more scenarios and more services—in other words, create more revenue.

Before an Internet Protocol Television (IPTV) operator selects the IP set-top box—and therefore, the operating system running on that IP set-top box—the operator needs to ask itself a few key questions:

· Am I in the business of managing operating systems or of delivering services?

· Do I want to be deeply involved in the IP set-top box’s integration or simply deploy it?

· Will my device be and remain a single-purpose (TV only) device, or do I expect to offer new services later on this platform?

· Will my device remain an island in the home, or do I want to integrate it into the home network?

· Do I want to have a sizable business appeal before deploying a new service, or do I want to inexpensively test and deploy new and innovative additional services on this device? (That is, do I have a high or low cost threshold for trials and deployments?)

· Do I want a homogeneous (single source, single product) installed base of IP set-top boxes, or do I want a tiered and various set of installed IP set-top boxes and still keep control of my overall platform?

If an operator just wants to deploy a static, isolated, and focused product, most embedded operating systems will fit the requirements. If an operator wants to enable more products and service models, Windows CE will be especially valuable. 

An operator should understand the added value that an operating system can bring to the total solution—and that carefully choosing an operating system helps an operator maintain control of its solution.

Summary

Despite being invisible most of the time in an Internet Protocol Television (IPTV) deployment, the operating system of the Internet Protocol (IP) set-top box has a large influence on the deployment’s long-term success. It influences the top line by enabling new services and increasing loyalty. It also can have a significant impact on the bottom line by reducing the lifetime cost of Consumer Premises Equipment (CPE), reducing the time to market for new services and applications, and offering solutions for device management and security. By allowing the IP set-top box to seamlessly integrate in the home-network environment, Microsoft® Windows® CE significantly increases the service value for the consumer.

Microsoft Windows CE version 5.0 is an integrated platform that delivers all the components needed for an IPTV deployment, with exception of the middleware/user interface part. By using Windows CE 5.0 straight out of the box, the original equipment manufacturer (OEM) has all the basic components that are needed to deploy videocentric services: a real-time operating system, networking stacks (Transmission Control Protocol/Internet Protocol [TCP/IP] and wireless), codecs (Microsoft Windows Media® 9 Series, MP3, MPEG-1, International Organization for Standardization [ISO] MPEG-4), media player (Windows Media Player), and browser (Microsoft Internet Explorer 6).

In addition, Windows CE 5.0 delivers many applications, such as Windows Messenger and Remote Desktop Protocol. New developments are continuously improving the operating system’s capabilities, so the network operator does not need to invest in development or integration. Furthermore, the development platform that Windows CE is based on consists of widely used tools and technologies (Microsoft Win32® and Microsoft .NET). This platform enables the rapid development and integration of new, tailored services.

Through Win32 and .NET, Windows CE offers a standard interface for hardware platforms. A standard interface insulates the application layer from hardware variations. Each new application or service needs to be only tested on each deployed device, instead of being integrated into each device. This situation translates into a lower cost to test new services, thereby increasing the chances of finding the most interesting ones for a given consumer subsegment. This situation also significantly decreases the overall costs of deploying applications.

Microsoft invests in improving Windows CE capabilities through other Microsoft technologies. A large and growing development community builds on these technologies or competing ones and provides various third-party technologies that can be applied to IP set-top boxes. Examples of such third-party technologies are Java Virtual Machines and Macromedia Flash. This development community helps decrease time to market for operators because the integration work has already been accomplished.

Finally, Windows CE 5.0 helps reduce the costs of postdeployment issues. It is integrated with Microsoft Systems Management Server 2003 and allows for customized software updates and application download. The device management solution in Windows CE 5.0 is open and flexible, making it adaptable to other types of management software. On the security side, and as part of the Microsoft companywide Trustworthy Computing initiative, Windows CE possesses capabilities and tools to help protect devices and the services that they support. 
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Key Acronyms

The following table defines some of the key acronyms used in this paper.

	CPE
	Consumer Premises Equipment
	Consumer device, such as a set-top box, that serves as the gateway between the network operator and the device in which the service is consumed (for example, a TV set).

	SoC
	System-on-a-chip
	Chipset that possesses all or most of the components needed to develop a device such as a set-top box: core CPU; graphics; multimedia coprocessor and digital signal processor (DSP); and networking interfaces, such as Ethernet and universal serial bus (USB).

	TCO
	Total cost of ownership
	Total cost of procuring, servicing, and disposing of a product over its total life cycle. The most important components of TCO are buying and maintenance/upgrade costs.

	VOD
	Video On Demand
	Ability to deliver video content from a central location with the same viewing flexibility as on a consumer-owned VCR or DVD player. This implies the capability to choose the content, play, pause, rewind, fast forward, and even skip ahead or backward.
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