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Abstract
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Overview

In an enterprise environment, properly taking advantage of mobility involves much more than buying Windows Mobile devices. In this whitepaper, you will learn how mobile devices running Windows Mobile 6.1 are fully integrated into Microsoft’s server infrastructure, and how the components fit together to provide immediate value to your enterprise. After reading this overview, you should be familiar with the fundamental design requirements for employing Microsoft infrastructure components to help secure and manage your Windows Mobile devices.

The Microsoft mobility platform consists of several key components. Because e-mail and messaging are such important applications of information technology, Microsoft Exchange Server is a key component of a corporate network’s architecture. Additionally, a firewall solution serves to enhance security. Components, such as Microsoft System Center Configuration Manager 2007 (updated from Systems Management Server 2003) and Microsoft Systems Center Operations Manager 2007 (formerly Microsoft Operations Manager), are available to manage and control the operations of the infrastructure. You will also learn how the Windows Mobile platform enables you to reuse much of your Line of Business (LOB) application investments and personnel skill sets. The infrastructure and development platforms work together to create one seamless, cost-effective and scalable solution with enhanced security for your enterprise.

With the introduction of System Center Mobile Device Manager 2008, your corporate mobile device network can have a rich set of capabilities around security management, device management, and provide for security-enhanced network access for Windows Mobile 6.1 devices. Mobile Device Manager provides you with an end-to-end solution for managing Windows Mobile 6.1 devices, and enables you to integrate these devices with the current infrastructure. You can manage them just as you would manage desktops and other corporate assets. It also provides a single point of security-enhanced access to mobile LOB applications, and end-user access to corporate information on Windows Mobile 6.1 devices. Mobile Device Manager is built using Windows Server infrastructure, a platform on which you can assimilate other Microsoft technologies. The Enterprise Client Access License (Microsoft Exchange Server 2007 SP1) adds some mobile security management features, as described in the section on Exchange ActiveSync. 
Mobility Architecture Goals

Microsoft’s mobility architecture is designed to integrate with your existing environment, enabling you to reuse existing systems administration skill sets. The following are some of the design goals of the architecture:

· Flexibility: Flexibility is a key tenet for successful enterprises today. The Microsoft mobility architecture integrates with several heterogeneous IT infrastructures, and is designed to work with your existing environment including a variety of advanced firewall solutions, and network topologies. While this white paper addresses Microsoft components and recommended architectures, the Windows Mobile architecture is modular and is designed to also work with other products, including many of your existing LOB applications. Therefore, you can take advantage of your existing investment in areas such as security, scalability, and manageability while using solutions such as Mobile Device Manager to improve each of these key criteria. The flexibility introduced by this solution works for both enterprise messaging applications and LOB applications—there is no need for any special, new setup for security and authentication.

· Scalability: A growing business needs to have a scalable infrastructure, and should be able to effectively manage server and desktop environments. Mobility is another component of this overall management strategy. Because Windows Mobile architecture is built to work with an organization’s existing infrastructure such as Exchange Server 2007 or 2003, the organization can easily scale and deliver high availability. This approach negates the need for middle-tier servers*, as these servers could result in a single point of failure, as seen in recent failures of RIM’s network operating centers. With increasing numbers of corporate mobile devices, it is important to be able to efficiently manage them. Mobile Device Manager makes it convenient to manage device features and security settings from a single, familiar interface.
· Manageability: Microsoft architecture supports many points of management and monitoring, such as Exchange console, Microsoft Systems Management Server 2003, Microsoft Systems Center Configuration Manager 2007, Microsoft Systems Center Operations Manager 2007, Microsoft Operations Manager 2005, and now Microsoft System Center Mobile Device Manager. As a result, you can access different levels of management, depending on your organization’s existing infrastructure investment. Third-party device management products are supported as well. When used with Windows Mobile 6.1, Mobile Device Manager provides an especially powerful set of tools to manage and secure mobile devices across your corporate network. This includes full integration with Active Directory® and Group Policy, along with the capability to control almost every facet of the mobile device’s hardware functionality.
· Extensibility: The Windows Mobility architecture is the foundation on which other mobile applications are built—both from Microsoft and from third-party vendors. This mobility architecture supports Microsoft Office SharePoint® Server and Microsoft Office Communications Server 2007, in addition to support for a multitude of third-party applications. Additionally, Microsoft Dynamics™ ERP and CRM also use the same infrastructure to deliver their functionality. On the database, Web services and security front, the Microsoft Mobility architecture integrates well with Microsoft SQL Server®, Internet Information Services (IIS), and Internet Security and Acceleration (ISA) Server.
· Security: The Windows Mobile Operating System forms an integral part of a corporation’s IT security infrastructure. Meeting today’s demands of high levels of security, Windows Mobile cryptography services are certified with U.S. Federal Information Processing Standard (FIPS) 140-2, level 1. Additionally, there is support for multi-factor authentication, 256-bit AES encryption for SSL communication, 128-bit AES encryption for device and security card encryption, remote device wipe, and application certificates. Internet Security and Acceleration (ISA) 2006 Server also has features that integrate with components on the corporate networks, such as analysis of Exchange traffic that flows to and from mobile devices. The new Intelligent Application Gateway (IAG) 2007 provides a secure remote access gateway that delivers secure socket layer (SSL)-based application access and protection, with endpoint security management. Furthermore, System Center Mobile Device Manager includes new anti-theft mechanisms, granular device control, and application-level control. It also introduces a Mobile Virtual Private Networking (VPN) that provides for an IPSec tunnel to encrypt SSL and non-SSL encrypted underlying traffic. Windows Mobile 6.1 also offers IRM and S/MIME support, along with the ability to encrypt data on the device and storage card. Mobile Device Manager facilitates a security management platform for Windows Mobile phones, with over 130 policies and built-in mechanisms that help prevent the misuse of corporate data. Administrators can lock down many areas of Windows Mobile phones, including communications and device functionality, while exercising significant control over the software installed on the devices. In recognition of these security features, Windows Mobile 6 has been awarded CC EAL2+ certification.
· Reuse of Existing Skill Sets: The same familiar management tools are used on both the administration and application development sides. For systems management, mobile devices are treated as another type of asset from the management tools perspective. In the case of application development, whether tools are created for Mobile Web using ASP.NET 2.0, or for Mobile Smart Client using the Compact Framework, all development happens within a similar environment and API.

Overview of Windows Mobile Security

Windows Mobile operating systems play a key role in enterprise mobility infrastructure through their support of communication security standards, security policies, and features designed for remote policy-based management. Windows Mobile 6.1 has a sophisticated security system to protect the device from running malicious code, and to facilitate secure communications with corporate servers. Windows Mobile 6.1 also supports Active Directory and Group Policy, along with role-based administration, MMC snap-ins and Windows® PowerShell™ cmdlets, making for a powerful set of security management capabilities. Enterprise administrators are responsible for provisioning and managing security policies on devices, and thus need to understand Windows Mobile features that support communications and device security.
Windows Mobile Application and Network Security

Mobile devices face many threats in today’s environment. To address these threats, digital certificates are used to ensure both application and communication security. With Windows Mobile, certificates help determine whether an application can be run on a Windows Mobile device, and what level of privileges it receives. Furthermore, most applications are restricted from writing to the registry and accessing other services that might compromise security. Mobile Device Manager and Microsoft Exchange Server 2007 SP1 feature extensive application control, where specific programs on Windows Mobile devices can be allowed or blocked. This certificate-based approach prevents malicious code from infecting the device, and gives administrators tight control over the applications that are installed on the device. Some manufacturers even place additional restrictions that require all applications to be signed by a known trusted authority in order to run.

In securing communications, Windows Mobile uses digital certificates to establish a network connection using Secure Sockets Layer (SSL) protocol, and validates the identity of the server using one of its installed root certificates. Windows Mobile offers cryptographic services for:

· Data encryption: to help secure communications

· Hashing: to help ensure data integrity

· Digital signatures: to help verify identity, and to establish the mobile VPN connection in Mobile Device Manager
SSL enhances the security of communications for applications such as Mobile Outlook client connecting to an Exchange Server, an LOB application connecting over Web services, or a database client connecting to a central data store. When used with Microsoft Exchange Server 2007, Windows Mobile 6.1 can also utilize AES encryption out-of-the-box, to provide a powerful layer of security while accessing internal company resources. This helps prevent sensitive information from being compromised.
The cryptography services have been certified with the U.S. Federal Information Processing Standard (FIPS) 140-2, level 1. This certification designates that Windows Mobile security algorithms work properly and protect against a variety of threats. Additionally, Windows Mobile supports VPN, WiFi encryption, Storage Card Encryption, and two-factor authentication systems such as RSA SecureID. Furthermore, Windows Mobile supports certificate-based authentication, in which each device is issued a digital certificate that uniquely identifies the device and encrypts the connection. For more information on the security model in Windows Mobile please see Security Model for Windows Mobile 5.0 and Windows Mobile 6, Windows Mobile 5.0 Application Security, and Windows Mobile 6.1. 
Security with Mobile Device Manager
The proliferation of mobile devices in organizations increases the importance of instilling a security structure that protects users, the corporate network, and company data. With the introduction of Mobile Device Manager, Microsoft is delivering to IT Professionals a robust security management platform for all Windows Mobile 6.1 devices within their network. The new security features in Windows Mobile 6.1 devices include:
· Better tools for enrolling certificates
· Better certificate services like AES for SSL
· Support for wild card certificates
These features allow for easier enrolment of certificates, with support for new, more robust certificate standards. When Windows Mobile 6.1 is deployed with Microsoft Exchange Server 2007 SP1, it offers S/MIME encryption for more robust messaging security. This enables the device to:
· Require signed S/MIME messages 
· Require encrypted S/MIME messages 
· Require signed S/MIME algorithms 
· Require encryption S/MIME algorithms 
· Allow S/MIME encryption algorithm negotiation 
· Allow S/MIME soft certificates
A key security feature within Mobile Device Manager is that it takes advantage of Active Directory/Group Policy—the most widely deployed enterprise network directory in the world. As a result, IT Professionals can set and control policies within a single environment. Mobile Device Manager also uses Active Directory Management (ADM) templates to create additional policies beyond what is provided out-of-the-box. A Windows Mobile device conforms to group policy settings just like a standard Windows desktop or laptop computer. Using the updated group policy management tools, an administrator can assign specific Group Policy Objects (GPOs) to Organizational Units (OUs) and security groups, or it can even block specific devices from receiving polices. This flexibility in assigning policies to specific devices or sets of devices provides powerful functionality for IT administrators to easily manage an entire fleet of mobile devices within an organization. System Center Mobile Device Manager also provides IT Professionals the ability to set powerful policies on Mobile Device Manager–enabled Windows Mobile devices to manage and lock down communications and camera functionality. Administrators can set policies in the Mobile Device Manager to effectively control and secure a variety of device features. Some of these features include the following:
File Encryption

A primary concern for organizations is securing corporate data stored on mobile devices. Windows Mobile 6.1 enables users to encrypt documents stored locally on their device, as well as data on external storage cards. Mobile Device Manager further extends this functionality by enabling administrators to centrally manage the security features in Windows Mobile 6.1 devices. These security features offer IT administrators the ability to encrypt PIM information, directories, e-mail attachments, the My Documents folder, the Microsoft Internet Explorer Mobile Web cache directory, the System Center Mobile Device Manager private key, and the domain password. File encryption uses the same PIN as the device lock PIN. In addition, file encryption, uses AES-128 encryption. With Microsoft System Center Mobile Device Manager and Microsoft Exchange Server 2007 SP1, IT administrators have the option turning device encryption functionality on or off.
Application Disablement and Enablement 
Currently, more than 18,000 applications are available for Windows Mobile devices. System Center Mobile Device Manager provides significant flexibility to IT Professionals for managing the applications that their Windows Mobile 6. 1 users install and run on their devices. Mobile Device Manager enables IT administrators to either enable or disable specific applications or sets of applications. Disabled applications cannot be installed on a managed Windows Mobile device. System Center Mobile Device Manager can also be used to set a list of enabled applications that a user is allowed to install on their device.
Remote Wipe

In the event of the theft or loss of the device, IT staff can use System Center Mobile Device Manager to remotely wipe data from a managed Windows Mobile 6.1 device. Because the Mobile Device Manager comes with an ‘always on’ connection (when connected to a carrier’s wireless network or a corporate Wi-Fi connection), when a ‘wipe now’ command is issued, the device is wiped immediately. There is no time lost waiting for the next server synchronization. The remote wipe service also communicates with a domain controller to remove the Active Directory Domain Service object for the device and with the Certification Authority to revoke the device’s certificate. The command ensures that the GW server and databases are updated so that the device will be unable to connect to the corporate network using its previous credentials. The device will need to go through the enrollment process again if it needs to rejoin the managed environment. This remote wipe functionality is present in both Microsoft Exchange Server 2003 and Microsoft Exchange Server 2007.
OMA DM Compliance

The System Center Mobile Device Manager device management server uses OMA DM, the industry standard for mobile device management. It communicates the necessary tasks and actions with the Windows Mobile device. The device management server converts tasks into OMA DM commands, which are sent to the Windows Mobile device. OMA DM is used not only for tasks, but also for the initial configuration with the Mobile Device Manager server. By using OMA DM and exposing the OMA DM client APIs on Mobile Device Manager–enabled Windows Mobile devices, the System Center Mobile Device Manager server offers a flexible solution that simplifies scalability. 
More Than 130 Out-of-the-Box Policy Settings (requires MDM)
Mobile Device Manager ships with a robust set of more than 130 out-of-the-box policies and settings. Exchange Server 2007 SP1 also offers 45 built-in device management policies. Administrators can also edit these policies or create their own custom policies to serve their unique requirements. These powerful tools enable administrators to easily list and manage the security of Windows Mobile devices within their organization.
Besides built-in security policies, Mobile Device Manager also features powerful VPN functionality. The VPN is built specifically for mobile devices to help ensure the best possible user experience by enabling an ‘always on’ connection to a carrier’s wireless network or a corporate Wi-Fi network, to help give IT Professionals the control they need while improving access for the user.  In the event of a loss of transmission or dropped signal, Mobile Device Manager’s fast reconnect technology enables users to continue where they left off, without having to re-authenticate. 
The Mobile VPN functionality in Mobile Device Manager secures wireless communications between a mobile device and corporate servers by establishing an IPsec tunnel between the device and the gateway server. There is no dependency or requirement for SSL encryption. However, if there is SSL-encrypted traffic from another source (such as ISA/IAG), System Center Mobile Device Manager can envelope this traffic with its IPsec tunnel. This combination of IPsec VPN and SSL encryption lends a definite edge over other systems that generally rely on a single security barrier. With additional features such as fast reconnect and session persistence, Mobile VPN also helps maximize user productivity in mobile environments.
The Device Management Server authenticates the Windows Mobile device using its machine certificate, the SSL authentication process, and Active Directory Service machine account mapping. After establishing a connection, the device can securely access corporate mobile LOB applications and data. 
Exchange Deployment and Mobile Device

Management

Because every computer user today is also an e-mail user, Exchange Server is a central component in enterprise deployments. Mobile devices communicate with Exchange for a variety of services including e-mail, data synchronization, and security. Understanding Exchange deployment topologies will give you the background you need to utilize Exchange Server with your mobile devices deployments. Additionally, Exchange Server has features that support over-the-air management, data synchronization, and security of mobile devices through Exchange ActiveSync®. Exchange ActiveSync works directly with the Windows Mobile 6.1 operating system so you can avoid the added cost of middleware or service fees. Windows Mobile 6.1, when used with System Center Mobile Device Manager or Exchange Server 2007 SP1, also features device management and security policy control, remote wipe, Direct Push for accessing Outlook e-mail, and calendar and contact synchronization between Exchange Server and the Windows Mobile device.
Microsoft Exchange Server 2007

Exchange Server 2007 provides a highly scalable enterprise messaging environment designed to support many types of clients. For large enterprises deploying several thousand devices and tens, or even hundreds of thousands users, Exchange Server 2007 enables administrators to distribute messaging loads across multiple servers. Exchange Server 2007 introduces the concept of server roles as the primary mechanism of scalability. Each server can be configured in one or more role within the topology. Mobile users are supported by a server role called the Client Access Server, which is analogous to the front-end server in Exchange 2003. The Client Access Server accepts all of the communications from the clients outside the corporate network. The servers can be configured to support Exchange ActiveSync, Outlook Web Access, and Outlook Anywhere (formerly RPC over HTTPS). The combination of the Mailbox and Hub Transport server roles is comparable to the back-end server in Exchange 2003. The Client Access Server uses Active Directory to locate the correct Mailbox and Hub Transport Server, which is located inside the corporate network. The Mailbox Server role is the storage server that hosts mailboxes and public folders, while the Hub Transport Server role is responsible for routing mail. This topology results in decreased management costs, and provides better performance and fault tolerance.
ISA 2006 is an integrated edge security gateway that helps protect IT environments from Internet-based threats, while providing users with fast and secure remote access to applications and data.  ISA Server 2006 provides value to IT managers, network administrators, and information security professionals who are concerned about the security, performance, manageability, or reduced cost of network operations.
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Figure 1 Mobile Infrastructure Architecture including Exchange 2007 Server roles, showing Mobile Device Manager and its enrollment process 
For more information please see The Fundamentals of Mobile Access to Exchange 2007.

Exchange ActiveSync

Exchange ActiveSync is a part of Exchange Server 2007 that is optimized to deal with high latency/low-bandwidth networks, and also with clients that have limited amounts of memory and storage. Exchange ActiveSync supports Direct Push technology, which automatically initiates device synchronization when new e-mail arrives. Exchange ActiveSync (EAS), the native synch protocol for mobile devices with Exchange Server, reduces the load on Exchange Server imposed by third-party middleware solutions relying on the MAPI protocol. Direct Push is a contrast to the polling style of receiving e-mail, where the device has to request folder changes from the server at periodic intervals. The Exchange ActiveSync protocol is based on HTTP, SSL, and WBXML, so the communications channel inherently features enhanced security. Exchange ActiveSync is enabled out-of-the-box on all user mailboxes, without any additional software or servers.

Windows Mobile devices use Exchange ActiveSync to interact with the front-end servers when synchronizing e-mail, schedules, contact information and tasks to the device. Synchronization is extremely fast, with enhanced data compression that enables rapid sending and receiving of messages. Because Exchange ActiveSync uses standard transport protocols, there is no need to buy special data plans from mobile operators: standard data plans can be used for global mobile access. It supports all types of mobile communication networks, including GSM, GPRS, UMTS, HSDPA, CDMA, and 1xRTT.

Exchange Server 2007 adds several productivity-enhancing features to Exchange ActiveSync. The Exchange 2007 Standard Client Access License includes support for the following features:

· HTML e-mail
· Enhanced password policies (including password history, expiration, complexity, and reset policies)
· Remote and local device wipe and PIN recovery
· Device, storage card, and S/MIME encryption
The Enterprise Client Access License (Exchange Server 2007 SP1) adds mobile security management features, including:

· Mobile application allow/block lists to control which applications can run on the device. For example, administrators can disable the use of personal mail services, Internet Explorer, or unsigned applications
· Hardware disablement features including disabling camera and storage card functionality 
· Network control policies that control user access to individual device capabilities (including Bluetooth, WiFi, and IrDA), and behaviors (use of the built-in version of Internet Explorer or Instant Messaging client)
Users can also search the entirety of their mailboxes from their mobile device, including messages not currently synced to the device. The search also works across other data folders in the device. This powerful functionality helps overcome the limited resources of a mobile device, and not limiting access to just the portion that fits in device memory. 
For more information, including Exchange ActiveSync features for Exchange 2003 and Exchange Server 2007, please see Mobile Messaging with Exchange ActiveSync.
Exchange ActiveSync Communication Security

To help secure Exchange ActiveSync traffic, encryption through Secure Sockets Layer (SSL) is recommended. If your organization currently uses Outlook Web Access (OWA), you already have the infrastructure in place to support a mobile deployment using high-grade, 128-bit SSL encryption. Because Exchange ActiveSync is implemented as an application that runs on Internet Information Services (IIS), its security settings can be configured using the same certificates you are already using for OWA. All communication between the Windows Mobile device and the Exchange front-end server take place over a single TCP/IP port: TCP port 443, used for SSL-secured HTTP (HTTPS) traffic. This greatly simplifies enterprise firewall configuration, because only a single port needs to be made available from the Internet to the perimeter network, and that port will probably be open in any case because it is the same port used for Outlook Web Access. Additionally, more advanced security scenarios are supported by Exchange Server and Windows Mobile, such as IRM, device and storage card encryption, S/MIME messaging, and SecurID for certificate-based authentication.

For more information on securing communications with SSL, please see the Step-by-Step Guide to Deploying Windows Mobile-based Devices with Microsoft Exchange Server 2003 SP2 and Mobile Secure Certificates Whitepaper.

Communication Security and Advanced Firewall Configurations

Most enterprises use a combination of hardware and software firewall solutions, such as Internet Security and Acceleration (ISA) Server 2006. In addition to the ISA Servers, Exchange supports most other reverse proxy software firewall products available on the market. Typically, the advanced firewall is deployed in the perimeter network. An existing IIS Web site already used for Outlook Anywhere or Outlook Web Access is used, so in most cases no new inbound ports need to be opened on the firewall. Exchange ActiveSync communicates through a different virtual directory, and the ISA server can be configured to examine Exchange ActiveSync traffic. SSL is applied between the client and ISA server, and between the ISA server and the front-end server. This communication is known as terminate—initiate, or SSL bridging.

SSL bridging protects against attacks that are hidden in SSL-encrypted connections. ISA is configured to decrypt and examine Exchange traffic from the client, terminating the SSL connection. This step prevents any malicious traffic from getting into the corporate network, and protects it from any threats. ISA Web publishing rules configure the connection to the Exchange front-end server. If the rule specifies to forward the request using HTTPS, ISA 2006 initiates a new SSL session to the Front-End (Exchange 2003) or Client Access (Exchange 2007) Server. The second SSL session ensures that the communication is safe from a malicious user already inside the firewall. To increase scalability, SSL can be offloaded from the server. Here, SSL can be configured only between the device and the ISA server, while HTTP can be used from the ISA server to the Exchange server. Note that in this case the data traffic within the intranet will not be encrypted.
For more information about ISA and Exchange deployment scenarios please see one of the following documents:

· Security for Windows Mobile Messaging in the Enterprise

· Publishing Exchange Server 2007 with ISA Server 2006

· Using ISA Server 2004 with Exchange Server 2003

· Publishing Exchange Server 2003 with ISA Server 2006

Exchange Scalability

Mobile devices represent a relatively light load on the Exchange servers compared to Outlook Web Access or Outlook Anywhere, so your infrastructure may be able to support the extra load without adding additional servers. When rolling out Exchange ActiveSync at Microsoft to 26,000 users, Microsoft IT found that only 3.6 percent of the load on their servers came from Exchange ActiveSync, and thus did not need to add any new servers.

The front-end and back-end architecture provides several client access performance and availability benefits. The front-end servers offload some load processing duties from the back-end servers. Therefore, front-end servers do not need large or particularly fast disk storage, but should have fast CPUs and a large amount of memory. Microsoft provides several tools, such as the Exchange Server Load Simulator tool (LoadSim) and the Exchange Server Stress and Performance (ESP) 2003 tool to test the performance of Exchange Servers. These tools facilitate better planning of performance and scalability requirements for an Exchange infrastructure.

Through continuous monitoring with operations tools such as Microsoft Operations Manager 2005 or System Center Operations Manager 2007 (see below), administrators can monitor trends and pinpoint performance degradation. They can then provision additional back-end servers to decrease the load on existing infrastructure, and move mailboxes over to the new servers. Since the clients use one URL for all their communications with the Client Access Server, back-end servers can be added transparently to the users. For Exchange Server 2007, the scalability efforts are focused on the Mailbox and the Hub Transport server roles. Exchange Server architecture should always include some planned redundancy in order to effectively handle peak loads and unforeseen events.

For more information on planning of Exchange performance and scalability, please see the System Center Capacity Planner 2007, and Calculate Your Server Size.
Microsoft Office SharePoint Server 2007 and Microsoft Office Live Communications Server 2005

Microsoft Office SharePoint Server 2007 Web portal technology supports mobile devices out-of-the-box. Every list and library in Office SharePoint Server 2007 or Windows SharePoint Services (WSS) v3 is capable of hosting ‘Mobile Views’. These are standard views of lists or libraries that an administrator has defined as being mobile-enabled. Individual list items can be viewed in mobile form and InfoPath forms can be opened in a mobile client via a Web browser interface. Additionally, Exchange Server 2007 and Windows Mobile 6 enable access to files stored on Windows SharePoint Services sites and Universal Naming Convention (UNC) file shares via embedded Exchange links. Therefore, users can access internal SharePoint sites or file shares directly from their device, without the need to access their network using VPN.
Microsoft Office Communicator Mobile 2007 enables the use of Microsoft Office Communications Server 2007 on the mobile device. Mobile users can use instant messaging to communicate with their co-workers who are on the corporate network, all the while taking advantage of enterprise features such as more secure communications and centralized logging and auditing. Global Address List (GAL), contact lists with distribution groups, and interoperability with federated servers and public IM networks enables users to communicate, see presence and access information outside their organization. Communicator Mobile also provides integration between multiple mobile applications such as presence status information, and an organization’s address book. 

For more information please see Microsoft Office Communicator Mobile Planning and Deployment Guide.

Mobile Device Management

Mobile Device Manager delivers a comprehensive management solution that facilitates greater control of Windows Mobile devices by providing greater reliability, lower-cost, and better manageability that works with existing Microsoft infrastructure. Mobile Device Manager brings together features and functionality in one management solution that in the past, if available, required numerous point solutions based on proprietary platforms. With advanced features such as policy enforcement, inventory and reporting, and software targeting in one solution, IT administrators can look to Mobile Device Manager for all of their Windows Mobile device management needs.
Mobile Device Manager
Mobile Device Manager addresses three core requirements for IT professionals: security, device management, and Mobile VPN. When used in conjunction with Windows Mobile 6.1 devices, IT administrators can now efficiently meet the growing need for greater security and manageability of mobile devices within their network, with the ability to quickly provision new devices, distribute authorized software, manage device security settings, and access device inventory for all Windows Mobile 6.1 devices deployed across their organization. Some of the key manageability features of Mobile Device Manager include the following:

OTA Provisioning
Mobile Device Manager offers over-the-air (OTA) provisioning and bootstrapping, Role–based administration, MMC snap-ins, and Microsoft Windows PowerShell cmdlets to help streamline device updates and management. To simplify device administration, System Center Mobile Device Manager connects Windows Mobile devices to a management server. After providing an e-mail address that authenticates a user’s Windows Mobile device along with a company provided PIN number, the device gets enrolled in the organization’s network using an IPSec-encrypted tunnel with SSL-authentication. On first connect, the Mobile Device Manager server pushes the standard applications and policies set by the IT administrator directly to the Windows Mobile device, provisioning the device quickly. Additionally, a new employee who has been assigned a Windows Mobile device does not need to wait for the administrator to enroll their device. He or she can use a self-help mobile device enrollment page created by the company. System Center Mobile Device Manager uses a self-service enrollment model that is designed to give IT Professionals a simple and scalable way to provision devices, saving valuable time, resources, and help desk support costs.
OTA Software Distribution
Mobile Device Manager is the only mobile management solution to use Active Directory/Group Policy—the enterprise directory network most companies use for desktop management—enabling IT Staff to set and control policies within a single environment. Rich software targeting capabilities enable IT Pros to deploy rapid firmware and software updates over-the-air, with control over which updates are distributed, and to whom they are distributed to. Mobile Device Manager uses the proven standard—Windows Software Update Service (WSUS) 3.0 — for distribution. 
Inventory and Reporting
Comprehensive reporting tools within Mobile Device Manager provide IT professionals with improved visibility of devices, and help reduce the cost and complexity of managing devices within a corporate network. Mobile Device Manager uses a SQL Server 2005–based reporting infrastructure to provide IT Professionals with vital information about the specific Windows Mobile devices in the organization. When the device is authenticated with the Mobile Device Manager server, IT administrators can collect critical information about the device, including details such as the operating system and version, device model, brand, hardware ID, device specifications, storage information, and user settings.
Role–based Administration
Mobile Device manager uses role–based administration, providing flexibility for organizations in terms of the administrative privileges and management of Windows Mobile devices. For example, an IT administrator may grant access to different groups of device management settings between a helpdesk administrator and a senior helpdesk administrator. With the ability to define different roles for specific needs, IT Administrators can ensure easy, yet appropriately defined security access for various roles.
Management Console Snap-ins and Windows PowerShell Cmdlets
The management console architecture allows servers and devices to be managed using two methods:
· The Management Console snap-in: This is a GUI–based management tool. It is a Microsoft Management Console (MMC 3.0) snap-in that enables administrators to manage Windows Mobile devices and the Mobile Device Manager servers.
· The Windows PowerShell console: This is a powerful command line interface. It consists of various snap-ins for Mobile Device Manager services and databases.
These cmdlets provide the logic that performs the primary management tasks in areas such as System Center Mobile Device Manager server management, enrollment service management, priority tasks such as “Device Wipe”, group policy management, device and task reporting, and asset management.

Control of Updates Delivered
Windows Mobile Update provides a mechanism for delivering critical fixes to Windows Mobile devices (version 6 and later). Mobile Device Manager provides IT Professionals with the ability to control the delivery of these updates to their organization’s Windows Mobile devices, with full on/off control. By having the option to turn off Windows Update for Windows Mobile, IT administrators can test updates, and more effectively plan for their deployment.
IT administrators need to execute a variety of such tasks on mobile clients; enforcing passwords, distributing software, taking inventories of device specifications and more. Mobile Device Manager simplifies running these tasks by including more than 130 pre-defined policies and settings out-of-the-box. Active Directory management templates enable IT Administrators to use Mobile Device Manger to gain superior security and device management control, and to quickly and conveniently provision, update, mange and secure Windows Mobile devices deployed across their corporate environment. 
Operations Management
Microsoft Operations Manager 2005 with Exchange Management Pack monitors the Exchange Servers, along with some aspects of mobile device operations. Microsoft Operations Manager uses event log entries and special performance counters on Exchange Servers to collect various types of information related to Exchange Server operation. This tool enables administrators to monitor all aspects of the Exchange Server, including protocol metrics, events generated by Exchange, server performance, and mobility features.

Administrators can obtain a good indication of the mobile users’ experience by using Microsoft Operations Manager 2005 to monitor the heartbeat interval and synchronization latency of mobile devices. They can then make informed decisions about how to tune or to scale Exchange components once they notice any change in performance.

System Center Operations Manager helps meet the need for end-to-end service monitoring in the enterprise IT environment. This tool provides an easy-to-use monitoring environment that monitors servers, applications, and clients, to provide a comprehensive view of the health of an organization’s IT environment. The new version—Systems Center Operations Manager 2007—together with the System Center Operations Manager Exchange Management Pack extend the advances of the Microsoft Operations Manager platform and provide more advanced rule-based availability and performance monitoring. Microsoft Operations Manager 2005 and Systems Center Operations Manager 2007 both support a consolidated view of the entire enterprise infrastructure tiered deployment architecture that can scale up to hundreds of thousands of clients.

For more information on Microsoft Operations Manager 2005 please see the Exchange Server Management Pack Guide for MOM 2005 site. For more information on Systems Center Operations Manager 2007 please see the Systems Center Operations Manager 2007 site.

Application Design and Development

Windows Mobile 6.1 is supported by one of the largest catalogs of LOB applications (more than 18,000), offered both by Microsoft and third-party ISVs. However, to meet specific needs of many enterprises, customers need to develop their own mobile applications. The infrastructure elements described above combine into a platform for deploying and managing LOB applications. Mobile applications use the same common infrastructure already being used for desktop and server applications, leading to reduced complexity and lower deployment costs. Common design and architecture issues, such as development, deployment, operations, and communication security, have well-defined solutions. Development frameworks, databases and tools that are common to both traditional and mobile development, enabling organizations to reuse much of their existing application investment and their personnel’s skill set.

Windows Mobile 6.1 supports the .NET Compact Framework—a specialized mobile platform for developing applications based on Microsoft’s .NET Compact Framework. With this framework application developers can now use the same development languages and tools they currently use to develop Windows and Web-based applications. Both C# and VB.NET languages are supported. Application developers can even re-use existing code for new applications, and incorporate support for other languages.  Additionally, Compact Framework has built-in support for the state-of-the-art Visual Studio 2005 Integrated Development Environment. Several emulator tools are available to simplify application development and testing for different types of devices. Microsoft provides many resources and tools for mobile development, including the recently released Mobile Client Software Factory, which provides a framework and application blocks for commonly used smart client application scenarios. For example, it includes a library that enables queuing of Web service calls to the server when the device is disconnected, and optimizes data transmission depending on the network speed. For more information on Compact Framework, please see .NET Compact Framework site.
Mobile database applications can take advantage of SQL Server 2005 Compact Edition. SQL Server 2005 Compact Edition deployed on a device works with a central SQL Server 2005 database server to synchronize data with the device. SQL Server 2005 supports the ability to target each user and device with a small subset of the enterprise database to reduce the storage requirements on the device. Advanced mobile database scenarios, such as merge replication, let database engines synchronize the local database that resides on the mobile device with a central database running on a server. Developers access the database using the Visual Studio® 2005 development system and the familiar ADO.NET mechanism supported by all SQL Server editions. In addition to mobile devices, the Compact Edition is supported on other Windows platforms, including tablet PCs, and desktops. In many single-user client applications, this means that the same code can be reused on all Windows platforms. For more information on mobile database development, please see the SQL Server 2005 Compact Edition site. Many LOB applications are Web-based or Web-services based. Internet Information Server (IIS) and ISA 2004 and 2006 offer advanced security configurations of applications, including authentication and security rules targeted to specific applications. The network connections are typically encrypted using SSL, and the clients must authenticate themselves against the corporate firewall server and Active Directory. For environments using Service Oriented Architecture, mobile devices often become just another client accessing the SOA Web services.

Microsoft LOB applications also support Windows Mobile computing platforms. Microsoft Dynamics software, such as Microsoft Dynamics AX, and Microsoft Dynamics CRM have out-of-the-box support for mobile access. Dynamics AX offers a mini mobile ERP client called the Mobile Sales Assistant. This tool enables the sales force to examine their route plans, e-mail and calendar, point of sale information for each customer, and product and inventory data. Mobile Business Assistant also assists business decision makers in understanding business performance and tracking KPI metrics of a business. Dynamics CRM 3.0 and the soon-to-be-released Dynamics CRM 4.0 are designed with the mobile sales force in mind. CRM Mobile Express, a Microsoft Dynamics CRM 3.0 mobility application, enables users to instantly view, create, and modify data on any Internet-capable device. Salespersons in the field can now tap into the same sales, marketing, and customer service data they have access to within the office. CRM Mobile Express runs in a Web browser and doesn't require users to install additional software.

Mobile Device Support in Small Business

Server 2003

For smaller businesses that require only e-mail and file sharing, Microsoft recommends Small Business Server 2003 R2. Small Business Server is an “all-in-one” server solution designed for small businesses. It is a single server that is designed to perform the functions of the IT infrastructure in larger environments, at a much lower cost. It provides the following services: Exchange 2003 with basic pin policy support, Direct Push for mobile e-mail, calendar and contacts synchronization, Remote Wipe, Active Directory, DHCP, DNS, Domain Controller, Monitoring and Management Services and Windows SharePoint Services. SBS 2003 R2 Premium version also includes SQL Server 2005 Workgroup, ISA Server 2004 and Microsoft FrontPage® 2003.

Small Business Server 2003 R2 supports mobile devices through Exchange mobility features offered in Exchange SP2 including Exchange ActiveSync access. This can be configured using Small Business Server’s group policy (similar in functionality to Systems Management Server 2003). A key limitation of the Small Business Server is that only 75 users, computers, or devices can connect to the server at one time, so adding mobile devices will count against the total limit that the Small Business Server will support.

For more information and how-to instructions please see Deploying Windows Mobile 5.0 with Windows Small Business Server 2003.

Conclusion

To properly support mobile devices in an enterprise environment, several different areas of enterprise architecture need to interact together—this includes software security, and operational support tools. Once you understand the broad components of communications (Exchange ActiveSync), security (SSL and certificates), management and operations (Mobile Device Manager, Exchange ActiveSync, Microsoft Operations Manager, Systems Management Server), and how they fit together with LOB applications and back-end servers, you can work with your enterprise security, administration, infrastructure and management teams to make the most out of your mobile device investment. Because many of these familiar tools are likely already being used to manage your Windows desktop and server infrastructure, you can expand the use of existing infrastructure components without additional training or server costs. Also, with the introduction of Mobile Device Manager, you can now utilize several tools that use a familiar administrative environment to simplify the process of provisioning, deploying, and managing Windows Mobile devices across your organization. The Windows Mobile operating system and the Windows Server platform elements all work together to drive a security-enhanced, seamless, cost-effective, and scalable solution that addresses all major issues in the mobile enterprise environment.

Additional Resources:

Mobile Messaging at Microsoft: Improving Security, Manageability, and User Experience
System Center Mobile Device Manager 2008
Mobile Strategy White Papers Site
Exchange 2007 Support for Mobile Devices
Windows Mobile 6.1
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* referred to as NOC in the case of RIM








