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A single mobile computing option won’t serve employees’ business needs, but too many options will overwhelm IT. Establishing standards and policies for mobile hardware and technology keeps both employees and IT productive.

When Forrester Research reported in January 2007 on a survey of more than 500 North American and European enterprises about their mobility deployments, a startling statistic emerged: even though these companies had at least 1,000 employees, 32 percent of them did not have a standard list of pre-approved mobile devices.
 

Forrester analyst Benjamin Gray reported that employees either purchased their own mobile devices and submitted an expense reimbursement for the cost, or were responsible for the costs themselves.
 The result: IT departments at these companies had little or no knowledge of which devices were being used or what information was stored on them. The technical staff could neither control nor support the variety of incoming devices, or regulate the number of devices that required setup and management support. His measured advice: “We strongly urge those that do not [pre-approve mobile devices] begin to do so now.”

Just as it does in most other enterprise scenarios, establishing and maintaining standards avoids unnecessary duplication of effort. But in mobile deployments — which frequently require hands-off and remote support — standardization is even more imperative. Starting with hardware and software, and extending to support and usage policies, the more that’s clearly delineated ahead of time, the more productive IT can be. 

The Tension Between IT and Employees
The problem is the divide that separates IT and enterprise users when it comes to mobile devices. IT is concerned with support, management, and security, but for users, “Mobile devices are as much a fashion statement as a communication tool,” says Gray, adding that the goal is to “develop a strategy that satisfies a diverse end-user community without compromising cost, security, and management control requirements.”
 

That’s not easy. The increasing number of options that enterprises have for mobile devices only makes the decision process more difficult; they can choose from laptops, ultra-mobile PCs, tablets, data-centric handhelds, or smartphones.

But other issues are making the importance of standardization even more urgent. Security issues mean IT must have strong control over which applications access back-end applications and how. Regulatory issues mean companies must be able to document how information is accessed, no matter from what device or network. 

By understanding the issues in the four key areas, though, IT personnel can develop a strategy for accommodating users without depleting their own resources. 

Hardware. Even the strongest proponents of standardization acknowledge that enterprises may need to allow as many as three different approved devices for mobile users, depending on their individual needs and the requirements of the business itself. For instance, an insurance adjuster in the field may need a digital camera, a laptop, and a broadband wireless card. A sales agent for the same company may only need a smartphone with Outlook Mobile installed on it, and a better voice connection than data capabilities. 

It’s not necessarily wise to standardize on a single device anyway, because changing product features and release cycles mean you probably won’t be able to replace one device with an identical one six months later. However, by committing to a single vendor, you can negotiate a volume discount based on purchases over time. 

Software. There are two facets to dealing with mobile software — operating systems and applications. For instance, if you deploy devices using Windows Mobile 6.0, it will be easier from a management and maintenance standpoint if you phase out the devices still running the Microsoft Pocket PC operating system (OS), or a non–Microsoft OS. Similarly, consider how you can efficiently combine mobile applications with back-office applications. Can the mobile applications use Microsoft's .Net or BizTalk technologies to work with applications, or is it necessary to use Web services options from other vendors? 

By using the same technologies consistently, you avoid managing multiple methods of data exchange between mobile and other applications. For instance, Exchange Server 2007 incorporates Exchange ActiveSync, which mobile device users can use to download their e-mail, calendar, contacts, and tasks, and then access this information even if they work offline.
Support. The more devices you allow users to have, the harder it is to offer efficient support. Standardization among mobile devices is important for two reasons. First, because IT can’t be everywhere mobile users go, they must coach users through fixes over the telephone. Second, because the devices represent key productivity boosts for those users, it’s imperative that problems be solved quickly (or even better, avoided). 
This support capability ties back to the need for consistency in hardware and software because, ideally, mobile devices should be managed no differently than any device — that is, without needing separate monitoring or management software (Microsoft will release a new module of its System Center software, called Mobile Device Manager, in 2008 designed to achieve this consistency.)

Even so, limiting the number of devices means you are also simplifying the challenge of support and replacement. If a worker loses or damages a mobile device, IT should be able to easily send out a “remote-wipe” command, download the worker’s backed-up files into a new device, and send it by overnight delivery to where the worker might be. Another tip for mobile support: store mobile applications on secure digital (SD) memory cards, and upgrade the device by swapping out the card.

The Importance of Establishing a Policy

Underlying the foregoing requirements is a strong IT policy regarding mobile usage:  what kind of devices, what kind of software can be run on them, and what levels of support IT will provide for those devices. 
The team should perform an audit of current hardware, software, and telecommunication carrier contracts, and then collaborate on a company-wide policy, collecting input from mobile workers and IT about their needs. Perhaps the most important step: revisit the policy for updating on an annual basis. Only in that way can both mobile workers and IT staff remain productive and efficient when it comes to mobile devices.

Related Links 

White Paper: Microsoft System Center Mobile Device Manager
Overview of Exchange ActiveSync
Windows Mobile Technical Articles
Windows Mobile for Business
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