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Abstract

In today’s digital world, there is an increasing risk of information leaks. Loss of confidential information is causing significant damage to organizations. With the pervasiveness of the Internet and e-mail as common communication tools, coupled with the drive to reduce costs by reducing paper, most organizations extensively use and forward information digitally. This practice increases the risk of confidential information accidentally or intentionally getting into the wrong hands. The potential loss of revenue, competitive advantage, and customer confidence caused by information leaks can be costly to an organization. 

This paper provides an overview of how an organization can better protect sensitive information by using Microsoft® Windows® rights management technologies. Specifically, this paper explains the Rights Management Add-on (RMA) for Internet Explorer, the .rmh (RMH) file format, and the Rights-Managed HTML (RMH) software development kit (SDK).  
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Safeguarding Sensitive Information 

To safeguard sensitive information such as customer data, financial reports, product specifications, and confidential e-mail messages, organizations are looking to augment their security strategy. Microsoft has heard from customers that they need new ways to help safeguard sensitive information. As a result, Microsoft developed a set of rights management technologies for the Microsoft® Windows® platform to help customers safeguard their sensitive information. This technology combines Windows features, developer tools, and proven security technologies—including encryption, certificates, and authentication—to help create reliable information protection solutions.

Unlike perimeter-based (firewalls, access control lists, and repositories) or transport-based (encrypted delivery) security technologies, Microsoft’s rights management technology continues to help protect information during and after it has been accessed or delivered to an authenticated individual, helping to prevent sensitive information from intentionally or accidentally getting into the wrong hands.

The Rights Management Add-on (RMA) for Internet Explorer allows Windows users to view files with restricted permission in a Web browser. These restricted permissions (or rights), which define what the recipient can do with the information, are specified by the author and enforced by the software used to view the information. By installing RMA, Internet Explorer will enforce the rights assigned to any rights-managed HTML (RMH) file.

RMH is a new file format that provides information protection for any information that a Windows application can export to HTML. The recipient can then view the rights-protected information by installing the readily available Internet Explorer with the RMA and the Windows rights management client software. These components are available via a free download.  

Since Microsoft Office documents can be saved as HTML, Office documents can be distributed as rights-protected HTML. In fact, Microsoft Office 2003 can embed RMH into all standard rights-protected documents. This allows any user with RMA installed to view any rights-protected Office document.

As Figure 1 shows, RMA displays HTML content in Internet Explorer just as Internet Explorer would display any other file, but gives the author of the information greater control over how the recipient can use the information. The author can allow the recipients to view the file, but not allow them to copy its contents to the clipboard, print the file, or save it to their local hard drive. If an organization has been distributing confidential documents on paper to avoid those documents being accidentally redistributed, using rights-managed HTML can save a great deal of time and money.  
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Figure 1. The author controls what a user can and cannot do with a document.

With the RMH software development kit (SDK), developers can rights-protect any document, as long as it can be converted to HTML. If an organization has a custom application that generates and distributes reports as HTML, its developers can use the RMH SDK to extend the custom application and add protection to those reports. 

If a developer builds software for external customers, those customers can also benefit from RHM. If the customer uses that application to create sensitive information, the developer can offer that customer a dramatically improved level of protection by providing a Save As option to output RMH files. Even if the application requires a proprietary file format, the developer can use the RMH SDK to create rights-protected documents that contain the proprietary format.

Any trusted application, including Internet Explorer with RMA, must communicate with a Microsoft Windows Rights Management Services (RMS) server running on Windows Server™ 2003 to retrieve authorization to open a rights-protected file. If the developer builds software for internal customers, that organization must also deploy an RMS server internally to enable clients to access rights-protected information. If a developer builds software for external customers, those customers must also deploy an RMS server, or be trusted into the originating organization’s RMS system. 

How RMH Works

The process of creating rights-protected information by using RMH starts when a user or application creates an RMH file and specifies the users who are allowed to open the file, as well as the actions those users are allowed to take with the file, which is stored in a Publishing License. After the RMH file is created, the publishing application and the rights management client create a key to be used for encrypting and decrypting the content, along with an unsigned Publishing License. 

The publishing application then uses Single Object Access Protocol (SOAP) Web services over HTTP or HTTPS to connect to a server to submit the unsigned Publishing License. This server is a Windows Server 2003 system running RMS. RMS then signs and returns the Publishing License. The publishing application attaches the Publishing License to the rights-managed file. The publishing application will then encrypt the contents, which ensures the author can distribute the file with greater confidence that unauthorized users will not be able to view the contents. The file can be e-mailed, distributed through a Web site, or transferred on physical media. Any method of distributing the file is equally secure because the file itself is encrypted.

When a user wants to view the contents of a rights-protected file, Windows opens the application associated with that file type. In the case of files saved in the RMH format, Windows launches Internet Explorer with RMA. If the rights-protected file was created by another application and has a different file extension, Windows launches the associated application (e.g., Microsoft Office 2003).

The rights management client then extracts the name of the RMS server authorized to issue licenses for the content from the Publishing License attached to the document. The rights management client then submits a request containing the Publishing License and the user’s rights management account certificate, a credential issued to the user by the RMS server. The RMS server may be located on the public Internet or a private network; however, the client application must be RMS-enabled and able to submit a Web services request to the RMS server. Fortunately, most firewalls and proxy servers allow this type of request. Figure 2 shows Internet Explorer with RMA communicating with the RMS server.
[image: image3.png]2 Rights Management Add-on for Internet Explorer

Opening a document with restricted permission

Please walt uhile we check your permissian for this document.

a .. .

Checking your permission

Comnected





Figure 2. Users must be validated by the RMS server to decrypt rights-protected information.

RMS will validate the user’s credentials, the application, and the computer. After examining the Publishing License, RMS authorizes the user to perform the approved actions. RMS also verifies that the client application is trusted to enforce the limited privileges granted to the user. If the user is authorized to view the encrypted content, and the requesting application is trusted, RMS returns the Use License and decryption key to the client application. The client application is then able to decrypt the file and allow the user to view, copy, or print the contents based on the assigned privileges. The client application will securely store a copy of the Use License. After the document has been opened once, the user will not need to connect to RMS again unless the author specifically requires it.

Usage Scenarios

RMH is a very flexible technology that can be used out-of-the-box or integrated into complex software. Office 2003 and RMA are the first tools to utilize the RMH SDK to allow developers to take advantage of RMH with absolutely no development effort. The RMH SDK in the hands of a skilled developer offers unlimited possibilities for securely distributing content to a wide audience. The sections that follow discuss some ways that developers can use RMH in different environments.

Sharing Rights-Protected Office 2003 Files

Information Rights Management (IRM) is a new feature in Office 2003, but organizations do not need to wait for everyone to upgrade to take advantage of it. Just as information workers can save a Microsoft Word file as a Web page to allow users without Office installed to view it, users without Office can view rights-protected information created in Office 2003 using Internet Explorer with RMA. 

If certain groups within an organization have a need to safeguard sensitive information from unauthorized use, that organization can now give its users the opportunity to create rights-protected information that can be viewed only by authorized recipients. The recipients will need RMS-enabled software, such as Internet Explorer with RMA to view the information. Internet Explorer with RMA cannot be used to edit documents, even if the recipient has editing privileges.

This relatively simple deployment can make it dramatically easier to distribute sensitive information throughout an organization with a much lower risk of information getting into the wrong hands. For example, an organization can arm its salespeople with a rights-protected confidential document, helping to ensure they do not unintentionally share “internal only” information with customers or partners. RMS helps prevent a well-meaning salesperson from providing an internal document to a customer and potentially revealing confidential information. Instead, the salesperson will have the option of contacting the author to request additional rights to share the document, as Figure 3 shows. This gives authors complete control of who can view their document, as well as the opportunity to direct the salesperson to a document specifically written for external consumption. 
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Figure 3. If the recipient wants to print or copy the document, they need permission. 

In this example, only the users creating the documents require Microsoft Office 2003 Professional Edition. If the files are stored on a Web server or a file server, the server does not need to know that the content is rights-protected, and the server does not require any additional software. Naturally, the server will not be able to index the document because the contents of the document are encrypted. The end users require only Internet Explorer with RMA, the rights management client, and a connection to the RMS server. Distributing sensitive documents in this manner significantly reduces the likelihood that confidential information will be leaked outside of the company and minimizes up-front costs. 

Another useful aspect of the Windows rights management technology in this scenario is the ability to manage document expiration. Office 2003 allows the document author to specify an expiration date for the rights-protected document. After the expiration date, users can no longer view the document—even if they have previously viewed it and stored a Use License on their computers. This removes any concerns about the document being viewed after its intended period of usefulness.

Internal Legacy Web Applications

Most organizations’ intranets contain a great deal of sensitive information. Modern organizations rely on their intranet to distribute many types of confidential information, including:

· Employee names and telephone numbers

· Internal product documentation

· Financial information

· Web-usage reports

· Strategic road maps

· Payroll and accounting reports

Organizations tend to think of these portions of their intranet as secure when access is limited to internal networks and users are forced to provide a username and password to access the intranet Web site. A few organizations take it a step further and require two-factor authentication using smart cards or biometrics. However, none of these security mechanisms provides information protection, because nothing has existed to stop an authorized user from copying, printing, or otherwise redistributing the confidential information.

Today, developers can use the RMH SDK to build an internal Web portal that adds information rights-protection to existing Web applications. As Figure 4 illustrates, a rights-protected portal could translate the HTML responses from a legacy application into RMH on the fly according to specified business rules.
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Figure 4. RMH can be used to add information protection to legacy Web applications.

The process of encrypting and decrypting the Web page and contacting the RMS server twice can cause a small delay in opening the file. More computing power is required for each protected page served, and the protected pages will take longer to appear within Internet Explorer. For these reasons, organizations should use RMH to protect only the sensitive information that they would not want an authorized user to intentionally or accidentally redistribute. 

External Web Applications

RMH is useful for external Web applications, also. One of the reasons so few businesses share confidential information with partners is that it is almost impossible to control the information once it has been sent to the partner. Though an organization may own the copyright to the content, and grant only specific partners the legal right to view the content, there is currently no technological limitation to stop those partners from sharing the content. RMH provides technical controls to support an organization’s legal rights as a copyright owner. In order for partners to view the rights-protected information, they will need to download and install RMA, the rights management client, and be trusted into the author’s RMS server environment. Figure 5 illustrates delivery of rights-protected information using an Extranet.
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Figure 5. RMH enables delivery of confidential information to partners across the Internet.

RMH enables you to deliver information across the Web without worrying about the content being shared beyond authorized recipients. This enables an organization to share more information with partners, because they do not need to be concerned about the security of their network. Even if a malicious attacker compromised a partner’s network and attempted to view a saved version of the RMH file, attackers would not be able to view the rights-protected file unless they were able to break the cryptography itself.

Note: The protection offered by Internet Explorer with RMA extends only to those objects embedded in the RMH file that are natively rendered by the browser. Objects that are rendered by plug-ins are not protected.

Protecting Proprietary Document Formats

For Windows application developers, RMH can add value to their applications. Windows applications created for business and organizational use can utilize Windows rights management technologies to put the power of information protection into the hands of users. Windows rights management offers significantly improved protection over simple password protection. Software is used to create or work with sensitive information, and the ability to provide persistent protection over the use of that information is compelling to many customers. They may consider upgrading to RMS-enabled versions of software to be able to create rights-protected information.  

Besides information protection, the RMH format brings the benefit of a widely deployed viewer: Internet Explorer. This can help make an application be more useful for users because they can now share their files with less risk. By using the RMH file format, recipients do not need to worry about distributing a viewer with the information, because Microsoft has already done that using the RMA for Internet Explorer. 

Understanding the RMH File Format

RMH builds on the open MIME Encapsulation of Aggregate HTML (MHTML) standard. In fact, RMH files contain perfectly valid MHTML files. RMH files use compound file technology to store the encrypted MTHML content, Publishing Licenses, and additional information required by the application, as Figure 6 illustrates. 
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Figure 6. RMH builds on the standard MHTML format.

The .rmh extension is automatically associated with RMA, but RMH files can use any file extension. In fact, it is a good idea to embed RMH files within a standard MHTML file and assign it an .mhtml file extension. That way, if the recipient does not have RMA installed, the file will still be associated with the client’s Web browser, which will open the file and display a message it has embedded within the MTHML. 

When RMH is embedded within a valid MHTML file, a developer can include logic in the file to determine whether RMA is installed and display a message to users directing them to download the software. In fact, because developers can embed JavaScript within an MHTML file, they have a great deal of power over what end users experience if they do not have the correct software installed. This important capability will encourage the end user to adopt the software necessary to view the rights-protected information. 

Note: Because RMA restricts the user from viewing the source, developers can protect client-side source code from being viewed, too.
If developers are creating a custom application that uses the RMH format, they should consider using a unique file extension. That way, Windows will automatically open that custom application when a user double-clicks the file from within Windows Explorer.

Getting Started

To view rights-protected information, the recipient needs to have installed Internet Explorer and these two additional components. Click the links to install the components.
· Windows rights management client 
· RMA for Internet Explorer 

Windows Server 2003 running RMS is required by an organization to validate user credentials and distribute keys for encrypting and decrypting information. For more information about RMS, licensing requirements, and pricing, visit the Windows Rights Management Services technology center at http://www.microsoft.com/rms.   

Office 2003 Professional Edition allows users to create rights-protected files and can automatically add RMH files into protected Office documents. Office requires an RMS server to enable this functionality. For more information, visit the Microsoft Office Online site at http://www.microsoft.com/office. 

Developers can use the Microsoft Visual Studio® .NET 2003 development environment to create applications by using the RMS SDKs and the RMH SDK. For more information about Visual Studio, visit the MSDN® Visual Studio site at http://msdn.microsoft.com/vstudio. For more information about the RMS SDKs and the RMH SDK, available in the third quarter of 2003, visit the MSDN Downloads center at http://msdn.microsoft.com/downloads.

Summary

Microsoft Windows rights management technology helps organizations safeguard sensitive information from unauthorized use. It augments an organization’s security strategy by providing information protection through persistent usage policies, which remain with the information no matter where it goes. The RMA for Internet Explorer enables recipients to easily view rights-protected information in a Web browser. Using the RMH file format, an organization can share vital digital information both inside and outside the organization, while protecting that information from unauthorized use.

If an organization’s needs are simple, it can use RMH within Office 2003 Professional Edition and Internet Explorer with RMA. If an organization’s requirements are more unique, it can utilize the RMH SDK to enable its own applications to employ the RMH file format.   
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