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Introduction
These instructions are applicable for both test and production environment installations of the Web server.

These instructions assume that you are installing onto a computer with two separate hard drives with no previously existing partitions. A single partition with the maximum space available will be created on each hard drive. If your computer does have previously existing partitions, you must modify these steps accordingly.

These instructions assume that the first hard drive is drive C, that the second hard drive is drive D, and that the CD-ROM drive is drive E. If your computer has different drive names, you must either change the drive letters when you perform the first logon tasks, or change each reference to drive D in these instructions to the letter assigned to your computer’s second hard drive.

Install Windows Server 2003 Standard Edition
In this section you will configure hard drive partitions and conduct an attended installation of Microsoft® Windows Server™ 2003 Standard Edition.

1. With the computer turned off, insert the Windows Server 2003 Standard Edition CD into the CD-ROM drive of the computer.

2. Turn on the computer.

3. On the Welcome to Setup page, click OK.

4. On the Windows Licensing Agreement page, review the End User License Agreement and press F8.

5. On the Partitions page, select the first hard disk and click C.
6. On the Create Partition page, click OK.

7. On the Partitions page, select the second hard disk and click C.
8. On the Create Partition page, click OK.
9. On the Partitions page, select the first hard disk (C:) and click OK.

10. On the Format Partition page, select Format the partition using the NTFS file system (Quick). Click OK.

Windows Setup copies the setup files to the hard disk and conducts the first part of the installation process.
11. On the Regional and Language Options page, click Next to accept the default English (United States) settings. To select different settings, click Customize and Details.

12. On the Personalize Your Software page, type the name and company of the software license owner in the Name and Organization text boxes and click Next.

· Name used in this documentation: John Smith
· Organization used in this documentation: WWHP.NET
13. On the Your Product Key page, type the 25-character product or volume license key for this installation of Windows Server 2003 and click Next.

14. On the Licensing Modes page, select Per Device or Per User and click Next.

15. On the Computer Name and Administrator Password page, type a unique name for this Web server in the Computer name box.

· Web server name used in this documentation: WEB01
16. Type a strong alphanumeric password in the Administrator password and Confirm password boxes and click Next.

· Administrator password in this documentation: WEB01Pass1word
17. On the Date and Time Settings page, ensure that the value of each box is correct and click Next.

Windows Setup now conducts the second part of the installation process.
18. On the Network Settings page, ensure that Typical settings is selected and click Next.

19. On the Workgroup or Computer Domain page, ensure that No, this computer is not on a network, or is on a Network without a domain is selected with the name WORKGROUP. Click Next.

Windows Setup now conducts the third part of the installation process. When installation is complete, Windows Setup reboots WEB01.
Log on and Perform First Logon Tasks

In this section you will log on to WEB01 and configure first-run settings.

20. Remove the Windows Server 2003 CD from WEB01.

21. Press CTRL+ALT+DEL to open the logon dialog box.

22. Type the WEB01 administrator password and click OK.

23. If prompted, click the Display Settings balloon, and click Yes. Click Yes again to adjust the screen resolution setting.

24. In the Manage Your Server dialog box, select the Don’t display this page at logon check box and close the Manage Your Server dialog box.

Install Windows Server 2003 Critical Security Patches

In this section you will install the most current critical security patches for Windows Server 2003. As of October 20, 2003, the required patches for installation are listed below. You should download a copy of each patch and keep on CD for installation on new server builds. To learn if any further patches are required for Windows Server 2003 review the Microsoft Security Bulletins page.

· MS03-021 – Windows Media Player [KB819639]

· MS03-023 – HTML Converter [KB823559]

· MS03-030 – Unchecked Buffer in DirectX [KB819696]

· MS03-032 – Internet Explorer [KB822925]

· MS03-034 – NetBIOS [KB824105]

· MS03-039 – RPCSS [KB824146]

· MS03-040 – Internet Explorer [KB828750]

· MS03-041 – Authenticode Verification [KB823182]

· MS03-043 – Messenger Service [KB828035]

· MS03-044 - Windows Help and Support Center [KB825119]

· MS03-045 – ListBox and ComboBox [KB824141]

· Update for Windows Media Player [KB828026]

When you finish installing the required patches, reboot WEB01.

Configure the External Network Connection for WEB01

In this section you will set the properties of the network interface card that connects WEB01 to the external network segment and bind five IP addresses to the interface.
25. Press CTRL+ALT+DEL to open the logon dialog box.

26. Type the WEB01 administrator password and click OK.

27. On the Start menu, point to Control Panel, and double-click Network Connections.

28. Right-click the icon for the external network interface, for example, Local Area Connection, and click Rename.

29. Type the new name FrontNet and click OK.

30. Right-click the icon for FrontNet and click Properties.

31. Uncheck all protocols except Internet Protocol (TCP/IP).

32. Select Internet Protocol (TCP/IP) and click Properties.

33. Select Use the following IP address and type an IP address for WEB01 on the external network segment in the IP address box.

· IP address used in this documentation: 10.1.1.3
34. Type a different subnet mask for WEB01 in the Subnet mask box if necessary, or accept the given default.

· Subnet mask used in this documentation: the default of 255.0.0.0
35. In the Preferred DNS Server box, type the IP address of the external network segment DNS server [DNS01] in the IP address box.

· Preferred DNS server IP address used in this documentation: 10.1.1.1
36. Click Advanced.

37. On the IP Settings tab, click Add.

38. Type 10.1.1.51 and click Add.

39. Repeat steps 13-14 to add the following IP addresses:

· 10.1.1.52

· 10.1.1.53

· 10.1.1.54

· 10.1.1.55

40. On the DNS tab, clear the Register this connection’s addresses in DNS check box.

41. On the WINS tab, select the Disable NetBIOS over TCP/IP check box and click OK.

42. Click OK.

43. Select the Show icon in notification area when connected check box.

44. Click Close.

Configure the Internal Network Connection for WEB01

In this section you will set the properties of the network interface card that connects WEB01 to the internal network segment.

45. Right-click the icon for the internal network interface, for example, Local Area Connection 2, and click Rename.

46. Type the new name BackNet and click OK.

47. Right-click the icon for BackNet and click Properties.

48. Select Internet Protocol (TCP/IP) and click Properties.

49. Select Use the following IP address and type an internal IP address for DNS01 in the IP address box.

· IP address used in this documentation: 192.168.0.3
50. Type a different subnet mask for DNS01 in the Subnet mask box if necessary, or accept the given default. Click OK.

· Subnet mask used in this documentation: the default of 255.255.255.0
51. Select the Show icon in notification area when connected check box.

52. Click Close.

53. Close the Network Connections window.

Rename the WEB01 Administrator Account
In this section you will rename the local computer administrator account to help enhance security.

54. On the Start menu, right-click My Computer and click Manage.

55. In the Computer Management dialog box, expand Local Users and Groups. Click the Users folder.

56. In the right pane, right-click the Administrator account and click Rename.

57. Type a new name for the WEB01 Administrator account and click Enter.

· Administrator account used in this documentation: WEB01Admin
58. Close Computer Management.

Format Drive D

59. On the Start menu, right-click My Computer and click Explore.

60. Click Local Disk (D:).

61. On the Disk is not formatted page, click Yes.

62. On the Format Local Disk (D:) page, select the Quick Format check box and click Start.

63. On the Format Local Disk (D:) page, click OK.

64. On the Formatting Local Disk (D:) page, click OK.

65. On the Format Local Disk (D:) page, click Close.

66. Close Windows Explorer.

Install Internet Information Services 6.0
67. Insert the Windows Server 2003 Standard Edition CD into the CD-ROM drive of WEB01.

68. On the Welcome to Microsoft Windows Server 2003 page, click Install optional Windows components.

69. On the Windows Components page, select Application Server and click Details.

70. Select Internet Information Services (IIS) and click Details.

71. Select the check boxes for Common Files and World Wide Web Service. Internet Information Services Manager is also selected by default. Click OK.

72. Enable network COM+ access is also selected by default.

73. Select the ASP.NET check box and click OK.

74. On the Windows Components page, click Next.

75. On the Completing the Windows Components Wizard page, click Finish.

76. On the Welcome to Microsoft Windows Server 2003 page, click Exit.
77. Remove the CD from WEB01.
Create Customer Administrator Accounts
In this section you will create user accounts that will be assigned administrative privileges for the five individual Commerce Kit deployments.
78. Click Start, right-click My Computer and click Manage.
79. In Computer Management, expand Local Users and Groups.

80. Right-click the Users folder and click New User.

81. In the User name box, type Commerce1Admin.

82. In the Password and Confirm Password text boxes type a strong alphanumeric password.

83. Password used in this documentation: Pass1word
84. Clear the User must change password at next logon check box and click Create.

85. A blank New User dialog box appears. Repeat steps 3-6 to create customer administrator accounts with the following names: 
· Commerce2Admin
· Commerce3Admin
· Commerce4Admin
· Commerce5Admin
86. A blank New User dialog box appears. Click Close.
Create Anonymous Web Folder Access Accounts
In this section you will create user accounts that are assigned as the anonymous accounts for the five individual Commerce Kit deployments.
87. Right-click the Users folder and click New User.

88. In the User name box, type Commerce1Folder.

89. In the Password and Confirm Password text boxes, type a strong alphanumeric password.

· Password used in this documentation: Pass1word
90. Clear the User must change password at next logon check box and click Create.

91. A blank New User page is returned. Repeat steps 1-4 to create anonymous Web folder access accounts with the following names: Commerce2Folder, Commerce3Folder, Commerce4Folder, Commerce5Folder
· Passwords used for each account in this documentation: Pass1word
92. A blank New User page is returned. Click Close.

93. Close Computer Management.

Create the Web Folder Structure

In this section you will create and secure the file folder structure that will contain the Web files and related IIS information.
94. Click Start, right-click My Computer and click Explore.
95. Navigate to the root of drive D.
96. Right-click a blank area in the right pane. Click New and click Folder.

97. Type WebSites and click OK.

98. In the left pane, right-click the newly created WebSites folder and click Properties.

99. In the WebSites Properties dialog box, click the Security tab. Click Advanced.

100. Clear the Allow inheritable permissions check box.

101. In the Security dialog box, click Copy. Click OK.

102. Select CREATOR OWNER and click Remove.
103. Select Users (WEB01\Users) and click Remove.
104. Navigate to D:\WebSites.

105. Right-click a blank area in the right pane. Click New and click Folder.

106. Type Commerce1 and click OK.

107. Navigate to D:\WebSites\Commerce1.

108. Right-click a blank area in the right pane. Click New and click Folder.

109. Type LogFiles and click OK.

110. Right-click a blank area in the right pane. Click New and click Folder.

111. Type Web and click OK.

112. Navigate to D:\WebSites\Commerce1\Web.

113. Right-click a blank area in the right pane. Click New and click Folder.

114. Type Content and click OK.

115. In the left pane, right-click the newly created Content folder and click Properties.

116. In the Content Properties dialog box, click the Security tab. Click Add.

117. On the Select Users or Groups page, type Commerce1Folder in the Enter the object names to select box and click Check Names. Click OK. Click Add.

118. On the Select Users or Groups page, type IIS_WPG in the Enter the object names to select box and click Check Names. Click OK and click OK again.
119. Copy the Commerce Kit application files to D:\WebSites\Commerce1\Web\Content.

120. Navigate to D:\WebSites\Commerce1\Web\Content\Admin.

121. In the left pane, right-click the Admin folder and click Properties.

122. In the Admin Properties dialog box, click the Security tab and click Add.
123. In the Select Users or Groups dialog box, type Commerce1Admin in the Enter the object names to select box and click Check Names. Click OK and click OK again.

124. Navigate to D:\WebSites\Commerce1\Web\Content\ProductImages.
125. In the left pane, right-click the ProductImages folder and click Properties.

126. In the ProductImages Properties dialog box, click the Security tab and click Add.

127. In the Select Users or Groups dialog box, type Network Service in the Enter the object names to select box and click Check Names. Click OK.

128. In the Permissions for NETWORK SERVICE section, select the Modify check box and click OK.
129. Navigate to D:\WebSites.
130. Repeat steps 3-36 to create four more folders under D:\WebSites named Commerce2, Commerce3, Commerce 4, Commerce 5. These folders should have an identical structure of Logfiles, Web, and Content folders plus the Commerce Kit application files.
131. Close Windows Explorer.
Stop the Default IIS 6.0 Pools and Sites

In this section you will stop the default IIS application pool and Web site.

132. On the Start menu, click Administrative Tools, and click Internet Information Services (IIS) Manager.
133. In the left pane, expand WEB01 (local computer). Expand Application Pools.

134. Right-click the DefaultAppPool application pool and click Stop.

135. Expand Web Sites.

136. Right-click the Default Web Site and click Stop.

Create IIS 6.0 Application Pools
In this section you will create five applications pools for the five individual Commerce Kit applications.

137. In the left pane, right-click Application Pools, click New, and click Application Pool.

138. Type Commerce1 in the Application Pool ID box.
139. Ensure that Use default settings for the new application pool is selected and click OK.
140. Repeat steps 1-3 to create application pools with the following names: 
· Commerce2
· Commerce3
· Commerce4
· Commerce5
Turn off Indexing for the Master WWW Service
In this section you will disable the Indexing of Web sites on WEB01.

141. In the IIS Manager left pane, right-click Web Sites, click Properties.

142. On the Home Directory tab, clear the Index this resource check box and click OK.
Create IIS 6.0 Web Sites
In this section you will create five applications pools for the five individual Commerce Kit applications and assign an individual IP address to each.
143. In the IIS Manager left pane, right-click Web Sites, click New, and click Web Site.

144. On the Web Site Creation Wizard page, click Next.
145. Type Commerce1 in the Description box and click Next.

146. On the IP Address and Port Settings page, click the drop-down arrow and select an IP address for the Commerce1 Web site. Click Next.
· IP address used in this documentation: 10.1.1.51
147. On the Web Site Home Directory page, click Browse, navigate to D:\WebSites\Commerce1\Web\Content, and click OK.
148. Ensure that the Allow anonymous access to this Web site check box is selected and click Next.

149. On the Web Site Access Permissions page, ensure that only the Read and Run scripts (such as ASP) check boxes are selected and click Next.
150. On the You have successfully completed the Web Site Creation Wizard page, click Finish.

151. In the left pane, right-click the Commerce1 Web site and click Properties.

152. In the Enable logging section, click Properties.

153. In the Logging Properties dialog box, click Browse.

154. In the Browse For Folder dialog box, navigate to D:\WebSites\Commerce1\LogFiles and click OK.

155. In the Logging Properties dialog box, click OK.

156. In the Commerce1 Properties dialog box, click the Home Directory tab.

157. In the Application Pool drop-down list, select Commerce1.

158. In the Commerce1 Properties dialog box, click the Directory Security tab.

159. Under Authentication and access control, click Edit.

160. In the Enable anonymous access section, click Browse.

161. In the Select User dialog box, type Commerce1Folder in the Enter the object name to select box, click Check Names, and click OK.

162. In the Authentication Methods dialog box, type the alphanumeric password of the Commerce1Folder account in the Password box and click OK.

· Password used in this documentation: Pass1word
163. In the Confirm Password dialog box, retype the alphanumeric password for Commerce1Folder and click OK.

164. In the Commerce1 Properties dialog box, click OK.

165. Repeat steps 2-21 entering the following values:
· Site descriptions: Commerce2, Commerce3, Commerce4, Commerce5
· IP addresses: 10.1.1.52, 10.1.1.53, 10.1.1.54, 10.1.1.55
· Home directories:

· D:\websites\commerce2\web\content

· D:\websites\commerce3\web\content

· D:\websites\commerce4\web\content

· D:\websites\commerce5\web\content

· IP Addresses: 10.1.1.52, 10.1.1.53, 10.1.1.54, 10.1.1.55
· Log File Directories:

· D:\websites\commerce2\logfiles

· D:\websites\commerce3\logfiles

· D:\websites\commerce4\logfiles

· D:\websites\commerce5\logfiles

· Application pools: Commerce2, Commerce3, Commerce4, Commerce5
· Anonymous accounts: Commerce2Folder, Commerce3Folder, Commerce4Folder, Commerce5Folder

· Password for each anonymous account: Pass1word

Configure the Commerce Admin Sites
In this section you will create the Commerce Kit Administration site applications and configure them for secure access.
166. In the IIS Manager left pane, expand the Commerce1 Web site.

167. Right-click the Commerce1 Admin folder and click Properties.

168. On the Directory tab, click Create.

169. In the Application Pool drop-down list, select Commerce1.

170. Click the Directory Security tab. Under Authentication and access control, click Edit.
171. In the Authentication Methods dialog box, clear the Enable anonymous access and the Integrated Windows Authentication check boxes.
172. Select the Basic authentication box. In the IIS Manager dialog box, click Yes.

173. In the Authentication Methods dialog box, click OK.

174. In the Admin Properties dialog box, click OK.

175. Repeat steps 2-9 for the Commerce2, Commerce3, Commerce4, and Commerce5 Admin folders, selecting the matching application pool name for each Web site.
176. Close the IIS Manager window.

Update the Web.config Files
In this section you will configure the Web.config files with the information necessary to access each individual Commerce Kit application’s SQL database, and also specify the user accounts authorized to access the individual Commerce Kit administration sites.
177. Click Start, right-click My Computer and click Explore.

178. Navigate to D:\WebSites\Commerce1\Web\Content.
179. In the right pane, right-click Web.config and click Open.

180. In the Windows cannot open this file dialog box, select Select the program from a list and click OK.

181. In the Open With dialog box, select Notepad and click OK.

182. In line 5, which begins <add key= make the following changes:

· Replace server=localhost with server=IP address where IP address is the address of the SQL server where the Commerce1 database is located. [
· SQL server IP address used in this documentation: 192.168.0.2
· Delete the text Trusted_Connection=true;
· Replace database=Commerce with database=name where name is that of the Commerce1 database.

· Database name used in this documentation: Commerce1
· Add the text ;UID=Commerce1;PWD=Pass1word to the end of the line after the name of the database.

· The amended section should be: server=192.168.0.2;database=Commerce1;UID=Commerce1;PWD=Pass1word
183. Close Web.config and click Yes to save changes.
184. Navigate to D:\WebSites\Commerce1\Web\Content\Admin.

185. In the right pane, right-click Web.config and select Open.

186. In line 5, which begins <add key= make the same changes documented in step 6.
187. In line 14, which begins <allow users make the following change:

· Replace gtlaptop\administrator with WEB01\Commerce1Admin
188. Close Web.config and click Yes to save the changes.
189. Repeat steps 2 through 12 for the main site and admin folders of the Commerce2, Commerce3, Commerce4 and Commerce5 Web sites, entering the corresponding database names, UID accounts, and passwords in the Web.config files.
190. Close Windows Explorer.
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