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Getting Ready to Operate Essentials 2007

After you have installed System Center Essentials 2007, you should complete the Computer and Device Management Wizard, the Feature Configuration Wizard, and the Update Management Configuration Wizard to complete initial configuration.. To start using System Center Essentials 2007, there are a number of tasks that you must complete. For more information on these tasks, see the video presentation on the Microsoft TechNet site.


Set up the Daily Health Report to receive a daily summary of system health. You could have done this as part of the Feature Configuration Wizard.


Review and update the computers that Essentials 2007 is managing. If you have just run the Computer and Device Management Wizard, these may be up to date.


Review Management Pack guides to make sure they meet your monitoring needs.

Set Up the Daily Health Report

The Daily Health Report notifies you daily with a summary of current information about alerts, updates, software, and inventory in your environment. The Daily Health Report can be set up when you complete the Feature Configuration Wizard after installing Essentials 2007. If you did not set up the Daily Health Report at that time, you can use the following steps to do so:
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To set up the Daily Health Report

	1.
In the Essentials 2007 console, click the Administration button.

2.
In the Administration pane, click Settings.

3.
In the Settings pane, double-click Daily Health Report.

4.
On the Daily Health Report tab, select Yes and fill out the information in the dialog box.

5.
Click OK.


Review Your Managed Computers

There are a number of regular tasks that should be performed to make sure that Essentials 2007 is managing all computers that you want it to manage and that what you need to update these computers is ready when you are. The following text provides details of Essentials 2007 best practices.


Schedule discovery so that new computers in your environment are added to Essentials 2007 automatically and regularly.


Create groups whenever needed to customize your software and update deployment or your monitoring reports. 


Synchronize updates from Microsoft Update daily. To adjust automatic synchronization settings, use the following steps:
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To change automatic synchronization settings

	1.
In the Essentials 2007 console, click the Administration button.

2.
In the Administration pane, click Settings.

3.
In the Settings pane, expand Update Management and double-click Synchronization Schedule.

4.
On the Synchronization tab, select Synchronize daily at and fill in a time of day.

5.
Click OK.


Adjust auto-approval to approve the updates in which you are most interested. To adjust automatic update approval settings, use the following steps:
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To change automatic update approval settings

	1.
In the Essentials 2007 console, click the Administration button.

2.
In the Administration pane, click Settings.

3.
In the Settings pane, expand Update Management and double-click Auto-Approvals.

4.
Do any of the following:


On the Revisions tab, you can choose whether to automatically approve revised updates.


On the SCE Updates tab, you can set Essentials 2007 to automatically update itself.


On the Approvals tab, you can select which updates you would like automatically approved. If you want to test updates on a separate system before deploying them in your enterprise, don't use automatic approval, but instead set up the updates to be approved manually.

5.
Click OK.
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Note 

If you are importing update catalogs from Microsoft verified partners, these must be manually approved before deployment.

Review Management Pack Guides

Essentials 2007 Management Packs are customizable, although many users can proceed with the Management Packs as installed. Some additional Management Packs may need to be imported if you have particular needs that the default Management Packs don't address; for example, monitoring ASP .NET 2.0.

Management Pack Guides contain information about the settings available for Management Packs that monitor applications that provide critical services, such as Microsoft Exchange Server, Active Directory, Microsoft SQL Server, and so on. Use the Guides to verify that there are no further configuration steps, and continue to optimize the Management Pack according to your needs. For more information on Managemetn Pack Guides, see the Management Pack Guide home page. For more information about customizing the monitoring data collected by Essentials 2007, see "How to Author with System Center Essentials."
Managing Computers Using Essentials 2007

System Center Essentials 2007 enables you to use the rules and monitors in Management Packs to track performance of your environment's managed computers and to track performance data such as the number and types of current active alerts.

The most relevant issues for an administrator using Essentials 2007 are summarized as follows:


Customizing the available Essentials 2007 views 


Creating overrides to control the amount of data collected


Customizing notifications 


Understanding the difference between the Monitoring and Computers panes


Using the Essentials 2007 console

This section also includes guidance for interpreting the results of reports and alerts and information about how the results relate to the health and performance of your environment.

Customizing Views

Essentials 2007 provides a number of widely inclusive views--for example, all alerts that have occurred in the last 24 hrs, only x alerts, and so on. In the Monitoring pane, you can change the display options of any view and then save it as a personalized view. In doing this, you can filter out columns that you do not want to see, add or remove properties from the view, and sort the included objects differently. If the view is not a state view, you can also group objects differently. You can create any number of different personalized views from a single view.

In addition, you can use the Scope, Find, and Search buttons on the Essentials 2007 console toolbar to filter your view of monitoring data so that you can find the exact monitoring object or group of objects that you need. For more information about how to use scope, search, and find operations, see "How to Manage Monitoring Data Using Scope, Search, and Find."
Creating overrides

A Management Pack in Operations Manager 2007 begins monitoring as soon as it is imported into a managed network environment. To accomplish this, a Management Pack contains default settings and thresholds that are set by the vendor of the Management Pack. These settings represent the vendor's definition of a healthy state for its product. You can use overrides to adjust these default settings and customize them for your network.

Object types in Management packs are often broad in scope. Because overrides can apply to a group of managed objects, you can use overrides and groups to reduce the data collection of these monitors, attributes, object discoveries, and rules to only the information that you need.

For more information on adjusting overrides, see "How to Monitor Using Overrides in System Center Essentials."
For more information on creating custom computer groups to target overrides, "How to Create and Manage Groups in System Center Essentials."
For a video about adjusting monitors using overrides, see the video presentation "Adjusting Monitors with Overrides."
Customizing Notifications

You can turn on notifications, which are turned off by default at installation, by turning on one or more notification channels in the Administration pane Settings node. The Notification Recipient and Notification Subscription functions are then made available for use. 

To turn off notifications, just clear the check box for each notification channel as follows:
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To close notification channels

	1.
In the Essentials 2007 console, click the Administration button.

2.
In the Administration pane, click Settings.

3.
In the Settings pane, expand Type: General and double-click Notification.

4.
On the E-mail, Instant Messaging, and Short Message Service tabs of the Global Management Settings - Notification dialog box, clear the Enable <notification type> notifications check box. 

5.
On the Command tab, remove any command channels that have been set up. 


Once you have created one or more notification recipients and one or more notification subscriptions in the Notifications node of the Administration pane, notifications will be sent according to your settings. The notification subscription defaults are very broad, so to reduce the number of notification noise you receive, you should carefully choose the subscription properties to be the minimum necessary for you to get your critical information. For more information, see the video presentation on customizing notifications.

Understanding the Monitoring and Computers Panes

The Computers and Monitoring functions of Essentials 2007 look superficially similar in some ways. They both report alerts from computers, for example, and clicking an alert for a computer displays the same alert window in each. Also, the default view in Computers displays the summarized monitoring status (as well as a summarized update and the software deployment status). However, these functions are unique and are intended for very different purposes.

Computers

The views you can see when you click Computers in the Essentials 2007 console report information about discovered computers in your environment. This area is where you will manage computers as individual reporting units. You can see and change the membership of computer groups, get information about hardware and software inventory, and view the Health Report. This area is used mainly to manage computer groups and to make sure that computers are reporting back to the Essentials 2007 management server regularly.

Monitoring

The views you can see when you click Monitoring in the Essentials 2007 console report detailed information collected by the Management Packs imported into Essentials 2007 or displayed in a custom view. Management Packs install their own views in the Monitoring pane. In the Monitoring pane, you can create new views and customize current views. This area is used mainly to display all the performance data that has been collected, and it allows you to customize your views into that information.

Using the Essentials 2007 Console

You use the Essentials 2007 console to review the health of your IT environment: to note any active alerts, to become aware of any failed or delayed software and update deployments, to know which computers are not contacting the console, and so on. Which function you choose to use first depends on what the alerts indicate, your interests, and which functions of Essentials 2007 you use more often. The following is a brief summary of the functional areas of the console.

Computers

	Computer and computer group management, inventory, update management, and software deployment.




Monitoring

	Provides an aggregation of the available monitored information for all the objects that Essentials 2007 is monitoring. Allows customization of views.




Updates

	Provides information about the status of update synchronization, approval, and deployment.




Software

	Provides information about the status of software package approval and deployment.




Authoring

	Used to customize and configure Essentials 2007 monitoring settings.




Administration

	Used for administering and managing Essentials 2007 itself. Also provides access to Essentials 2007 settings for features that are set up in configuration wizards.




Reporting

	Provides access to Essentials 2007 reports on monitoring data, computer information, and update and software deployment status.




Monitoring Network Devices Using Essentials 2007

Network devices are Simple Network Management Protocol (SNMP) version 2c enabled network devices and computers running operating systems other than Microsoft Windows that are discovered by using the Essentials 2007 console. The Essentials 2007 management server provides remote (proxy) agent functionality for the devices. 

Device manufacturers can create Management Packs that contains rules and tasks for their specific device. If the vendor of your devices has not yet created a Management Pack, you can still configure Essentials 2007 to discover hardware devices on your network within a specified range of IP addresses and at the same time determine which protocol version it is using. 

The following are the most important general tasks to complete on a regular basis in Essentials 2007:


Discover new network devices.


Display the network topology.


View alerts.

Discover New Network Devices

To discover network devices for Essentials 2007 to manage, use the Computer and Device Management Wizard. This wizard is a required initial configuration step, but you can run the wizard again at any time from Computers in the Essentials 2007 console. For more information about this wizard, see "System Center Essentials 2007 Computer and Device Management Wizard."
Display the Network Topology

It is often useful to see the complete topology of the network devices managed by Essentials 2007. Use the following procedure to view the topology diagram.
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To view the network device topology diagram

	1.
In the Essentials 2007 console, click Monitoring.

2.
In the Monitoring pane, expand Network Devices and click Network Topology.


View Alerts

Use the nodes under the Device Management node of the Essentials 2007 console Administration pane to perform the following tasks on the selected managed objects:


Open views, such as an Alert view, for the selected managed object. 


Delete a managed object from an Operations Manager 2007 Management Group. Deleting a managed object removes it from the Essentials 2007 database. The managed object is not deleted from the reporting database. Deleting a managed object is the only method to remove network devices from the Essentials 2007 database.


View the properties of a managed object.

Deploying Software and Updates Using Essentials 2007

Essentials 2007 enables you to manage the process of getting updates that are released through Microsoft Update and distributing them to servers and client computers in your network. You can also use Essentials 2007 to package and deploy software installation packages.

Please be aware that alternate installation processes such as the Microsoft Office administrative installation point (AIP) can affect update management. When you use an AIP, updates should be applied to only the administrative image, and you then use the AIP to update managed computers.

Update Management

The update process as managed by Essentials 2007 consists of the following steps:


Synchronize Essentials 2007 with Microsoft Update. For more information about synchronizing updates, see "How to Manually Synchronize Updates with Microsoft Update." Some Microsoft-verified partners provide update catalogs for their software, and Essentials 2007 can import updates for those software applications as well. 


Approve updates. You can approve updates for all computers or for a specific computer group, and you can set a deadline by which Essentials 2007 will install the update. 


Deploy updates. Updates are deployed automatically once approved. Updates for which you have set a deadline will be deployed at the deadline date and time. Updates for which you have specified to be installed manually by the computer user can be installed any time after the next check-in from the client computer. For more information about the update deployment process, see "About Update Management."

Check update status. You can see how many updates are available, how many approved updates have been deployed, if any updates have failed installation, and so on. This is your best check of update progress. For more information about synchronizing updates, see "How to View Updates."

Remove updates when and if necessary. Windows Installer-based updates can be uninstalled. You can use Essentials 2007 to uninstall updates for all computers or for a specific computer group.

Software Deployment

You use software deployment in System Center Essentials 2007 to centrally deploy software to your managed computers. By using Essentials 2007, you can specify criteria to group the computers that require the software, deploy the software to those computers, and then review deployment status. The software deployment process as managed by Essentials 2007 consists of the following steps:

1.
Create a software installation package. The installation program can be a Windows Installer application or an executable (.exe) file. For information about how to use a silent install for your software package, see "How to Create a Software Package That Contains a Response File."
2.
Approve the deployment. In the New Software Package Wizard, you can select a computer group or computer groups to which you want to deploy the package and you can approve the deployment. Or you can approve a package at any time after completing the wizard. 

3.
Deploy the installation package. If you approve the deployment in the New Software Package Wizard, the deployment will begin immediately after finishing the package wizard. If you complete the wizard without approving the deployment, the software deployment does not start on the managed computers until you approve it. You can also set a deadline that specifies the date and time to deploy.

4.
Monitor deployment status. Deployment status is available in the Software panes of the Essentials 2007 console. 

5.
Remove software packages. You can remove software packages that you no longer need in the Software panes of the Essentials 2007 console. To remove a software package, right-click the package in the All Software Packages pane and click Delete.

Backup and Restore of System Center Essentials

Hardware or software issues can interrupt System Center Essentials 2007 functionality, which can prevent you from using some features in Essentials 2007.

If there is a failure, a recent data backup can help reduce interruption to the business activities. Therefore, the overall maintenance plan for Essentials 2007 should include regular backups.

This section describes what you need to back up and how to plan and perform these backups. For more information about what you can do during deployment to help ensure that Essentials 2007 functions without interruption, see the System Center Essentials Deployment Planning and Installation topic on the Microsoft TechNet Web site.

In This Section

Backup Strategies
What and How to Back Up in System Center Essentials
Restore Scenarios
Backup Strategies

This topic describes strategies you can use to establish appropriate backup guidelines. The strategies are:


Complete database backups


Incremental database backups


Transition log backups


A backup schedule

Complete and Incremental Database Back Ups

You must ensure that database backups are as recent and complete as possible. This section provides information to help you decide how to incorporate both complete and incremental database backups into the overall databases backup plan.

Complete Database Backups

A complete database backup captures the entire database, including all entries in the transaction log, and excluding any unallocated extents in the files. Pages are read directly from disk to increase the speed of the operation.

During a restore operation, you can re-create a database from its backup by restoring the database’s backup. The restore process overwrites the existing database or creates the database if it does not exist. The restored database will match the state of the database at the time the backup completed, minus any uncommitted transactions. Uncommitted transactions are rolled back when the database is restored.

A complete database backup uses more storage space per backup than transaction log and incremental database backups. Consequently, complete database backups take longer and therefore are typically created less frequently than incremental database or transaction log backups.

Incremental Database Backups

An incremental (differential) database backup records only the data that has changed since the last incremental database backup. You can make frequent incremental backups of a database because incremental database backups are smaller and faster than complete database backups. Making frequent incremental backups decreases your risk of losing data.

During a restore operation, you can use incremental database backups to restore the database to the point at which the incremental database backup was completed.

Transaction Log Backups

The transaction log is a serial record of all the transactions that have been performed against the database since the transaction log was last backed up.

During a restore operation, you can use transaction log backups to restore the database to a specific point in time (for example, prior to entering unwanted data), or to the point of failure. When restoring a transaction log backup, Microsoft SQL Server rolls forward all changes recorded in the transaction log. When SQL Server reaches the end of the transaction log, the state of the database is exactly as it was at the time the backup operation started. If the database is recovered, SQL Server then rolls back all transactions that were incomplete when the backup operation started.
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Note 

The OperationsManagerDW database uses a simple recovery model which truncates all transactions after completion. This means that backing up the log file is insufficient and you must perform a complete database file backup.

Recommended Back Up Schedule

You can determine how often and when to run backups, but as a rule, perform database backups according to your company’s backup policy. The table below suggests a schedule for regular backups of your Essentials 2007 components and related items. This suggested schedule is specific to your Essentials 2007 environment and is meant to complement other regularly-scheduled backups in your environment. 

You should schedule back up jobs at a time that does not conflict with the schedule of the Essentials 2007 grooming tasks. When the Essentials 2007 grooming jobs run, they both read from and write to the database. Backing up the database at the same time might cause failures in either the backup or the grooming job, or both. 

At a minimum, perform an incremental backup of the OperationsManager database daily, and a complete backup of the OperationsManager database weekly. The master and msdb databases should be backed up any time a change occurs that affects either database, but you should back them up at least monthly.

	Component to Back Up
	Full Backup
	Incremental Backup

	OperationsManager
	Daily
	Not applicable

	OperationsManagerDW
	Monthly
	Weekly

	ReportServer
	On a recurring basis, with the frequency depending on how often reports change in your organization, and every time after significant changes to report definitions (additions, changes and deletions).
	Same as full backup

	SUSDB
	According to WSUS recommendations.
	According to WSUS recommendations.

	Master database (Master)
	Every time after installing and configuring the database components and after making significant changes to logons or other security changes.
	Per IT policies

	Msdb database (Msdbdata)
	After the initial installation and configuration of the Essentials database components.
	After changing the scheduled SQL Server Agent jobs that Essentials 2007 uses.

	Custom Management Packs (.xml files)
	Monthly or after making significant changes to management packs.
	Not applicable


What and How to Back Up in System Center Essentials

To be prepared for a potential restore operation, you need to properly back up data from Essentials 2007, Operations Manager, Microsoft SQL Server, and Windows Server Update Services (WSUS), as described in the following sections.

Essentials 2007 Data Backup

Back up the following Essentials 2007 data:


The management server encryption key


Certificates


WSUS Publishers Self-signed certificate (referred to as the WSUS code signing certificate) in a PFX format from the Certification Local Computer/WSUS store.


Two Essential 2007 certificate files from the InstallDir/Certificates folder.


If applicable, the certificate in a PFX format user for service provider or workgroup agent management.


Registry keys under HKLM\Software\Microsoft\SystemCenterEssentials

Operations Manager Data to Back Up

Back up the following Operations Manager data:


The Operations Manager database


The  Operations Manager data warehouse (OperationsManagerDW)

SQL Server Data to Back Up

Back up the following SQL Server data:


SQL Server Reporting Services databases (ReportServer and ReportServerTempDB)


SQL Server master and MSDB system databases 

For information about how to back up SQL Server data, see the SQL Server 2005 documentation.

WSUS Data to Back Up

Back up the following WSUS data:


The WSUS database, named susdb


The folder that contains the update files. If Essentials 2007 is configured to store the update content files locally, then you can find the location of the local folder from the following registry key:

HKLM\Software\Microsoft\Update Services\Server\Setup\ContentDir

For information about how to back up WSUS data, see the Backing Up Windows Server Update Services topic on the Microsoft TechNet Web site at  http://go.microsoft.com/fwlink/?LinkId=128971.

Active Directory Data to Back Up

Back up the following Active Directory data:


Group Policy objects


Accounts information

For information about how to back up data from Active Directory, refer to the Active Directory Help.

How to Back Up the Databases

The System Center Essentials databases contain critical data required for daily operations. It is critical that you back up these databases, including the respective log files, and that a recent back up is available if there is a failure.

Plan to back up all of the following databases:


Operations Manager databases: OperationsManager and OperationsManagerDW


SQL Server Reporting Services databases: ReportServer and ReportServerTempDB


SQL Server system databases: Master and MSDB


WSUS database: SUSDB

For information about how to back up the WSUS database and other WSUS data, see the Backing Up Windows Server Update Services topic on the Microsoft TechNet Web site at http://go.microsoft.com/fwlink/?LinkId=128971.

Locate the Data that Needs to be Backed Up

Use the following procedures to locate the data that needs to be backed up.
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To locate the database instances containing Essentials 2007 data

	1.
The SQL Server 2005 instance hosting the Essentials 2007 operational databases can be found from the following registry location on the Essentials 2007 management server:

HKLM\Software\Microsoft\Microsoft Operations Manager\3.0\Setup\DatabaseName

2.
The SQL Server 2005 instance containing the WSUS database can be found from the following registry location on the Essentials 2007 management server:

HKLM\Software\Microsoft\Update Services\Server\Setup\SqlServerName
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To locate the data and log files of a database

	1.
Open SQL Server 2005 Management Studio and connect to the instance hosting the desired database.

2.
Click the Databases node, and select the database to be backed up.

3.
Right-click the database name, and then click Properties.

4.
In the Database Properties dialog box, click Files in the navigation pane on the left.

5.
The locations of the data files and log files are specified in the Path column of file properties.
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Note 

If the WSUS database is hosted under the Windows Embedded SQL Server instance, the registry key HKLM\Software\Microsoft\Update Services\Server\Setup\SqlServerName points to the embedded SQL Server instance that is represented by %computername%\MICROSOFT##SSEE. In this case, database and log files are stored under %systemdrive%\WSUS\MSSQL$WSUS folder, unless you specified a different folder during WSUS setup. If you specified a different folder when you originally installed WSUS, data and log files are stored under that folder.


Backing Up the Databases

Use the following procedure to schedule database backups using SQL Server Management Studio. Use this procedure to back up the OperationsManager and the OperationsManagerDW databases.
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To schedule a database backup to a file

	1.
Start SQL Server Management Studio.

2.
In the Connect to Server dialog box, select the appropriate values in the Server type drop-down list, in the Server name box, and in the Authentication box.

3.
Click Connect.

4.
In Object Explorer, expand Databases.

5.
Right-click the database that you want to back up, click Tasks, and then click Back Up.

6.
In the Back Up Database dialog box, type the name of the backup set in the Name box, and then under Destination, click Add.

7.
In the Select Backup Destination dialog box, type a path and a file name in the Destination on disk box, and then click OK.
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Important 

The destination location must have enough available free disk space to store the backup files based upon the frequency of your backup schedule.

8.
In the Script list, click Script Action to Job.

9.
If you want to change job parameters, in the New Job dialog box, under Select a page, click Steps, and then click Edit.

10.
Under Select a page, click Schedules, and then click New.

11.
In the New Job Schedule dialog box, type in the job name in the Name box, specify the job schedule, and then click OK.
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Note 

If you want to configure alerts or notifications, you can click Alerts or Notifications under Select a page.

12.
Click OK twice.


See Also

How to Back Up the Encryption Key

The management server is the central point of configuration management and the overall health monitoring of the entire managed environment. The management server encryption key holds all the Run As account information defined in the management group. To successfully restore a failed management server, you must use that key to reattach the databases and access the Run As accounts that have been encrypted with this key. If you need to restore the management server without this backup, you would need to re-enter all of your Run As accounts.

To back up or to restore the encryption key, you must use the SecureStorageBackup tool. You can launch the tool from the desktop, or from the Essentials 2007 installation folder. Depending on how you launch the tool, it starts the Encryption Key Backup or Restore Wizard, or runs in command line mode. By default, the Encryption Key Backup or Restore Wizard runs at the final stage of Setup, allowing you to back up the key during deployment.

When backing up the encryption key, always ensure that you provide a backup location that is easily accessible, in case you later need to retrieve the key.

Use the Encryption Key Backup or Restore Wizard

When you launch the tool from the System Center Essentials 2007 program group, or when you run SecureStorageBackup.exe from the Essentials 2007 installation folder without parameters, the tool starts the Encryption Key Backup or Restore Wizard.
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To use the Encryption Key Backup or Restore Wizard to back up the encryption key

	1.
Log on to the computer hosting the management server with an account that is a member of the Administrators group.

2.
Click Start, select Programs, click System Center Essentials 2007, and then click Secure Storage Backup Wizard.

3.
In the Encryption Key Backup or Restore Wizard, on the Backup or Restore? page, select the Backup the Encryption Key option.

4.
Complete the wizard.


Use the SecureStorageBackup Tool in Command Line Mode

When you run SecureStorageBackup.exe from the Essentials 2007 installation folder with valid parameters, the tool runs in command line mode. You can run SecureStorageBackup.exe with the '/?' switch to get help for the tool.
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To start the SecureStorageBackup tool in a command line mode to back up the management server encryption key  

	1.
Log on to the computer hosting the management server with an account that is a member of the Administrators group.

2.
On the Windows desktop, click Start, and then click Run.

3.
In the Run dialog box, type cmd and then click OK.

4.
At the command prompt, enter:

cd <Installation Folder>

SecureStorageBackup Backup <Backup File>

5.
At the Please enter the password to use for storage/retrieval prompt, type a password that is at least eight characters long, and then press ENTER.

6.
At the Please re-enter your password prompt, type the same password, and then press ENTER.


How to Back Up Certificates

Essentials 2007 uses several certificates that must be backed up in case there is a failure and you need to restore functionality. Back up the following certificates:


WSUS Publishers Self-signed.


Two Essentials certificate files (WSUSCodeSigningCert.cer and WSUSSSLCert.cer) from the InstallDir/Certificates folder. Copy the certificate files to a safe and accessible location.


If applicable, the certificate that is used for service provider, or for workgroup agent management. Back up the PFX file to a safe and accessible location.

Use the procedure below to back up the encryption key.

Procedures
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To back up the WSUS Publishers Self-signed certificate

	1.
Start a Microsoft Management Console (MMC) session by clicking Start, Run, typing mmc, and then clicking OK.

2.
Add the Certificates snap-in to the MMC console as follows:

a.
Click File, and then click Add/Remove Snap-in.

b.
In the Add/Remove Snap-in dialog box, click Add.

c.
In the Add Standalone Snap-in dialog box, in the Snap-in list, double-click Certificates.

d.
On the Certificates snap-in page, click Computer account, and then click Next.

e.
On the Select Computer page, select Local computer, and then click Finish.

f.
Close the Add Standalone Snap-in dialog box, and close the Add/Remove Snap-in dialog box.

3.
In the Console Root window, expand Certificates (Local Computer).

4.
Right-click the WSUS Publishers Self-signed certificate, select All Tasks, and then click Export.

5.
Run the Certificate Export Wizard to export the WSUS Publishers  Self-signed certificate.

a.
On the Export Private Key page, select the Yes, export the private key option.

b.
On the Export File Format page, select the Personal Information Exchange (.PFX) file format.

c.
Complete the wizard.


Restore Scenarios

To restore Essentials 2007 data and functionality, use one of the following restore procedures that is appropriate for the Essentials 2007 deployment.

In This Section

How to Restore in a Single-Server Deployment
How to Restore in a Remote Database Server Deployment
How to Restore in a Single-Server Deployment

Use the following procedure to restore Essentials 2007 in a single management server deployment.
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Important 

Restoring the WSUS code signing certificate is possible only with the SP1 version of System Center Essentials 2007. With the RTM version, you cannot restore any software packages that were created prior to a failure, and therefore, you must re-create them.

Procedures
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To restore Essentials 2007 data

	1.
Repair the failing management server, or designate a new server for that role. In either case, follow these guidelines:


The new management server must be configured with the original management server name.


The new management server must be in the same original domain. If it was not possible to properly uninstall Essentials 2007 after the failure, then you must delete the computer container for the Essentials 2007 management server prior to re-joining the server to the domain.


If Active Directory has also been failing, then it must be restored. Ensure that the System Center Essentials All Computers Policy and the SCE managed computers policy ([SCESERVER]_MG) exist.

2.
If you have a backup of the update content files folder, copy those files into a location that the Essentials 2007 Management Server can access.

3.
Install Essentials 2007 on the new management server:

a.
Select a database instance with the same name as the previous Essentials 2007 database instance.

b.
Specify the same action account that was used before.

c.
Specify the location of the existing update content files folder during Essentials 2007 setup.
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Note 

For example, if the update content files are stored at the %SYSTEMDRIVE%\SCE\WsusContent folder, then you need to specify the Update content location as %SYSTEMDRIVE%\SCE during Essentials 2007 setup.

d.
Complete Essentials 2007 setup.

4.
On the Essentials 2007 Management Server, stop the following services:


OpsMgr Health Service


OpsMgr Config Service


OpsMgr SDK Service


Update Services

5.
Detach the newly created databases from the selected SQL Server 2005 database instance as follows:

a.
Launch SQL Server Management Studio.

b.
Right-click the Essentials 2007 database name, and select Tasks > Detach to detach the Essentials 2007 database.

c.
Repeat step b for the WSUS and the Essentials 2007 Data Warehouse databases.

d.
Right-click the Databases node, and then click Attach.

e.
Click Add, and then select the .mdf and .ldf files of the previous Essentials database from your backup.

f.
Repeat steps d and e for the WSUS and Essentials 2007 Data Warehouse databases.

6.
Set ENABLE_BROKER for the OperationsManager database if needed. See the Set ENABLE_BROKER section below to determine if this step is needed, and for information about how to perform it.

7.
Run the SecureStorageBackup tool from the System Center Essentials 2007 installation folder, and use the Encryption Key Backup or Restore Wizard to restore the management server encryption key. For information about how to restore the encryption key, see How to Restore the Encryption Key.

8.
Restart the following services:


OpsMgr Health Service


OpsMgr Config Service


OpsMgr SDK Service


Update Services

9.
If you are running the SP1 version of Essentials 2007, then you can restore the WSUS Code Signing Certificate as follows:

a.
Start a Microsoft Management Console (MMC) session by clicking Start, clicking Run, typing mmc, and then clicking OK.

b.
Add the Certificates snap-in to the MMC console as follows:

a.
Click File, and then click Add/Remove Snap-in.

b.
In the Add/Remove Snap-in dialog box, click Add.

c.
In the Add Standalone Snap-in dialog box, in the Snap-in list, double-click Certificates.

d.
On the Certificates snap-in page, click Computer account, and then click Next.

e.
In the Select Computer page, select Local computer, and then click Finish.

f.
Close the Add Standalone Snap-in dialog box, and then click OK the Add/Remove Snap-in dialog box.

g.
In the Console Root window, expand Certificates (Local Computer).

h.
Run the Certificate Import Wizard to import the <SCE InstallDir>/Certificates/WSUSCodeSigningCert.cer (the WSUS code signing certificate file) to the Local Computer Trusted Publisher store, the Trusted Root Certification Authorities, and the Third-Party Root Certification Authorities stores.

i.
Use the WSUSCertificateRestore.exe tool to restore the WSUS Code Signing Certificate’s PFX file to the management server. In a command prompt, go to the <SCE installation>\Tools folder, and type:

WSUSCertificateRestore [PFXCertificateFile] [PFXPassword]

j.
Ensure that the WSUSCodeSigningCert.cer certificate file is in the <SCE Installation>/Certificates folder.

10.
If the domain based policies System Center Essentials All Computers Policy and the SCE managed computers policy ([SCESERVER]_MG) were previously used, and are no longer available in Active Directory, then start the Essentials 2007 console, and run the Feature Configuration Wizard to re-create them.

11.
Run the Certificate Import Wizard to import the <SCE InstallDir>/Certificates/WSUSSSLCert.cer certificate file to the Local Computer Trusted Root Certification Authorities store.

12.
If using local policy or if the domain based policy is still available, attach the WSUSSSLCert.cer to the WSUS Administration website in IIS. Ensure that the WSUSSSLCert.cer certificate file is in the <SCE Installation> /Certificates folder.

For more information, see the IIS Help topic on TechNet Installing Server Certificates (IIS 6.0).

13.
This step is necessary only if you selected the Local Policy option for configuring Essentials 2007 servers and managed computers in the Feature Configuration Wizard. Select the Repair option for all managed computers as follows:

a.
In the Essentials 2007 console, click the Administration button.

b.
In the Administration pane, expand Device Management.

c.
Click Agent Managed.

d.
Right-click all managed computers, and click Repair.

14.
If any computers were added after the date of the database snapshot, then you can restore them as follows:

a.
In the Essentials console, select Administration.

b.
In the Administration pane, select Settings.

c.
In the Settings pane, expand the Server group, and double-click Security.

d.
In the Server Settings–Security dialog box, select the Review new manual agent installation in pending management view option, and then click OK.

e.
You can view and re-approve these agents in the Administration pane when you expand Device Management, and Pending Management.


Set ENABLE_BROKER

Before you can run tasks and use the Discovery Wizard to install agents, you need to set the ENABLE_BROKER value.

After moving the OperationsManager database, the status of the Sql Broker Availability Monitor might be set to ‘critical’ or to 'Sql Broker is disabled'. You can check the state of the Sql Broker Availability Monitor by running the following SQL query:

SELECT is_broker_enabled FROM sys.databases WHERE name='OperationsManager'

Where ‘OperationsManager’ is the default database name, replace this name as appropriate.

If the query result is ‘0’, then the Sql Broker is disabled and you must re-enable it using the following procedure.
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To set ENABLE_BROKER 

	1.
Open SQL Server Management Studio.

2.
In the Connect to Server dialog box, select the appropriate values in the Server type list, in the Server name list, in the Authentication list, and then click Connect.

3.
Click New Query.

4.
In the query window, enter the following query: 

ALTER DATABASE OperationsManager SET SINGLE_USER WITH ROLLBACK IMMEDIATE
5.
Click Execute.

6.
Enter the following query:

ALTER DATABASE OperationsManager SET ENABLE_BROKER
7.
Click Execute.

8.
Close SQL Server Management Studio.
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Note 

Closing SQL Server Management Studio closes the connection to the database in single user mode. Depending on your configuration, you may have to manually kill any process that is connected to the database before completing the ALTER query below.

9.
Open SQL Server Management Studio.

10.
In the Connect to Server dialog box, select the appropriate values in the Server type list, in the Server name list, in the Authentication list, and then click Connect.

11.
Click New Query.

12.
In the query window, enter the following query:

ALTER DATABASE OperationsManager SET MULTI_USER
13.
Click Execute.


You can verify the setting for ENABLE_BROKER is set to 1 by using this SQL query: SELECT is_broker_enabled FROM sys.databases WHERE name='OperationsManager'.
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Note 

Before you can use discovery, you must restart the following services: OpsMgr SDK Service, OpsMgr Config Service, and OpsMgr Health Service. You may also need to restart the following services: SQL Server and SQL Server Agent.

How to Restore in a Remote Database Server Deployment

In a remote database server deployment – there are several possible failure scenarios. The remote database server, the management server, or both servers can fail. According to your failure scenario, use the appropriate scenario and corresponding procedure below to restore data and functionality.

If Active Directory is failing, then it must be restored first. Ensure that the System Center Essentials All Computers policy and the SCE Managed Computers (SCESERVER_MG) security group both exist.

A Failure of the Remote Database Server

In a remote database deployment, the remote database server is failing while the management server continues to function properly.
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To restore the remote database server in a remote-database deployment

	1.
Rebuild the remote database server.

2.
Reinstall SQL Server on the database server.

3.
Stop the following services on the management server:

a.
OpsMgr Health Service

b.
OpsMgr Config Service

c.
OpsMgr SDK Service

d.
Update Services

4.
Restore the OperationsManager, OperationsManagerDW, and the SUSDB database backups on the remote database server.

For more information about how to restore the SUSDB database, see the Backing Up Windows Server Update Services topic on the Microsoft TechNet Web site at  http://go.microsoft.com/fwlink/?LinkId=128971.

5.
Restart the services on the management server.


A Failure of the Management Server

In a remote database deployment, the management server is failing while the remote database server continues to function properly. In this failure scenario, you can back up the databases just before you start restoring the failing management server. This reduces the data loss that might result from the failure.
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To restore the management server in a remote-database deployment

	1.
On the remote database server, back up the OperationsManager, OperationsManagerDW, and the SUSDB databases.

For more information about how to back up the SUSDB database, see the Backing Up Windows Server Update Services topic on the Microsoft TechNet Web site at  http://go.microsoft.com/fwlink/?LinkId=128971.

2.
Delete the OperationsManager, OperationsManagerDW, and the SUSDB databases.

3.
Follow the management server restore procedure in a single-server deployment.


A Failure of Both the Management Server and the Remote Database Server

In a remote database deployment, both the management server and the remote database server are failing.
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To restore both servers in a remote-database deployment

	1.
Rebuild the remote database server.

2.
Reinstall SQL Server on the database server.

3.
Follow the How to Restore in a Single-Server Deployment procedure.


How to Restore the Encryption Key

The Management Server encryption key holds all the Run As account information defined in the management group. To successfully restore a failed management server, you must use that key to reattach the databases and to access the Run As accounts that have been encrypted with this key. If you need to restore the management server without this backup, you would need to re-enter all of your Run As accounts.

To back up or restore the encryption key, you must use the SecureStorageBackup tool. You can launch the tool from the desktop, or from the Essentials 2007 installation folder. Depending on how you launch the tool, it starts the Encryption Key Backup or Restore Wizard, or runs in command line mode.

Use the Encryption Key Backup or Restore Wizard

When you launch the tool from the System Center Essentials 2007 program group, or when you run SecureStorageBackup.exe from the Essentials installation folder without parameters, the tool starts the Encryption Key Backup or Restore Wizard.
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To use the Encryption Key Backup or Restore Wizard to restore the encryption key

	1.
Log on to the computer hosting the management server with an account that is a member of the Administrators group.

2.
Click Start, point to Programs, click System Center Essentials 2007, and then click Secure Storage Backup Wizard.

3.
In the Encryption Key Backup or Restore Wizard, on the Backup or Restore? page, select the Restore the Encryption Key option.

4.
Complete the wizard.


Use the SecureStorageBackup Tool in Command Line Mode

When you run SecureStorageBackup.exe from the Essentials 2007 installation folder with valid parameters, the tool runs in command line mode. You can run SecureStorageBackup.exe with the '/?' switch to get help for the tool.
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To start the SecureStorageBackup tool in a command line mode to Restore the Management Server encryption key  

	1.
Log on to the computer hosting the management server with an account that is a member of the Administrators group.

2.
On the Windows desktop, click Start, and then click Run.

3.
In the Run dialog box, type cmd and then click OK.

4.
At a command prompt, type:

cd <Installation Folder>
SecureStorageBackup Restore <Backup File>
5.
At the Please enter the password to use for storage/retrieval prompt, type a password that is at least eight characters long, and then press ENTER.

6.
At the Please re-enter your password prompt, type the same password, and then press ENTER.
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