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Abstract

This paper describes changes to the HTTP application programming interface (API) in Microsoft® Windows Server™ 2003, Service Pack 1 (SP1).

Originally introduced in Windows Server 2003, the HTTP API interacts with Http.sys, the kernel-mode HTTP protocol driver that queues, parses, and routes incoming HTTP requests. The HTTP API is used by a number of applications, but primarily by Internet Information Services (IIS) 6.0.
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What's New for HTTP API in Windows Server 2003 SP1

This paper describes the following updated and new features for the HTTP API in Windows Server 2003 SP1:

· "Improved Performance and Scalability"
· "Enhanced HTTP Error Logging"
· "HTTP API Kernel-Mode SSL Support"
· "HTTP API Parser Enhancements"
· "HTTP API Parser Exceptions"
· "WOW64 Support"
Enabling New HTTP API Functionality

To take advantage of new HTTP API functionality, you will need to add new registry entries to the system registry. The new entries described in this document are not added automatically when Windows Server 2003 SP1 is installed.

Important   Modifications to the registry are not validated by the registry editor or by Windows before they are applied, and as a result, incorrect values can be stored. This can result in unrecoverable errors in the system. Before you modify the registry, make sure to back it up and make sure that you understand how to restore the registry if a problem occurs.

After you add a new registry entry, you must restart the HTTP service.

To stop and restart HTTP services

1. At a command prompt, type net stop http.

Typing net stop http will stop any services that depend on the HTTP service, such as IIS.

2. Type net start http.

Typing net start http will not automatically restart the dependent services, so you must restart each service manually. However, if you start a dependent service before you restart the HTTP service, the dependent service will restart the HTTP service automatically. If your server is running IIS with Windows Server 2003 SP1, use the IISReset command-line tool to restart IIS, which will then restart the HTTP service.

For more information about the IISReset command-line tool, see "Internet Information Services 5.0 Command-Line Syntax for Iisreset.exe" at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=40610).

Improved Performance and Scalability

 

Improved Performance and Scalability

In Windows Server 2003 SP1, Http.sys improves performance and scalability by increasing the number of simultaneous HTTP connections to a server.

The original release of the Windows Server 2003 family set a limit on the number of simultaneous HTTP connections to a server. On x86 systems, this limit was around 8000. You could override this limit and increase the number of simultaneous connections by adding the MaxConnections registry entry to the system registry.

In Windows Server 2003 SP1, this limit has been removed. The number of simultaneous connections is now limited only by available system resources or the MaxConnections registry entry.

Installing Windows Server 2003 SP1 will not delete the MaxConnections registry entry.

Registry path

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\HTTP\Parameters

Registry entry

MaxConnections

Value Type

DWORD

Valid data value ranges for this entry are 0 to 4294967295.

Enhanced HTTP Error Logging

HTTP-based errors are logged automatically to the HTTP error log through the HTTP API. Windows Server 2003 SP1 implements several new features for the HTTP error log:

· W3C Style Headers Formatting

· Additional Error Logging Fields

· New Registry Entry to Control Field Logging

· Date- and Time-Based Rollover

W3C Style Headers Formatting

The format of the HTTP error log file is now based on World Wide Web Consortium (W3C) style headers, so it can be parsed using standard log parsers.

The following is an example of an error log from a computer running Windows Server 2003:

2003-12-12 20:07:29 157.59.143.2 5020 157.59.143.2 80 HTTP/0.0 GET /ProcessAccounting/stress/global/adrot.txt 400 - BadRequest

2003-12-12 20:07:29 157.59.143.2 5020 157.59.143.2 80 HTTP/0.0 Invalid - 400 - Verb

2003-12-12 20:07:30 157.59.143.2 5039 157.59.143.2 80 HTTP/0.0 GET /INPROC/cgi/CGITest.exe?test=1 400 - BadRequest

The following is an example of an error log from a computer running Windows Server 2003 SP1:

#Software: Microsoft HTTP API 1.0

#Version: 1.0

#Date: 2003-12-12 15:13:50

#Fields: date time s-computername c-ip c-port s-ip s-port cs-version cs-method cs-uri cs(User-Agent) cs(Cookie) cs(Referer) cs-host sc-status sc-bytes cs-bytes time-taken s-siteid s-reason s-queuename

2003-12-12 15:13:55 WINSRV 157.59.143.2 26196 157.59.143.2 80 HTTP/1.0 HEAD /INPROC/isapi/test.dll HTTPUsr/1.1 - - WINSRV 503 137 147 0 1 N/A DefaultAppPool

2003-12-12 15:13:56 WINSRV 157.59.143.2 26192 157.59.143.2 80 HTTP/1.0 PUT /upload/Et[GQw.htw * - - WINSRV 411 157 142 0 - LengthRequired –

2003-12-12 20:09:14 157.59.143.2 8690 157.59.143.2 80 HTTP/1.0 GET /cgi/CGITest.exe?Flag=ContentLengthHeader&Value=Y&Action=RandomOutputText&data=2M - 1 Connection_Dropped DefaultAppPool

Additional Error Logging Fields

Error logging in HTTP API has been extended to include nine additional fields for logging errors:

	Field
	Description

	S-COMPUTERNAME
	Server name on which the error was generated.

	CS(USER_AGENT)
	Browser the client used.

	CS(COOKIE)
	Content of any received or sent cookie.

	CS(REFERER)
	Previous site that linked the user to the current site.

	CS-HOST
	Name of the Host.

	SC-BYTES
	Number of bytes sent by the server.

	CS-BYTES
	Number of bytes received by the server.

	TIME-TAKEN
	Time taken to process the request.

	S-QUEUENAME
	Application pool name used by the IIS worker process.


Legend
· S: Server

· CS: Client-Server

· SC: Server-Client

New Registry Entry to Control Field Logging

ErrorLoggingFields is a new registry entry that controls which field errors are logged to the HTTP error log file.

Registry path

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\HTTP\Parameters

Registry entry

ErrorLoggingFields

Value type

DWORD

The ErrorLoggingFields registry entry can contain bit values for each of the fields that may be logged as described in the following table:

	Log Field
	Logged by Default?
	Bit Value to Turn on Field Logging

	DATE
	Yes
	0x00000001

	TIME
	Yes
	0x00000002

	S-COMPUTERNAME
	No
	0x00000020

	C-IP
	Yes
	0x00000004

	C-PORT
	Yes
	0x00400000

	S-IP
	Yes
	0x00000040

	S-PORT
	Yes
	0x00008000

	CS-VERSION
	Yes
	0x00080000

	CS-METHOD
	Yes
	0x00000080

	CS-URI
	Yes
	0x00800000

	CS(USER-AGENT)
	No
	0x00010000

	CS(COOKIE)
	No
	0x00020000

	CS(REFERER)
	No
	0x00040000

	CS-HOST
	No
	0x00100000

	SC-STATUS
	Yes
	0x00000400

	SC-BYTES
	No
	0x00001000

	CS-BYTES
	No
	0x00002000

	TIME-TAKEN
	No
	0x00004000

	S-SITEID
	Yes
	0x01000000

	S-REASON
	Yes
	0x02000000

	S-QUEUENAME
	No
	0x04000000


Legend
· C: Client

· S: Server

· CS: Client-Server

· SC: Server-Client

To disable logging of a specific field, set its corresponding bit value to 0. To enable logging of a specific field, set its corresponding bit value to 1.

If the ErrorLoggingFields registry entry is not added to the system registry, the fields logged in the error log file are determined by the default fields listed in the preceding table. If the ErrorLoggingFields registry entry has been added to the system registry, the fields from the table are logged only if the field bit value has been added or if multiple values have been added using bitwise OR. To configure multiple fields for logging, use the bitwise OR operation or add each of the field's individual bit values. For example, to turn on Date, Time, and CS-URI, use bitwise OR to include those values (0x00000001 | 0x00000002 | 0x00800000 = 0x00800003).

To set the ErrorLoggingFields registry entry using the default logging fields, enter Value data 0x7c884c7; to log all fields in the error log, use Value data 0x7dff4e7.

For more information about bitwise OR, see "C Bitwise Operators" at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=40614).

Date- and Time-Based Rollover

Earlier versions of the Windows Server operating system used only size-based rollover to trigger creation of a new error log file. In Windows Server 2003 SP1, you can add two new registry entries, ErrorLoggingRolloverType and ErrorLoggingLocaltimeRollover, to trigger rollover to a new error log file based on Date and Time settings.

ErrorLoggingRolloverType

ErrorLoggingRolloverType indicates the type of rollover that triggers creation of a new error log. Values for the registry entry are described in the following table.

Registry path

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\HTTP\Parameters

Registry entry

ErrorLoggingRolloverType

Value type

DWORD

The ErrorLoggingRolloverType entry must have one of the following values:

	Value data
	Rollover Trigger

	0
	Rollover occurs when a specified size is reached.

	1
	Rollover occurs daily.

	2
	Rollover occurs weekly.

	3
	Rollover occurs monthly.

	4
	Rollover occurs hourly.


The following table describes the naming conventions for error log files based on the value data:

	Rollover Type
	Naming Convention
	Description of Naming Convention

	0-Size
	HTTPERn.LOG
	n represents a numeric integer that is incremented each time the error log rolls over.

	1-Daily
	htYYMMDD.LOG
	YYMMDD uniquely identifies the file based on the year, month, and day the file was created. For example, ht041216.LOG identifies an error log dated December 16, 2004.

	2-Weekly
	htYYMMWW.LOG
	YYMMWW uniquely identifies the year, month, and week the error log was created. For example, ht041203.LOG identifies an error log dated the third week of December, 2004.

	3-Monthly
	htYYMM.LOG
	YYMM uniquely identifies the year and month the error log was created. For example, ht0412.LOG identifies an error log dated December, 2004.

	4-Hourly
	htYYMMDDhh.LOG
	YYMMDDhh uniquely identifies the year, month, day, and hour the error log was created. For example, ht04121613.LOG identifies an error log dated December 16, 2004 at 1:00 P.M.


ErrorLoggingLocaltimeRollover

ErrorLoggingLocaltimeRollover applies Coordinated Universal Time (Greenwich Mean Time) or local time to date- and time-based error log rollovers.

Registry path

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\HTTP\Parameters

Registry entry

ErrorLoggingLocaltimeRollover

Value type

DWORD

The following table describes the two possible values for the registry entry:

	Value data
	Definition

	0
	Rollover based on Coordinated Universal Time

	1
	Rollover based on local time


If no value is specified in the registry entry, 0 is used as the default value.

HTTP API Kernel-Mode SSL Support

In Windows Server 2003 SP1, the HTTP API provides the option of running SSL in kernel mode to enhance performance. Moving encryption and decryption operations to the kernel reduces the number of transitions between kernel mode and user mode.
Configure Kernel-Mode SSL

To configure the HTTP API to use kernel-mode SSL, add a new registry entry, EnableKernelSSL, to the system registry.

Registry path

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\HTTP\Parameters

Registry entry

EnableKernelSSL

Value type

DWORD

The entry's value data should be set to either 0 or 1, as described in the following table:

	Value data
	Description

	0
	Enables user-mode SSL and disables kernel-mode SSL.

	1
	Enables kernel-mode SSL and disables user-mode SSL.


If this registry entry is not created with a value data of 1, user-mode SSL is enabled by default.

Kernel-Mode SSL Restrictions

The following features are not supported when the HTTP API is enabled to use kernel-mode SSL:

· Client certificates

· RC2 ciphers

· PCT 1.0

In addition, the following restrictions apply:

· Server certificate configuration changes require a restart of the HTTP service.

· There is no bulk encryption offload support.

HTTP API Parser Enhancements

The HTTP API parser in Windows Server 2003 SP1 allows requests from HTTP clients that use:

· A single line feed (LF) as line terminators.

· Linear white space (LWS) between the Http request line and the start of the headers.

The behavior is supported by default and is not controlled by any registry key.
HTTP API Parser Exceptions

The HTTP API allows you to add registry keys that enable parsing exceptions to the HTTP 1.1 specification for backward compatibility. However, enabling parsing exceptions is not recommended unless there are compatibility issues between HTTP clients and an HTTP server. Enabling parsing exceptions may reduce your system security.
Registry Entries for HTTP Parsing Exceptions

The following registry entries provide support for parsing exceptions. Because they are not created automatically when Windows Server 2003 SP1 is installed, these entries must be entered manually into the registry.

· AllowWeakHeaderNameSyntax

· AllowWeakHeaderValueSyntax

· AllowCaseInsensitiveVerbs

· AllowUnEscapedRestrictedChars

AllowWeakHeaderNameSyntax

AllowWeakHeaderNameSyntax allows the HTTP parser to accept header names with all characters except CR, LF, COLON, and NULL.

Registry path

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\HTTP\Parameters

Registry entry

AllowWeakHeaderNameSyntax

Value type

DWORD

The AllowWeakHeaderNameSyntax registry entry must have one of the following values:

	Value data
	Definition

	0
	Disables the HTTP parser from accepting header names with separator characters.

	1
	Enables the HTTP parser to accept header names with separator characters.


If the AllowWeakHeaderNameSyntax registry is not created, by default, the HTTP parser does not accept header names with separator characters.

AllowWeakHeaderValueSyntax

AllowWeakHeaderValueSyntax allows the HTTP parser to accept header values with all characters except CR, LF, COLON, and NULL.

Registry path

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\HTTP\Parameters

Registry entry

AllowWeakHeaderValueSyntax

Value type

DWORD

The AllowWeakHeaderValueSyntax registry entry must have one of the following values:

	Value data
	Definition

	0
	Disables the HTTP parser from accepting header values with unescaped control characters.

	1
	Enables the HTTP parser to accept header values with unescaped control characters.


If the AllowWeakHeaderValueSyntax registry is not created, by default, the HTTP parser does not accept header names with unescaped control characters.

AllowCaseInsensitiveVerbs

RFC 2616 defines the HTTP verb in an HTTP request as case-sensitive. The AllowCaseInsensitiveVerbs registry entry allows the HTTP parser to recognize verbs that are not in the proper case (that is, the use of AllowCaseInsensitiveVerbs allows a case-insensitive comparison of HTTP methods).

Registry path

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\HTTP\Parameters

Registry entry

AllowCaseInsensitiveVerbs

Value type

DWORD

The AllowCaseInsensitiveVerbs registry entry must have one of the following values:

	Value data
	Definition

	0
	Disables the HTTP parser from recognizing verbs that are not in the proper case.

	1
	Enables the HTTP parser to recognize verbs that are not in the proper case.


If the AllowCaseInsensitiveVerbs registry is not created, by default, the HTTP parser does not recognize verbs that are not in the proper case.

AllowUnEscapedRestrictedChars

AllowUnEscapedRestrictedChars allows the HTTP parser to accept control characters in the absolute path name (absPath) and query strings of a URL. In the case of absolute URLs, control characters will not be allowed in the hostname. All URL coding conventions, such as Unicode Transformation Format (UTF8), Double Byte Character Set (DBCS), and American National Standards Institute (ANSI), allow control characters. All ASCII control characters, except NUL (0x00), LF (0x0a), CR (0x0d), and Horizontal Tab (0x09) are allowed.

Registry path

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\HTTP\Parameters

Registry entry

AllowUnEscapedRestrictedChars

Value type

DWORD

The AllowUnEscapedRestrictedChars registry entry must have one of the following values:

	Value data
	Definition

	0
	Disables the HTTP parser from accepting control characters in the absPath and query strings of a URL.

	1
	Enables the HTTP parser to accept control characters in the absPath and query strings of a URL.


If the AllowUnEscapedRestrictedChars registry is not created, by default, the HTTP parser does not accept control characters in the absPath and query strings of a URL.

For more information, see Knowledge Base article 828726, "Http.sys rejects requests that contain separator characters" at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=40624).

WOW64 Support

Windows Server 2003 SP1 includes HTTP API support for WOW64, which allows 32-bit applications to run on 64-bit versions of the Windows Server operating system.

· For more information about developing with the HTTP API, see HTTP API at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=35934).

· For more information about IIS, see IIS 6.0 Technical Reference at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=10494).

· For more information about WOW64, see "Running 32-bit Applications" at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=40615).

· For general information about Windows Deployment and Resource Kits, see Windows Deployment and Resource Kits at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=40616).
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