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Microsoft® Internet Explorer® 7 Protected Mode, which runs only on Microsoft Windows Vista™, is part of the continuing emphasis on improved browser security in Internet Explorer. Protected Mode helps reduce the severity of threats to both Internet Explorer and extensions running on Internet Explorer by eliminating the ability to silently install malicious code through software vulnerabilities.
Introduction

Internet Explorer 7 Protected Mode is one of several new features available in Windows Vista to help keep users safe. Available only to users running Internet Explorer 7 in Windows Vista Enterprise and Windows Vista Ultimate, Protected Mode provides new levels of security and data protection for users of Microsoft Windows®. Designed to defend against elevation-of-privilege attacks, Protected Mode provides the safety of a robust Internet browsing experience while helping to prevent hackers from taking over the browser and running code through the use of administrator rights. 
Benefits 
Protected Mode is an important step forward in security for Internet Explorer. A defense-in-depth feature, it is meant to back up and support many other security features. The Windows Vista security infrastructure allows Protected Mode to provide Internet Explorer with the rights needed to browse the Web while withholding rights needed to silently install programs or modify sensitive system data. Internet Explorer Protected Mode helps protect against malicious downloads by restricting the ability to write to any local machine zone resources other than temporary Internet files. 
When users run programs by using limited user rights, they are safer from attack than when they run programs by using administrator rights because Windows can restrict the malicious code from taking damaging actions. This additional defense helps verify that scripted actions or automatic processes cannot download data outside the low-rights directories such as the Temporary Internet Files folder.
Although Protected Mode does not protect against all forms of attack, it significantly reduces the ability of an attack to write, alter, or destroy data on the user's computer or to install malicious code. 
How It Works

In Windows Vista, Internet Explorer 7 runs in Protected Mode, which helps protect users from attack by running the Internet Explorer process with greatly restricted rights. In Protected Mode, Internet Explorer 7 runs with reduced rights to help prevent user or system files or settings from changing without the user’s explicit permission. This Windows Vista–only feature limits Internet Explorer 7 to just enough rights for users to browse the Web, but not enough to modify their files or settings—which helps keep their computers safe from Web-based attacks.
The new browser architecture introduces a broker process that helps to enable existing applications to elevate out of Protected Mode in a more secure way. The broker process mediates between the Internet Explorer browser and the operating system and cannot be scripted to act without user input, thereby reducing the likelihood of unwanted software downloads or installation. The highly restrictive broker process prohibits workarounds from bypassing Protected Mode. Any scripted actions or automatic processes cannot download data or affect the system.

Writing to the Windows registry or other locations requires the broker process to have the necessary elevated rights. Protected Mode also offers tabbed browsing security by opening new windows—rather than new tabs—for content contained outside the current security zone.

Protected Mode uses the integrity mechanisms of Windows Vista, which restrict access to processes, files, and registry keys with higher integrity levels. The Protected Mode application programming interface (API) enables software vendors to develop extensions and add-ins for Internet Explorer that can interact with the file system and registry from a low-integrity process, such as Internet Explorer Protected Mode. It takes advantage of the Windows Vista integrity mechanisms and User Interface Privilege Isolation (UIPI) to block interaction between Internet Explorer and higher-integrity applications’ system resources.

Integrity levels restrict write access to securable objects by processes, much the same way that user account groups can be used to restrict the rights of users to access sensitive system components. 
Deploying Internet Explorer Protected Mode

In this new version of Internet Explorer, significant enhancements assist in deployment and ongoing management. With Internet Explorer 7, administrators have centralized control over settings through Group Policy in the Active Directory® directory service. A new version of the Internet Explorer Administration Kit (IEAK) was developed to simplify the creation of customized deployment packages, with specific improvements to the overall wizard. Fully customized Internet Explorer deployments are possible through the enhanced IEAK. Almost all Internet Explorer 7 settings are configurable as preferences through the new IEAK.  

Protected Mode also includes compatibility features that allow most extensions to continue running unaffected and provide affected extensions with feasible implementation options. Customers can confirm compatibility of their key applications and Protected Mode and Internet Explorer 7 by using an updated version of the Application Compatibility Toolkit that Microsoft Windows XP SP2 includes.
Additional Resources 

· About Internet Explorer 7
http://www.microsoft.com/windows/ie/ie7/about/default.mspx
· "Understanding and Working in Protected Mode Internet Explorer" http://msdn.microsoft.com/library/default.asp?url=/library/en-us/IETechCol/dnwebgen/ProtectedMode.asp
· Technology Overview: Internet Explorer 7 Beta 2 http://www.microsoft.com/downloads/details.aspx?FamilyId=2717A8CB-0FAA-4A8E-B5D3-987DC654ACBB&displaylang=en 
· "Introduction to the Protected Mode API" http://msdn.microsoft.com/library/default.asp?url=/workshop/security/protmode/pmie_ref_entry.asp
For More Information

For more information about Microsoft products or services, call the Microsoft Sales Information Center at (800) 426-9400. In Canada, call the Microsoft Canada information Centre at (800) 563-9048. Outside the 50 United States and Canada, please contact your local Microsoft subsidiary. To access information through the World Wide Web, go to:

http://www.microsoft.com
http://www.microsoft.com/technet/itshowcase
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Document Definition


This document provides an introduction to Internet Explorer 7 Protected Mode, a browser security feature available only with Internet Explorer 7 running on Windows Vista Enterprise and Windows Vista Ultimate.


Protected Mode provides new levels of security that prevent the silent installation of malicious software and elevation-of-privilege attacks. Protected Mode provides enough rights for users to browse the Web and help keep their computers safe from Web-based attacks. 


Intended Audience


The target audience for this document includes business decision makers, technical decision makers, and technical implementers. 
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