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Developing an effective Attack and Penetration Testing team presents unique management challenges. It can be difficult to find talented personnel, testers gain access to the most sensitive corporate data, and the assessed system owners may not be cooperative.
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Business needs drive corporations today to connect their enterprise to the Internet. The core intellectual property of any company with a computer network connected to the Internet is at risk from attacks via the Internet. Regulations in the United States of America, such as Sarbanes-Oxley, California Senate Bill 1386 (SB 1386), and the Health Insurance Portability and Accountability Act (HIPAA) require companies to safeguard personally identifiable information. IT organizations should consider many options to enhance the security of their corporate networks.

IT organizations should assess risks, create policies to mitigate those risks, and develop systems to enforce compliance to the policies. Once a policy is in place, the organization should have mechanisms to test compliance to the policy. Attack and Penetration testing is a set of techniques and methodologies to test compliance to security policies, and to detect previously unknown vulnerabilities. The overall goal is to limit the points of exposure and to restrict the ability of unknown attackers to gain entry. 

Note: For more information on how the Microsoft IT organization sets policy according to a risk-rating framework, see the white papers at http://www.microsoft.com/technet/itsolutions/msit/security/mssecbp.mspx and http://www.microsoft.com/technet/itsolutions/msit/security/securingITenviron.mspx
Without an attack and penetration testing effort, it is difficult to assess how effective the security measures have been.

Attack and Penetration Testing is the practice of attempting to break into a target to determine how secure it is. It is a crucial part of assessing the security of the enterprise; the final check to determine the effectiveness of all other security measures.

Attack and Penetration Testing can be outsourced to external vendors or developed inside a company. The purpose of this paper is to describe the Microsoft IT group’s experience creating and developing an in-house Attack and Penetration Testing team.

This paper is intended for enterprise IT professionals, and provides an overview of the organization of the Attack and Penetration team at Microsoft, and then outlines planning, building, deploying, and operating an Attack and Penetration Testing team. This paper is based on Microsoft IT experience and recommendations, and is not intended to serve as a procedural guide. Each enterprise environment has unique circumstances; therefore, each organization must adapt the plans and lessons learned that are documented in this paper to meet its specific needs.

This paper discusses the process of developing an internal Attack and Penetration Testing team, without going into detail about the tools, techniques and technologies Microsoft IT uses. 

Microsoft IT Overview

Microsoft IT has a broad variety of responsibilities. Its first role is providing IT services ranging from end-user support and telecommunications management to server and network operations. Microsoft IT ensures that approximately 56,000 employees, 7,000 contractors, and 28,000 vendors in more than 400 Microsoft locations around the world are able to access the corporate network 24 hours a day, seven days a week.

Environment

Microsoft IT operates in an extremely active and challenging security environment. Challenges include the following:

· Each month Microsoft experiences approximately 100,000 intrusion attempts

· Each month Microsoft probes, scans, and quarantines over 150,000 virus-infected e-mail messages

· Microsoft has unique IT environments for product development, testing, and support, which require special security

This combination of factors—an evolving security landscape full of potential vulnerabilities operating across a large and dynamic IT environment—presents an array of variables that add complexity.
Attack and Penetration Testing Defined

Attack and Penetration Testing is a systematic approach to identifying weaknesses in already deployed targets. A target may be a network, a collection of hosts, or an application that is part of an organization, function or enterprise segment to be analyzed. Attack and Penetration Testing involves using techniques and tools similar to what hackers use to attempt to break into sensitive business targets. Attack and Penetration Testing teams develop a methodology to detect and identify vulnerabilities.

Most target vulnerabilities can be classified into different types. Different sets of vulnerabilities are common to different technologies. For example, platform vulnerabilities might be classified into:

· Denial of service

· Escalation of privileges to valid users

· Unauthorized access to the host

· Remote script execution
Attack and Penetration Testing involves methodically attempting to exploit known vulnerabilities of each type, as well as trying combinations of attacks and creating new attacks with the goal of seeing what is necessary to break or break into a target.

Attack and Penetration Testing teams use a variety of tools in their tests such as automated port scanners, network packet sniffers, password crackers, and test scripts—the same tools a real attacker would use—to attempt to gain unauthorized access to a corporate network.

Microsoft IT Security Group Organization

At Microsoft, the Attack and Penetration Testing group is a small group of specialized testers within the Corporate Security organization, which is part of Microsoft IT. 
The Attack and Penetration Testing group works closely with other groups within Microsoft, including:

· The Risk Assessment group. The Risk Assessment group within Corporate Security is charged with identifying the greatest security risks and setting priorities for the Attack and Penetration Testing group.

· IT Resource Owner (Target owner). The large number of IT groups that operate line of business applications within Microsoft IT are the usual targets of Attack and Penetration Testing. Target owner groups include owners of Human Resources applications, financial systems, payroll, corporate e-mail, and other infrastructure-related systems.

· Auditing groups. Attack and Penetration Testing is a form of auditing. While the techniques and skills involved are completely different, IT process auditing groups often work with the technology auditing groups to ensure regulatory compliance of particular applications.

· Security Program Managers. A team of program managers works as a conduit between the Attack and Penetration Testing team and target owners. They act as a security consultant to the target developers, administrators, and management groups, providing expertise to help them address issues discovered during testing. They also act as program management to the Attack and Penetration Testing team. The Program Managers take care of much of the project management for individual assessments, such as finding the best time to conduct tests, tracking issues that are discovered, and helping the target owner group resolve those issues after testing is complete. 

Planning an Attack and Penetration Testing Program

To plan the development of an Attack and Penetration Testing program, you should:

· Perform an assessment of the risks of data in the company and its exposure to attacks

· Consider whether to build a team in-house or to outsource

· Inventory how many targets need to be tested and the number of people to hire

· Determine what legal and regulatory provisions apply to the company and its data
Risk Assessment

Before conducting any Attack and Penetration Testing, it is important to understand and prioritize the risks. Highest risk targets should be assessed first; the lowest should be assessed last.

At Microsoft, a separate Risk Assessment team is charged with identifying and prioritizing targets for the Attack and Penetration Testing team.

Risks should be assessed based on several dimensions, including:

1. How critical or valuable is the data? For example, the core intellectual property assets of the company, Human Resources data, and personably identifiable data such as credit cards and social security numbers should be assessed as critical. 

2. What exposure does a target have? For example, how is it connected to the network?  What users can connect to hosts containing the data?

3. What is the potential for damage? For example, how much would it cost the company if a particular host were broken into, or brought offline?

4. For known vulnerabilities associated with a technology, are exploits available? Is it easy for an attacker to exploit a vulnerability? Could a worm or a virus be developed to exploit the vulnerability?

5. What are the legal constraints? For example, what applications contain data that are required to comply with regulations such as HIPAA, Sarbanes Oxley, or California SB 1386? 

The Risk Assessment team uses these criteria, and others, to determine the overall risk for a particular target, and prioritizes it for Attack and Penetration testing. 

To minimize overall risk, testing only the critical targets is not enough. Sampling of all targets on the corporate network should be done at some point, even for low value targets. For example, a successful exploit of a low value host could expose a higher value application to a more damaging attack.

Microsoft IT recommends developing a Risk Assessment team to identify the value of data in various targets. You should use this team’s assessment to prioritize Attack and Penetration Testing before launching an Attack and Penetration Testing program.

Note: For more information about risk assessment, see “Security Risk Management Guide” (http://www.microsoft.com/technet/security/guidance/secrisk/default.mspx), “Incident Response-Managing Security at Microsoft” white paper (http://www.microsoft.com/technet/itsolutions/msit/security/msirsec.mspx),  and risk management framework from the "IT Security at Microsoft" white paper (http://www.microsoft.com/technet/itsolutions/msit/security/mssecbp.mspx).
Internal Attack and Penetration Testing versus Outsourcing

Many security firms specialize in providing Attack and Penetration testing on a consulting basis. For smaller businesses, or for businesses with an immediate need for testing, outsourcing this type of testing may be the best short term option for testing critical targets.

In the long term, there are many advantages to building an internal Attack and Penetration Testing team, including:

· More sustained coverage. Security testing should be an ongoing process, not a one-time initiative. New vulnerabilities are discovered on nearly a daily basis. Application groups deploy new software regularly. Old systems become ignored over time, and may expose unrecognized risks to the enterprise. Only an ongoing Attack and Penetration testing program can detect these risks and identify how to mitigate them.

· Less cost over the long term. As a long-term solution to security control requirements, security consultants are expensive. Companies that invest in hiring their own security professionals keep the long-term costs of doing Attack and Penetration testing down, and improve the quality of the results as the security professionals gain familiarity with the internal systems. Note that periodic external audits can be an appropriate supplement to an internal Attack and Penetration team. 

· Lower risk of revealing sensitive data. When you keep Attack and Penetration Testing in-house, you can better control disclosure of sensitive data. 

Determine Size of Team and Capacity

Attack and Penetration Testing requires a broad range of technology expertise. No single person is likely to have the expertise to perform all types of Attack and Penetration testing necessary in even the smallest company. It is important to select a team of security experts with complementary skills in three broad areas of technical expertise:

6. Host. Host specialists know how to break into computers. They understand what services run on each port, where to find common vulnerabilities and misconfigurations, and how to exploit them. Host specialists tend to have a systems engineering or server administration background.

7. Network. Network experts have a full understanding of underlying network protocols, and an ability to analyze network traffic, perform protocol-level attacks and test the network controls. Network specialists tend to know a lot about routers, network topologies, network access control mechanisms, and the various layers of the network stack. Network experts usually have a network engineering or sometimes a telecommunications background.

8. Application. Application experts understand how network and host applications are designed and developed, and where common coding errors can be exploited to break into a system. Application specialists with an expert knowledge of application architectures can figure out ways to break applications and where unexpected data can be used to trick the application into allowing access to the host in one way or another. Application experts usually have an application development background.

Three people are the recommended minimum Attack and Penetration Testing team, one with each of these specialties. It is also likely the three people with different strengths, views and ideas, will make the team more comprehensive and able to detect a broader range of vulnerabilities. When hiring a team, you should hire an expert for each of the technologies widely deployed on the network. At Microsoft, most of the host experts are especially experienced in Windows platform. Select experts based on the systems you have deployed.

The team of three should start by testing applications that present the highest risks. Depending on the number of targets deployed on a network, the Attack and Penetration Testing team may need to grow to provide adequate coverage. At Microsoft, the Attack and Penetration Testing team consists of around five individuals at the time of this writing. The additional personnel add capacity to the team, allowing them to assess more internal targets. The expertise of the additional team members is roughly allocated according to the risks identified by the Risk Assessment team, with an emphasis on domain expertise for particular technologies in wide use in the company.

Legal Issues

Depending on the industry, different regulations may dictate different methods of checking the integrity and security of information systems. For example, California SB 1386 requires that all personally-identifiable information be encrypted when it is transmitted over a network. The Attack and Penetration Testing team verifies that this requirement is met in two ways. They analyze traffic for unencrypted personally identifiable information, and they verify the encryption when transmitting this type of information. 

Building an Attack and Penetration Testing Program 

This section discusses the people, the process, and the technology that were involved in building the Microsoft IT Attack and Penetration Testing program.
Building an Attack and Penetration Testing Team

The hardest part of starting an Attack and Penetration Testing program is finding the first person. The security community is a small, tightly knit group, and finding an experienced person to start an Attack and Penetration Testing program can be challenging.

One strategy is to start by working with a security consulting company, and asking them to refer good candidates.

Once there is one person with a strong security background to lead the team, it is possible to train other people who have extensive computer-related troubleshooting skills to fill the other positions. These people often come from a network engineering, a software testing, or a help desk technician background. Attack and Penetration Testing is similar to quality assurance (QA) testing in many ways—the goal is to subvert the normal operation of the target. The target is the set of hosts, networks, and applications to be tested. The types of people who have an aptitude for QA work may be successful at Attack and Penetration testing.

It is important to find people who not only have the technical skills to find vulnerabilities and the personality that drives them to try to break systems, but also good interpersonal and team skills. Attack and Penetration testers need to cooperate with the business owners of the systems they are trying to compromise to effectively remediate discovered vulnerabilities.

Above all, it is vital to find trustworthy candidates. Attack and Penetration testers will likely see the most sensitive information in the company—it is imperative that they can keep this information confidential. Many external security consulting professionals are bonded for this reason. All candidates should be thoroughly screened and be subjected to thorough background checks.

Training and Certification

The SysAdmin, Audit, Network, and Security Institute (SANS) provides excellent training for security professionals with a wide range of programs and courses. SANS also provides certification to security professionals with a program called the Global Information Assurance Certification (GIAC).
Management Support

The type of people drawn to Attack and Penetration Testing who are successful are highly motivated, intelligent, and creative individuals. Security professionals are in high demand and expect to be well compensated and allowed to have a high degree of independence during normal operations.

At Microsoft, the Attack and Penetration Testing team has developed as a friendly, competitive group of peers. During performance reviews, the employee gets feedback from others on the team, as well as management. There is a spirit of competition on the team that drives each team member to be the first to find the vulnerability in a new target being tested. Different people on the team take the lead on different projects on a rotating basis, to balance growth opportunities across the team.

One prime motivation of all of the testers on the team is the pursuit of knowledge and understanding. Regular research is part of the job. Each employee spends part of the day learning about new vulnerabilities and exploits, or developing an understanding of a new technology. Periodically a team member is rotated out of active testing to do more in-depth research on a particular topic deemed useful for the group. The typical Attack and Penetration tester at Microsoft spends about 80% of their time working on assessments, 10% on researching new vulnerabilities and staying current with the industry, and 10% on overhead such as answering e-mail.

As team members become more senior, a greater portion of their time is devoted to research and managing or mentoring other team members. Senior team members spend about: 

· 50% of their time doing assessments

· 20% of their time doing research, designing new tools for penetration testing, and keeping abreast of new developments in the security field

· 30% of their time on overhead, with a greater emphasis on defining methodology and policies, including mentoring other team members

The performance of testers on an Attack and Penetration Testing team should be evaluated based the number of  vulnerabilities they discover, what types of previously unknown vulnerabilities they uncover in the systems they are assigned to test, and how effectively they work with the owner of the system to get a vulnerability resolved.

The manager of an Attack and Penetration Testing team should be a strong leader with good technical skills to gain the respect necessary to run the team. He should communicate effectively with executives to gain executive support. The manager should also be an effective advocate for closing the assessment process loop, willing to hold the owners of vulnerable targets accountable for securing them. Ideally, the manager should be able to mentor people on the team, helping them choose avenues of research and training that benefit the employee, the team, and the company.
Developing an Attack and Penetration Testing Methodology

Methodologies of Attack and Penetration Testing are generally developed in-house over time, and treated as corporate Intellectual Property. One reason to hire security professionals to start a team is that they come with their own experience to help develop an effective methodology for a particular corporation. This methodology will vary based on technology, corporate culture, and other factors specific to the organization.

The Microsoft IT Attack and Penetration Testing team treats individual business application owners as clients. Much of the methodology developed will reflect successful ways for the Attack and Penetration Testing team to interact with the owners of the target.
Note: The security community uses a common set of procedures and methodologies for various types of security auditing, including Attack and Penetration Testing. Some web sites with this information include:

http://www.sans.org
http://www.securityfocus.com  

Along with the methodology, an Attack and Penetration Testing team should have clear rules of behavior which outline an agreement between the testers and the target owners. The rules of behavior should be designed to minimize operational impact while maximizing the knowledge gained by the penetration testing. These rules should also specify how to handle an unplanned event through an incident response mechanism. At Microsoft, these rules function in a similar manner to a standard IT Service Level Agreement (SLA).

At a minimum, the rules of behavior should specify:

· The types of tests to be performed

· The scope of any active penetration tests

· The risks associated with the types of tests

· The time frame during which testing will be conducted

· The criteria of success

· What to do if sensitive information, such as employee salaries, is discovered

· How to resolve discovered security issues

· How to engage the incident response team if a previous or ongoing break-in is detected

At Microsoft, the goals of the Attack and Penetration Testing team are the exact opposite of those of the Business Unit IT (BUIT) groups who own the applications. The test team considers the compromise of a target to be a successful test, while the BUIT groups consider the testing successful if the testers were unable to break in. The Security Program Managers help mediate between the two groups, ensuring the process goes smoothly.

In nearly all cases, the testers have found some exploitable vulnerabilities. Testers have the attitude that, if they cannot find a vulnerability, they must have overlooked something. These types of tests can be hard for the BUIT groups to accept and address, but ultimately the result is greater security in the corporate network. A well-defined process and disclosed policies of acceptable levels of security are necessary to strike a balance between the conflicting goals.

Technology for Attack and Penetration Testing

Each tester uses a set of appropriate tools for the type of attacks being conducted. These tools include vulnerability scanning tools, network sniffing tools, penetration testing tools, and custom scripts written to investigate a particular vulnerability. The tools used for a given attack depend completely on the target.

The Attack and Penetration Testing group uses a dedicated testing environment consisting of a set of computers in various configurations, running different operating systems, connected to a variety of network locations. The testers use this environment to launch a variety of attacks on the target systems from different points to maximize the amount of knowledge gained.
Deployment and Operation of an Attack and Penetration Testing Program

Once the Attack and Penetration Testing team is set up, the actual assessment of vulnerabilities begins. A typical assessment follows the basic steps shown in Figure 1.

[image: image1.jpg]1. Choose Target Systems

—

2. Request Access Credentials i

3. Evaluate Target

4. Make Test Plan
6. Open Systems Tests [ 5 Closed Systems Tests =t ("0 icate the Plan
7. RecordiResolve Issues e 8. Report = 9. PostTestReview





Figure 1. Penetration Testing 
9. Choose the target to test. Usually the Risk Assessment team identifies the targets based on their risk assessment. Applications that contain high-value data or hosts connected to the Internet are considered critical and tested first. Other line-of-business applications are tested on a rotating, sampled basis to provide a reasonably complete sense of the state of vulnerabilities on the network.

10. Request access from the BUIT group. The Security Project Manager contacts the BUIT group, notifies them of the upcoming test, and requests design and deployment information about the target to be assessed, as well as access credentials.

11. Evaluate the target. Using the documentation provided by the target owner, knowledge of the testers in the group, and research on the typical weaknesses of the target, the Attack and Penetration Testing team evaluates various parts of the target, including: authentication, authorization, encryption, technologies used, and configuration. 

12. Make and communicate the plan. Using the collected information, the team identifies likely vulnerabilities to target and develops a test plan outlining the types of tests to be conducted, the criteria for success, and other weaknesses to investigate. The team communicates this plan to the target owners, along with information about where their attacks will be coming from. In addition, the Corporate Security group and the Microsoft IT Global Network Operations team are notified to avoid triggering an incident response.

13. Conduct closed system testing. Often testing begins earlier in the process, after the BUIT group has been notified, while waiting for design and deployment information. The initial vulnerability scans are conducted, and testing is performed with no access rights to the target to see if the deployment is configured in a secure way and matches the documents provided by the BUIT groups.

In this phase, testers attempt to break into the target, snoop out sensitive data, and conduct other checks to make sure the basic access is set to an appropriate level of security.

14. Conduct testing with a user account. Once the Attack and Penetration Testing team has been granted user accounts on the host or application, open system testing begins. In this phase, the team tests a user account for each authorization level of the application, and attempts to gain access to data the user account is not authorized to access. The goal is to see if the stated security policies of the application can be violated. 

The source code is also examined, if it is available, to find places where code was not written with the proper security practices. For example, a web application that does not validate data coming from a user form may be vulnerable to a SQL injection attack, where the user can destroy or spoof data stored in a database.

15. Record and resolve issues. If a critical vulnerability is discovered at any point during the testing, the testers immediately notify the target owner and work with the team to provide the necessary expertise to resolve the issue. Otherwise the testers track discovered vulnerabilities in an issue-tracking database.

16. Report results back to the target owner. Once the testing is complete, the testers report their results. Reports are written to address both tactical and strategic needs. Tactical resources are assigned to fix discovered issues. For common issues that are easy to resolve, the Attack and Penetration Testing team works with the target owner to resolve them immediately. Strategic resources drive wider change and adoption of wider security concepts and requirements. For vulnerabilities that are harder to fix, the Attack and Penetration Testing team provides the group with an assessment of the risk of exploitation, and any known information about the vulnerability.

17. Assess and document the project. The Attack and Penetration Testing team continually re-evaluates its methodology and process, refining it with every new assessment project. All actions and results are documented for both regulatory reasons and to grow the overall knowledge of the team. At Microsoft, the Attack and Penetration team undergoes a quarterly review to assess feedback from internal clients and other team members on performance, behavior, and effectiveness.

Best Practices

Most of the advice in this paper is the result of the experiences of the Attack and Penetration Testing team at Microsoft. 
· Keep thorough records. When vulnerabilities are discovered in one target category (host, network, or application) they will often appear in other systems in that category. Keeping a centralized repository of findings can help the entire team be more effective on future assessments.

If an organization has a requirement to provide evidence of compliance to regulations, Attack and Penetration Testing records can show exactly what was found about the target in question, documenting the difficulty of breaking into the target, and providing steps for bringing the target into better compliance.

Finally, if a target does get compromised, the records may help track down the source of the attack, and help to limit the damage.

· Develop a strong team. Security professionals are in high demand. They can be difficult to attract and retain to your organization. Most security professionals are highly motivated and driven to learn new skills. By allowing time for them to pursue their own research, providing regular training opportunities, and helping them develop into experts in their field, they will be motivated to stay at an organization and greatly contribute to the security initiative. 

· Find new talent. The Attack and Penetration Testing team should be lead by a person with a strong security background. Other promising candidates for Attack and Penetration Testing can be found in QA departments, development groups, or network administration groups, in addition to experienced penetration testing organizations. Look for people with a talent for breaking things, who have an inquisitive nature, and who are motivated to know their systems inside and out, well beyond what is required for their current position. These are the types of people who can succeed as Attack and Penetration Testers.

· Assess team performance. It is important to measure the effectiveness of Attack and Penetration Testing. To assess the effectiveness of individual team members the Microsoft IT team measures several factors, including the number, severity, and quality of vulnerabilities discovered by the team, along with process feedback from the owners of targets and other team members.

· Follow security industry best practices. The security industry is comprised of a relatively small group of extremely knowledgeable people. Many effective practices have been developed to improve security and work responsibly with the owners of targets. Attack and Penetration testers should receive training in these best practices as well as internal codes of conduct. Running a successful Attack and Penetration Testing group depends upon personnel being professional, thorough, accurate, imaginative, and mindful of the sensitivity of their mission.

Conclusion

An Attack and Penetration Testing program can help an organization assess how difficult it is to compromise particular targets, and more accurately judge their overall exposure. Attack and Penetration Testing provides security checks that are critical for assessing the security of the Microsoft corporate network.

When choosing targets to test, one approach is to quantify how much it would cost the company if the data in the system were exposed to attackers, competitors, or the general public. Microsoft IT recommends that every enterprise IT department conduct some form of Attack and Penetration testing. Use the business value of the data in each system to determine which systems to assess first, and how many resources to add to the team.  

Enterprise IT departments can outsource this work to consultants or build a team in-house.  Building an internal Microsoft IT team has reduced costs, improved overall IT security, and helped Microsoft IT improve Microsoft enterprise products through product feedback in pre-release testing.

For More Information

For more information about Microsoft products or services, call the Microsoft Sales Information Center at (800) 426-9400. In Canada, call the Microsoft Canada information Centre at (800) 563-9048. Outside the 50 United States and Canada, please contact your local Microsoft subsidiary. To access information via the World Wide Web, go to:

http://www.microsoft.com
http://www.microsoft.com/itshowcase
http://www.microsoft.com/technet/itshowcase
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Situation


All corporate networks have systems that contain sensitive data. With the advent of Sarbanes-Oxley and other legislation that mandates keeping personal data secure, and the proliferation of worms, viruses, and network attacks, most businesses have become aware of the need for strong security. Most security measures act to prevent attacks, but do not attempt to break in the way an attacker might. 


Solution


Developing an effective Attack and Penetration Testing team can improve the overall security of an organization by detecting problems that might otherwise go unnoticed. Finding the right people to do the job can be challenging. This paper identifies challenges and provides advice for developing an internal Attack and Penetration Testing team.


Benefits


Find vulnerabilities in your systems before they are exploited


Prevent costly public-relation nightmares, fines, or theft of intellectual property
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