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Abstract

An increasing number of international, U.S. federal and state regulations require the review, archiving, production and audit of business communication (including instant messaging) under shortened regulatory deadlines. By migrating their workers away from the use of insecure public instant messaging (IM) networks to an enterprise IM network (where security measures are built in), companies can gain increased return on investment as well as greater flexibility to adapt to this challenging regulatory landscape. In addition, the use of an enterprise IM network can support a company’s effort to develop and implement an “effective compliance and ethics program” under the U.S. Sentencing Guidelines. Microsoft Office Live Communications Server 2005 provides a robust IM solution designed to help companies achieve these goals. 
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1. The Growing Importance of Instant Messaging (IM)
1.1 Overview of Instant Messaging
Instant Messaging or “IM,” the ability to transfer text messages in real time over the Internet or a corporate network, has spread from the consumer arena to the workplace. It now is gaining in importance as a means of communication and collaboration not only within the enterprise, but also with the enterprise’s suppliers, customers, outsourcing vendors and other transaction partners. IM is an important component connecting data, platforms, processes and people so as to increase productivity and save costs. 

The Pew Internet & American Life Project survey
 on how we use IM indicates that more than fifty million Americans use IM and that 21%, or 11 million of the IM user group, use it at work. However, while 76% of IT executives use IM on the job, only 37% are standardized on an enterprise IM application
 . The FDIC, in Financial Institution Letter (FIL) 84-2004, warns that the use of public IM rather than enterprise IM can expose companies to security, privacy and legal liability risks due to the use of ineffective virus protection, lack of effective authentication tools and transmission of unencrypted data, among other defects
. 

1.2 Future of Instant Messaging
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In light of the growing use of IM in the corporate environment and the recognized risks in permitting workers to rely on public IM, the need for a robust enterprise solution that is secure and compliant has become of critical importance. Indeed, the Radicati Group predicts that there will be approximately 670 million IM users by 2008, 78 million of whom will use enterprise IM solutions
. IM enables workers to stay in touch in real time as needed. Importantly, unlike email and the telephone, the “presence” characteristic of IM permits workers to determine if the other parties are available before initiating a conversation. This quality is expected to be an integral part of third-generation wireless networks, incorporated into a range of communication devices such as cell phones, PDAs and pagers. 
As a result of the increasingly wide dispersion of data and personnel across geographic areas, IM is an important business tool to enable real-time communication and collaboration between people, both within and outside a company. In addition, IM can be used as an interface to connect people to applications and applications to applications in order to speed up business processes. As IM becomes more and more linked to critical business information, auditing functions and legal discovery processes, the ability of an IM solution to support enterprise regulatory compliance will become even more crucial. 
As noted by Dr. Sara Radicati, CEO of The Radicati Group, “[W]e find that using IM can save companies an average of 40 minutes per user per day. In a 5,000-employee organization, this results in $37.5 million per year in productivity savings.
”

2. IM Compliance Landscape

2.1 Industry-Specific Concerns

The FDIC “Guidance on Instant Messaging” is just one example of the growing importance of IM as part of corporate compliance. Although IM is less formal than an email or a paper memorandum, U.S. federal and state regulators recognize that information relevant to their oversight roles often may be found in IM records. Accordingly, regulators have increasingly viewed IM as similar to more formal documents requiring logging and archiving for archival purposes. For example, SEC Rule 17a-4 requires securities firms to maintain auditable copies of all communications between their brokers and customers concerning the securities firms’ business - including emails and messages between the brokers and the customers. Regulated companies also may be required to review messages and enforce “ethical walls” so as to restrict who can IM with whom within the company. Statutes and agency regulations that may directly or indirectly require companies to review IMs, archive IMs and/or protect their confidentiality, integrity and availability vary from industry to industry: 

· Healthcare: Health Insurance Portability and Accountability Act (HIPAA)

· Banking: FDIC IM Guidance, Gramm-Leach-Bliley Financial Modernization Act of 1998 (GLBA), USA Patriot Act of 2001

· Securities: SEC Recordkeeping Rules - 17 CFR Parts 240 and 242; SEC Rule 17a-4, NASD Internet Guide for Registered Representatives; NASD Conduct Rule 3010; NASD Notice to Members 03-33; NASD Notice to Members 99-03; NASD Rule 2211; NASD Conduct Rule 2210; NYSE Rule 440 (Books and Records)

· Insurance: HIPAA, GLBA; USA Patriot Act of 2001

· Public Companies (Issuers under Securities Exchange Act): the Sarbanes-Oxley Act of 2002 (SOX)

· Companies Doing Business in California: California Security Breach Information Act (SB 1386)

2.2 Importance of IM Logging and Archiving

“Logging” is simply the recording of IM traffic for purposes of usage analysis and other IT analysis, while “archiving” is essentially content logging of IMs for purposes of enforcing corporate policies and regulatory compliance requirements applicable to the IM business conversations. From an internal compliance perspective, companies will want to ensure that their workers are not divulging proprietary company trade secrets or engaging in conversations that might give rise to sexual harassment claims or similar litigation. The standard for this type of oversight is typically the company’s instant messaging policy, which might be similar to the company’s email policy. 
From an external compliance perspective, a company might be subject to record-keeping, privacy and security requirements - to SOX because it is a public company, to HIPAA because it manages an employer-sponsored health plan and to SEC Rule 17a-4 because it has a securities brokerage subsidiary. Typically, the company’s legal counsel will have mapped the lines of business of the company against the potentially relevant international, U.S. federal and state laws and regulations in order to identify those mandates that would impact how the company handles its IM operations. 

The focal points of some of the major laws impacting business today vary greatly. For example, Basel II emphasizes bank operational, capital and market risk assessments. The USA Patriot Act focuses on a “know your customer” requirement in order to reduce the risk of terrorists laundering funds through financial institutions. HIPAA emphasizes the need to maintain the privacy and security of consumer protected health information. 
Despite these varying areas of focus, these laws all include requirements to retain material records and make them available for review and audit by regulators. Indeed, the requirement to maintain documents for audit may be the most common compliance element found in the major regulatory mandates. It therefore becomes of critical importance for corporations to move away from the unsupervised use of public IM networks by workers to a more controlled enterprise IM infrastructure. 

2.3 Public vs. Enterprise IM

The FDIC “Guidance on Instant Messaging” effectively frames the risks inherent in continuing to allow workers to rely on a public IM service, stating that: 

“The lack of built-in security, the ability to download files and the built-in ‘buddy list’ of recipients create an environment in which viruses and worms can spread quickly”

“Public IM transmits unencrypted information, so it should never be used for sensitive or confidential information”

“Information received by IM is not authenticated”

Although the FDIC recommends the use of intrusion detection systems, virus protection programs and the blocking of IM vendors at the corporate firewall, the ultimate solution is not to cobble together a protective interface to the public IM, but rather to migrate workers from a public IM network to an enterprise IM server infrastructure that has built-in security, encryption and authentication features. 

2.4 Accelerated Reporting Deadlines and IM

The explosive growth in the corporate use and business value of IM is certainly one reason to migrate to a robust enterprise IM solution. An additional reason to migrate now is the emerging compliance trend toward accelerated reporting deadlines that effectively require an enterprise-wide, real-time communication environment connecting all workers, no matter how geographically dispersed. For example, under Section 409 of SOX, every issuer subject to SOX must publicly disclose “on a rapid and current basis” any “additional information concerning material changes in the financial condition or operations” of the company. 
The SEC, as part of its implementation of SOX, accelerated the reporting deadlines with respect to a number of reporting forms
. In Release No. 33-8400, the SEC accelerated the current due dates for the reporting of material events under Form 8-K to no later than the fourth business day following the occurrence that triggered the 8-K filing, rather than the previous five business days or fifteen calendar days after the triggering event, depending on the nature of the event. 

In addition, the SEC has added a number of new triggering events that would require the reporting of a material event pursuant to the filing of a Form 8-K, such as material agreements, reduction in revenues from major customers, material direct or contingent financial obligations and material write-offs and impairments
. Since these new triggering events may be highly subjective, public companies will need to have their compliance personnel communicate with in-house and outside legal counsel in real time in order to be able to identify triggering events correctly and timely file the required Form 8-K. 

2.5 Maintaining Control over Dispersed Data and Personnel

IM is widely recognized as of immense value in connecting geographically dispersed work teams in a more intimate fashion through the IM characteristic of “presence.” This benefit becomes of critical importance from a compliance perspective when confronting the pressing problem of complying with SOX while outsourcing critical financial data processing to a third-party outsourcing vendor. Gartner Group has advised that the offshore outsourcing market will grow to $160 billion in 2005, up from $101 billion in 2000
. Critically, for public companies subject to SOX, Section B19 of the PCAOB Auditing Standard No. 2
 provides that: 

“...When [a] service organization’s services are part of the company’s internal control over financial reporting, management should consider the activities of the service organization in making its assessment of internal control over financial reporting, and the auditor should consider the activities of the service organization in determining the evidence required to support his or her opinion. Note: The use of a service organization does not reduce management’s responsibility to maintain effective internal control over financial reporting.” 

In order to maintain control over the outsourcing vendor, the company could ask the vendor to undertake a SAS 70 Type II audit of its outsourcing operations for the benefit of the company. Since the timing of reports and certain documentation under a standard SAS 70 Type II audit may not exactly match the company’s needs under SOX, the public company may need to advise the outsourcing vendor as to any special reporting schedules applicable to the company. It also may need to advise the vendor as to any documentation needs concerning general controls, application controls and external testing that may be necessary or appropriate under the SAS 70 Type II audit. This may be necessary in order to harmonize the audit reports to the public company’s SOX needs. The public company also could implement internal compensating controls to measure its input to the outsourcing vendor and the vendor’s output back to the public company. IM could be a valuable tool in supporting this required control and oversight process as relates to an outsourcing vendor, with the “presence” characteristic aiding in the parties’ sense of “connectedness” despite geographic distances.

3. IM in Support of an Enterprise-Wide, Holistic Compliance Approach

3.1 Value of a Holistic Compliance Approach

In light of the increasing financial and staff demands posed by the new wave of regulations (which will not be a one-time event like Y2K), many compliance experts are recommending that a “holistic” approach be taken for regulatory compliance. As one commentator noted:

“According to a recent compliance study conducted by the InformationWeek Media Network: 81 percent of the 36 securities and investment firms interviewed are taking steps to comply with SEC Rule 17a-4 regarding retention and surveillance of e-mails and instant messages; 72 percent are addressing the USA Patriot Act; and 62 percent are dealing with the Sarbanes-Oxley Act, which requires the certification of financial controls and the integrity of data impacting financial statements...Rather than develop or purchase piecemeal technology solutions to address each regulation, Lati [of TowerGroup] and other experts say it makes sense for securities firms to 
develop a global-compliance architecture that cuts across all the data, workflows, processes and controls that underlie a firm’s business.
” 

Indeed, Gartner Group estimates that companies opting to pursue a silo’ed, one-off approach to developing compliance solutions will end up spending ten times as much as competitors that opt for a proactive, enterprise-wide compliance approach
. As one Gartner Research representative stated the problem:

“According to this announcement, HSBC, a major banking and financial organization, has given a precise indication of the mounting costs of compliance with different directions across the globe. There’s one benchmark worth noting - 3.125 percent of EBITDA (earnings before interest, taxes, depreciation and amortization) is the regulatory “tax” for HSBC. For Sarbanes-Oxley, we put the burden at about 0.2 percent to 0.4 percent. So if the Securities and Exchange Commission is one of the 370 regulators for a global bank - to approach each regulatory program individually would eat up all the profits.
” 

IM can serve a critical purpose in aiding a company to implement a proactive, enterprise-wide, holistic compliance approach. As noted by Virginia Garcia of TowerGroup:

“As institutions simplify their business operations and adopt enterprise-wide IT architectures, they can reduce the implementation burden while increasing their process robustness and operational efficiency. This allows FSIs to harness the power of the multiplier effect theory, which says that for every dollar saved in IT efficiency, FSIs can gain up to $7 in process savings. FSIs should pursue this sweet spot, where the savings achieved through value-
based compliance exceed the technology costs
.” 

3.2 Rise of the Chief Compliance Officer

A number of new paradigms have emerged in the area of regulatory compliance. Rather than having compliance responsibility residing with an entire department, such as the IT department, corporations are being required to appoint a “chief compliance officer” or other individual who is responsible for ensuring compliance by the corporation with a multitude of sometimes overlapping and conflicting international, U.S. Federal and state laws. For example, SEC Rule 38a-1
 and SEC Rule 206(4)-7 require registered investment companies and investment advisors to appoint a “Chief Compliance Officer” to oversee their compliance with critical aspects of the Investment Company Act of 1940 and the Investment Advisor’s Act of 1940. 
This principle of placing responsibility with one officer rather than with a group of individuals can be seen also in the requirement of the Health Insurance Portability and Accountability Act (HIPAA) that each “covered entity” (i.e., health care provider, health plan or health care clearinghouse) appoint a “Chief Privacy Officer” and “Chief Security Officer.” The naming of a single individual to be responsible for enterprise-wide compliance will likely lead regulated companies to more aggressively adopt a holistic, enterprise-wide approach to the issue. 

3.3 IM as Part of an “Effective Compliance and Ethics Program”

The need to adopt a strategic compliance approach rather than adopt short-term “silo” solutions is further underscored by the fact that regulatory mandates are gradually evolving away from being applied only to particular industries or situations to being applied on a more universal basis. A good example of this trend is evident from the applicability of certain SOX corporate governance principles (originally developed only for application to public companies) to the larger universe of all public and private companies that become subject to the U. S. Sentencing Guidelines. Under the 2004 amendments to the U.S. Sentencing Guidelines adopted by the U.S. Sentencing Commission (which took effect in November of 2004), seven criteria listed in Section 8B2.1(B) of the 2004 amendments will determine whether the organization has an “effective compliance and ethics program” so as to qualify the company for reduced penalties in the event it is found to have violated a federal law
. 

One of the seven criteria listed in Section 8B2.1(B)(4) of the 2004 amendments to determine whether the organization has an “effective compliance and ethics program” in place is that there be communication to all employees of the organization’s compliance standards and procedures and other aspects of the organization’s compliance program. Compliance training is mandated not only for staff personnel, but also for upper management. Further, the organization’s Board of Directors must be knowledgeable about the content and operation of the organization’s compliance program and must exercise reasonable oversight with respect to the implementation and effectiveness of the organization’s compliance program. An enterprise-wide approach to data and documents, supported by a secure enterprise IM solution, appears to be necessary. 
One final important factor to note about the Sentencing Guidelines is that if a corporation is convicted of violation of a U.S. federal law and is found not to have an “effective compliance and ethics program” in place prior to sentencing, the Sentencing Guidelines may as part of an imposed probation require the company to institute a conforming compliance program under court supervision as part of an imposed probation
. In order to avoid potentially intrusive court oversight, approaching compliance on a law-by-law basis should be avoided in favor of a proactive, holistic plan. IM can serve an invaluable function by helping companies to implement an “effective compliance and ethics program.” 

3.4 IM and Legal Discovery

Instituting an enterprise IM solution also can aid companies in gaining better control of IM for purposes of legal discovery. Under Federal Rules of Civil Procedure (FRCRP) 26(b)(1): 

“Parties may obtain discovery regarding any matter, not privileged, that is relevant to the claim or defense of any party, including the existence, description, nature, custody, condition, and location of any books, documents, or other tangible things and the identity and location of persons having knowledge of any discoverable matter. For good cause, the court may order discovery of any matter relevant to the subject matter involved in the action. Relevant information need not be admissible at the trial if the discovery appears reasonably calculated to lead to the discovery of admissible evidence.” 

Given the broad discovery powers authorized under FRCP 26, a tightly controlled enterprise IM solution poses fewer risks to a company than the use by its workers of a public IM network. In addition, under certain circumstances, a company required to produce IM records pursuant to legal discovery may be able to shift some of the costs of discovery onto the requesting party. For example, in the case of Zubulake vs. UBS Warburg
, a three factor cost-shifting approach was outlined by the court: 

The court must thoroughly understand the responding party's computer system, both with respect to active and stored data. For data kept in an accessible format, the usual rules of discovery apply and the responding party will be required to pay for production. A court should consider cost-shifting only when inaccessible data (such as that contained on backup tapes) is at issue.

Because the cost-shifting analysis is so fact-intensive, the court must determine what data may be found on the inaccessible media. A "sampling" approach is sensible in most cases.

In conducting the cost-shifting analysis, a seven-factor test should be applied and weighted in the manner described above. The seven-factor test cited by the court applies to situations where the data is “inaccessible:”

· The extent to which the request is specifically tailored to discover relevant information. 

· The availability of such information from other sources. 

· The total cost of production, compared to the amount in controversy. 

· The total cost of production, compared to the resources available to each party. 

· The relative ability of each party to control costs and its incentive to do so. 

· The importance of the issues at stake in the litigation. 

· The relative benefits to the parties of obtaining the information. 

In light of the broad discovery reach under FRCP 26, the difficulty of shifting production costs to the requesting party and the need to quickly access IM documents and analyze them against discovery requests, an enterprise IM solution appears strongly preferable to permitting workers to use a public IM network. Use of an enterprise IM solution should also enable companies to more easily comply with relevant document retention mandates, while not maintaining IM records for longer than is required, either due to regulatory retention periods or due to legal discovery requirements.

4. Microsoft® Office Live Communications Server 2005

4.1 Overview

Microsoft® Office Live Communications Server 2005 provides a stable, extensible, enterprise-ready IM and “presence” engine and is available in two editions: Standard Edition and Enterprise Edition. Live Communications Server 2005 is based on the SIP (Session Initiation Protocol) and SIMPLE (SIP IM and Presence Leveraging Extensions) standards, thus providing broad support for the co-development efforts of Microsoft partners. Live Communications Server 2005 supports peer-to-peer data collaboration, audio and video exchange and application sharing. 
By utilizing Live Communications Server, enterprises can track and manage presence information and IM for hundreds of thousands of users within an encrypted, authenticated environment. Enterprises also can utilize the Live Communications Server “federation” option to extend IM and presence information to remote users and to trusted customers, suppliers, and partners, including those using a public IM network service such as MSN®, Yahoo! ®,or AOL®. Employees working from home or offsite have the ability to collaborate in real time with colleagues without resorting to a costly virtual private network (VPN). Live Communications Server runs on Microsoft® Windows Server™ 2003 and leverages familiar Windows tools and technologies, including:

· Active Directory® directory service for authentication and group policy.

· Microsoft SQL Server™ for maintaining user data, logging, and archiving.

· MOM (Microsoft Operations Manager) and MMC (Microsoft Management Console) for management tools.

Live Communications Server 2005 integrates with the rest of the Microsoft Office System on an out-of-the-box basis, allowing users of programs such as Microsoft Outlook, Microsoft Excel and Microsoft Word (as well as team sites and portals such as Windows® SharePoint Services) to take advantage of IM and presence awareness from within those applications. Due to the inclusion of (a) new functionality such as clustering, failover, SAN support and (b) new topologies, users should experience reduced downtime and management complexity. Graham Lawlor, chairman of the New York-based Financial Instant Messaging Association (FIMA) and the program manager of IM at Deutsche Bank AG in New York, said the new interoperability promised by LCS 2005 is: 

“a pretty fundamental and sea change in the industry...It will allow the richness of enterprise IM, which has more security and usability features than the free IM clients, to meld with the widespread user base of the free IM community...[Microsoft Live Communications Server 2005] theoretically allows you to have the best of both worlds." 

4.2 Logging

Live Communications Server 2005, through integration with Microsoft SQL Server, provides logs in a text format written to a flat file which is readily usable and under the control of the administrator. Such logs provide:
· An audit trail of user behavior for security purposes
· Information to assist in troubleshooting routing and security issues
· Raw information on system usage

Logging consists of four predefined information levels, with each successive level adding more information and finer granularity. Administrators can specify logging levels on an individual user basis, based on the level of information needed. Three types of information are logged:

· Metadata information related to the start, stop, and modification of logging

· Protocol information related to incoming and outgoing SIP messages

· Critical event information related to the operation of the server

The information logged to the flat file and the information available through performance counters and Windows application event logs may overlap to some extent. Since logging is optional, critical events that affect the entire service on a particular computer normally would be logged at least to the application event log, but may be duplicated in the flat file log as well, if desired by the system administrator. 

4.3 Archiving

Archiving instant messages in Live Communications Server 2005 uses two components: the IM Archiving Agent and the IM Archiving Service. The IM Archiving Agent writes the content of all messages to a private or public Message Queuing (also known as MSMQ) queue. The IM Archiving Service then extracts the messages from the Message Queuing queue and adds them to SQL Server, typically on another server. The Archiving service consists of:

· An Archiving agent, which records message content

· An Archiving back-end server, which is a logical entity consisting of two separate components: (a) an Archiving back-end queue, and (b) an Archiving back-end database

If archiving is enabled, all IM conversations are archived by default. Archiving can be disabled or enabled for specified users. The administrator also can choose to archive conversations between federation partners. It should be noted, however, that the IM Archiving Service does not archive multimedia or file transfers or archive across domains. Archiving conversations with federated partners occurs on the originating servers. The Live Communications Server 2005 Server Application API contains enhancements to support: 

· Application communication. Live Communications Server 2005 provides a mechanism that enables the same application to communicate even thought deployed on multiple servers. When the application receives a request, it “stamps” the request so as to add a header informing all downstream instances of the application in the message path that it has processed the request. 

· Presence-based routing. An MSPL script application can now access a registered endpoint's XML presence document to route incoming requests to particular devices for individual end users.

· Flat file access from the Microsoft SIP Processing Language. MSPL scripts now have the ability to read UTF-8 text files containing columnar data delimited by commas, tabs, or white spaces. This ability makes it possible for applications to read name-value pairs for the purpose of creating look-up tables for information such as phone numbers or registration pools.

· Hashing and string operations. MSPL now provides new functions to enable hashing and additional string operations.

· Application compatibility. MSPL and the managed code library now make it possible to distinguish between Live Communications Server 2003 and Live Communications Server 2005 server applications. 
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The IM Archiving Service supports various archiving scenarios that differ according to (a) which users are archived, (b) when users are archived, and (c) what information is archived. The main archiving scenarios that are supported are:

· Full archiving: Live Communications Server archives all IM conversations for all users in the enterprise. Additionally, the enterprise receives usage data on all users within the organization.

· Partial archiving: Live Communications Server archives all IM conversations for some users in the enterprise and produces usage data on these users, or on all users.

· Federated or internal archiving: Live Communications Server archives only the federated or internal IM conversations for users in the enterprise. Additionally, usage data is generated on these federated or internal conversations, or on all conversations.

· Exception archiving: The enterprise disables specific users from ever being archived. Settings will take precedence over any other user or global setting for enabling archiving and will prevent specific users from being archived even when conversing with other users who are enabled for archiving.

4.4 Retrieving IM Data from SQL Server 

For purposes of audit and compliance, organizations can query SQL server to retrieve the archived instant messages from the back-end database, based on the following schema:

Table 1: Database Schema for IM Retrieval

	Table Name
	Column Name
	Description

	users 
	userid
	(Identity column)

	
	useruri
	URI of the user that sent or received an instant message.

	computers
	id
	(Identity column)

	
	computer
	NetBIOS name of the home server that processed an instant message.

	Contenttypes
	id
	(Identity column)

	
	contenttype
	MIME content type of the message.

	messages 
	id
	(Identity column)

	
	date
	Date and time at which the message was processed by a home server.

	
	fromid
	Identifies the sender of an instant message (corresponds with userid in users table).

	
	toid
	Identifies the recipient of an instant message (corresponds with userid in users table).

	
	contenttypeid
	Identifies what the content type of the message is.

	
	cs_call_id
	Unique identifier for the IM session. Checksum calculated from call_id (used by Live Communications Server only).

	
	computerid
	Identifies the home server that processed an instant message (corresponds with id in computers table).

	
	body
	Body of an instant message.

	
	reserved1
	Column reserved for use, such as tracking the exporting of records.

	
	reserved2
	Column reserved for use.

	usagesummary
	id
	(Identity column)

	
	date
	Date and time at which the message was processed by a home server.

	
	fromid
	Identifies the sender of an instant message (corresponds with userid in users table).

	
	toid
	Identifies the recipient of an instant message (corresponds with userid in users table).

	
	cs_call_id
	Unique identifier for the IM session. Checksum calculated from call_id (used by Live Communications Server only).

	
	Messages
	Number of messages sent.

	
	reserved1
	Column reserved for use.

	
	reserved2
	Column reserved for use.


For more prescriptive guidance as to the proper utilization of Live Communications Server as part of an audit, reporting and compliance approach, a number of reference documents are available: 

· Live Communications Server 2005 Planning Guide (see, especially, pp 70-71)
 

· Live Communications Server Resource Kit
, especially “ArchivingDatabaseQueries-Readme.htm”

· Live Communications Server 2005 Document: Deploying Archiving Service

· Additional Live Communications Server 2005 Deployment Resources

4.5 Partner Offerings

Solutions created by Microsoft partners with Microsoft Office Live Communications Server 2005 enable enterprises to deploy managed instant messaging with functionality including logging, archiving, file transfer, audio/video conferencing, and application sharing. Of particular importance for users seeking to comply with IM-related requirements contained in SEC Rule 17a-4, the Sarbanes-Oxley Act, HIPAA and other mandates, Microsoft Partner offerings can expand on the native capabilities of Live Communications Server 2005 to provide additional functionality such as:

· IM conversation reconstruction

· Customer keyword searching

· Real-time content filtering

· Reviewer notification

· Message annotation and audit tracking

Microsoft partners also can assist organizations to, for example, (1) identify their current IM usage and key IM requirements in preparation for deployment of Live Communications Server 2005 and related partner solutions, (2) identify and implement proper tools for compliance (e.g., logging, archiving and reporting of IM conversations), security (e.g., AV scanning of file transfers, file transfer control by file name, file type or file size and blocking of spam and worms) and management (e.g., use of appropriate disclaimers and notifications for public IM users, use of “Chinese walls” between internal and external users and use of workflow tools for retrieval and retention of IM conversations), and (3) monitor adoption of the new enterprise IM solution by the organization’s users (e.g., web-based workflow for message review). 
For a listing of some of the Microsoft partners developing customized offerings based on the Live Communications Server 2005, go to http://www.microsoft.com/livecomm. 

5. Conclusion

Eric Hoffer, the philosopher and author, once described the difference between learning and knowing by stating that:

“In times of change, the learners will inherit the Earth, while the knowers will find themselves beautifully equipped to deal with a world that no longer exists.”

Today’s enterprises need to be “Learners” rather than mere “Knowers”. Rather than cobble together security, authentication and encryption solutions to enable their workers to continue to use public IM networks, it makes more sense for them to migrate to an enterprise IM solution. In addition to gaining increased Return on Investment (ROI) and reduced Total Cost of Ownership (TCO) as a result of this migration, enterprises should find that they are better able to adopt a holistic, enterprise-wide compliance program with an enterprise IM solution. 

Such a proactive approach is becoming a necessity as a result of a blizzard of regulations requiring the review, archiving, production and audit of business records that include instant messaging. It also may be advisable in light of (a) the regulatory trend toward accelerated reporting deadlines, (b) an increased emphasis on enterprise-wide communication and collaboration and (c) the need for companies to establish an “effective compliance and ethics program.” Microsoft Office Live Communications Server 2005 provides a robust IM solution designed to help “Learner” enterprises stay ahead of the regulatory compliance curve.
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