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Abstract

This guide describes how to configure a test lab with five computers for testing Network Access Quarantine Control and remote access certificate provisioning for computers not joined to a domain. This guide offers only step-by-step procedures. It is intended for enterprise-level administrators who have experience managing L2TP/IPsec remote access connections, creating and debugging scripts, using the Connection Manager Administration Kit (CMAK), and administering the Active Directory® directory service.
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Step-by-Step Guide for Setting Up Network Quarantine and Remote Access Certificate Provisioning in a Test Lab             

Network administrators who design and implement remote access solutions often face two problems: how to deploy a practical implementation of Layer Two Tunneling Protocol with Internet Protocol security (L2TP/IPsec) and how to enforce network access requirements on remote computers. By using the 32-bit versions of the Microsoft® Windows® Server™ 2003 with Service Pack 1 (SP1) operating system, network administrators can solve both problems using certificate provisioning and Network Access Quarantine Control.

L2TP/IPsec connections require certificates to be installed on both the remote computer and on the server. However, many users do not have their home computers joined to a domain, so these computers cannot be issued certificates through autoenrollment. Network administrators can use certificate provisioning to install certificates on remote computers that are not joined to a domain. By using the advanced customization features of Connection Manager, network administrators can create connections that automatically install certificates on remote computers the first time that the users are authenticated and the client computers connect to the network.

Network administrators can solve the problem of enforcing network access requirements on remote computers with Network Access Quarantine Control. Lack of access to remote computers makes enforcing network requirements (such as the use of antivirus software) on these computers difficult. By using the advanced customization features of Connection Manager, network administrators can create connections that check for required programs, registry settings, files, or combinations thereof, and they can quarantine a remote access session until these checks have been performed. For a conceptual overview of Network Access Quarantine Control, see Network Access Quarantine Control in Windows Server 2003.

Although certificate provisioning and Network Access Quarantine Control are separate configuration processes, both processes are demonstrated in the single Connection Manager profile described in this test lab. This guide describes how to configure the example.com domain so that:


Remote access clients that are not joined to the domain can automatically obtain certificates over the network.


Remote access clients that do not comply with network access requirements are restricted to only the file share and Web site that are available on the quarantine resource.


Remote access policies limit the duration of Point-to-Point Tunneling Protocol (PPTP) connections but not of L2TP/IPsec connections. 

As part of this configuration, this guide demonstrates how to create a Connection Manager profile that automatically requests and installs a certificate for an L2TP/IPsec connection. The profile also installs a quarantine agent and installs and runs a custom quarantine script that checks for the presence of a required file and takes appropriate action based on its presence or absence.

Because this test lab simulates an Internet connection from CLIENT1 to VPN1, the Connection Manager profile is configured as a VPN-only connection. In a production environment, you could configure the profile to first dial an Internet service provider (ISP) before making a VPN connection to the intranet (known as a double-dial profile).

Before You Begin

This guide takes you step-by-step through the following tasks:


Setting up the test network


Writing a custom script that verifies the presence of a file on the remote access client 


Creating a configuration file for certificate installation on the remote access client


Building Web pages for the two connection states (quarantined and full access) 


Creating and testing a Connection Manager profile that checks for compliance with network access requirements and that automatically installs the required certificate after the connection to the corporate network is established

This guide is intended for enterprise-level administrators who have experience managing remote access connections, creating Connection Manager profiles using the Connection Manager Administration Kit (CMAK), creating and testing scripts, administering Active Directory®, and operating a test lab. It does not provide a comprehensive conceptual overview of any of the technologies that you implement in the lab or of general test lab operations. If you are unfamiliar with CMAK and managed remote access connections, it is strongly recommended that you first complete the test lab detailed in Step-by-Step Guide for Creating and Testing Connection Manager Profiles in a Test Lab. For links to other conceptual information, general deployment information, and product details, see the "See Also" section at the end of this guide.

The instructions in this guide are cumulative. To reproduce the test lab configurations detailed in this guide, you must complete each section in the sequence in which it appears, and you must follow the steps in each section in sequence.

During the setup of this test lab, you will be required to create a profile using CMAK on the Routing and Remote Access server. This will require using cmgetcer.dll, a dll which is available as a download only from the Windows Server 2003 Resource Kit Tools. Before setting up this test lab, make sure that you have downloaded, and have access to, cmgetcer.dll.
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Important: 

The following instructions describe configuring a test lab to test the relevant scenarios. To clearly separate the services provided on the network and to show the desired functionality, you need a minimum of four servers and one client computer. In addition, these test lab configurations reflect neither best practices nor a desired or recommended configuration for a production environment. For example, the test lab uses the same computer as a domain controller, a Domain Name System (DNS) server, a Dynamic Host Configuration Protocol (DHCP) server, and an Internet Authentication Service (IAS) server. In a production environment, you should not run other services on a domain controller. These test lab configurations, including IP addresses and all other configuration parameters, are designed to work only on a test lab network. 

Setting Up the Network Quarantine Test Lab

To follow the steps in this guide, you will need to configure five computers in a specific topology. Each computer in the lab has specific hardware and operating system requirements, which are specified in the following subsections. 

To set up this test lab, you will need the following hardware and software.


Four computers that are capable of running the 32-bit versions of Windows Server 2003 with SP1.


One server, named DC1, will be the domain controller.


One server, named CA1, will be the certification authority server.


One server, named IIS1, will be the Web and file server.


One server, named VPN1, will be the Routing and Remote Access server. This server must also have two network adapters and a floppy disk drive or USB port that supports a USB flash drive.


One computer, named CLIENT1, that is capable of running Microsoft Windows XP Professional with Service Pack 2 (SP2) and that has a floppy disk drive or a USB port that supports a USB flash drive.


Two network hubs or Layer 2 switches.


Two operating system discs for Windows Server 2003 with SP1, Enterprise Edition.


Two operating system discs for Windows Server 2003 with SP1, Standard Edition.


One operating system disc for Windows XP Professional with SP2.

The following figure shows the network topology for this lab.
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As shown in the previous figure, one segment of the test lab network represents a corporate intranet, and another segment represents the Internet. Connect all computers on the intranet segment to a common hub or Layer 2 switch. Connect all computers on the Internet segment to a separate common hub or Layer 2 switch.

Windows Firewall is set up and configured on CA1 (the Certification Authority server), IIS1 (the Web and file server), and CLIENT1 (the client computer). Windows Firewall should not be turned on or configured on either the domain controller (DC1) or the VPN server (VPN1). In addition, the Windows Firewall/Internet Connection Sharing (ICS) service should be disabled on VPN1.

The following subsections describe how you will set up the basic lab infrastructure. To reconstruct this test lab, configure the computers in the order presented. Additional sections of this guide describe the specific configuration steps required for testing Network Access Quarantine Control and certificate provisioning on the remote access client, as well as configuring Windows Firewall.

DC1

As part of setting up the basic infrastructure for the test lab, configure DC1 as the domain controller, the DNS server, the DHCP server, and the IAS server for a domain that is named example.com. Windows Firewall does not need to be configured on this server.
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Perform basic installation and configuration on DC1

	1.
Install Windows Server 2003 with SP1, Enterprise Edition, and configure the computer as a stand-alone server named DC1.

2.
Configure the connection to the intranet segment with the IP address of 172.16.0.1 and the subnet mask of 255.255.255.0.
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Configure DC1 as a domain controller

	1.
To start the Active Directory Installation Wizard, click Start, click Run, type dcpromo.exe, and then click OK.
2.
On the Welcome to the Active Directory Installation Wizard page, click Next.

3.
On the Operating System Compatibility page, click Next.

4.
Verify that Domain controller for a new domain option is selected, and then click Next.

5.
Verify that Domain in a new forest is selected, and then click Next.

6.
Verify that No, just install and configure DNS on this computer is selected, and then click Next.

7.
On the New Domain Name page, type example.com, and then click Next.

8.
On the NetBIOS Domain Name page, confirm that the Domain NetBIOS name is EXAMPLE, and then click Next.

9.
Accept the default Database and Log Folders directories, as shown in the following figure, and then click Next.

[image: image8.png][Active Directory Installation Wizard
Database and Log Folders

Speciy the alders o cortain the Active Directory database and la fles.

4

For best performance and recoverabily, stors the database and the log on separate:

hard disks.
‘Where do you want o sore the Active Director database?

Database folder
CWINDOWSNTDS

‘Where da you want o stare the Active Directory log?

Log folder
CWINDOWSNTDS

Biowse.

Bk Cance





10.
In the Shared System Volume dialog box, accept the default path, as shown in the following figure, and then click Next. 
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11.
On the Permissions page, verify that the Permissions compatible only with Windows 2000 or Windows Server 2003 operating systems check box is selected, as shown in the following figure. Click Next. 
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12.
On the Directory Services Restore Mode Administration Password page, leave the passwords blank, and then click Next. 

13.
Review the information on the Summary page, and then click Next.
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14.
On the Completing the Active Directory Installation Wizard page, click Finish.

15.
 When prompted to restart the computer, click Restart Now.
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Raise the domain functional level

	1.
Open the Active Directory Domains and Trusts snap-in and right-click the dc1.example.com domain.

2.
Click Raise Domain Functional Level, and then select Windows Server 2003 on the Raise Domain Functional Level page, as shown in the following figure.
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3.
Click Raise, click OK, and then click OK again.
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Install and configure DHCP

	1.
Install Dynamic Host Configuration Protocol (DHCP) as a Networking Services component by using Add or Remove Programs in Control Panel.

2.
Open the DHCP snap-in from the Administrative Tools folder, and then highlight the DHCP server, dc1.example.com.

3.
Click Action, and then click Authorize to authorize the DHCP service.

4.
In the console tree, right-click dc1.example.com, and then click New Scope.

5.
On the Welcome page of the New Scope Wizard, click Next.

6.
On the Scope Name page, type CorpNet in Name, as shown in the following figure.
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7.
Click Next. On the IP Address Range page, type 172.16.0.10 in Start IP address, type 172.16.0.100 in End IP address, and type 24 in Length, as shown in the following figure.
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8.
Click Next. On the Add Exclusions page, click Next.

9.
On the Lease Duration page, click Next.

10.
On the Configure DHCP Options page, click Yes, I want to configure these options now, as shown in the following figure.
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11.
Click Next. On the Router (Default Gateway) page, click Next.

12.
On the Domain Name and DNS Servers page, type example.com in Parent domain. Type 172.16.0.1 in IP address, and then click Add. This is shown in the following figure.
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13.
Click Next. On the WINS Servers page, click Next.

14.
On the Activate Scope page, click Yes, I want to activate this scope now, as shown in the following figure.
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15.
Click Next. On the Completing the New Scope Wizard page, click Finish.
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Add computers to the domain

	1.
Open Active Directory Users and Computers.

2.
In the console tree, double-click example.com.

3.
Right-click Users, point to New, and then click Computer.

4.
In the New Object – Computer dialog box, type CA1 in Computer name, and click Next.

5.
In the Managed dialog box, click Next.

6.
In the New Object – Computer dialog box, click Finish.

7.
Follow steps 3 through 6 to create additional computer accounts for IIS1 and VPN1.
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Install and configure Internet Authentication Service

	1.
Click Start, point to Control Panel, and then click Add or Remove Programs. Install Internet Authentication Service as a subcomponent of the Networking Services component.

2.
Click Start, point to Administrative Tools, and then click Internet Authentication Service.

3.
Right-click Internet Authentication Service, and then click Register Server in Active Directory. 

4.
When the Register Internet Authentication Server in Active Directory dialog box appears, click OK. 

5.
When the Server registered dialog box appears, click OK.

6.
In the console tree, right-click RADIUS Clients, and then click New RADIUS Client.

7.
On the Name and Address page of the New RADIUS Client wizard, type VPN1 in Friendly name, type 172.16.0.2 in Client address (IP or DNS), and then click Next.

8.
On the Additional Information page, type the same shared secret for VPN1 in both Shared secret and Confirm shared secret, and then click Finish.


CA1

As part of setting up the basic infrastructure for the test lab, configure CA1 as the certification authority for the example.com domain and the quarantine resource (a Web and file server that the client can access while still quarantined). After setting up the server, you will configure Windows Firewall.
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Install software and configure CA1

	1.
Install Windows Server 2003 with SP1, Enterprise Edition, and configure the computer as a member server named CA1 in the example.com domain.
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Note: 

The autoenrollment of remote access clients with the appropriate certificate requires the creation and usage of a Version 2 certificate template. Version 2 certificates are not available on, or distributable by, Windows Server 2003 with SP1, Standard Edition, but they are distributable by Windows Server 2003 with SP1, Enterprise Edition.

2.
Configure the connection to the intranet segment with the IP address of 172.16.0.4, the subnet mask of 255.255.255.0, and the DNS server IP address of 172.16.0.1.
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Install IIS on CA1

	
Install Internet Information Services (IIS) as a subcomponent of the Application Server component.
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Install Certificate Services and configure the certification authority on CA1

	1.
Click Add/Remove Windows Components.

2.
In Windows Components, select the Certificate Services check box. 

3.
When a warning appears about not changing the name of the domain or membership of this computer, click Yes, and then click Next.

4.
On the CA Type page, click Enterprise Root CA, and then click Next.

5.
On the CA Identifying Information page, type Example Root CA in Common name for this CA, as shown in the following figure. Click Next.
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6.
On the Certificate Database Settings page, click Next.

7.
When asked whether to temporarily stop IIS, click Yes.

8.
When asked whether to enable ASP pages, click Yes.

9.
On the Completing the Windows Components Wizard page, click Finish.
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Configure a shared folder on CA1


On CA1, create a folder named Quarantine on the drive on which you installed the operating system. Share this folder, and retain the default permissions.
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Test Web and file share access from DC1 to CA1

	1.
Start Internet Explorer on DC1. If the Internet Connection Wizard prompts you, configure Internet access through a LAN connection. In Internet Explorer, type http://CA1.example.com/certsrv in Address, and then press ENTER. This is shown in the following figure.
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2.
In the warning box preventing you from viewing the Web site, click Add.

3.
On the Trusted sites dialog box, verify that http://CA1.example.com is listed in the Add this Web site to the zone box, as shown in the following figure. 
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4.
Click Add, and then click Close. You should see a welcome page for certificate Web enrollment.

5.
In Internet Explorer, type \\ca1\quarantine in Address, and then press ENTER. You should see the contents of the Quarantine folder, which should be empty. Close Internet Explorer.
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Configure Windows Firewall on CA1

	1.
Click Start, point to Control Panel, and then click Windows Firewall. 

2.
Select On, and then click the Exceptions tab.

3.
In Programs and Services, select File and Print Sharing.

4.
Click Add Program.

5.
In the Add a Program dialog box, click Internet Explorer, and then click OK.

6.
Click Add Port and on the Add a Port dialog box, add the following ports to the exception list:
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Note: 

You must click Add Port for each port.

Name

Port Number

Protocol

Certificate Services

1204

TCP

RPC

135

TCP

World Wide Web Publishing Service

80

TCP

7.
On the Exceptions tab, make sure World Wide Web Publishing Service, File and Print Sharing, RPC, Certificate Services, and Internet Explorer are all checked, as shown in the following figure.

[image: image33.png]JE P

‘Windows Firewalis blocking incoming network cornectons, except or the
progtams and services selected below. Adding exceptons lows some programs
o work better bt mightncrease your seculy sk

Programs and Services:

Name.

File and Priter Sharing
Internet Explorer

D Remote Deskiop

RPC

DIUPP Framework.

Wald Wide Web Publishing Service

Add Program. Add Pt Edit Delte

I Display a notfication when Windows Firewall blocks a program

=





8.
Click the Advanced tab, and then in Security Logging, click Settings.

9.
On the Log Settings tab, select Log dropped packets and Log successful connections, and keep the default file path, as shown in the following figure.
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Please refer to the log file in case you need to add more ports to the exception list. The log file also allows you to view packets dropped by Windows Firewall and successful TCP connections.

10.
Click OK twice to close Windows Firewall.


IIS1

As part of setting up the basic infrastructure for the test lab, configure IIS1 as a Web server and a file server for the example.com domain, and then configure Windows Firewall on this server.
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Perform software installation and configure IIS1

	1.
Install Windows Server 2003 with SP1, Standard Edition, and configure the computer as a member server named IIS1 in the example.com domain.

2.
Configure the connection to the intranet segment with the IP address of 172.16.0.3, the subnet mask of 255.255.255.0, and the DNS server IP address of 172.16.0.1.


[image: image36.png]


Install and configure IIS on IIS1

	1.
Install Internet Information Services (IIS) as a subcomponent of the Application Server component.

2.
Start Internet Explorer on DC1. In Internet Explorer, type http://IIS1.example.com in Address. You should see the Under Construction default Web page.
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Configure a shared folder on IIS1

	1.
On IIS1, share the root folder of the drive on which you installed the operating system. Name the share ROOT, and retain the default permissions.

2.
To determine whether file sharing is working correctly, on DC1, click Start, click Run, type \\IIS1\ROOT, and then click OK. You should see the files in the root folder on IIS1
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Configure Windows Firewall on IIS1

	1.
Click Start, point to Control Panel, and then click Windows Firewall. 

2.
Select On, and then click the Exceptions tab.

3.
In Programs and Services, select File and Print Sharing.

4.
Click Add Program.

5.
In the Add a Program dialog box, click Internet Explorer, and then click OK.

6.
On the Exceptions tab, click Add Port.
7.
In the Add a Port dialog box, type World Wide Web Publishing Service for the Name, 80 for the Port number, select TCP as the protocol, and then click OK.

8.
On the Exceptions tab, make sure World Wide Web Publishing Service, File and Print Sharing, and Internet Explorer are all checked, as shown in the following figure.
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9.
Click the Advanced tab, and then click Settings in Security Logging.

10.
On the Log Setting tab, select Log dropped packets and Log successful connections, and keep the default path and file name in Name, as shown in the following figure.
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Please refer to the log file in case you need to add more ports to the exception list. The log file also allows you to view packets dropped by Windows Firewall and successful TCP connections.

11.
Click OK twice to close Windows Firewall.


VPN1

As part of setting up the basic infrastructure for the test lab, configure VPN1 as a remote access server and as the computer from which you will create Connection Manager profiles using CMAK. VPN1 must have two network adapters. 
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Perform software installation and configure VPN1

	1.
Install Windows Server 2003 with SP1, Standard Edition, and configure the computer as a member server named VPN1 in the example.com domain.

2.
Rename the connection to the intranet segment as CorpNet, and rename the connection to the Internet segment as Internet.

3.
Configure the CorpNet connection with the IP address of 172.16.0.2, the subnet mask of 255.255.255.0, and the DNS server IP address of 172.16.0.1.

4.
Configure the Internet connection with the IP address of 10.0.0.2 and the subnet mask of 255.255.255.0.


Windows Firewall and Routing and Remote Access cannot run simultaneously on VPN1. If Windows Firewall is turned on, you will need to turn it off; if the Windows Firewall/Internet Connection Sharing (ICS) service has started or is set to automatic before you configure Routing and Remote Access, you must disable it.
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Disable the Windows Firewall/Internet Connection Sharing (ICS) service on VPN1

	1.
Click Administrative Tools, and then click Services.

2.
In the Services details pane, right-click Windows Firewall/Internet Connection Sharing (ICS) service, and then click Properties. 

3.
If the service Startup Type is either Automatic or Manual, change it to Disabled.

4.
Click OK to close the Windows Firewall/Internet Connection Sharing (ICS) dialog box, then close the Services page.
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Configure Routing and Remote Access on VPN1

	1.
Click Start, point to Administrative Tools, and then click Routing and Remote Access.

2.
In the console tree, right-click VPN1, and then click Configure and Enable Routing and Remote Access.

3.
On the Welcome to the Routing and Remote Access Server Setup Wizard page, click Next.

4.
On the Configuration page, Remote access (dial-up or VPN) is selected by default. Click Next.

5.
On the Remote Access page, select the VPN check box, and then click Next.

6.
On the VPN Connection page, click the Internet interface in Network interfaces, and then click Next.

7.
On the IP Address Assignment page, Automatically is selected by default. Click Next.

8.
On the Managing Multiple Remote Access Servers page, click Yes, set up this server to work with a RADIUS server, and then click Next.

9.
On the RADIUS Server Selection page, type 172.16.0.1 in Primary RADIUS server, type the shared secret in Shared secret, and then click Next.

10.
On the Completing the Routing and Remote Access Server Setup Wizard page, click Finish.

11.
When a message about configuring the DHCP Relay Agent appears, click OK.
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Configure the DHCP Relay Agent on VPN1

	1.
In the console tree, double-click VPN1, double-click IP Routing, and then right-click DHCP Relay Agent, as shown in the following figure.
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2.
Click Properties.

3.
In the DHCP Relay Agent Properties dialog box, type 172.16.0.1 in Server address, and then click Add. The server address will be added to the list, as shown in the following figure. Click OK.
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Install the Connection Manager Administration Kit

	1.
Click Start, point to Control Panel, and then click Add or Remove Programs.

2.
Click Add/Remove Windows Components, click Management and Monitoring Tools, and then click Details.

3.
Select the Connection Manager Administration Kit check box, as shown in the following figure, and then install CMAK.
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CLIENT1

As part of setting up the basic infrastructure for the test lab, configure CLIENT1 as a standalone computer on a separate network segment. You will configure the hosts file on VPN1 to simulate Internet access to VPN1. 
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Perform software installation and configure CLIENT1

	1.
Install Windows XP Professional with SP2, and configure the computer as a standalone computer named CLIENT1.
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Note: 

Installing Windows XP Professional with SP2 on CLIENT1, automatically installs and turns on Windows Firewall. Leave Windows Firewall turned on. You will not need to add any firewall exceptions to CLIENT1 for this scenario. 

2.
Configure the connection to the Internet segment with the IP address of 10.0.0.1 and the subnet mask of 255.255.255.0.

3.
Open the \WINDOWS\system32\drivers\etc folder, and open the hosts file in Notepad.

4.
Type 10.0.0.2 vpn1.example.com # vpn server, as shown in the following figure, and then save the file; do not accidentally save it with an extension (for example, as hosts.txt).
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Configuring and Testing Network Access Quarantine Control and Certificate Provisioning

The following subsections describe how you will set up and test network quarantine and automated L2TP/IPsec certificate provisioning for remote access clients. 
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Note: 

For certificate provisioning to work, the user on CLIENT1 must be logged on with administrative credentials on the local computer. Otherwise, the certificate cannot be stored and an L2TP/IPsec connection cannot be established.

DC1

To configure the test lab for VPN access and network quarantine, create an appropriate user account and an appropriate group, and configure remote access policies on DC1.
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Create a user account for VPN connections

	1.
Open Active Directory Users and Computers.

2.
In the console tree under the example.com domain, right-click Users, point to New, and then click User.

3.
In the New Object – User dialog box, type VPNUser in First name, type VPNUser in User logon name, and then click Next.

4.
In the New Object – User dialog box, type a password of your choice in Password and Confirm password. Clear the User must change password at next logon check box, select the Password never expires check box, and then click Next.

5.
In the New Object – User dialog box, click Finish.

6.
In the details pane, double-click VPNUser.

7.
In the VPNUser Properties dialog box, click the Dial-in tab, and select Control access through Remote Access Policy, as shown in the following figure, and then click OK.
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Create a group for VPN connections

	1.
In the console tree, right-click Users, point to New, and then click Group.

2.
In the New Object – Group dialog box, type VPNUsers in Group name, and then click OK.

3.
In the details pane, double-click VPNUsers.

4.
In the VPNUsers Properties dialog box, click the Members tab, and then click Add.

5.
In the Users, Contacts, Computers, or Groups dialog box, type VPNUser in Enter the object names to select, and then click OK.

6.
In the Multiple Names Found dialog box, click OK.

7.
Click OK to save changes to the VPNUsers group.
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Create a remote access policy for L2TP/IPsec VPN connections

	1.
Open Internet Authentication Service.

2.
In the console tree, right-click Remote Access Policies, and then click New Remote Access Policy.

3.
On the Welcome to the New Remote Access Policy Wizard page, click Next.

4.
On the Policy Configuration Method page, type L2TP VPN Access in Policy name, and then click Next.

5.
On the Access Method page, click VPN, and then click Next.

6.
On the User or Group Access page, click Group, and then click Add.

7.
In the Select Groups dialog box, type VPNUsers in Enter the object names to select. Specify the location as example.com. Click OK. The VPNUsers group in the example.com domain is added to the list of groups on the User or Group Access page. Click Next.

8.
On the Authentication Methods page, the MS-CHAP v2 authentication protocol is selected by default. Click Next.

9.
On the Policy Encryption Level page, clear the Basic encryption and Strong encryption check boxes, and then click Next.

10.
On the Completing the New Remote Access Policy Wizard page, click Finish.

11.
In the details pane of Internet Authentication Service, right-click the L2TP VPN Access policy, and then click Properties.

12.
In the L2TP VPN Access Properties dialog box, click Add.

13.
In the Select Attribute dialog box, click Tunnel-Type, as shown in the following figure, and then click Add.
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14.
In the Tunnel-Type dialog box, click Layer Two Tunneling Protocol, click Add, as shown in the following figure, and then click OK twice.
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Create a remote access policy for PPTP VPN connections

	1.
In the console tree for Internet Authentication Service, right-click Remote Access Policies, and then click New Remote Access Policy.

2.
On the Welcome to the New Remote Access Policy Wizard page, click Next.

3.
On the Policy Configuration Method page, type PPTP VPN Access in Policy name, and then click Next.

4.
On the Access Method page, click VPN, and then click Next.

5.
On the User or Group Access page, click Group, and then click Add.

6.
In the Select Groups dialog box, type VPNUsers in Enter the object names to select. Specify the location as example.com. Click OK. The VPNUsers group in the example.com domain is added to the list of groups on the User or Group Access page. Click Next.

7.
On the Authentication Methods page, the MS-CHAP v2 authentication protocol is selected by default. Click Next.

8.
On the Policy Encryption Level page, clear the Basic encryption and Strong encryption check boxes, and then click Next.

9.
On the Completing the New Remote Access Policy Wizard page, click Finish.

10.
In the details pane of Internet Authentication Service, right-click the PPTP VPN Access policy, and then click Properties.

11.
In the PPTP VPN Access Properties dialog box, click Add.

12.
In the Select Attribute dialog box, click Tunnel-Type, and then click Add.

13.
In the Tunnel-Type dialog box, click Point-to-Point Tunneling Protocol (PPTP), click Add, and then click OK.

14.
In the PPTP VPN Access Properties dialog box, click Edit Profile.

15.
In Edit Dial-in Profile, click the Dial-in Constraints tab.

16.
On the Dial-in Constraints tab, select the Minutes client can be connected (Session-Timeout) check box, type 1, as shown in the following figure, and then click OK twice.
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Create a remote access policy for network quarantine

	1.
In the console tree for Internet Authentication Service, right-click Remote Access Policies, and then click New Remote Access Policy.

2.
On the Welcome to the New Remote Access Policy Wizard page, click Next.

3.
On the Policy Configuration Method page, type Quarantined VPN remote access connections in Policy name, and then click Next.

4.
On the Access Method page, click VPN, and then click Next.

5.
On the User or Group Access page, click Group, and then click Add.

6.
In the Select Groups dialog box, type VPNUsers in Enter the object names to select. Specify the location as example.com. Click OK. The VPNUsers group in the example.com domain is added to the list of groups on the User or Group Access page. Click Next.

7.
On the Authentication Methods page, the MS-CHAP v2 authentication protocol is selected by default. Click Next.

8.
On the Policy Encryption Level page, clear the Basic encryption and Strong encryption check boxes, leaving only Strongest Encryption checked, and then click Next.

9.
On the Completing the New Remote Access Policy Wizard page, click Finish.

10.
In the details pane of Internet Authentication Service, right-click the Quarantined VPN remote access connections policy, and then click Properties.

11.
In the Quarantined VPN remote access connections Properties dialog box, click Edit Profile.

12.
In the Edit Dial-in Profile dialog box, click the Advanced tab, as shown in the following figure, and then click Add.
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13.
In the Add Attribute dialog box, click MS-Quarantine-Session-Timeout, as shown in the following figure, and then click Add.
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14.
In the Attribute Information dialog box, type 120 in Attribute value, as shown in the following figure, and then click OK.
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15.
In the Add Attribute dialog box, click MS-Quarantine-IPFilter, and then click Add.

16.
In the IP Filter Attribute Information dialog box, click Input Filters, as shown in the following figure.
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17.
In the Inbound Filters dialog box, shown in the following figure, click New.
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18.
In the Add IP Filter dialog box, click TCP in Protocol, type 7250 in Destination port, as shown in the following figure, and then click OK. This input filter displays the quarantine message on CLIENT1 after the Connection Manager profile is installed on CLIENT1.
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19.
In the Inbound Filters dialog box, click New.

20.
In the Add IP Filter dialog box, click UDP in Protocol, type 68 in Source port, type 67 in Destination port, and then click OK. This input filter allows DHCP traffic to be resolved between remote access clients in quarantine and the DHCP server (DC1).

21.
In the Inbound Filters dialog box, click New.

22.
In the Add IP Filter dialog box, click UDP in Protocol, type 53 in Destination port, and then click OK. This input filter allows DNS traffic to be resolved between remote access clients that are quarantined and the DNS server (DC1).

23.
In the Inbound Filters dialog box, click New.

24.
In the Add IP Filter dialog box, select the Destination network check box, type 172.16.0.4 in IP address, type 255.255.255.255 in Subnet mask, click Any in Protocol, as shown in the following figure, and then click OK. This input filter allows remote access clients to access the quarantine resources on CA1.
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25.
In the Inbound Filters dialog box, click Permit only the packets listed below, as shown in the following figure, and then click OK.
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26.
In the Add Attribute dialog box, click Close.

27.
In the Edit Dial-in Profile dialog box, click OK.

28.
In the Quarantined VPN remote access connections Properties dialog box, click OK to save the changes to the policy.
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Review remote access policies

	
In Internet Authentication Service, review the remote access policies that you just created. They should appear in the order shown in the following figure.
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Configure Active Directory for autoenrollment of certificates

	1.
Open Active Directory Users and Computers.

2.
In the console tree, right-click the example.com domain, and then click Properties.

3.
On the Group Policy tab, click Default Domain Policy, and then click Edit.

4.
In the console tree for Group Policy Object Editor, open Computer Configuration, open Windows Settings, and then open Security Settings. Click Public Key Policies.

5.
In the details pane, right-click Autoenrollment Settings, and then click Properties. Click Enroll certificates automatically, and then select both check boxes, as shown in the following figure. Click OK.
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6.
Close Group Policy Object Editor.
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Update Group Policy on DC1

	
At a command prompt, type gpupdate /force to update Group Policy on DC1.


CA1

To configure the test lab for VPN access and network quarantine, create and issue certificate templates, and create quarantine resources on CA1.
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Configure certificate templates

	1.
Click Start, click Run, and type certtmpl.msc to open Certificate Templates.

2.
In the details pane, right-click the Authenticated Session template, and click Duplicate Template.

3.
On the General tab, type Authenticated Session for Example.com in Template display name, as shown in the following figure.
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4.
On the Security tab, click Authenticated Users in Group or user names. In Permissions for Authenticated Users, the Read check box is selected by default. Select the Enroll and Autoenroll check boxes, as shown in the following figure, and then click OK. 
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5.
In the details pane, right-click the RAS and IAS Server template, and then click Properties.

6.
On the Security tab, click Authenticated Users in Group or user names, select the Enroll and Autoenroll check boxes, and then click OK.
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Configure the certification authority to issue the new certificates

	1.
Click Start, point to Administrative Tools, and then click Certification Authority.

2.
Double-click Example Root CA to open it, as shown in the following figure. Right-click Certificate Templates, point to New, and then click Certificate Template to Issue.
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3.
In the Enable Certificate Templates dialog box, hold down the CTRL key, and then click Authenticated Session for Example.com and RAS and IAS Server. Release the CTRL key, and then click OK.
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Create a quarantine file on the CA1

	1.
Create a file in Notepad.

2.
Type a few lines of text, and then save the file as Access.txt in the Quarantine shared folder.
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Create a Web page for quarantined clients

	1.
Create a file in Notepad.

2.
Enter the following text in the file:

<html>

<head>

<meta HTTP-EQUIV="Content-Type" Content="text/html; charset=Windows-1252">

<title ID=titletext>Quarantine</title>

</head>

<body> 

<P>Welcome to Example.com.  Your computer has been placed in quarantine mode because it does not comply with our network access requirements.  Your connection will be terminated in two minutes, at which time you will be prompted to reconnect. When you reconnect, your computer will have been upgraded for compliance, and your session should not terminate after two minutes.</P>

<P>If you feel that you have reached this page in error or if your session continues to terminate after two minutes, please contact the helpdesk.</P>

<UL>

<LI>Click <a href="\\ca1.example.com\quarantine">here</a> to prove that you can access the file share on the quarantine resource.</LI>

<LI>Click <a href="\\iis1.example.com\root">here</a> to prove that you cannot access a file share that is not on the quarantine resource.</LI>

<LI>Click <a href="http://iis1.example.com/test.htm">here</a> to prove that you cannot access an intranet Web site that is not on the quarantine resource.</LI>

</UL>

</body>

</html>

3.
Save the file as quarantine.htm in C:\inetpub\wwwroot, where C is the drive on which the operating system is installed.
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Update Group Policy on CA1


At a command prompt, type gpupdate /force to update Group Policy on CA1.


IIS1

To configure the test lab for VPN access and network quarantine, create network resources on IIS1.

[image: image83.png]


Create a Web page for network resource access

	1.
Create a file in Notepad.

2.
Enter the following text in the file:

<html>

<head>

<meta HTTP-EQUIV="Content-Type" Content="text/html; charset=Windows-1252">

<title ID=titletext>Welcome to Example.com</title>

</head>

<body> 

<P>Welcome to Example.com.  Your computer has been removed from quarantine. You now have full access to the network resources that are accessible to your group.</P>

<UL>

<LI>Click <a href="\\ca1.example.com\quarantine">here</a> to prove that you can still access the file share on the quarantine resource.</LI>

<LI>Click <a href="\\iis1.example.com\root">here</a> to prove that you can access a network file share other than the one on the quarantine resource.</LI>

<LI>Click <a href="http://ca1.example.com/quarantine.htm">here</a> to prove that you can still access the Web site that is on the quarantine resource.</LI>

</UL>

</body>

</html>

3.
Save the file as test.htm in C:\inetpub\wwwroot, where C is the drive on which the operating system is installed.


VPN1

To configure the test lab for VPN access and network quarantine, configure and install rqs.exe on VPN1, update Group Policy, create the scripts for network quarantine and certificate provisioning to be included with the Connection Manager profile, and create the profile.

Remote Access Quarantine Service (RQS) is not installed automatically with Windows Server 2003 with SP1, Enterprise Edition. You will need to install RQS and then start the Remote Access Quarantine Agent service. 
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Install RQS and start the Remote Access Quarantine Agent on VPN1

	1.
Click Start, click Control Panel, click Add or Remove Programs, and then click Add/Remove Windows Components. Install Remote Access Quarantine Service as a Networking Services component.

2.
After installing Remote Access Quarantine Service, click Start, click Administrative tools, and then click Services.

3.
In the details pane, right-click Remote Access Quarantine Agent, and then click Start.

4.
Close Services.


Open the Registry Editor to modify the AllowedSet value by adding a string for removing client computers from quarantine. This string will also be used when creating the Example.com profile using CMAK so that clients will be removed from quarantine.
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Important: 

Modifications to the registry are not validated by the registry editor or by Windows before they are applied, and as a result, incorrect values can be stored. This can result in unrecoverable errors in the system. Before you modify the registry, make sure to back it up and make sure that you understand how to restore the registry if a problem occurs.
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Configure RQS parameters in the Registry Editor

	1.
Click Start, click Run, type regedit, and then click OK.

2.
In the Registry Editor navigation pane, click HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\rqs.

3.
In the details pane, right-click AllowedSet, and then click Modify. In the Edit Multi-String dialog box, modify the Value data by typing RemoveQuarantine. 

4.
Close the Edit Multi-String dialog box.

5.
Right-click HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\rqs, and then click New DWORD Value.

6.
Type DebuggerTrace for the Name value.

7.
Right-click DebuggerTrace, and in Value data in the Edit DWORD Value dialog box, type 4.

The DebuggerTrace registry value specifies the remote quarantine logging level. Possible DWORD values for this registry entry are:


1: Only errors are logged.


2: Errors and warnings are logged.


3: Information, errors, and warnings are logged.


4: Information, errors, warnings, as well as successful events are logged. 

If no value is added, 2 is the default value used.

8.
Close the Edit DWORD Value dialog box, and then close the Registry Editor.
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Modify the quarChk.cmd file

	1.
Open the Program Files\CMAK\Support folder, right-click quarChk.cmd, and then choose Edit to open the command file in Notepad.

2.
Under :INITIALIZATION add the following two lines before the SET RQCLOC=%1\rqc.exe line.

  SET SOURCE_FILE=c:\access.txt

  SET TARGET_FILE=\\ca1.example.com\quarantine\access.txt

QuarChk.cmd should resemble the following figure.
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3.
Save and close quarChk.cmd.
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Create a script for automatic certificate enrollment

	1.
Create a file in Notepad.

2.
Type the following:

[Main]

FullAccessProfileName=VPN Access to Example.com

EnableCertDetection=1

CertRequestMethod=1

RenewalPeriod=7

ShowUI=1

SkipProcessingForNonAdmins=0

[UpdateConfigFile]

CheckForConfigFileUpdate=0

UpdateURL=http://ca1.example.com/update/cmconfig.txt

Version=2

[CertDetection]

CaseSensitiveDirect=0

CertDetectIssuer=1

CertDetectSubject=0

CertDetectUsage=0

CertDetectAltSubject=0

LogicalLocation=1

SystemStore=0

CaseSensitiveDetect=0

[CertDetectIssuer]

CN=Example Root CA

[CertDetectSubject]

DC=example

DC=com

[WebCertEnroll]

EnrollURL=http://ca1.example.com/certsrv

CertDetectPollTimeOut=10

CertDetectPollInterval=20

CertDetectSleep=5

[DirectCertEnroll]

CertServer=CA1.example.com

CertServerCAName=Example Root CA

GetMachineName=1

RequestStoreFlags=0

Template=AuthenticatedSessionforExample.com

Usage=1.3.6.1.5.5.7.3.2

CN=Authenticated Session for Example.com

DC=example

DC=com

OU=IT

O=Template

L=City

S=WA

C=US

3.
Save the file as cmconfig.txt in the My Documents folder, and then close Notepad.
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Update Group Policy on VPN1

	
At a command prompt, type gpupdate /force to update Group Policy on VPN1.
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Stop and Start Routing and Remote Access and Remote Access Quarantine on VPN1

	1.
Click Start, point to Administrative Tools, and click Routing and Remote Access.

2.
Right-click VPN1, point to All Tasks, and then click Stop. 

3.
Wait for the Routing and Remote Access service to stop.

4.
When the service has stopped, right-click VPN1, point to All Tasks, and then click Start. This step ensures both that the remote access policies have been refreshed from DC1 and that the RAS and IAS Servers certificate on VPN1 (autoenrolled through Group Policy after Routing and Remote Access was first started) will be accessible.

After stopping and starting Routing and Remote Access you must restart the Remote Access Quarantine service, which is a dependent service of Routing and Remote Access. Stopping Routing and Remote Access also stops Remote Access Quarantine. However, restarting Routing and Remote Access does not automatically start Remote Access Quarantine.

5.
Click Start, point to Administrative Tools, and then click Services.

6.
In the details pane, point to Remote Access Quarantine Agent, point to Action, and then click Start.
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Create the Example profile using the Connection Manager Administration Kit

	1.
Click Start, point to Administrative Tools, and then click Connection Manager Administration Kit.

2.
On the Welcome to the Connection Manager Administration Kit Wizard page, click Next.

3.
On the Service Profile Selection page, verify that New profile is selected, and then click Next.

4.
On the Service and File Names page, type VPN Access to Example.com in Service name, type Example in File name, as shown in the following figure, and then click Next.
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5.
On the Realm Name page, click Next.

6.
On the Merging Profile Information page, click Next.

7.
On the VPN Support page, select the Phone book from this profile check box. In VPN Server name or IP Address, click Always use the same VPN server, type 10.0.0.2, as shown in the following figure, and then click Next.
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8.
On the VPN Entries page, click the default entry, and then click Edit.

9.
Click the Security tab. In Security settings, click Use advanced security settings, as shown in the following figure, and then click Configure.
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10.
Under Authentication methods, clear the Microsoft CHAP (MS-CHAP) check box. In VPN strategy, click Try Layer Two Tunneling Protocol First, as shown in the following figure. Click OK twice to redisplay the VPN Entries page, and then click Next.
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11.
On the Phone Book page, clear the Automatically download phone book updates check box, and then click Next.

12.
On the Dial-up Networking Entries page, click Next.

13.
On the Routing Table Update page, click Next.

14.
On the Automatic Proxy Configuration page, click Next.

15.
On the Custom Actions page, click New.

16.
In the New Custom Action dialog box, do the following:

a.
In Description, type Quarantine policy checking. 

b.
In Program to run, click Browse, and in the \Program Files\CMAK\Support folder, select quarChk.cmd. 

c.
In Parameters, type %ServiceDir% %ServiceName% "RemoveQuarantine" %Domain% %UserName%. 
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Important: 

The RemoveQuarantine string must match the string you typed in the Registry Editor for the AllowedSet value.

d.
In Action type, click Post-connect. 

e.
In Run this custom action for, click All connections. 

f.
Leave both check boxes selected, as shown in the following figure, and then click OK.
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17.
On the Custom Actions page, click New.

18.
In the New Custom Action dialog box, do the following:

a.
In Description, type Automatic Certificate Enrollment. 

b.
In Program to run, click Browse, and then browse to the cmgetcer.dll file in the Windows Server 2003 Resource Kit folder. 

c.
In Parameters, type GetCertificate /type 0 /name %ServiceName% /dir %ServiceDir% /f cmconfig.txt /a 1. 

d.
In Action type, click Post-connect. 

e.
In Run this custom action for, click All connections. 

f.
Clear the Program interacts with the user check box, as shown in the following figure, and then click OK.
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19.
On the Custom Actions page, make sure that both custom actions are listed, and then click Next.

20.
On the Logon Bitmap page, click Next.

21.
On the Phone Book Bitmap page, click Next.

22.
On the Icons page, click Next.

23.
On the Notification Area Shortcut Menu page, click Next.

24.
On the Help File page, click Next.

25.
On the Support Information page, click Next.

26.
On the Connection Manager Software page, click Next.

27.
On the License Agreement page, click Next.

28.
On the Additional Files page, click Add.

29.
Browse to the \Program Files\CMAK\Support folder, click rqc.exe, and then click Open.

30.
On the Additional Files page, click Add.

31.
Browse to the My Documents folder, click cmconfig.txt, and then click Open.

32.
On the Additional Files page, make sure that both files are listed, as shown in the following figure, and then click Next.
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33.
On the Ready to Build the Service Profile page, select the Advanced customization check box, as shown in the following figure, and then click Next.
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34.
On the Advanced Customization page, click Connection Manager in Section name, type Dialup in Key name, and then type 0 in Value, as shown in the following figure.
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35.
Click Apply, and then click Next. A command prompt window will open and close as the profile is created. When the Completing the Connection Manager Administration Kit Wizard page appears, click Finish.
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Distribute the Example profile

	1.
In Windows Explorer, open the Program Files folder, open the CMAK folder, open the Profiles folder, and then open the Example folder.

2.
Copy Example.exe to a floppy disk or USB flash drive.


CLIENT1

To configure the test lab for VPN access and network quarantine, install the Example profile on CLIENT1, and test network access.
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Install the Example profile on CLIENT1

	1.
Insert the floppy disk or USB flash drive on which you saved the Example profile into the floppy disk drive or USB port of CLIENT1.

2.
Open Windows Explorer, and browse to the floppy disk drive or USB flash drive.

3.
Double-click Example.exe. When prompted to install the profile, as shown in the following figure, click Yes.
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4.
When prompted for whom to make this connection available, verify that My use only is selected, as shown in the following figure, and then click OK.
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Connect to CorpNet using the Example profile

	1.
On the VPN Access to Example.com logon page, type VPNUser in User name, type the password for the VPNUser account in Password, type EXAMPLE in Logon domain, and then click Connect.

2.
The quarChk.cmd script opens a command prompt window. A message tells the user that it is checking for access.txt. When the file is not found, another message tells the user that the file is being copied to the local computer. As soon as that message appears, the script launches Internet Explorer, and the Quarantine Web page (Quarantine.htm) on the quarantine resource (CA1) appears.

3.
Click the various links on the Quarantine Web page to make sure that access is restricted to the resources on CA1. You should not be able to reach the intranet Web page or the network file share on IIS1.

4.
While connected, right-click the notification area shortcut for the connection, and then click Status.

5.
Click the Details tab, and verify that the client connected using PPTP.

6.
After two minutes, the Quarantine remote access policy on DC1 will terminate the connection. In the Reconnect dialog box, shown in the following figure, click Yes.
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7.
When VPN Access to example.com establishes a connection, the Web page test.htm on IIS1 appears in Internet Explorer.

8.
Click the various links on the test Web page to verify that network access to all resources is available to the VPNUsers group.

9.
While connected, right-click the notification area shortcut for the connection, and then click Status.

10.
Click the Details tab, and verify that the client connected using L2TP.

11.
Allow the connection to remain open for more than two minutes to verify that the connection is not terminated and that the L2TP VPN Access remote access policy is applied to the connection.

12.
After verifying that the correct policy has been applied, right-click the notification area shortcut, and then click Disconnect.

13.
Click Start, click Run, type mmc, and then click OK.

14.
In the Microsoft Management Console window, add certificates for the local computer. Browse to the Personal certificates store for the local computer, and verify that a certificate has been issued to VPNUser. Browse to the Trusted Root Certification Authority store for the local computer, and verify that Example Root CA has been added to the store, as shown in the following figure.
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Summary

This guide described in detail the steps required to configure a test lab network and a Connection Manager profile for Network Access Quarantine Control and certificate provisioning.
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