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Abstract
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Introduction

This paper is written for Group Policy administrators or general administrators tasked with managing Group Policy in their organization. It assumes you currently use Group Policy to manage your users and computers in either a Microsoft Windows Server™ 2003 domain or a Windows 2000 Server domain and that you have an interest in managing computers running Windows XP with SP2. In addition, it assumes you are using the Group Policy Management Console (GPMC), which is the primary tool to view and manage Group Policy objects (GPOs). Editing GPOs from within GPMC opens the Group Policy Object Editor (gpedit.msc), which you can use to view all of the available policy settings for SP2. To download GPMC, see Group Policy Management Console with Service Pack 1 on the Microsoft Download Center Web site at http://go.microsoft.com/fwlink/?LinkId=21813. 
SP2 contains 609 new Administrative Template (.adm) policy settings. These policy settings cover the following areas. 

· Internet Explorer. New policy settings for both User and Computer Configuration provide you with a great deal of control over how Internet Explorer® is used in your organization. With these new policy settings, you can manage security settings (for example, those that appear in Internet Explorer under Tools, Internet Options, Security). Furthermore, with Security Feature policy settings, you can enable or disable Internet Explorer security features for various processes. 

· Windows Firewall. Enabled by default in SP2, you can use these policy settings to turn the firewall on or off, manage program and port exceptions, and define exceptions for specific scenarios such as enabling remote administration on target computers. Identical sets of policy settings are available in two profiles: A domain profile for use when computers are connected to the network containing your organization’s Active Directory® directory service domain and a Standard profile for use when computers are used outside your organization's network, such as home or mobile use. 

· Internet Communication Management. SP2 provides new policy settings for controlling how various components in Windows XP with SP2 communicate over the Internet for tasks that involve exchange of information between computers in an organization and the Internet.

· Security. SP2 provides new policy settings to control security settings for Distributed COM (DCOM), and to centrally administer Security Center. The DCOM infrastructure includes new access control restrictions to help minimize the security risks posed by network attacks. Security Center is a new feature in SP2 which you can centrally administer with Group Policy, enabling you to monitor computers in your organization to ensure that they comply with the latest security updates and to provide user alerts if their computers pose a security risk.

· Automatic Updates. SP2 provides new policy settings that administrators can use to manage the Install Updates and Shut Down option. This option provides ease of management for clients configured to run Automatic Updates.

· Infrastructure. SP2 includes new policy settings to manage certain aspects of Terminal Services and User Profiles. You can use a policy setting to prevent users using Terminal Services clients from saving their passwords in the client, providing enhanced security. With the new User Profiles policy setting, you can retain data pertaining to Windows Installer and Software Installation when a user’s roaming user profile is deleted.

· Network. SP2 provides new policy settings to manage the following network areas:

· Background Intelligent Transfer Service (BITS), a file transfer service that transfers files in the foreground or background (default) between a client and a server by using only idle network bandwidth. You can use the BITS policy settings to specify limits on the network bandwidth that BITS uses.

· Peer-To-Peer Networking. You can use the Peer-To-Peer Networking policy settings to enforce Group Policy-based configuration of certain aspects of the Microsoft Peer-to-Peer Networking Services, including turning off the Microsoft Peer-to-Peer Networking Services, specifying the seed server to use, and turning off multicast bootstrapping. 

· Remote procedure call (RPC). You can use the RPC policy settings to block remote anonymous access to RPC interfaces on the system, and to prevent anonymous access to the RPC Endpoint Mapper interface.
How to Use This Paper 

This paper is designed to help guide you in two areas: 

· Deploying Group Policy settings delivered with SP2.The first section of this paper provides you with a roadmap and recommendations for testing and deploying Group Policy in Windows XP with SP2.

· Assessing and using new policy settings. The remainder of this paper highlights the new areas of policy management and some key scenarios showing reasons for using the policy settings. 

Group Policy Settings Reference

This paper should be used in conjunction with the Group Policy Settings Reference at http://go.microsoft.com/fwlink/?linkid=22031, which includes all the Administrative Template policy settings dating back to Windows 2000. This reference provides full details of each policy setting including the purpose of the policy setting and the behavior for enabling, disabling, and not configuring the policy setting. It also includes registry paths for the corresponding registry key for each policy setting. You can use the reference to filter only the new policy settings released in SP2. 
You can also view the same descriptions found in this reference in the Group Policy Object Editor. These descriptions are known as explain text. 

Additional Information

Several other Microsoft resources provide more detailed information that is beyond the scope of this document.

· For more information about deploying Group Policy, see “Staging Group Policy Deployments” on the Microsoft Web site at http://www.microsoft.com/resources/documentation/WindowsServ/2003/all/deployguide/en-us/Default.asp?url=/resources/documentation/WindowsServ/2003/all/deployguide/en-us/dmebi_sgp_dsag.asp.

· For more information about deploying Windows Firewall, see “Deploying Windows Firewall Settings for Microsoft Windows XP with Service Pack 2” on the Microsoft Download Center Web site at http://go.microsoft.com/fwlink/?LinkId=23277. 

· For more information about Internet Explorer, see the Internet Explorer 6 Resource Kit at http://go.microsoft.com/fwlink/?LinkId=33570, as well as “Changes to Functionality in Microsoft Windows XP with Service Pack 2” on the Microsoft Download Center Web site at http://go.microsoft.com/fwlink/?LinkId=28022. 

· For more information about Internet Communication Management policy settings, see “Using Windows XP Professional with Service Pack 2 in a Managed Environment: Controlling Communication with the Internet” on the Microsoft TechNet Web site at http://go.microsoft.com/fwlink/?LinkId=29133.

· For comprehensive reference information about what is new in SP2, see “Changes to Functionality in Microsoft Windows XP with Service Pack 2” on the Microsoft Download Center at http://go.microsoft.com/fwlink/?LinkId=28022.
Deploying Group Policy Settings in SP2

This section helps you get started in deploying Group Policy settings delivered in SP2. First, it explains hotfixes that you might need to apply to your management workstations. Second, it shows recommended ways of deploying new policy settings in your environment.

The following guidelines assume you are using Group Policy to manage your users and computers in a Windows 2000 Server or Windows Server 2003 domain.

Before Installing SP2 

SP2 includes modifications to tools used to administer Group Policy. This includes changes to gptext.dll and changes to the LISTBOX ADDITIVE functionality in administrative template files. 

If you or other administrators in your organization are going to manage policy settings on computers running earlier operating systems or service packs (for example, Windows XP with  SP1 or Windows Server 2003), you need to install a hotfix in order for policy settings to appear correctly in the Group Policy Object Editor. 

These hotfixes are available for the following:

· Windows 2000

· Windows XP with SP1

· Windows Server 2003

To obtain these hotfixes see Microsoft Knowledge Base article 842933. 

If you are going to manage policy settings from workstation computers running Windows XP with SP2 only, you will be able to manage policy settings without applying any hotfixes. For example, you will be able to run the Group Policy Object Editor and view all the new policy settings delivered with SP2. 

Multiple Pop-up Error Messages

Some .adm files installed by SP2 do not fully load on earlier versions of gpedit, which is present by default in Windows Server 2003, Windows XP with SP1, and Windows 2000. If this is attempted, multiple error messages appear when the system.adm and inetres.adm files are loaded in gpedit. The error messages indicate that a string is too long. This occurs because earlier versions of gpedit cannot correctly handle the “#if ver >= 5 / #endif” construct in the SP2 .adm files. Although clicking OK on all the pop-up error messages does result in the .adm files loading correctly, the new SP2 policy settings that use the LISTBOX syntax will not be displayed. (This problem does not occur on computers running Windows XP with SP2 or computers that have been updated with the latest version of gpedit.)
This issue is of particular significance because of the way .adm files are distributed through a domain. By default, when a GPO is opened, a comparison is made between the timestamps of the .adm files stored in the GPO being edited and those on the local computer. If the local .adm files have a more recent timestamp then they are uploaded to the domain controller and replicated throughout the domain. From that point, all earlier versions of gpedit use the new .adm files. This scenario is illustrated in the following steps.

1. Install Windows XP SP2 on the administrative computer.

2. Open existing GPO in Group Policy Object Editor. The .adm file stored on the administrative computer is uploaded to domain controller. GPO is "upgraded" to SP2.

3. This .adm file is replicated to all domain controllers in the domain.

4. If the GPO is opened by other administrative workstations in the domain that are not running Windows XP with SP2 or the latest version of gpedit, error messages appear.
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Important

Opening a GPO on a computer running Windows XP with SP2 causes all other administrative workstations to use the new .adm files (note that no changes need be made to the GPO for this to occur). This will generate error messages when earlier versions of gpedit are loaded. For more information about this issue, see Microsoft Knowledge Base article 842933. 

By installing the hotfix for Windows 2000, Windows XP with Service Pack 1, and Windows Server 2003, you ensure that the Windows XP SP2 .adm files load correctly on these platforms. 

For more information about the replication of .adm files, see Recommendations for managing Group Policy administrative template (.adm) files.

Using Group Policy to Temporarily Disable the Delivery of SP2 Through Windows Updates and Automatic Updates

Microsoft recommends that you deploy SP2 as soon as possible. However; if you are not using Systems Management Server (SMS), Software Update Services (SUS) or another update management solution and require more time to plan the rollout of SP2, you can use a Group Policy setting to temporarily disable the delivery of SP2 by using Windows Update and Automatic Updates. To do this, use the Do not allow delivery of Windows XP Service Pack 2 (SP2) through Windows Update or Automatic Updates policy setting, which is available in the new NoXPSP2Update.adm file. If you enable this policy setting, SP2 is not available to users through Windows Update, and the Automatic Update client does not download this package. 

Administrators can download the NoXPSP2Update.adm file from the Microsoft TechNet Web site at http://go.microsoft.com/fwlink/?LinkId=33543. 
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Note

The mechanism for temporarily disabling the delivery of SP2 is available only for a limited time. After this time period, this policy setting will have no effect. Please see the Windows XP SP2 Web page on the Microsoft TechNet Web site for information about the expiration date.

The Do not allow delivery of Windows XP Service Pack 2 (SP2) through Windows Update or Automatic Updates policy setting does not prevent installation of Windows XP SP2 through other mechanisms such as SMS, SUS, product disk and so on. 

The Do not allow delivery of Windows XP Service Pack 2 (SP2) through Windows Update or Automatic Updates policy setting does not disable Automatic Updates or access to Windows Update. Nor does it prevent delivery of updates other than Windows XP SP2 through Windows Update or Automatic Updates 

Group Policy Deployment Roadmap for SP2

This section provides best practice recommendations for deploying policy settings delivered with SP2. 
1. Assess whether you need to install the previously described hotfix, as shown in the following diagram.
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2. After you have completed the steps in the diagram, you are ready to begin the phase of deploying SP2 to the computers in your organization, as explained in the section “Group Policy Deployment Roadmap for Windows XP SP2” later in this paper. 
3. Evaluate new policy settings based on how you want to manage new functionality in SP2. See the sections in this paper for more information on new policy settings in SP2.

4. Test policy settings, as shown in the following diagram. 
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5. After you test your policy settings, you should pilot selected policy settings in your production environment, as shown in the following diagram.
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For detailed information about deploying GPOs, see Staging Group Policy Deployments.
Upgrading Existing GPOs

To upgrade existing GPOs so that they contain the option to configure the policy settings in SP2, you need to open each GPO. GPMC provides the easiest way to view all the GPOs in a domain. 
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To upgrade existing GPOs

5. Log on to a computer with SP2 installed. 

6. Open GPMC and click the domain that contains the GPOs you want to upgrade. 

7. Click the Group Policy objects container. This contains all the GPOs in the domain.

8. Right-click the GPO you want to upgrade and select Edit. The GPO opens in the Group Policy Object Editor. This upgrades the GPO with the latest .adm files on your local computer. This .adm file is then automatically replicated to domain controllers throughout your environment. 

9. Open each GPO that you want to upgrade. 

For a script to perform this task, check the TechNet Script Center: Script Repository. 
Using Remote RSoP in Windows XP with SP2

To manage and troubleshoot Group Policy, you are often required to check which policy settings are in effect for a given user or computer. The functionality for Resultant Set of Policy (RSoP) is included in GPMC, which contains: the following 

· Group Policy Results. Reports which policies are in effect for a target user or computer.

· Group Policy Modeling. Provides a simulation of how a planned policy setting would affect a target user or computer. 

In SP2, the Windows Firewall is enabled by default. Because Windows Firewall blocks unsolicited incoming requests, remote RSoP will not work on target computers without modifying the firewall settings. You need to take several steps in order to be able to use remote RSoP. If you are already using GPMC, as recommended, these extra steps are minimized. These steps are summarized in Table 1.

Table 1   Configuring Remote RSoP in Windows XP with SP2 

	Task
	Target Computer
	Administrative Computer

	Generate Group Policy Results
	Enable the Windows Firewall: Allow remote administration exception policy setting. This policy setting is located in Computer Configuration\Administrative Templates\Network\Network Connections\Windows Firewall\[Domain | Standard] Profile\.
	· GPMC with SP1: 

· No action required.
· RSoP snap-in:

· Enable Windows Firewall: Define program exceptions to specify that Unsecapp.exe be allowed. This requires the full path.

· Enable Windows Firewall: Define port exception policy to open port 135.

	Delegate Access to Group Policy Results
	Enable the Windows Firewall: Allow remote administration exception policy setting.
Configure the following DCOM security policy settings to permit remote access for the targeted User, Group, or built-in security principal: 

DCOM: Machine Access Restrictions in Security Descriptor Definition Language (SDDL) syntax. 

DCOM: Machine Launch Restrictions in Security Descriptor Definition Language (SDDL) syntax.

These policy settings are located in Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options.
	No changes necessary.

	Remotely Edit a Local GPO
	Enable the Windows Firewall: Allow file and printer sharing administration exception policy setting.

This policy setting is located in Computer Configuration\Administrative Templates\Network\Network Connections\Windows Firewall\[Domain | Standard] Profile\.
	No changes necessary
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Caution

Enabling Windows Firewall: Allow remote administration exception opens RPC and DCOM, and this can make the target computer more vulnerable to network attacks. 

If at all possible, it is preferable to open only the exception required for a given management application or service rather than enable the Windows Firewall: Allow remote administration exception policy setting. Administrators should read the documentation for the particular application they want to run and find out what is recommended for working with the firewall. In most cases, the application (MMC, for example) documentation includes guidance as to which ports it needs to have open.

For detailed information about deploying Windows Firewall, see “Deploying Windows Firewall Settings for Microsoft Windows XP Service Pack 2” at the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=23277.

Managing Replication of .ADM Files in Your Domain
Each GPO is stored in the Sysvol share of each domain controller. By default, the .adm file is copied to each policy object in the file path: 

%SYSTEMROOT%\sysvol\domainname\Policies\POLICYGUID\Adm
SP2 contains more than 600 new Administrative Template settings bringing the total size of the default set of Administrative Templates to more than 3 MB. When you multiply this size by each policy setting that Sysvol contains, you can see that much space is devoted to these templates. If you are concerned about the size of sysvol domain controllers in your organization, you might want to manage how .adm files behave. 
For more information, see article 316977, “Group Policy Template Behavior in Windows Server 2003,” in the Microsoft Knowledge Base.
Windows Firewall

Windows Firewall is a stateful host firewall designed to drop unsolicited incoming traffic that does not correspond to a dynamic or configured exception. A stateful firewall tracks the state of network connections. The firewall monitors traffic sent by the host and dynamically adds exceptions so that the responses to the sent traffic are allowed. Some of the state parameters that the Windows Firewall tracks include source and destination addresses and TCP and UDP port numbers.

This behavior of Windows Firewall provides a level of protection from malicious users and programs that use unsolicited incoming traffic to attack computers. With the exception of some Internet Control Message Protocol (ICMP) messages, Windows Firewall does not drop outgoing traffic.

Windows Firewall, a replacement for the Internet Connection Firewall (ICF) in Windows XP with Service Pack 1 and Windows XP with no service packs installed, is enabled by default in SP2. This means that all the connections of a computer running Windows XP with SP2 have Windows Firewall enabled, including LAN (wired and wireless), dial-up, and virtual private network (VPN) connections. New connections also have Windows Firewall enabled by default.

Without configured exceptions, Windows Firewall will drop traffic for server, peer, or listener applications and services. Therefore, it is likely you will want to configure Windows Firewall for exceptions to ensure that the Windows Firewall works appropriately for your environment. Windows Firewall settings are available for Computer Configuration only. They are located in Computer Configuration\Administrative Templates\Network\Network Connections\Windows Firewall.

Identical sets of policy settings, as shown in Table 2, are available for two profiles: 
· Domain profile. Used when computers are connected to a network that contains your organization’s Active Directory domain. 

· Standard profile. Used when computers are not connected to a network that contains your organization’s Active Directory domain, such as a home network or the Internet. 
Table 2   Windows Firewall Group Policy Settings
	Policy Setting
	Description

	Windows Firewall: Protect all network connections
	Turns on Windows Firewall. The default is Not Configured.

	Windows Firewall: Do not allow exceptions
	Specifies that Windows Firewall blocks all unsolicited incoming messages, including configured exceptions. This policy setting overrides all configured exceptions. The default is Not Configured. 

	Windows Firewall: Define program exceptions
	Allows you to view and change the program exceptions list defined by Group Policy. Windows Firewall uses two program exception lists: one is defined by Group Policy settings and the other is defined by the Windows Firewall component in Control Panel. The default is Not Configured. 

	Windows Firewall: Allow local program exceptions
	Allows local administrators to use the Windows Firewall component in Control Panel to define a local program exceptions list. The default is Not Configured.

	Windows Firewall: Allow remote administration exception
	Allows remote administration of this computer using administrative tools such as the Microsoft Management Console (MMC) and Windows Management Instrumentation (WMI). To do this, Windows Firewall opens TCP ports 135 and 445. Services typically use these ports to communicate using RPC and DCOM. 

The default is Not Configured.

	Windows Firewall: Allow file and printer sharing exception
	Allows file and printer sharing. To do this, Windows Firewall opens UDP ports 137 and 138, and TCP ports 139 and 445. The default is Not Configured. 

	Windows Firewall: Allow ICMP exceptions
	Defines the set of Internet Control Message Protocol (ICMP) message types that Windows Firewall allows. Tools and services use ICMP messages to determine the status of other computers. The default is Not Configured.

	Windows Firewall: Allow Remote Desktop exception
	Allows this computer to receive Remote Desktop requests. To do this, Windows Firewall opens TCP port 3389. The default is Not Configured. 

	Windows Firewall: Allow UPnP framework exception
	Allows this computer to receive unsolicited Plug and Play messages sent by network devices, such as routers with built-in firewalls. To do this, Windows Firewall opens TCP port 2869 and UDP port 1900. The default is Not Configured. 

	Windows Firewall: Prohibit notifications
	Prevents Windows Firewall from displaying notifications to the user when a program requests that Windows Firewall add the program to the program exceptions list. The default is Not Configured.

	Windows Firewall: Allow logging
	Allows Windows Firewall to record information about successful connections and the unsolicited incoming messages that it receives. The default is Not Configured. 

	Windows Firewall: Prohibit unicast response to multicast or broadcast requests
	Prevents this computer from receiving unicast responses to its outgoing multicast or broadcast messages. The default is Not Configured. 

	Windows Firewall: Define port exceptions
	Allows you to view and change the port exceptions list defined by Group Policy. Windows Firewall uses two port exception lists: one is defined by Group Policy settings and the other is defined by the Windows Firewall component in Control Panel. The default is Not Configured. 

	Windows Firewall: Allow local port exceptions
	Allows administrators to use the Windows Firewall component in Control Panel to define a local port exceptions list. Windows Firewall uses two port exceptions lists; the other is defined by the Windows Firewall: Define port exceptions policy setting. The default is Not Configured. 


In addition, the following policy setting is available separately from the domain and standard profiles:

· Windows Firewall: Allow authenticated IPSec bypass. Allows IPSec-protected traffic to bypass the Windows Firewall. If you enable this policy setting, you must type a security descriptor containing a list of computers or groups of computers. The default is Not Configured.

For complete descriptions of each Windows Firewall policy setting including registry paths, see the Group Policy Settings Reference on the Microsoft Download Center Web site at http://go.microsoft.com/fwlink/?linkid=22031. The easiest way to find the individual settings in the spreadsheet is to open the worksheet labeled All and search for Windows Firewall. 

For complete details about configuring Windows Firewall settings on computers running Windows XP with SP2, see “Deploying Windows Firewall Settings for Microsoft Windows XP with Service Pack 2” on the Microsoft Download Center Web site at http://go.microsoft.com/fwlink/?LinkId=23277.
Windows Firewall Policy Settings Deployment Roadmap

This section is designed to help guide you in determining which policy settings to use based on your environment. Among the first decisions you will need to make as a Group Policy administrator is whether to turn the firewall off through Group Policy (not recommended unless you’re already using a third party host firewall). If you use Windows Firewall, you need to assess policy settings for both the domain and standard profiles. It is recommended to enable the firewall for both profiles. Typically, the domain profile might be less restrictive to allow exceptions for specific types of organization traffic. Conversely, the standard profile might be more restrictive to protect computers such as laptops that are vulnerable to threats from the Internet. In addition, you will need to assess any program or port exceptions to ensure your applications or tools work correctly. These decisions are shown in the following diagram. 

[image: image9.png]Yes
Does your um Windows
organization have Firewall off

an existing host

frewall? isable Windows

Firemall: Pratect
Ho all network
connections

Enforce Windows,
Firewall

hssess Standard
standards for  profile
profiles

nable Windows
Firewall: Protect
all network
connections

omain profile




Disabling Windows Firewall: Protect all network connections turns off the firewall and prevents any local administrators from turning it on using Control Panel. Both Windows Firewall and third-party firewalls can typically coexist, but you would need to configure exceptions for both firewalls. Maintaining two firewalls incurs additional management overhead and does not increase your security. 

Although Windows Firewall is enabled by default in SP2, turning it on via Group Policy (enabling Windows Firewall: Protect all network connections) prevents local administrators from turning it off using the Windows Firewall component in Control Panel. In addition, enabling this policy setting also overrides an earlier related policy setting that was available in Windows XP with SP1 and Windows XP with no service packs installed: Prohibit use of Internet Connection Firewall on your DNS domain network located in Computer Configuration\Administrative Templates\Network\Network Connections.

Whether you enable the firewall explicitly through this policy setting or leave it on by default (by not configuring Windows Firewall: Protect all network connections), you will need to assess any program or port exceptions. These decisions are shown in the following diagram. 
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When assessing exceptions, the first policy setting decision to make is whether to allow any. Most organizations will likely need to make some exceptions in order for all of their applications or tools to run. However, after testing your applications and tools for compatibility with Windows Firewall, you might choose not to allow any exceptions and simply enable Windows Firewall: Do not allow exceptions. 

If after testing, it is clear that you will need to allow exceptions, it is recommended that you first enable exceptions for programs by configuring Windows Firewall: Define program exceptions. In this way, the policy setting will only permit the opening of ports while the application is in use instead of leaving ports open all the time regardless of whether the application is in use. If required, you can configure Windows Firewall: Define port exceptions where you will need to define the required ports. 

Next, you’ll need to decide how much freedom to grant your users who run as local administrators on their computers. For Windows Firewall, local administrators can be permitted to configure Windows Firewall using the Windows Firewall component in Control Panel. This is shown in the following diagram.
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Note that if you do not configure these policy settings, the ability of local administrators to define these exceptions depends on how you set other policy settings:

· Windows Firewall: Define program exceptions. If this policy setting is not configured, administrators can define a local program exceptions list. If it is enabled or disabled, administrators cannot define a local program exceptions list. 

· Windows Firewall: Define port exceptions. If this policy setting is not configured, administrators can define a local port exceptions list. If it is enabled or disabled, administrators cannot define a local port exceptions list.
Now, you’re ready to assess any additional specific exceptions you want to permit through the Windows Firewall. This matrix is shown in the following diagram. 
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Note that if you permit any of these exceptions, the computers in your organization might become more susceptible to network attacks. Therefore, you must carefully consider your requirements against your security needs. 

Also note that to use remote RSoP capabilities in GPMC or the RSoP snap-in, you need to enable Windows Firewall: Allow remote administration exception, as explained earlier in this document. Be sure to account for the additional security risk if you enable this policy setting.

Furthermore, for each of these scenarios, you’ll need to assess whether you want your local administrators to be able to set any of these policy settings on their own computers, as shown in the following diagram. Disabling any of the exceptions by using policy settings prevents local administrators from changing them.
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Additional Windows Firewall Policy Settings

Finally, there are additional policy settings that you may want to configure:
· Windows Firewall: Prohibit notifications. This policy setting prevents Windows Firewall from displaying notifications to the user when a program requests that Windows Firewall add the program to the program exceptions list. It is recommended to disable, which would allow notifications to be displayed. If you want to let local administrators choose how to use this option, leave this policy setting as not configured. If you have enabled Windows Firewall: Do not allow exceptions, notifications will not be displayed.

· Windows Firewall: Allow logging. This policy setting allows Windows Firewall to record information about the unsolicited incoming messages that it receives. It is recommended to enable this policy setting and set a limit on the log file size so that it can be easily e-mailed to Help desk support if necessary. 

· Windows Firewall: Prohibit unicast response to multicast or broadcast requests. This policy setting prevents this computer from receiving unicast responses to its outgoing multicast or broadcast messages. It is recommended to disable this policy setting. If you want to let local administrators choose how to use this option, leave this policy setting as not configured.

For additional information about network security and risk assessment, see “Security Policy, Assessment, and Vulnerability Analysis” on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=33542. 

More Information

For more information about deploying Windows Firewall, see “Deploying Windows Firewall Settings for Microsoft Windows XP Service Pack 2” in the Microsoft Download Center Web site at http://go.microsoft.com/fwlink/?LinkId=23277

For complete descriptions of each Windows Firewall policy setting including registry paths, see the Group Policy Settings Reference on the Microsoft Download Center Web site at http://go.microsoft.com/fwlink/?linkid=22031. The easiest way to find the individual settings in the spreadsheet is to open the worksheet in the All or System.adm tabs and search for Windows Firewall. 

Internet Explorer Policy Settings
SP2 provides enhanced capabilities for managing Internet Explorer through Group Policy. Prior to SP2, many of the Internet Explorer security-related settings could only be managed by setting user preferences. This approach provided limited manageability because users could change their preference settings by using the Internet Explorer user interface or the registry. 

In SP2, Internet Explorer settings can be managed by using .adm policy settings. In contrast to user preference settings, these new policy settings are written to a secure tree in the registry so that users cannot change either by using the UI or through the registry. These are referred to as “true policies.” In Windows XP with SP2, you can manage all Internet Explorer security settings for both computer and user configurations with these new policy settings, making true policies secure and set only by an administrator.

SP2 delivers two primary areas of policy settings:

· Security Features controls which are used to control security areas of Internet Explorer. 

· URL Actions which are used to control configurable actions (known as URL Actions) in the Internet Explorer Security tab settings.

This section focuses only on the new policy settings for Internet Explorer. For more detailed information about the Internet Explorer Security Features and URL Actions, see “Part 5: Enhanced Browsing Security” of the “Changes to Functionality in Microsoft Windows XP with Service Pack 2” guide on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=29126.
Security Features Policy Settings

SP2 introduces new Security Features Group Policy settings for Internet Explorer that you can use to control various security aspects of Internet Explorer. The Security Features control policy settings are included in an updated Inetres.adm file, contained in SP2. When Internet Explorer is installed, the default preferences settings for Security Features controls are registered on the computer’s registry under HKEY_LOCAL_MACHINE. The Security Features policy settings are available in both the Computer Configuration and User Configuration nodes of Group Policy Object Editor, in Administrative Templates\Windows Components\Internet Explorer\Security Features. 

These policy settings provide you with more flexibility in managing specific scenarios that might affect security of Internet Explorer. In most cases, you might be trying to prevent a specific behavior from occurring in Internet Explorer, therefore you need to ensure that the security feature is enabled for the Iexplorer.exe and Explorer.exe processes. For example, it is possible for malicious code to attempt to elevate its own permissions by running code in the Local Machine zone instead of the Internet zone. To prevent such attacks, you can use the Protection from Zone Elevation policy setting. 

For each of the Security Features policy settings, you can specify policy settings that control the behavior of the security features, by Internet Explorer processes, a list of defined processes, or all processes regardless of where they are initiated from. Some of the Security Features policy settings include other policy settings that provide additional controls such as Admin-approved behaviors, or Add-on list, for example. The three options for each security feature include the following policy settings:

· Internet Explorer Processes. This enables any processes created by Internet Explorer to be restricted by this security feature control. This would be enabled for a security feature when the administrator wants to control access by any process initiated by Internet Explorer. When this policy setting is enabled, it automatically populates the process list with Explorer.exe and Iexplore.exe.

· Process List. This specifies a list of processes, defined by the administrator, and whether each of these processes is able to utilize the security feature. This would be applicable if an administrator wants to enforce a security feature control for a specific application, such as an internally developed application or a third party component.

· All Processes. This prevents all processes from using this security feature, no matter how they were started or under what security context.

Security Features policy settings are managed only by using Group Policy, and Security Features preferences can only be changed programmatically or by using the registry.

SP2 includes the following Internet Explorer Security Features policy settings. 
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Note

To enable or disable Internet Explorer processes for these Security Features policy settings, use the Internet Explorer Processes policy setting; do not enter Internet Explorer processes in the Process List policy setting. If you enable the All Processes policy setting, the processes configured in the Process List take precedence over the All Processes policy settings. This means that Process List settings override the settings in All Processes. This applies to all policy settings in the Security Features node. 

Binary Behavior Security Restriction Policy 

Internet Explorer contains dynamic binary behaviors: components that encapsulate specific functionality for the HTML elements to which they are attached. This policy setting controls whether the Binary Behavior Security Restriction setting is prevented or allowed.
In addition to the three types of policy settings described earlier, Binary Behavior Security Restriction Policy includes the following policy setting:

· Admin-approved behaviors. Enabling this policy setting sets the list of behaviors permitted in each zone for which Script and Binary Behaviors set to 'admin-approved'. Behaviors must be entered in #package#behavior notation, for example, #default#vml.
If you enable this policy setting in both Computer Configuration and User Configuration, both lists of behaviors are allowed.
MK Protocol Security Restriction

The MK Protocol Security Restriction policy setting reduces attack surface area by preventing the MK protocol. Resources hosted on the MK protocol fail.
Local Machine Zone Lockdown Security

Internet Explorer places zone restrictions on each Web page it opens; these restrictions are dependent upon the location of the Web page (Internet, Intranet, Local Machine zone, and so on). Web pages on the local computer have the fewest security restrictions and reside in the Local Machine zone. Local Machine zone security applies to all local files and content processed by Internet Explorer. This feature helps to mitigate attacks that use the Local Machine zone to load malicious HTML code.

Consistent MIME Handling
Internet Explorer uses Multipurpose Internet Mail Extensions (MIME) data to determine file handling procedures for files that are received through a Web server. This policy setting determines whether Internet Explorer requires that all file-type information provided by Web servers be consistent. For example, if the MIME type of a file is text/plain but the MIME sniff indicates that the file is actually an executable file, Internet Explorer renames the file by saving it in the Internet Explorer cache and changing its extension.

MIME Sniffing Safety Feature

This policy setting determines whether Internet Explorer MIME sniffing prevents promotion of a file of one type to a more dangerous file type. For example, it does not allow script to run from a file marked as text.

Object Caching Protection

This policy setting defines whether a reference to an object is accessible when the user navigates within the same domain or to a new domain.

Scripted Windows Security Restrictions

Internet Explorer allows scripts to programmatically open, resize, and reposition windows of various types. The Scripted Window Restrictions security feature restricts popup windows and prohibits scripts from displaying windows in which the title and status bars are not visible to the user or obfuscate other title and status bars.

Protection from Zone Elevation
Internet Explorer places restrictions on each Web page it opens. The restrictions are dependent upon the location of the Web page (Internet, Intranet, Local Machine zone, and so on). Web pages on the local computer have the fewest security restrictions and reside in the Local Machine zone, making the Local Machine security zone a prime target for malicious users. Zone Elevation also disables JavaScript navigation if there is no security context.
Information Bar

This policy setting allows you to manage whether the Information Bar is displayed for Internet Explorer processes when file or code installs are restricted. By default, the Information Bar is displayed for Internet Explorer processes.
Restrict ActiveX Install

This policy setting enables blocking of ActiveX® control installation prompts for Internet Explorer processes.
Restrict File Download

This policy setting enables blocking of file download prompts that are not user initiated.
Add-on Management

This policy setting allows you to ensure that any Internet Explorer add-ons that are not listed in the Add-on List policy setting are denied. 

Add-on Management includes the following policy settings:

· Deny all add-ons unless specifically allowed in the Add-on List. By default, the Add-on List policy setting defines a list of add-ons to be allowed or denied through Group Policy. However, users can still use the Add-on Manager within Internet Explorer to manage add-ons not listed within the Add-on List policy setting. This policy setting effectively removes this option from users - all add-ons are assumed to be denied unless they are specifically allowed through the Add-on List policy setting.

· Add-on List. You can use this policy setting to manage a list of add-ons to be allowed or denied by Internet Explorer. This list can be used with the related Deny all add-ons unless specifically allowed in the Add-on List policy setting, which defines whether add-ons not listed here are assumed to be denied.
Enable this policy setting to enter a list of add-ons to be allowed or denied by Internet Explorer. For each entry that you add to the list, enter the following information: name of the value (the class identifier, CLSID) for the add-on, and a value, which is a number which indicates whether Internet Explorer should deny or allow the add-on to be loaded.

· Process List. This policy setting allows you to manage whether the listed processes respect add-on management user preferences (as entered into Add-on Manager) or policy settings. By default, only Internet Explorer processes use the add-on management user preferences and policy settings. This policy setting allows you to extend support for these user preferences and policy settings to specific processes listed in the process list.
· All Processes. This policy setting allows you to manage whether processes respect add-on management user preferences (as reflected by Add-on Manager) or policy settings. By default, any process other than the Internet Explorer processes or those listed in the Process List policy setting ignore add-on management user preferences and policy settings.
Restricted Network Protocol Lockdown

The Network Protocol Lockdown security restrictions control a list of restricted protocols. The Restricted Protocols per Security Zone node in Network Protocol Lockdown provides policy settings that are used to specify a restricted protocol list for the Internet, intranet, trusted sites, restricted sites, and Local Machine security zones. You can configure these policy settings to prevent active content obtained through restricted protocols from running in an unsafe manner, either by prompting the user, or simply disabling the content. These policy settings apply to all processes which have opted in to the security restriction. 

For more information about Security Features controls, see “Part 5: Enhanced Browsing Security” of the “Changes to Functionality in Microsoft Windows XP with Service Pack 2” guide on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=29126. 
URL Actions
SP2 provides new policy settings for controlling actions that are configurable (URL Actions) by using the Internet Explorer Security tab. An URL Action refers to an action that a browser can take that might pose a security risk to the local computer, such as running a Java applet or an ActiveX control. URL Actions correspond to security settings in the registry that identify the action to take for that feature in the security zone where the URL resides. URL Action settings include enable, disable, prompt, and others as appropriate.
To provide enhanced security management of URL Actions in Internet Explorer, you can use the new Security Page Group Policy settings. By using Group Policy to control security for URL Actions, you can create standard Internet Explorer configurations for all users and computers in their organization, and then rely on the system to enforce those policy settings.

To provide stronger security, you should enable policies for all URL zones by using the security zone template policy settings, so that they can ensure that a known configuration is set by Group Policy rather than an unknown setting read from user-specified preference settings. See “URL Action Template Policy Settings,” later in this document. If you set policy settings for all zones using the security zone policy templates, you should also consider enabling the policy setting to disable the Security page, which makes the user interface in Internet Explorer unavailable. The Disable the Security page policy setting is available in the Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel node. 
You can also create various user or computer configurations for URL Actions security, based on their specific business requirements. You can create separate GPOs and specify URL Actions policy settings tailored to the particular requirements of groups of users and computers. This approach allows you to fine tune the URL Actions policy settings as necessary.

You might need to disable some security features in a given security zone in some cases; this capability is intended primarily for application compatibility reasons. For example, if users need to use a particular extranet application and this application does not operate because a restriction in Windows XP with SP2 prevents it from doing so, you might set a policy setting that allows a URL Action to permit that application to run.

The policy settings for controlling URL Actions are available in both the Computer Configuration and the User Configuration nodes of Group Policy Object Editor, in Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel\Security Page. The URL Actions policy settings are written to the following registry locations, in these sub-keys under Zones, \0, \1, \2, \3, and \4:
· HKEY_LOCAL_MACHINE\ Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Zones

· HKEY_CURRENT_USER\Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Zones

You should also understand the Security Features control policy settings. Some of the URL Action settings are not valid unless the corresponding Security Features control policy is enabled. Internet Explorer checks to see if the Security Feature is enabled, and if it is and the Security Feature uses URL actions, it looks for the setting for the action based on the security zone of the URL. See “Security Features Control,” earlier in this document.

In Internet Explorer version 4.0 and later, Internet Explorer divides URL namespaces into URL security zones, which are assigned different levels of trust. The security zones include the following:
· Local Intranet zone. Users use the local Intranet zone for content located on an organization's intranet. Because the servers and information is within an organization's firewall, a user or organization can assign a higher trust level to the content on the intranet.

· Trusted Sites zone. Users use the Trusted Sites zone for content located on Web sites that are considered more reputable or trustworthy than other sites on the Internet. Users can use this zone to assign a higher trust level to these sites to minimize the number of authentication requests. The user adds the URLs of these trusted Web sites to this zone.

· Internet zone. Users use the Internet zone for Web sites on the Internet that do not belong to another zone. This default setting causes Internet Explorer to prompt the user whenever potentially unsafe content is ready to download. Web sites that are not mapped into other zones automatically fall into this zone.

· Restricted Sites zone. Users use the Restricted Sites zone for Web sites that contain content that can cause, or might have previously caused, problems when downloaded. Users can use this zone to cause Internet Explorer to alert them whenever potentially unsafe content is about to download, or to prevent that content from downloading. The users add the URLs of these untrusted Web sites to this zone.

· Local Machine zone. This is an implicit zone for content that exists on the local computer. The content found on the user's computer, except for content that Internet Explorer caches on the local system, is treated with a high level of trust. 

· Locked-down Local Machine zone. In Windows XP with SP2, the Locked-down Local Machine zone represents a highly restricted version of the security settings used for the Local Machine zone. All local files and content that is processed by Internet Explorer has additional, stringent security applied to it in the Local Machine zone. This assumes that the Local Machine Zone Lockdown Security is in effect.

Locked-down Local Machine zone provides more control over the execution of all code content. It significantly enhances the capabilities of the Local Machine zone to block attacks that attempt to use local content to run malicious HTML code. As an example, consider zone elevation behavior. In the normal settings, any code can elevate itself to the Local Machine zone, but with Locked-down Local Machine in effect, zone elevations are blocked.
The first four zones are present in the Internet Explorer UI. The Local Machine and Local Machine Locked-down zones are only configurable by administrators.

SP2 includes URL Actions policy settings for each of the URL security zones for Internet Explorer: Internet Zone, Intranet Zone, Trusted Sites Zone, Restricted Sites Zone, Local Machine Zone, and Locked-Down Local Machine Zone.

Each of these URL security zone policy settings includes a set of URL actions, and each URL action has a default value that determines how that URL action is handled for that security zone. For example, if you do not configure the Open files based on content, not file extension policy setting, files are opened based on content for every zone, except the Restricted Sites zone. Note that these default values are set in the registry as preferences if you do not configure the policy setting, and users are then able to make changes to these values in the Internet Explorer UI or through the registry. 

URL Actions in the Security Zones Policy Settings
Each URL Action has a default that is set in each URL security zone and set when a specified template policy is applied. Table 3 lists the URL Actions. 

Table 3   URL Actions in URL Security Zones Policy Settings

	Security Setting User UI
	Description

	Download signed ActiveX controls
	Manages the download of signed ActiveX Controls from the URL zone of the HTML page that contains the control.

	Download unsigned ActiveX controls
	Manages the download of unsigned ActiveX Controls from the URL zone of the HTML page that contains the control.

	Initialize and script ActiveX controls not marked as safe
	Manages the execution of ActiveX Controls and plug-ins from HTML pages in the zone.

	Run ActiveX controls and plugins
	Determines if the ActiveX control object safety is overridden or enforced for pages in the URL security zone. Object safety should be overridden only if all ActiveX Controls and scripts that might interact with them on pages in the zone can be trusted not to breach security. This is an aggregate of URLACTION_ACTIVEX_OVERRIDE_DATA_SAFETY and URLACTION_ACTIVEX_OVERRIDE_SCRIPT_SAFETY.

	Allow active scripting
	Determines if script code on the pages in the URL security zone is run or not.

	Scripting of Java applets
	Determines whether or not script code on HTML pages in the URL security zone is allowed to use Java applets if the properties, methods, and events of the applet are exposed to scripts.

	Script ActiveX controls marked safe for scripting
	Determines if scripting of safe ActiveX Controls is allowed.

	Access data sources across domains
	Determines if the resource is allowed to access data sources across domains.

	Allow paste operations via script
	Determines if scripts can do paste operations. 

	Submit non-encrypted form data
	Determines if HTML forms on pages in the URL security zone, or submitted to servers in the zone, are allowed. Aggregate of the URLACTION_HTML_SUBMIT_FORMS_FROM and URLACTION_HTML_SUBMIT_FORMS_TO flags.

	Allow font downloads
	Determines if HTML font downloads are allowed.

	Userdata persistence
	Determines if user data persistence is enabled. 

	Navigate sub-frames across different domains
	Determines if subframes are allowed to navigate across different domains. 

	Allow META REFRESH
	Determines whether a user's browser can be redirected to another Web page if the author of the Web page uses the Meta Refresh setting (tag) to redirect browsers to another Web page.

	Display mixed content
	Determines whether users can display nonsecure items and controls whether users receive a security information message to display pages containing both secure and non-secure items.

	Allow installation of desktop items
	Determines if desktop items can be installed.

	Allow drag and drop or copy and paste files
	Determines if Move or Copy operations are allowed.

	Allow file downloads
	Determines if file downloads are permitted from the URL security zone of the HTML page with the link that is causing the download.

	Launching applications and files in an IFRAME
	Determines if launching of applications and files is permitted from the URL security zone.

	Use Pop-up Blocker
	Determines whether unwanted pop-up windows appear. Pop-up windows that are opened when the end user clicks a link are not blocked.

	Logon options
	Minimum value for URL action network flags.

	Do not prompt for client certificate selection when no certificates or only one certificate exists
	Determines whether users are prompted to select a certificate when no certificate or only one certificate exists.

	Java permissions
	Determines the Java permissions for the zone.

	Software channel permissions
	Determines the level of trust placed on Software Update Channels.

	Allow binary and script behaviors
	Controls dynamic binary and script behaviors: components that encapsulate specific functionality for HTML elements to which they were attached.

	Run .NET Framework-reliant components signed with Authenticode
	Determines whether .NET Framework components that are signed with Authenticode can run from Internet Explorer.

	Run .NET Framework-reliant components not signed with Authenticode
	Determines whether .NET Framework components that are not signed with Authenticode can run from Internet Explorer.

	Open files based on content, not file extension
	Controls MIME sniffing for file promotion from one type to another based on a MIME sniff. A MIME sniff is the recognition by Internet Explorer of the file type based on a bit signature.

	Web sites in less privileged Web content zones can navigate into this zone
	Determines whether Web sites from less privileged zones, such as Restricted Sites, can navigate into this zone.

	Allow script-initiated windows without size or position constraints
	Controls restrictions on script-initiated pop-up windows and windows that include the title and status bars.

	Automatic prompting for file downloads
	Determines whether users are prompted for non user-initiated file downloads. Regardless of this setting, users receive file download dialogs for user-initiated downloads.

	Automatic prompting for ActiveX controls
	Controls whether users are automatically prompted for ActiveX control installations.

	Allow active content over restricted protocols to access my computer
	Controls whether a resource hosted on a page accessed through a protocol restricted in a particular URL zone can run active content such as script, ActiveX, Java and Binary Behaviors. The list of restricted protocols for each zone can be set in the Restricted Protocols section under Network Protocol Lockdown policy.


Including Local Intranet Sites and Network Paths in the Intranet Zone

SP2 provides advanced policy settings that you can use to specify intranet sites and network paths (UNC paths) for inclusion into the local Intranet security zone. For this purpose, you can use the following policy settings in the Internet Control Panel\Security Page node:

· Intranet Sites: Include all local (intranet) sites not listed in other zones. This policy setting controls whether local sites which are not explicitly mapped into any Security Zone are forced into the local Intranet security zone.
· Intranet Sites: Include all network paths (UNC). This policy setting controls whether URLs representing UNC paths are mapped into the local Intranet security zone.
· Intranet Sites: Include all sites that bypass the proxy server. This policy setting controls whether sites which bypass the proxy server are mapped into the local Intranet security zone.
Mapping Sites to Security Zones

SP2 provides a new Group Policy setting that allows you to manage security restrictions for selected sites on a site-by-site basis, by associating a URL with a security zone and then setting the security settings for that zone through other policy settings. The Site to Zone Assignment List policy setting allows you to manage a list of sites that you want to associate with a particular security zone. There are zone numbers which have associated security settings that apply to all of the sites in the zone. 

The Site to Zone Assignment List policy setting associates sites to zones, using the following values for the Internet Security zones: (1) Intranet zone, (2) Trusted Sites zone, (3) Internet zone, and (4) Restricted Sites zone. If you set this policy setting to Enabled, you can enter a list of sites and their related zone numbers. The association of a site with a zone ensures that the security settings for the specified zone are applied to the site. See the Explain text for this policy setting for more information.
If you configure the Site to Zone Assignment List policy setting for both Computer Configuration and User Configuration, both of these lists are used. If you set this policy setting for either computers or users, lists that are stored as preferences are ignored.

In Windows XP with SP2, in addition to using individual policy settings for managing URL Actions, you can control URL Actions by using template policy settings which provide standard policy settings for all URL Actions in a particular Internet Explorer security zone. You can then specify a security level for the template, as explained in the next section. 
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Note

If you set individual URL Action policy settings in a security zone, and then set a security template for that zone, this overwrites the values for individual URL Action policy settings. 
URL Action Template Policy Settings 

SP2 provides a set of standard, pre-configured policy settings for controlling URL Actions in the form of template policy settings for URL security zones in Internet Explorer. You can use the following template policy settings for controlling each of the URL security zones in Internet Explorer: 

· Internet Zone Template

· Intranet Zone Template

· Trusted Sites Zone Template

· Restricted Sites Zone Template

· Local Machine Zone Template

· Locked-Down Local Machine Zone Template

For each of the URL Action template policy settings, you can specify one of the following security levels:

· Low. This is typically used for URL security zones that contain Web sites that are fully trusted by the user. This is the default security level for the Trusted Sites zone.
· Medium-low. This might be used for URL security zones that contain Web sites that are unlikely to cause damage to your computer or data. This is the default security level for the Intranet zone.
· Medium. This might be used for URL security zones that contain Web sites that are neither trusted nor untrusted. This is the default security level for the Internet zone.
· High. This is used for URL security zones that contain Web sites that could potentially cause damage to users’ computers or data. This is the default security level for Restricted Sites zone.

By using these URL security zones policy templates, you can specify a security level for the zone, which provides a standard configuration for all the URL Actions. Doing this helps prevent users from lowering security to unacceptable levels. 

If you need to specify individual URL Actions that differ from those in a given security zones policy template, you can configure individual policy settings to control that URL Action. It is expected that doing so would be primarily to address application compatibility issues, which might require disabling an Internet Explorer functionality to allow an application to run. 
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Note

Local Machine Zone Lockdown Security operates by comparing the settings in the Local Machine Zone against those in the Locked-Down Local Machine Zone. If you select a security level for one of these zones (including selecting no security), the same change should be made to the other zone.
The template policy settings for URL Actions are available in both Computer Configuration and User Configuration, in the Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel\Security Page node of Group Policy Object Editor.

Table 4 lists the default URL Actions values for the URL security zone policy templates. 

Table 4   Default Values for URL Action Security Template Policy 

	Security Setting User UI
	High Security Template
	Medium Security Template
	Medium-low Security Template
	Low Security Template
	Local Machine Zone Security Template
	Locked-down Local Machine Zone Security Template

	Download signed ActiveX controls 
	Disable
	Prompt
	Prompt
	Enable
	Enable
	Standard defaults for selected security level*

	Download unsigned ActiveX controls 
	Disable
	Disable
	Disable
	Prompt
	Enable
	Disable

	Initialize and script ActiveX controls not marked as safe 
	Disable
	Disable 
	Disable 
	Prompt
	Prompt
	Disable

	Run ActiveX controls and plug-ins 
	Disable
	Enable
	Enable
	Enable
	Enable
	Disable

	Allow active scripting 
	Disable
	Enable
	Enable
	Enable
	Enable
	Disable

	Scripting of Java applets 
	Disable
	Enable
	Enable
	Enable
	Enable
	Standard defaults for selected security level*

	Script ActiveX controls marked safe for scripting 
	Disable
	Enable
	Enable
	Enable
	Enable
	Standard defaults for selected security level*

	Access data sources across domains 
	Disable
	Disable
	Prompt
	Enable
	Enable
	Standard defaults for selected security level*

	Allow paste operations via script 
	Disable
	Enable
	Enable
	Enable
	Enable
	Standard defaults for selected security level*

	Submit non-encrypted form data 
	Prompt
	Prompt
	Enable
	Enable
	Enable
	Standard defaults for selected security level*

	Allow font downloads 
	Prompt
	Enable
	Enable
	Enable
	Enable
	Standard defaults for selected security level*

	Userdata persistence 
	Disable
	Enable
	Enable
	Enable
	Enable
	Standard defaults for selected security level*

	Navigate sub-frames across different domains 
	Disable
	Enable
	Enable
	Enable
	Enable
	Standard defaults for selected security level*

	Allow META REFRESH 
	Disable
	Enable
	Enable
	Enable
	Enable
	Standard defaults for selected security level*

	Display mixed content 
	Prompt
	Prompt
	Prompt
	Prompt
	Prompt
	Standard defaults for selected security level*

	Allow installation of desktop items 
	Disable
	Prompt
	Prompt
	Enable
	Enable
	Standard defaults for selected security level*

	Allow drag and drop or copy and paste files 
	Prompt
	Enable
	Enable
	Enable
	Enable
	Uses default value for the security zone selected*

	Allow file downloads
	Disable
	Enable
	Enable
	Enable
	Enable
	Standard defaults for selected security level*

	Launching applications and files in an IFRAME 
	Disable
	Prompt
	Prompt
	Enable
	Enable
	Standard defaults for selected security level*

	Use Pop-up blocker 
	Enable
	Enable
	Disable
	Disable
	Disable
	Standard defaults for selected security level*

	Logon options
	High safety
	Medium safety
	Medium safety
	Enable
	Enable
	Standard defaults for selected security level*

	Do not prompt for client certificate selection when no certificates or only one certificate exists 
	Disable
	Disable
	Enable
	Enable
	Enable
	Disable

	Java permissions 
	Disable
	High safety
	Medium safety
	Low safety
	Medium safety
	Disable

	Software channel permissions 
	High safety
	Medium safety
	Medium safety
	Low safety
	Low safety
	Standard defaults for selected security level*

	Allow binary and script behaviors
	Disable
	Enable
	Enable
	Enable
	Enable
	High safety 

	Run .NET Framework-reliant components signed with Authenticode 
	Disable
	Enable
	Enable
	Enable
	Disable
	Disable

	Run .NET Framework-reliant components not signed with Authenticode 
	Disable
	Enable
	Enable
	Enable
	Disable
	Disable

	Open files based on content, not file extension 
	Disable
	Enable
	Enable
	Enable
	Enable
	Disable

	Web sites in less privileged Web content zones can navigate into this zone 
	Disable
	Enable
	Enable
	Prompt
	Disable
	Disable

	Allow script-initiated windows without size or position constraints 
	Disable
	Disable
	Enable
	Enable
	Enable
	Disable

	Automatic prompting for file downloads 
	Disable
	Disable
	Enable
	Enable
	Enable
	Disable

	Automatic prompting for ActiveX controls 
	Disable
	Disable
	Enable
	Enable
	Enable
	Disable

	Allow active content over restricted protocols to access my computer 
	Disable
	Prompt
	Prompt
	Prompt
	Prompt
	N/A


* Standard defaults for selected security level: This means that if you enable the Locked-down Local Machine Zone Template policy setting and set its security level to High, for example, it uses the standard template default values used for the high-level security zone. The only exceptions are the URL Actions that have fixed defaults, as indicated in the Table 4. By default, the high security level is used for the Restricted Sites zone

For more information about URL Action settings and how they relate to security zones, see “About URL Security Zones Templates” on the MSDN Web site at http://go.microsoft.com/fwlink/?LinkId=26001. 

For more information about URL policy flags and URL Action flags for Internet Explorer, see “URL Policy Flags” in the MSDN Web site at http://go.microsoft.com/fwlink/?LinkId=32832., and “URL Action Flags” in the MSDN section on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=32833.

Configuring Separate GPOs for Zone Templates and URL Action Policy Settings

You may need to apply individual URL action policies to specific groups of users or computers but have the zone template policy settings apply to all other objects. If you want to do this, you must configure template policy settings in one GPO, and configure any related individual policy settings in a separate GPO. You can then apply such GPOs to specific groups of users or computers by using security group filtering to target the GPO to such groups. If necessary, you can also use the Enforced option for the GPO link to ensure that the settings in that GPO take precedence over the settings in a GPO linked to a child Active Directory container (such as an organizational unit). 

For more information about filtering the scope of application of Group Policy by using security groups and the inheritance rules for Group Policy, see the “Windows Server 2003 Group Policy Infrastructure” white paper on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=14950, and see the Group Policy Management Console online Help.
Application of Preferences and Policy Settings

In cases where users set a preference and the administrator specifies a policy setting that contradicts the user-defined setting, the Group Policy settings override user-defined settings. User-defined settings and policy settings are stored in different areas of the registry.

Internet Explorer looks for a policy setting in the following order:
· HKEY_LOCAL_MACHINE policy hive

· HKEY_CURRENT_USER policy hive

· HKEY_CURRENT_USER preference hive

· HKEY_LOCAL_MACHINE preference hive

The settings are applied as follows: 

· Computer policies are applied when the computer starts.

· After computer policies, the user policies are applied when the user logs on.

· If neither computer nor user policy settings have been specified, then user preferences are applied.
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Note

By default, the Internet Option control panel displays policy settings when opened, and users can interact with the user interface and appear to change their preferences. However, while these preferences are stored in the registry when policy is unset, they do not override Group Policy settings. 

It is possible to set a policy setting to prevent users from seeing and changing settings for security zones. To do this, you can use the Disable the Security page policy setting, which removes the Security tab from the Internet Options dialog box. However, you must use this policy setting judiciously. If you have deployed template policy settings for controlling each of the URL security zones in Internet Explorer, it might be appropriate to use this policy. If you are managing only a few URL Actions with policy settings, then using this setting might not be appropriate. 

Scenarios for Implementing

There are many ways to configure policy settings for Internet Explorer. The new policy settings provide you with a great deal of flexibility in managing Internet Explorer. How you do so depends on your overall approach for managing users and computers and your specific business requirements. You can begin by assessing the decisions in the following diagram. 
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Group Policy and Internet Explorer Administration Kit 

Group Policy is the recommended tool for managing Internet Explorer for client computers on a corporate network. Internet Explorer supports Group Policy management for all new functionality in SP2, and for all Security tab URL Actions. Development of the Internet Explorer Administration Kit (IEAK) ended with the release of IEAK 6 Service Pack 1.
For computers running Windows 2000 or later versions of the operating system and that are not participating in an Active Directory domain, it is recommended that administrators and application developers use Internet Explorer Administration Kit 6 Service Pack 1 to customize Internet Explorer for their end users. For more information, see “Microsoft Internet Explorer 6 Administration Kit Service Pack 1” on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=26002.
Internet Explorer Administration Kit provides several key functions that are not currently managed with Group Policy. For these areas, you need to use IEAK:

· Single-disk branding. For computers that are currently running Internet Explorer 4.01 SP1 or later, you can use the Customization Wizard to create a single floppy disk containing your custom text and logo information.
· Custom components and add-ons. You can add up to 16 custom components that your users can install at the same time that they install the browser. These components can be compressed cabinet (.cab) files or self-extracting executable (.exe) files. You can specify the version of a Microsoft component that your users install, and you can install the latest version available using Automatic Version Synchronization (AVS).

· Configuration of options in the Internet Explorer Advanced tab. 

Internet Communication Management Policy Settings

SP2 provides new Group Policy settings, which are designed primarily to control the way in which components in Windows XP with SP2 communicate with the Internet. These settings are in the Administrative Templates\System\Internet Communication Management node in Group Policy Object Editor. Many of these settings are available in both Computer Configuration and User Configuration. The settings in Computer Configuration apply to all users of a computer running Windows XP with SP2 and come into effect when the computer starts, and the settings in User Configuration affect individual users and are applied when the users log on.

You can use the policy settings in Internet Communication Management to manage various tasks that involve the exchange of information between computers in their organization and the Internet. For example, you can use Internet Communication policy settings to manage tasks such as preventing computers from connecting to the Internet to obtain device drivers, controlling the flow of information to the Internet from the file association Web service, redirecting the requests that result from users clicking links in Event Viewer to a Web server in your organization, and so on. In some cases such as highly managed environments, you might want to redirect users to an internal server in their network to accomplish some of these tasks rather than allowing users to connect to the Internet. 

All policy settings provide informational text which you can view in Group Policy Object Editor by selecting the policy setting and opening the setting and clicking the Explain tab, or by clicking the Extended tab.
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Note

This white paper focuses only on the Group Policy settings for managing communications between computers and the Internet. For detailed information about the various technologies involved and to learn about alternate methods for managing Internet communication settings, see the “Using Windows XP Professional with Service Pack 2 in a Managed Environment: Controlling Communication with the Internet” white paper on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=29133. 
Using One Policy Setting to Control All Internet Communication Management Policy Settings

You can enable one policy setting to configure all Internet Communication Management policy settings. 

Restrict Internet communication

The Restrict Internet communication policy setting controls Windows components that can access the Internet to accomplish tasks which require Internet resources. If you enable this setting, all the policy settings in the Internet Communication settings node are set to Enabled. This policy setting affects only the components managed by policy settings in the Internet Communication settings node of Group Policy Object Editor; the policy settings are described in the subsections that follow. 
It is recommended that you configure the Restrict Internet communication policy setting in a separate GPO from any GPOs in which you configure the individual policy settings in the Internet Communication settings node. This approach allows you to provide stronger security for the computers in your organization. 

For example, as a general rule, you might want to create highly restricted (locked-down) Group Policy configurations for your workstations to prevent Windows from communicating with the Internet to accomplish tasks related to all the Internet Communication Management policy settings. To do this, you can enable the Restrict Internet communication policy setting in a GPO and link that GPO to the target groups of computers and users.

If necessary, you can create separate GPOs to configure individual Internet Communication Management policy settings for users that might require access to some of the tasks controlled by these policy settings. You can then scope the application of the GPO by using security group filtering, and by using Group Policy options such as Enforced (previously known as No Override) or Block Inheritance to ensure that the policy settings are correctly applied to the target users and computers. 

For more information about Group Policy processing and precedence, see the “Group Policy Infrastructure” white paper on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=14950, and see the Group Policy Management Console Help.
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Note

If you view Restrict Internet communication and it is set as Not Configured, and you have configured individual Internet communication settings that you do not want to change, do not click Apply. If you click Apply, the Not Configured setting is applied to all the individual settings controlled by the Restrict Internet communication policy setting. That is, all settings contained in the Restrict Internet communication node are set as Not Configured.

Managing the Online Print, Web Publishing, and Add Network Place Wizards 

In Windows XP with SP2, users can click tasks in Windows Explorer to run several wizards to perform tasks such as ordering picture prints online (Online Print Wizard), signing up for a service that offers online storage space (Add Network Place Wizard), or publishing files that can be viewed in a browser (Web Publishing Wizard). These wizards present the user with one or more service providers from which to request the online service. The task or wizard obtains the names and URLs of these service providers from two sources: a list stored locally (in the registry) and a list stored on a Microsoft Web site. By default, Windows displays providers from a list on the Microsoft Web site in addition to providers listed in the registry.

You can use the following Group Policy settings to control the way in which these wizards and tasks work and to control the way in which these components communicate with the Internet:

· Turn off the "Publish to Web" task for files and folders. This policy setting specifies whether the tasks for publishing items to the Web are available from File and Folder Tasks in Windows folders. The Web publishing tasks are Publish this file to the Web, Publish this folder to the Web, and Publish the selected items to the Web. 

· Turn off Internet download for Web publishing and online ordering wizards. This policy setting specifies whether Windows should download a list of providers for the Web Publishing Wizard, the Add Network Place Wizard, and the Online Print Wizard. By default, Windows displays providers downloaded from a Windows Web site in addition to providers specified in the registry.
· Turn off the "Order Prints" picture task. This policy setting specifies whether the Order Prints Online task is available from Picture Tasks in Windows folders. This setting disables the Online Print Ordering Wizard.

These policy settings are available for both User and Computer Configuration.

For more information about controlling the use of the Add Network Place Wizard and the Web Publishing Wizard, see “Appendix G: Add Network Place Wizard and Web Publishing Wizard” of the “Using Windows XP Professional with Service Pack 2 in a Managed Environment: Controlling Communication with the Internet” white paper on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=29133.
Disabling Information Collection by Windows Messenger 
With the Microsoft Customer Experience Improvement program, users can allow Microsoft to collect anonymous information about how the product is used. This information is used to improve the product in future releases. You can use Group Policy to prevent Windows Messenger from collecting usage information and to hide the user settings to enable the collection of usage information.

To control whether Windows Messenger collects usage information, you can use the Turn off the Windows Messenger Customer Experience Improvement Program policy setting. This policy setting is available for both User and Computer Configuration policy settings.
For more information about managing Windows Messenger, see the “Windows Messenger” section of the “Using Windows XP Professional with Service Pack 2 in a Managed Environment: Controlling Communication with the Internet,” white paper on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=29133.
Controlling the Behavior of Help and Support Center
Help and Support is a Help portal that is included in Windows Millennium Edition and in all versions of Windows XP, including Windows XP Professional with SP2, and Windows Server 2003. SP2 provides new policy settings that you can use for configuring the Did you know? and Online Search areas of Help and Support. 

· Turn off Help and Support Center "Did you know?" content. This policy setting specifies whether to show the Did you know? section of Help and Support Center. By default, this content is dynamically updated when users are connected to the Internet and open Help and Support Center. When you enable this policy setting, Help and Support Center does not retrieve or display Did you know? content; enabling the policy removes the Did you know? section.
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Note

The content in the Did you know? section remains static indefinitely without an Internet connection, therefore, you might want to enable this setting for users who do not have Internet access. Enabling this policy setting prevents the Did you know? section from displaying.
· Turn off Help and Support Center Microsoft Knowledge Base search. This policy setting specifies whether users can perform a Microsoft Knowledge Base search from Help and Support Center. Enabling this setting removes the Knowledge Base section from the Help and Support Center Set search options page and only the Help content on the local computer is searched.

For more information about the Headlines and Online Search features in Help and Support Center, see the “Help and Support Center: The Headlines and Online Search Features” section of the “Using Windows XP Professional with Service Pack 2 in a Managed Environment: Controlling Communication with the Internet” white paper on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=29133.
Controlling Windows Error Reporting
The Windows Error Reporting feature in Windows XP with SP2 provides functionality that allows Microsoft to gather and analyze data from errors related to the operating system, Windows components, and applications. Windows Error Reporting gives users the opportunity to send data about errors to Microsoft and to receive back information about them that might prevent the issues from occurring again. Microsoft developers use Windows Error Reporting data to address the top customer issues in a timely manner and to improve the quality of Microsoft products.

When users send error reports to Microsoft, Microsoft might respond with information to users such as a fix, a workaround, or a link to a Web site for updated drivers, patches, or Microsoft Knowledge Base articles if the information is available.

In Windows XP with SP2, error reporting is enabled by default and users can choose to report errors to Microsoft. When an error occurs, a dialog box is displayed allowing the user to report the problem. When a user chooses to report the problem, technical information about the problem is collected and then sent to Microsoft over the Internet. No information is sent unless the user confirms that the error report is to be sent to Microsoft. A user who is logged on as an administrator can choose to report system and application errors; a user who is not logged on as an administrator can choose to report application errors.

Users with administrative credentials can configure or disable error reporting by using Control Panel\System\Advanced tab. Users can configure error reporting to send specified information such as system errors (Stop errors) only, or errors for Windows components, such as Windows Explorer or Microsoft Internet Explorer. Users can also send information for applications, such as Microsoft Word.

Since error reporting is a valuable service, it is recommended that you do not disable it, but that you control what information is reported and where it is sent. For an organization where privacy is a concern, the IT department can use the Corporate Error Reporting tool for reviewing and filtering error reports before they are sent to Microsoft. The Corporate Error Reporting (CER) 2.0 tool allows You to manage error reports and error messages created by the Windows® Error Reporting client (WER) in Windows XP and Windows Server 2003™ and error-reporting clients (ER) included in other Microsoft programs. If error-reporting clients are configured to work with CER 2.0, error reports are redirected to a secure CER shared directory instead of being sent to Microsoft. 
For more information about the Microsoft Corporate Error Reporting tool, see “Corporate Error Reporting” on the Microsoft Corporate Reporting Web site at http://go.microsoft.com/fwlink/?LinkId=15195.
Although it is not recommended, you can completely disable error reporting on client computers by using Group Policy. You can use the Turn off Windows Error Reporting Group Policy setting to control Windows Error Reporting to prevent the flow of information to and from the Internet.

Turn off Windows Error Reporting
This policy setting specifies whether Windows Error Reporting information can be sent to Microsoft. This setting overrides any user setting made from Control Panel for error reporting. If you enable this setting, users are not be given the option to report errors. Typically, this is not recommended.

Related Policy Settings

Two related policy settings are available in Computer Configuration\Administrative Templates\System\Error Reporting which might affect this policy setting, Configure Error Reporting and Display Error Notification.
· Configure Error Reporting. This policy setting specifies how errors are reported and what information is sent when Error Reporting is enabled. 

This policy setting does not enable or disable error reporting, to do so, use the Turn off Windows Error Reporting policy in Computer Configuration\Administrative Templates\System\Internet Communication Management\Internet Communication settings. 
If you enable the Configure Error Reporting policy setting, it overrides any settings made by using Control Panel for error reporting, and default values are used for any error reporting policies that are not configured (even if settings were adjusted by using Control Panel).

· Display Error Notification. This policy setting controls whether or not a user is given the choice to report an error. When you enable Display Error Notification, the user is notified that an error has occurred and is given access to details about the error. 

For more information about the Windows Error Reporting feature, see the “Windows Error Reporting” section of the "Using Windows XP Professional with Service Pack 2 in a Managed Environment: Controlling Communication with the Internet,” white paper on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=29133.

Managing File Association Web Service
The file association Web service in Windows XP with SP2 extends the scope of information stored locally by the operating system about file name extensions, file types, and the applications or components to use when opening a particular file type. The operating system first checks for the file association information locally. If no local information is available about the file name extension and its associated file type, the operating system offers the user the option of looking for more information on a Microsoft Web site. 

You can prevent the file association Web service by using the Turn off Internet File Association service Group Policy setting in SP2. This policy setting is available for both User and Computer Configuration. 

For more detailed information about managing the File Association Web service, see the “File Association Web Service” section of the “Using Windows XP Professional with Service Pack 2 in a Managed Environment: Controlling Communication with the Internet” white paper on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=29133.

Preventing Internet Connection Wizard from Connecting to Microsoft 

In Windows XP with SP2 you use the New Connection Wizard to create Internet and other types of network connections for home and small office networks. The New Connection Wizard starts the Internet Connection Wizard, which you use to create a connection to the Internet. 

You can control how users can use the Internet Connection Wizard by configuring the Turn off Internet Connection Wizard if URL connection is referring to Microsoft.com policy setting. This policy setting specifies whether the Internet Connection Wizard can connect to Microsoft to download a list of Internet Service Providers (ISPs).

Outlook Express also starts the Internet Connection Wizard if a user takes actions to set up a mail account or a newsgroup account. You can prevent the Internet Connection Wizard from running, by using the Don't run specified Windows applications policy setting to prevent Outlook Express from running. The Don't run specified Windows applications policy setting, in User Configuration\Administrative Templates\System, prevents Windows from running the programs you specify. 

For information about alternate methods to prevent access to Outlook Express and for detailed information about managing Internet Connection Wizard, see the “Outlook Express 6”and “Appendix I: New Connection Wizard and Internet Connection Wizard” sections of the “Using Windows XP Professional with Service Pack 2 in a Managed Environment: Controlling Communication with the Internet” white paper on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=29133.

Managing the Display of Internet Links in Event Viewer

Users can access event logs for the computer to which they are currently logged on through Control Panel\Administrative Tools\Event Viewer. The user can obtain detailed information about a particular event by either double-clicking the event or selecting the event and clicking Properties on the Action menu. The Properties dialog box provides a description of the event, which can contain one or more links to Help.
Links can either be to Microsoft servers or to servers managed by the software vendor for the component that generated the event. On computers running Windows XP with SP2, most events that originate from Microsoft products have standard text containing a URL at the end of the description.

When users click the link, they are asked to confirm that the information presented to them can be sent over the Internet. If the user clicks Yes, the information listed is sent to the Web site named in the link. The parameters in the original URL are replaced by a standard list of parameters whose contents are detailed in the confirmation dialog box. 

To access the relevant Help information provided by the link in the Event Properties dialog box, the user must send the information listed about the event. The collected data is confined to what is required to retrieve more information about the event from the Microsoft Knowledge Base. User names and e-mail addresses, names of files unrelated to the logged event, computer addresses, and any other forms of personally identifiable information are not collected. 

You might want to prevent users from sending information over the Internet through this link and accessing a Web site. Alternatively, you might want to redirect the requests that result from users clicking links in Event Viewer so that the requests go to a Web server in your organization. In Windows XP with SP2, you can manage either of these options by using Group Policy. These policy settings include: Turn off Event Viewer "Events.asp" links, Events.asp URL, Events.asp program, and Events.asp program command line parameters.

For more information about preventing the flow of information to and from the Internet through Event Viewer, see the “Event Viewer” section of the “Using Windows XP Professional with Service Pack 2 in a Managed Environment: Controlling Communication with the Internet” white paper on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=29133.

Managing Automatic Updates of Root Certificates
The Update Root Certificates is an optional component in Windows XP with SP2, which is designed to automatically check the list of trusted authorities on the Windows Update Web site when this check is required by a user’s application. Specifically, if the application is presented with a certificate issued by a certification authority that is not directly trusted, the Update Root Certificates component (if present) contacts the Windows Update Web site to determine if Microsoft has added the certification authority to its list of trusted authorities. If the certification authority has been added to the Microsoft list of trusted authorities, its certificate is automatically added to the trusted certificate store on the user’s computer.

Preventing the Flow of Information to and from the Internet by the Update Root Certificates Component 

To prevent the Update Root Certificates component in Windows XP with SP2 from communicating automatically with the Windows Update Web site, you can disable this component by using the Turn off Automatic Root Certificates Update Group Policy setting. This policy setting specifies whether to automatically update root certificates using the list of trusted certification authorities that Microsoft maintains on the Windows Update Web site.

For more information about certificates and the Update Root Certificates component, see the “Certificate Support and the Update Root Certificates Component” section of the "Using Windows XP Professional with Service Pack 2 in a Managed Environment: Controlling Communication with the Internet” white paper on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=29133.

Controlling the Windows Registration Wizard

Product registration involves the provision of personally identifiable information, such as an e-mail address, to Microsoft for the purpose of receiving information about product updates and special offers. Registration is usually done on a per-product basis and is not required. 
In a managed environment, you might want to prevent users from registering the product with Microsoft. You can configure Group Policy to prevent online registration with Microsoft by using the Turn off Registration if URL connection is referring to Microsoft.com policy setting.

For detailed information about product activation and registration and the Windows Registration Wizard, see the “Activation and Registration Associated with a New Installation or an Upgrade” section of the “Using Windows XP Professional with Service Pack 2 in a Managed Environment: Controlling Communication with the Internet” white paper on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=29133. 

Controlling the Search Companion Feature
Search Companion in Windows XP with SP2 improves the search process by consolidating search tasks, optimizing searches for the most common scenarios, and offering suggestions for refining the search.

In a managed environment, you can disable the Search Companion Web service by preventing Search Companion from checking for and downloading updated versions of the XML files that it uses. To do this, you can enable the Turn off Search Companion content file updates policy setting. 
For more information about the Search Companion feature, see the “Controlling Search Companion to Prevent the Flow of Information to and from the Internet” section of the “Using Windows XP Professional with Service Pack 2 in a Managed Environment: Controlling Communication with the Internet” white paper on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=29133.

Controlling Printing over HTTP

Computers running Windows XP with SP2 can use Internet printing to print to printers located anywhere in the world by sending print jobs using HTTP. 

Computers running Windows XP can also use Internet Information Services (IIS) or a Web peer server to create a Web page that provides information about printers as well as the transport for printing over the Internet. 

SP2 provides new Group Policy settings to restrict communications between computers in your organization and the Internet by controlling Internet printing. You can use these policies to manage the following tasks for client computers: 

· Turn off printing over HTTP to disable Internet printing on computers running Windows XP.

· Turn off downloading of print drivers over HTTP to prevent the downloading of print drivers over HTTP on computers running Windows XP.

Web-based Printing

To disable Internet printing on computers that are running IIS, in Computer Configuration\Administrative Templates\Printers, select the Web-based Printing policy setting, and select Disabled.

For more information about Internet printing, and the use of IIS in a controlled environment, see the “Internet Printing” and the “Internet Information Services in Windows XP SP2” sections of the “Using Windows XP Professional with Service Pack 2 in a Managed Environment: Controlling Communication with the Internet” white paper on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=29133. 

For detailed information about the Internet Printing Protocol (IPP), and planning, deploying and managing Windows print servers, see the “Effectively Using IPP Printing” white paper on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=29131.

Managing Windows Update Searches Related to the Plug and Play Feature
Windows Plug and Play provides ease of support for installing devices on computers in your network. You can simply plug in a Plug and Play device and Windows does the rest by searching locally for the driver and prompting to find out whether to also search Windows Update, installing the driver, updating the system, and allocating resources. After you install a Plug and Play device, the driver is configured and loaded dynamically, typically without requiring user input.

The Plug and Play feature is built into Windows XP and is always available. When a user who is logged on as an administrator installs a Plug and Play device, if a driver is not found or if only a non-digitally signed driver is found, Windows XP first searches locally for an appropriate device driver. If the computer is connected to the Internet, Windows XP with SP2 prompts the user to find out whether to also search Windows Update for the latest device driver. If a signed driver is found, Windows XP with SP2 does not search Windows Update.
As an IT administrator in a highly-managed network environment, you might want to control whether Windows XP with SP2 searches the Windows Update Web site for the latest device driver, and if so, whether the person installing or updating the device is prompted before the Internet search begins. You can control both of these options by using Group Policy. By default, Windows XP with SP2 prompts users about whether to search Windows Update for drivers, unless an administrator made an explicit choice about whether to search Windows Update. See “Controlling Automatic Updates of Device Drivers through Windows Update.” 

There are also policy settings that you can use to disable any access to Windows Update. If you do prevent access to Windows Update, there is the option for manually downloading the updates from the Windows Update Catalog, whereby they can be distributed on your organization's network as needed.

Using Group Policy to disable access to Windows Update as a search location for device drivers, and to configure driver search locations, is described next.
Controlling Automatic Updates of Device Drivers through Windows Update

Windows automatically updates device drivers using Plug and Play. Therefore, you might want to exercise various levels of control over the ability of a user who logs on to a client computer as an administrator to install new hardware and to update hardware devices and drivers.

When you install new hardware, Windows XP searches for drivers in the %Windir%\Inf directory of the local hard drive first. If a driver is not found, the Found New Hardware wizard appears and Windows XP searches the floppy drive, the CD drive, and prompts to search Windows Update. By using Group Policy, you can control whether to access Windows Update when Windows XP searches for drivers. 

You can use Group Policy to configure the driver search locations to:

· Control whether Windows Update is included when Plug and Play searches for a device driver. To do this, use the Turn off Windows Update device driver searching policy setting.
· Suppress the prompt that is displayed by default before Plug and Play begins searching the Windows Update Web site for a device driver. To do this, use the Turn off Windows Update device driver search prompt policy setting.
· Turn off all access to Windows Update. To do this, you can use the Turn off access to all Windows Update features policy setting. If you turn off all access to Windows Update, it also means Plug and Play cannot search Windows Update. 
For more information about controlling access to Windows Update and for alternative approaches to updating software such as Software Update Services, see the “Windows Update and Automatic Updates” section of the “Using Windows XP Professional with Service Pack 2 in a Managed Environment: Controlling Communication with the Internet” white paper on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=29133.

Turn off Windows Update device driver searching
This policy specifies whether Windows searches Windows Update for device drivers when no local drivers for a device are present. If you set this setting to Enabled, Windows Update is not searched when a new device is installed. This policy setting is in Computer Configuration\Administrative Templates\Internet Communication Management\Internet Communication settings.

If you set Turn off Windows Update device driver searching to Disabled, and if no local device driver is found, Windows Update is searched. If this policy setting is set to Not Configured (default), users are prompted before searching Windows Update for device drivers.
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Note

There is a related policy setting called Turn off Windows Update device driver search prompt in Computer Configuration\Administrative Templates\System; this policy specifies whether the administrator is prompted about going to Windows Update to search for device drivers using the Internet. The Turn off Windows Update device driver search prompt policy setting has effect only if the associated Turn off Windows Update device driver searching policy setting is set as either Disabled or Not Configured, both of which allow searching Windows Update.

Turn off Windows Update device driver search prompt
This policy setting specifies whether you are prompted about going to Windows Update to search for device drivers using the Internet. If this setting is set to Enabled, the prompt that is normally displayed before Windows Update is searched for a device driver is suppressed. This policy setting is in both Computer Configuration and User Configuration in the Administrative Templates\System node.
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Note

This setting has effect only if the associated Turn off Windows Update device driver searching policy setting in Administrative Templates\System\Internet Communication Management\Internet Communication settings is set to either Disabled or Not Configured, both of which allow searching Windows Update.

If the Turn off Windows Update device driver search prompt policy setting is set to Disabled or Not Configured and Turn off Windows Update device driver searching is also set to either Disabled or Not Configured, the administrator will be prompted for consent before going to Windows Update to search for device drivers.

Turn off access to all Windows Update features
This policy setting specifies whether Windows Update features can be used on this computer.

For more detailed information about using Plug and Play in a managed environment, searching of Windows Update for device drivers, and managing the Windows Update features, see the “Plug and Play,” “Device Manager and Hardware Wizards,” and “Windows Update and Automatic Updates” sections of the “Using Windows XP Professional with Service Pack 2 in a Managed Environment: Controlling Communication with the Internet” white paper on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=29133.
Managing Windows Movie Maker Features
Windows Movie Maker allows users to bring together video, audio, and other multimedia content, then arrange and edit the content to create a finished movie. After creating the movie, users can save it on a hard disk, CD, or DVD, send it in an e-mail, or send it to a video hosting provider on the Web. These tasks are kept simple with an interface based mostly on drag-and-drop and on short lists of tasks from which to choose.

Windows Movie Maker can display links to Web sites, such as a link to a potential video hosting provider, and can automatically download missing codecs for audio and video files. (A codec—compressor/decompressor—is software that compresses or decompresses audio or video data.)
In a managed environment, you can use Group Policy to manage the following aspects of Windows Movie Maker:

You can prevent users from running Windows Movie Maker. For example, you can prevent users from running Movie Maker to edit their home movies on their corporate computers. To do this, use the Do not allow Windows Movie Maker to run policy setting. 

You can control whether Windows Movie Maker can do the following:

· Automatically download codecs. You can enable a policy setting to prevent Movie Maker from automatically downloading and installing supplemental video and audio decoders. To do this, use the Turn off Windows Movie Maker automatic codec downloads policy setting. 

· Display links to Web sites. For example, you can use a policy setting to prevent Movie Maker from linking to Internet Web pages to provide additional Help information and to prevent users from viewing the Movie Maker privacy statement. To manage this, use the Turn off Windows Movie Maker online Web links policy setting.

· Save movies to an online video hosting provider. For example, you can enable a policy setting to prevent their employees from uploading their edited movies to a video hosting provider. To do this, use the Turn off Windows Movie Maker saving to online video hosting provider policy setting.
For more detailed information about managing Windows Movie Maker features, see the “Windows Movie Maker” section of the “Using Windows XP Professional with Service Pack 2 in a Managed Environment: Controlling Communication with the Internet” white paper on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=29133.

For more information about Windows Movie Maker, see the online Help in Windows Movie Maker, or see “Create Home Movies with Windows Movie Maker” on the Microsoft Web site at: http://go.microsoft.com/fwlink/?LinkId=26240.
Security-Related Policy Settings

SP2 provides many enhancements designed to provide increased security for corporate networks. These changes include the following security features which you can manage by using Group Policy:

The DCOM infrastructure provides new access control restrictions to help minimize the security risks posed by network attacks. You can use Group Policy to manage the new computer-wide restrictions to control call, activation, and launch requests on the computer. You can also specify exceptions to the DCOM activation security check by using policy settings. 

Security Center, a new service in SP2, acts as a central location for modifying security settings, and providing security information, recommendations and updates. You can enable a Security Center Group Policy setting to centrally monitor computers in your organization to ensure that they contain the most recent security patches and to alert users if their computers are at risk.

Distributed COM
DCOM extends the Component Object Model (COM) to support communication among objects on different computers. With DCOM, your application can be distributed at locations that make the most sense to your customer and to the application.

COM provides two categories of security permission, Launch security permission and Access security permission. Launch security controls which objects a client is allowed to instantiate; that is, which classes a client is allowed to launch and retrieve (activate) objects from. Access security specifies how security operates at the per-call level on an established connection from a client to a server object.
For more information about DCOM, see “Component Object Model” on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=20922. 

DCOM Changes in SP2 

In SP2, the DCOM infrastructure provides new access control restrictions to help reduce the risk of a successful network attack.

COM provides computer-wide access control lists (ACLs) that govern access to all call, activation, or launch requests on the computer. You can think about these access controls as an additional AccessCheck call that is done against a computer-wide ACL on each call, activation, or launch of any COM server on the computer. This access check is in addition to any AccessCheck that is run against the server-specific ACLs. If this AccessCheck fails, the call, activation, or launch request is denied. In effect, this check provides a minimum authorization standard that must be passed to access any COM server on the computer. 
The following new ACLs can be configured by using Group Policy:
· A computer-wide ACL for launch permissions to cover activate and launch rights. This is the MachineLaunchRestriction setting.

· A computer-wide ACL for access permissions to cover call rights. This is the MachineAccessRestriction setting.

The use of these computer-wide ACLs provides a way to override weak security settings specified by a particular application by using code (for example, CoInitializeSecurity) or by configuration such as application-specific security settings. Checking these ACLs provides a minimum security standard that must be passed, regardless of the settings of the specific server. To manage these computer-wide ACLs, it is recommended that you use Group Policy.
The MachineLaunchRestriction and MachineAccessRestriction ACLs are checked when the interfaces exposed by the RpcSs service or DCOM application are accessed; these ACLs provide a method to control who has access to this system for DCOM applications. These ACLs also provide a centralized location where you can set general authorization policy that applies to all COM servers on the computer. RpcSs is a system service that runs during system startup. This service manages activation of COM objects and the running object table and provides helper services to DCOM remoting infrastructure.
Table 5 lists the default computer restriction ACLs in Windows XP with SP2.

Table 5    Computer Restriction ACLs

	Permission
	Administrators
	Everyone
	Anonymous Logon

	Launch
	Local Launch - Allow

Remote Launch - Allow

Local Activation - Allow

Remote Activation - Allow
	Local Launch - Allow

Local Activation - Allow
	

	Access
	
	Local Access - Allow

Remote Access - Allow
	Local Access - Allow


Although many COM applications provide some security-specific code (such as calling CoInitializeSecurity), applications might use weak security settings which might allow unauthenticated access to the process. There is currently no way for an administrator to override these settings to enforce stronger security in versions of Windows earlier than Windows XP SP2.
COM infrastructure includes the RpcSs service. RpcSs exposes RPC interfaces that are remotely callable. Because some COM servers allow unauthenticated remote access, as explained in the preceding section, these interfaces can be called by anyone, including unauthenticated users. As a result, RpcSs can be susceptible to attacks by malicious users using remote, unauthenticated computers.

In versions of Windows XP earlier than Windows XP with SP2, it was difficult for an administrator to determine the exact level of exposure of the COM servers on a computer. An administrator could get an idea of the exposure level by systematically checking the configured security settings for all the registered COM applications on the computer; however, given the large number of COM servers in a default installation of Windows XP, that task becomes daunting. There is no way to view the settings for a server that incorporates security in the software, other than reviewing the source code for that software.

The DCOM computer-wide access restrictions help mitigate these security problems, and they also allow you to disable incoming DCOM activation, launch, and calls. 

Before you use these DCOM policy settings, it is recommended that read the information about changes to DCOM in the “DCOM Security Enhancements” section in “Part 2: Network Protection Technologies” of the “Changes to Functionality in Microsoft Windows XP Service Pack 2” white paper on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=29126. This white paper provides more detailed information about the DCOM changes.

As with all Group Policy settings, it is strongly recommended that you fully test the DCOM policy settings in a test environment before you deploy the policy settings to computers in your production environment. For more information, see the “Staging Group Policy Deployments” chapter of the “Designing a Managed Environment” book of the Microsoft Windows Server 2003 Deployment Kit on the Windows Server System Web site at http://go.microsoft.com/fwlink/?LinkId=30650.
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Caution

If these DCOM policy settings are used incorrectly, it can cause applications and Windows components that use DCOM to fail. 

The Deny ACE should be used judiciously; you should carefully assess its implications before you apply it. A Deny ACE could result in unintended results and may lock users out of certain functionality to which they need access. Depending on the security group for which you set the Deny ACE, this restriction could affect administrators on the local computer.
Using Group Policy to Manage Computer-Wide DCOM Access Restrictions

To manage the computer-wide ACLs in an enterprise, you can use the following Group Policy settings in Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options:

· DCOM: Machine Access Restrictions in Security Descriptor Definition Language (SDDL) syntax. You can use this setting to grant access to all the computers to particular users for DCOM application in the enterprise through Group Policy. 

· DCOM: Machine Launch Restrictions in Security Descriptor Definition Language (SDDL) syntax. You can use this setting to grant launch or activation permissions to all the computers to particular users for DCOM application in the enterprise through Group Policy.

DCOM: Machine Access Restrictions in Security Descriptor Definition Language (SDDL) syntax

This policy setting determines which users or groups might access DCOM application remotely or locally. This setting is used to control the attack surface of the computer for DCOM applications. 

You can use this policy setting to specify access permissions to all the computers to particular users for DCOM applications in the enterprise. When you specify the users or groups that are to be given permission, the security descriptor field is populated with the Security Descriptor Definition Language representation of those groups and privileges. If the security descriptor is left blank, the policy setting is defined in the template, but it is not enforced. Users and groups can be given explicit Allow or Deny privileges on both local access and remote access.

The registry settings that are created as a result of enabling the DCOM: Machine Access Restrictions in Security Descriptor Definition Language (SDDL) syntax policy setting take precedence over (have higher priority) the previous registry settings in this area. RpcSs checks the new registry keys in the Policies section for the computer restrictions, and these registry entries take precedence over the existing registry keys under OLE. This means that previously existing registry settings are no longer effective, and if you make changes to the existing settings, the computer access permissions for any users are not changed. You should take care to correctly configure their list of users and groups.

The possible values for this policy setting are:
· Blank. This represents the local security policy way of deleting the policy enforcement key. This value deletes the policy and then sets it as Not defined state. The Blank value is set by using the ACL editor and emptying the list, and then pressing OK.
· SDDL. This is the Security Descriptor Definition Language representation of the groups and privileges you specify when you enable this policy. 
· Not Defined. This is the default value.
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Note

If the administrator is denied permission to access DCOM applications due to the changes made to DCOM in SP2, the administrator can use the DCOM: Machine Access Restrictions in Security Descriptor Definition Language (SDDL) syntax policy setting to manage DCOM access to the computer. The administrator can specify which users and groups can access the DCOM application on the computer both locally and remotely by using this setting. This will restore control of the DCOM application to the administrator and users. To do this, open the DCOM: Machine Access Restrictions in Security Descriptor Definition Language (SDDL) syntax setting, and click Edit Security. Specify the groups you want to include and the computer access permissions for those groups. This defines the setting and sets the appropriate SDDL value.
DCOM: Machine Launch Restrictions in Security Descriptor Definition Language (SDDL) syntax

This policy setting determines which users or groups might launch or activate DCOM applications remotely or locally. This setting is used to control the attack surface of the computer for DCOM applications.

You can use this Group Policy setting to grant access to all the computers to particular users for DCOM application in the enterprise. When you define this setting, and specify the users or groups that are to be given permission, the security descriptor field is populated with the Security Descriptor Definition Language representation of those groups and privileges. If the security descriptor is left blank, the policy setting is defined in the template, but it is not enforced. Users and groups can be given explicit Allow or Deny privileges on local launch, remote launch, local activation, and remote activation.

The registry settings that are created as a result of this policy take precedence over the previous registry settings in this area. RpcSs checks the new registry keys in the Policies section for the computer restrictions; these entries take precedence over the existing registry keys under OLE.
The possible values for this Group Policy setting are:

· Blank. This represents the local security policy way of deleting the policy enforcement key. This value deletes the policy and then sets it to Not defined state. The Blank value is set by using the ACL editor and emptying the list, and then pressing OK.
· SDDL. This is the Security Descriptor Definition Language representation of the groups and privileges you specify when you enable this policy.

· Not Defined. This is the default value.
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Note

If the administrator is denied access to activate and launch DCOM applications due to the changes made to DCOM in SP2, this policy setting can be used for controlling the DCOM activation and launch to the computer. The administrator can specify which users and groups can launch and activate DCOM applications on the computer both locally and remotely by using the DCOM: Machine Launch Restrictions in Security Descriptor Definition Language (SDDL) syntax policy setting. This restores control of the DCOM application to the administrator and specified users. To do this, open the DCOM: Machine Launch Restrictions in Security Descriptor Definition Language (SDDL) syntax setting, and click Edit Security. Specify the groups you want to include and the computer launch permissions for those groups. This defines the setting and sets the appropriate SDDL value. 

Special Considerations for Delegation of Group Policy Results and Computer-Wide DCOM Access Restrictions
If you are delegating access to Group Policy Results, you must enable the Windows Firewall: Allow remote administration exception policy setting on target computers. To permit remote access for the targeted User, Group, or built-in security principal, you must also set these DCOM security policy settings on target computers: 
· DCOM Machine access restrictions in Security Descriptor Definition Language (SDDL) syntax
· DCOM: Machine launch restrictions in Security Descriptor Definition Language (SDDL) syntax
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Note

In SP2, in addition to the DCOM computer-wide restrictions, more specific DCOM security rights are introduced which include an Activation right. However, there might be a few scenarios in which you might want to exempt an application from the Activation rights for application compatibility reasons. The policy settings for activation security check exemption must be used judiciously. You can use the new policy settings to specify an exemption to DCOM Activation security checks, as the next section describes.

Using Group Policy to Specify Activation Security Check Exemptions for DCOM

The DCOM Activation security check is done before a DCOM server process starts, and before an object activation request is dispatched to the server process. This access check is done against the custom Launch permission security descriptor if it exists on the DCOM server, or against the computer launch permissions defaults.

As an example of the DCOM activation security check changes in SP2, consider the following scenario. Prior to SP2, when a COM server specified a Launch permission set to Deny, that restriction only applied to launching the server. With SP2, setting the Launch permission to Deny affects both launching and activating (creating) an object within the COM server. This means that a user who was previously able to create objects in the COM server prior to SP2 (assuming the server was already running), can now be prevented from doing so in Windows XP with SP2 (because Activate access is denied). To address scenarios such as this, the recommended approach is to re-configure the Launch ACL to allow such users to activate objects by setting the appropriate (local or remote) Activate privilege to Allow. 
In many cases, ISVs configure custom DCOM activation security settings for their applications. Therefore, you might need to contact the application’s vendor (ISV) to determine if they have an updated version of their application.

If re-configuring the Launch ACL, as described previously, is not an appropriate approach for your particular situation (perhaps due to large-scale deployment scenarios), you can use the new DCOM policy settings to exempt such COM servers from the new DCOM computer-wide security check. 

The default computer restriction ACLs are listed in the “DCOM Changes in SP2” section, earlier in this document.

Define Activation Security Check exemption 
This policy setting allows you to view and change a list of DCOM server application IDs (AppIDs) which are exempted from the DCOM Activation security check. 

DCOM uses two lists of DCOM server AppIDs, one list is configured by using the Define Activation Security Check exemption Group Policy setting, and the other is created by the local computer administrators. The AppID key is one of the registry keys that COM uses; it groups the configuration options for one or more distributed COM objects into one centralized location in the registry. This key includes the AppID named value, which identifies the AppID GUID that corresponds to the named executable. 
If you configure the Define Activation Security Check exemption policy setting, DCOM ignores the second list, unless the associated Allow local activation security check exemptions policy setting is also enabled. You must use curly-brace format for any DCOM server AppIDs that you add to the list of DCOM server AppIDs by using this policy setting, for example, {b5dcb061-cefb-42e0-a1be-e6a6438133fe} (this AppID number is intended as an example only). If you enter a non-existent or improperly formatted AppID, DCOM adds it to the list, but it does not check for errors.

If you enable this policy setting, you can view and change the list of DCOM activation security check exemptions defined by Group Policy settings. 

You can use one of the following values:

· 1. If you add an AppID to this list and set its value to 1, DCOM does not enforce the Activation security check for that DCOM server. 

· 0. If you add an AppID to this list and set its value to 0, DCOM always enforces the Activation security check for that DCOM server regardless of local settings.
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Note

DCOM servers added to this exemption list are exempted only if their custom launch permissions do not contain specific Local Launch, Remote Launch, Local Activate, or Remote Activate permissions set to Allow or Deny for any users or groups. The exemptions for DCOM Server AppIDs that you add to this list apply to 32-bit version, and the 64-bit version of Windows Server 2003, if present.

Allow local activation security check exemptions
This policy setting allows you to specify that local computer administrators can supplement the Define Activation Security Check exemptions list.

If you enable this policy setting, and DCOM does not find an explicit entry for a DCOM server application ID (AppID) in the Define Activation Security Check exemptions policy (if enabled), DCOM looks for an entry in the locally configured list.

For more information about COM and the AppID key, see “COM Registry Entries” in the COM SDK Documentation in MSDN at http://go.microsoft.com/fwlink/?LinkId=32831.

Security Center
Security Center is a new service in SP2 that provides a central location for changing security settings, learning more about security, and ensuring that users’ computers are up to date with the essential security settings that are recommended by Microsoft. 

In a Windows domain environment, you can use Group Policy to enable the Security Center to monitor users’ computers to ensure that they have the latest security updates and to notify users if their computers are at risk. By using the Security Center policy in your organization, you can help ensure that users are running up-to-date antivirus software, and that the users’ computers are being automatically updated with the latest critical updates from Microsoft. 

The Security Center service runs as a background process and checks the state of the following components on the user’s computer: 
· Firewall. The Security Center checks whether Windows Firewall is on or off. It also checks for the presence of some other software firewalls by querying for specific WMI providers made available by participating vendors.
· Virus protection. The Security Center checks for the presence of antivirus software using queries for specific WMI providers that are made available by participating vendors. If the information is available, the Security Center service also determines whether the software is up to date and whether real-time scanning is turned on. 

· Automatic Updates. The Security Center checks to make sure that Automatic Updates is set to the recommended setting, which automatically downloads and installs critical updates to the user’s computer. If Automatic Updates is turned off or is not set to the recommended settings, the Security Center provides appropriate recommendations.

If a component is found to be missing or out of compliance with your Security Policy, the Security Center alerts users by placing a red icon in the notification area of the user’s taskbar and by providing an Alert message at logon. This message contains links to open the Security Center user interface, which provides information about the problem and recommendations for fixing it.

In cases where users are running firewall or antivirus software that is not detected by Security Center, the user has the option to set the Security Center to bypass alerting for that component.

In Control Panel, Security Center also serves as a starting point for Control Panel items related to security and security-related Web links. By default, the Security Center feature applies to all computers in workgroups, that is, computers that are not participating in a Windows domain.

You can use a Group Policy setting to centrally manage the Security Center feature for computers in a Windows domain. The Turn on Security Center (Domain PCs only) policy setting is accessed in the Group Policy Object Editor in the Computer Configuration\Administrative Templates\Windows Components\Security Center node. 

Using Group Policy for Security Center

If you enable the Turn on Security Center (Domain PCs only) policy setting, Security Center monitors essential security settings (firewall, antivirus, and Automatic Updates), and notifies users when their computers might be at risk. By default, the Turn on Security Center (Domain PCs only) policy setting is not enabled. When the Security Center is turned off, neither the notifications nor the Security Center status section are displayed. Note that you can not use Group Policy to disable the Security Center for users that are not members of a Windows domain.
[image: image29.wmf]
Note

In Windows XP SP1, the service pack could be installed using the /quiet option to make the installation of the Service Pack transparent to the user. However, if SP2 is installed using the /quiet or /q option, Security Center in Control Panel is displayed upon the first interactive logon after installation, so that users can review their security settings. It is recommended that you communicate this expected behavior to your users so that the experience does not cause unwarranted concern.

When SP2 is installed in a domain environment, Security Center is controlled by the Security Center: Turn on Security Center (Domain PCs only) policy setting which is not enabled by default.
There is no change in behavior caused by the Security Center itself that would affect an application or service. However, the Security Center helps enforce the use of Microsoft and third-party security-related components that might raise compatibility or other issues. For example, see the “Windows Firewall” section of the “Changes to Functionality in Microsoft Windows XP with Service Pack 2” document on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=29126.
For more information about using Security Center, see "Changes to Functionality in Microsoft Windows XP with Service Pack 2”document on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=29126.
Automatic Updates Policy Settings 

Windows Update is an online catalog that can be used to support computers running Windows operating systems, including Windows XP with SP2. The catalog contains items such as drivers, critical updates, Help files, and Internet products. Windows Update scans the user’s computer and provides a tailored selection of updates that apply only to the software and hardware on that specific computer. Windows Update then enables users to choose updates for their computer's operating system and hardware. New content is added to the Windows Update Web site regularly, allowing users to get the most recent security updates and solutions.

Automatic Updates is a client component of Windows Update Services that enables computers to connect either directly to Windows Update or to a server running Windows Update Services to receive software updates. The Automatic Updates component is included in Windows 2000 with Service Pack 3 and later, Windows XP and later, and Windows Server 2003. 

In computers running Windows XP with SP2, a new Install Updates and Shutdown option is displayed in the Shut Down Windows and Turn Off Computer dialog boxes. When updates have been downloaded and are ready to install, Windows shows the new Install Updates and Shutdown option as the default choice and marks it with the Windows Security shield, which indicates that this is a security recommendation. This option provides ease of management for clients configured to run Automatic Updates. See “Windows Install Updates and Shutdown Option,” later in this document. 

SP2 provides new policy settings that you can use to manage the Install Updates and Shut Down option to control whether Install Updates and Shut Down is displayed or is the default option for the Automatic Updates feature, as described in “Controlling the Install Updates and Shutdown Feature,” later in this document.

Automatic Updates Overview

Automatic Updates connects periodically to Windows Update on the Internet, or to a Windows Update Services server on your corporate network. After it discovers new updates that apply to the computer, Automatic Updates can be configured to install all updates automatically (which is the preferred method) or to notify the computer’s administrator or users whose computers have been configured to receive notification. After an administrator selects which updates should be downloaded, Automatic Updates downloads and installs those updates. 
Automatic Updates is not enabled by default. After users install the operating system, they are prompted to enable this option following setup. When Automatic Updates is configured to allow updates to automatically download and install, users do not need to visit special Web pages or remember to periodically check for new updates. Automatic Updates can be configured to use one of the following options:

· Automatic download and installation of updates: Windows XP downloads and installs updates automatically on a schedule specified by an administrator of the computer. Updates are installed regardless of what type of account the user has, or whether the user is logged on at the time.

· Automatic download only: Windows XP automatically starts the download whenever it finds updates available for the computer. The updates are downloaded in the background, enabling the user to continue working uninterrupted. After the download is complete, an icon in the notification area will prompt a user logged on as an administrator that the updates are ready to be installed.

· Notification only: Windows XP sends a notification after which an administrator of the computer can respond by downloading and installing any updates.

· Turn off Automatic Updates: It is left to the user to go to the Windows Update Web site and download updates from time to time.

Windows Install Updates and Shutdown Option

The Install Updates and Shutdown option simplifies the management of many clients running Automatic Updates. This option provides an alternative to installing updates in response to user notification messages and provides a method to install updates at a time when the computer is not being used for other activities. You can control whether this installation option is the default or is displayed by configuring Group Policy settings, as explained in “Controlling the Install Updates and Shutdown Feature,” later in this document. 
When the user initiates a shutdown by using the Start menu or Windows Security Dialog, the new Install Updates and Shutdown option appears as the default choice in the Shut Down Windows and Turn Off Computer dialog boxes when the following conditions are met:
· Automatic Updates is enabled and is in one of the three operational modes (automatic download and installation of updates, automatic download only, or notification only).

· At least one update which is allowed to be installed during shutdown is ready to install and the system is not on battery power. 

· The Group Policy settings controlling the new Install Updates and Shutdown option are set to either Not Configured or Enabled. There are two new policy settings in SP2 for controlling the Install Updates and Shutdown option, as described in the next section.

Controlling the Install Updates and Shutdown Feature

SP2 includes two new Group Policy settings for managing the Automatic Updates at shutdown feature (Install Updates and Shut Down option): Do not display 'Install Updates and Shut Down' option in Shut Down Windows dialog box and Do not adjust default option in 'Install Updates and Shut Down' option in Shut Down Windows dialog box. You can use these policy settings to control the visibility of the Automatic Updates feature. The policies are accessed in the Computer Configuration\Administrative Templates\Windows Components\Windows Update node of Group Policy Object Editor.

If you want to make Automatic Updates (Install Updates and Shut Down option) available to users, but are concerned about it replacing the default shutdown option in the Shut Down Windows dialog box, you can enable the Do not display 'Install Updates and Shut Down' option in Shut Down Windows dialog box policy setting. 

If you do not want the Install Updates and Shut Down option to be displayed to users at all, you can enable the Do not adjust default option in 'Install Updates and Shut Down' option in Shut Down Windows dialog box policy setting. 
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Note

To control the way Automatic Updates interacts with Windows Update, you also need to control the type of accounts with which users log on to the network. If an account does not allow software to be installed (for example, if the account is a user account), only one option for Automatic Updates functions while that person is logged on. That option is the automatic download and installation of updates, which means that updates are installed on the user’s computer at a regularly scheduled time, regardless of what type of account the user has, or whether the user is logged on at the time. 

Related Automatic Updates Policy Settings

You can configure additional policy settings to manage Automatic Updates, including the following:

· Preventing access to Windows Updates and Automatic Updates 

· Blocking access to the Windows Update Web site by specifying an internal server for software updates

· Disabling Automatic Updates 

Preventing Access to Windows Updates and Automatic Updates 

You can use Group Policy settings to disable both Windows Update and Automatic Updates.

· To disable Windows Update and Automatic Updates on a per-computer basis, configure Turn off access to all Windows Update features in Computer Configuration\Administrative Templates\System\Internet Communication Management\Internet Communication settings. See “Turn off access to all Windows Update features,” earlier in this document.
· To disable access to Windows Update and Automatic Updates on a per-user basis, configure Remove links and access to Windows Update in User Configuration\Administrative Templates\Start Menu and Taskbar. Enabling this policy setting removes access to Windows Update features for the specified user, but Automatic Updates still checks for updates for the computer and does not notify users with this policy set.

Blocking the Windows Update Web Site by Specifying an Internal Server for Software Updates
If you want to block the use of the Windows Update Web site, you can use Group Policy to specify an internal server for updates and for storing upload statistics. You can configure Automatic Updates so that instead of searching the Windows Update Web site, Automatic Updates searches your internal server for updates. To do this, you can enable the Specify intranet Microsoft update service location policy setting in Computer Configuration\Administrative Templates\Windows Components\Windows Update. You also need to set the Turn off access to all Windows Update features in Computer Configuration\Administrative Templates\System\Internet Communication Management\Internet Communication settings. 
The server you specify in the Specify intranet Microsoft update service location policy setting must be one on which you are running Windows Update Services (previously known as Software Update Services). This policy is available in Windows Server 2003, Windows XP SP1, and Windows 2000 SP3. 

Disabling Automatic Updates

You can use Group Policy settings in the Wuau.adm Administrative template to selectively disable Automatic Updates. To do this, disable the Configure Automatic Updates policy setting in Computer Configuration\Administrative Templates\Windows Components\Windows Update. This policy is available in Windows Server 2003, Windows XP SP1, and Windows 2000 SP3.

For more detailed information about managing Windows Update and Automatic Updates, see the “Windows Update and Automatic Updates” section of the “Using Windows XP Professional with Service Pack 2 in a Managed Environment: Controlling Communication with the Internet” white paper on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=29133.

SP2 also provides new policy settings which you can use to control the search for device drivers from Windows Update, as described earlier in this document in “Managing Windows Update Searches Related to the Plug and Play Feature:”
Infrastructure

SP2 includes the following new policy settings for Terminal Services clients and User Profiles:

· The Terminal Services policy setting, Do not allow password to be saved, is used to prevent users using Terminal Services clients from saving their passwords in the client, as explained in “Terminal Services Client: Prevent Users from Saving Passwords,” later in this document. 
· The User Profiles policy setting, Leave Windows Installer and Group Policy Software Installation Data is used to retain data pertaining to Windows Installer and Software Installation when a user’s roaming user profile is deleted, as explained in “User Profiles: Preserving Windows Installer and Software Installation Data During Profile Deletion,” later in this document. 
Terminal Services Client: Preventing Users from Saving Passwords 

SP2 includes a new Terminal Services policy setting which allows users to disable the save password feature in the Terminal Services client. The Do not allow password to be saved policy setting is accessed in these Group Policy Object Editor nodes: Computer Configuration\Administrative Templates\Windows Components\Terminal Services\Client and User Configuration\Administrative Templates\Windows Components\Terminal Services\Client.
The Do not allow password to be saved policy setting is appropriate for corporate environments in which you want to prevent managed computers and users from saving their Terminal Server credentials. An example of how you can use this policy setting is in an environment in which users use Terminal Services clients to connect from low security networks to high security networks to access their line of business (LOB) applications, and you want to prevent leaving passwords to high security networks on low security client computers. To provide enhanced security, you can use this policy setting.

Do not allow password to be saved
If you enable the Do not allow password to be saved policy setting, the Save my password check box in Terminal Services clients is disabled and any users affected by the GPO containing this policy are prevented from saving passwords from the Terminal Services client. When users open a Remote Desktop Protocol (.rdp) file by using the Terminal Services client and save their settings, any password that previously existed in the .rdp file is deleted. An .rdp file contains all the information for a connection to a terminal server, including the Options settings that were configured when the file was saved.

The Do not allow password to be saved policy setting applies to Terminal Services Remote Desktop Connection clients. This policy setting can be set to one of the following options:

· Enabled. This option clears and disables the Save my password check box.

· Disabled. This option allows passwords to be saved, but does not force users to save passwords. 

· Not Configured (default). If this policy is set to Not configured, any other Group Policy setting which applies is still in effect. This option does not affect other policy settings. 

Computer configuration settings override user configuration settings, as with standard Group Policy behavior.

User Profiles: Preserving Windows Installer and Software Installation Data During Profile Deletion

Windows XP PS2 includes a new policy setting that you can use to specify that data related to Windows Installer and Group Policy Software Installation be preserved when a user profile is deleted. This new policy setting, Leave Windows Installer and Group Policy Software Installation Data is in the Computer Configuration\Administrative Templates\System\User Profiles node of Group Policy Object Editor.

By default, when a user’s roaming profile is deleted, all information related to the roaming user is deleted, including the user’s settings data, Windows Installer-related data, and so on. Consequently, the next time the user logs on to that computer, the user must reinstall all applications published by means Group Policy at logon, which increases logon time. To change this behavior, you can use the Leave Windows Installer and Group Policy Software Installation Data policy setting. This policy setting determines whether the system retains a roaming user’s Windows Installer and Group Policy-based software installation data when the user’s profile is deleted.
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Note

If an administrator has enabled this policy for a computer and wants to delete this data and get the profile completely removed, the local administrator must remove the Windows Installer or Group Policy Software Installation data stored in the registry and file system of roaming users’ profiles stored on the computer. Network-Related Policy Settings.

SP2 includes policy settings to manage certain aspects of the following networking components:

· Background Intelligent Transfer Service. These policy settings allow you to set limits on the network bandwidth that BITS uses. See “Background Intelligent Transfer Service Bandwidth Management,” later in this document.

· Peer-To-Peer Networking. These policy settings allow you to turn off the Peer-to-Peer Networking Services, specify the seed server to use, and turn off multicast bootstraping. See “Peer-To-Peer Networking,” later in this document.

· Remote Procedure Call. These policy settings allow you to block remote anonymous access to RPC interfaces on the system, and prevent anonymous access to the RPC Endpoint Mapper interface. See “Remote Procedure Call Policy Settings,” later in this document. 
Background Intelligent Transfer Service Bandwidth Management

Background Intelligent Transfer Service (BITS) is a file transfer service that transfers files in the foreground or background (default) between a client and a server. Background transfers use only idle network bandwidth in order to preserve the user’s interactive experience with other network applications, such as Internet Explorer. BITS examines the network traffic, and uses only the idle portion of the network bandwidth. BITS regulates its use of bandwidth as users increase or decrease their use of the bandwidth. 

A BITS job is a container that includes one or more files to transfer; a job has a lifecycle that begins when the user creates the job, and it also has properties that specify how BITS transfers the files and interacts with the user’s application. BITS performs file transfers asynchronously, which means that applications do not need to be running for BITS to perform the transfer. After an application creates the transfer job, the user can close the application and BITS continues to transfer the files. The BITS file transfers continue as long as there is a network connection and the user who created the job is logged on the computer. Service accounts, such as LocalSystem, are always logged on, so transfer jobs created by a service always run.

BITS suspends file transfers if the user logs off or the network connection is lost. When the user logs on and a network connection exists, BITS resumes the transfer from where it left off previously. The same is true for system reboots.

BITS supports the HTTP protocol and provides Internet and authentication security. BITS also provides APIs that you can use to create and monitor transfer jobs from your application. 

BITS is only aware of the network conditions on the client computer; BITS is not aware of network conditions beyond the client. If there are no applications running on the client that use the network, BITS consumes most of the available bandwidth. 
SP2 provides a new BITS policy setting that you can use to set limits on the network bandwidth that BITS uses: Maximum network bandwidth that BITS uses. This setting is accessed in the Computer Configuration\Administrative Templates\Network\Background Intelligent Transfer Service node of the Group Policy Object Editor.

Windows XP with SP2 includes BITS 2.0, which listens for the network bandwidth policy settings (Maximum network bandwidth that BITS uses). Computers with earlier service packs of Windows 2000 or Windows XP can receive the BITS 2.0 software by using Automatic Updates or Windows Update Services. 
The Maximum network bandwidth that BITS uses policy setting limits the network bandwidth that BITS uses for background transfers (this policy does not affect foreground transfers).
Typically, you use the Maximum network bandwidth that BITS uses policy setting to prevent BITS transfers from competing for network bandwidth when a client that has a fast network card (10 Mbps) is connected to the network through a slow link (56 Kbps). You can use this policy setting to specify a bandwidth limit to use during a particular time interval and a limit to use at all other times. This is useful in scenarios such as remote office environments where there are a small number of computers using Digital Subscriber Line (DSL) or shared access dial-up to connect to the network, and you want to allocate bandwidth usage for foreground applications during the day. For example, you might use this policy to limit the use of network bandwidth to 10 kilobits per second (Kbps) from 8:00 A.M. to 5:00 P.M. and use all available unused bandwidth the rest of the time.
To use the Maximum network bandwidth that BITS uses policy setting, specify a limit based on the shared network link, not the computer’s network adapter. BITS uses approximately two kilobits if you specify a value less than two kilobits. To prevent BITS transfers from occurring, specify a limit of zero. If you specify a limit of zero, BITS places all background jobs in a transient error state (the error code is set to BG_E_BLOCKED_BY_POLICY, 0x8020003E). After the time interval expires, BITS places the jobs in the queued state. 
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Note

If you set the Maximum network bandwidth that BITS uses (MaxInternetBandwidth) value to zero and run the BITSAdmin.exe tool, the BITS job is shown to be in a transient error state.

BITSAdmin is a command-line tool that you can use to create download or upload jobs and monitor their progress. It is included in the \Support\Tools\Support.cab file on the Windows Server operating system installation CD. To unpack and install BITSAdmin, run the Setup.exe file in the Tools directory. For more information about BITSAdmin, see the “BITSAdmin Tool” topic in “Background Intelligent Transfer Service,” in the Microsoft Platform SDK.

The BITS code reads the Maximum network bandwidth that BITS uses policy setting immediately. However, you might need to do a Group Policy refresh (run the gpudate command) or restart the computer if you are using the Timeout (days) for inactive jobs BITS policy setting and you want to apply this policy immediately. Administrators should choose hours for daytime and nighttime that work well for their particular scenario, and keep in mind that times are local client time rather than Greenwich Mean Time or the time zone of the administrator’s computer. Administrators also need to decide whether to allow any background BITS traffic during the day. Allowing unlimited usage during the night (the default) is appropriate for most situations.

For more information about the BITS APIs, see “Background Intelligent Transfer Service” in the Microsoft Platform SDK. Also see the “Background Intelligent Transfer Service in Windows Server 2003” white paper on the Microsoft Web site.

Registry Keys Used by Maximum Network Bandwidth that BITS Uses Policy Setting
Table 6 summarizes the values for the BITS MaxInternetBandwidth registry keys.

Table 6  Values for BITS MaxInternetBandwidth Registry Keys

	Setting name
	Location
	Default value
	Possible values

	EnableBITSMaxBandwidth
	HKLM \Software \ Policies \ Microsoft \ Windows \ BITS
	Not configured
	DWORD controlling whether BITS limits bandwidth of background jobs.

If not configured, BITS imposes no limit.

If zero, BITS imposes no limit.

If one, BITS limits bandwidth

	MaxTransferRateOnSchedule
	HKLM \ Software \ Policies \ Microsoft \ Windows \ BITS
	Not configured
	DWORD maximum rate, measured in kilobits per second. 

0xffffffff is interpreted as “unlimited”.

If the key is not present or invalid, 50 kbps is assumed.

	MaxTransferRateOffSchedule
	HKLM \ Software \ Policies \ Microsoft \ Windows \ BITS
	Not configured
	DWORD maximum rate, measured in kilobits per second.  

0xffffffff is interpreted as “unlimited”. 

If the key is not present or invalid, “unlimited” is assumed.

This value is ignored if UseSystemMaximum is nonzero.

	UseSystemMaximum
	HKLM \ Software \ Policies \ Microsoft \ Windows \ BITS
	Not configured
	Zero means the off-schedule maximum is read from MaxTransferRateOffSchedule.

Any other value means the off-schedule maximum is unlimited.

	MaxBandwidthValidFrom
	HKLM \ Software \ Policies \ Microsoft \ Windows \ BITS
	Not configured
	DWORD hour of the day, between 0 and 23.

If missing or invalid, “8” is assumed.



	MaxBandwidthValidTo
	HKLM \ Software \ Policies \ Microsoft \ Windows \ BITS
	Not configured
	DWORD hour of the day, between 0 and 23.

If missing or invalid, “18” is assumed.




Peer-To-Peer Networking

SP2 includes new policy settings that you can use to enforce Group Policy-based configuration of certain aspects of the Peer-to-Peer Networking Services.

The Peer Name Resolution Protocol (PNRP) allows for distributed resolution of a name to an IPV6 address and port number. The protocol operates in the context of clouds. A cloud is a set of peer computers that can communicate with each other by using the same IPv6 scope. There are three types of clouds, global, site-local, and link-local:

· If a computer is connected to the Internet, it is part of a global cloud. Corporate firewalls might cause the global cloud to be split such that the cloud only exists in the corporation.

· If a computer is connected to one or more local area networks, individual link-local clouds are available for each link.
· If your organization has been configured to support IPv6 sites, individual site-local clouds are available for each specific site.
Before PNRP can participate in a cloud, it needs to be bootstrapped. This can be done in one of the following ways:

· If the computer has participated in the peer to peer cloud previously, the protocol can use cached information to bootstrap itself.

· If step 1 does not work, the computer sends a local multicast message (assuming SSDP service is already running) on the subnet to determine if there are other computers online that can help bootstrap it. 
· If step 2 does not work, the computer sends a message to a well known node (called a seed server) hosted on the Internet. Alternatively, you can use a Group Policy setting to point to a node within the corporation.
With the initial implementation of the Advanced Networking Pack for Windows XP, there was no way to configure the seed server by using Group Policy. SP2 provides three PNRP policy settings which allow for policy-based configuration of certain aspects of peer networking protocols, Turn off Microsoft Peer-to-Peer Networking Services, Set the Seed Server, and Turn off Multicast Bootstrap. These policy settings are in the Computer Configuration\Administrative Templates\Network\Microsoft Peer-to-Peer Networking Services node of Group Policy Object Editor. 

By using these policy settings, you can centrally manage certain configuration options for Peer-to-Peer Networking Services and then rely on the system to enforce these policy settings. 

Turn off Microsoft Peer-to-Peer Networking Services
This policy setting turns off Peer-to-Peer Networking Services in its entirety, and causes all dependent applications to stop working. Peer-to-Peer protocols allow for applications in the areas of RTC, collaboration, content distribution and distributed processing.

If you enable this policy setting, peer-to-peer protocols are turned off. If you disable or do not configure this policy setting, the peer-to-peer protocols are turned on (assuming the peer to peer optional component was installed previously). 

If you set this policy setting to Enabled and subsequently to Disabled you need to restart applications.
Set the Seed Server

This policy setting sets the seed server to a specified node in the enterprise. You can apply this policy setting per cloud: global, site-local, and link-local. Set the Seed Server is available in Computer Configuration\Administrative Templates\Network\Microsoft Peer-to-Peer Networking Services\Peer Name Resolution Protocol, under each of these nodes: Global Clouds, Site-local Clouds, and Link-local Clouds.

· Global Clouds. In the global cloud, this policy setting allows you to configure the seed server settings for mobile users to use their peer to peer applications from both the home and within the enterprise. To do this, you can enable this policy setting and set it to an IPv6 address or DNS name of a corporate seed server. You could optionally check the check box that disables the use of the global seed server, and only allows the internal seed server to be used. This, however, is not recommended because it prevents mobile users from using their peer to peer application outside of their enterprise.
· Site-local Clouds or Link-local Clouds. In the site-local cloud or link-local cloud, an administrator can specify the name of the corporate seed server, as described previously for Global Clouds. Since DNS is not present in link-local clouds, you would only specify IPv6 addresses for that particular scope.
In all cases, if the Set the Seed Server policy setting is not configured, the well known seed server (pnrp.ipv6.microsoft.com) is used. Note that if your corporate firewall does not allow for outbound IPv6 traffic, this seed server is not accessible.

Turn off Multicast Bootstrap

This policy setting disables PNRP protocol from advertising the computer or from searching other computers on the local subnet in the specific cloud. If you enable this policy setting, PNRP does not use multicast for bootstrapping. If you configure this policy, scenarios where there is no seed server for bootstrap (such as adhoc collaborative scenarios) are not supported. This policy is available in Computer Configuration\Administrative Templates\Network\Microsoft Peer-to-Peer Networking Services\Peer Name Resolution Protocol, under each of these nodes: Global Clouds, Site-local Clouds, and Link-local Clouds.

If you do not configure this policy setting or disable it, PNRP uses multicast for bootstrapping on the same subnet, and advertises the local computer.

The multicast protocol used for bootstrapping is Simple Service Discovery Protocol (SSDP). The SSDP service must be enabled (which it is by default) for this policy setting to have effect.

Remote Procedure Call Policy Settings

SP2 includes changes to the Remote Procedure Call (RPC) service which are designed to help make RPC interfaces secure by default and reduce the attack surface of Windows XP. Two new policy settings have been added 

· Restrictions for Unauthenticated RPC clients. This policy setting allows you to modify the behavior of all RPC interfaces on the system and, by default, eliminates remote anonymous access to RPC interfaces on the system, with some exceptions. This policy setting sets the value of the new RestrictRemoteClients registry key.

· RPC Endpoint Mapper Client Authentication. This policy setting allows you to direct RPC clients that need to communicate with the Endpoint Mapper Service to authenticate, provided that the RPC call for which the endpoint needs to be resolved has authentication information. This policy setting sets the value of the new EnableAuthEpResolution registry key.
Requiring calls to perform authentication, even a relatively low level of authentication, can help protect an interface from attacks. This is a particularly useful mitigation against worms which rely on exploitable buffer overruns that can be invoked remotely by using anonymous connections.
The RPC policy settings are accessed in the Computer Configuration\Administrative Templates\System\Remote Procedure Call node of the Group Policy Object Editor.
Restrictions for Unauthenticated RPC clients

When an interface is registered using RpcServerRegisterIf, RPC allows the server application to restrict access to the interface, typically through a security callback. The RestrictRemoteClients registry key forces RPC to perform additional security checks for all interfaces, even if the interface has no registered security callback. The Restrictions for Unauthenticated RPC clients Group Policy setting sets the value for this registry key. 
Enabling the Restrictions for Unauthenticated RPC clients policy setting directs the RPC Runtime on an RPC server to restrict unauthenticated RPC clients connecting to RPC servers running on a computer. A client is considered an authenticated RPC client if it uses either a named pipe to communicate with the server or RPC Security. RPC Interfaces that have specifically asked to be accessible by unauthenticated clients might be exempt from this restriction, depending on the selected value for this policy.
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Note

RPC clients that use the named pipe protocol sequence (ncacn_np) are exempt from all restrictions discussed in this section. The named pipe protocol sequence cannot be restricted by default, due to several significant backwards compatibility issues.
If you enable the Restrictions for Unauthenticated RPC clients policy setting, you can configure RPC Runtime Unauthenticated Client to Apply with one of the following options:

· Authenticated (Default). This option allows only authenticated RPC clients to connect to RPC servers running on the computer on which the policy setting is applied. Interfaces that have asked to be exempt from this restriction are granted an exemption. This option represents the RPC_RESTRICT_REMOTE_CLIENT_DEFAULT (1) value.
· Authenticated without exceptions. This option allows only authenticated RPC clients to connect to RPC servers running on the computer on which the policy setting is applied; it does not permit exceptions. If you select this option, a system cannot receive remote anonymous calls using RPC; it provides the highest level of security. This option represents the RPC_RESTRICT_REMOTE_CLIENT_HIGH (2) value.
· None. This option allows all RPC clients to connect to RPC servers running on the computer on which the policy is applied. If you select this option, the system bypasses the new RPC interface restriction. This option is equivalent to the RPC behavior in previous versions of Windows. This option represents the RPC_RESTRICT_REMOTE_CLIENT_NONE (0) value.
Considerations for RPC Applications that May Receive Calls from Remote Anonymous RPC Clients

If your RPC application expects to receive calls from remote anonymous RPC clients, this RPC change might not allow your application to run correctly. To resolve this issue, you can use one of the following options (listed in order of preference):
· Require your RPC clients to use RPC security when contacting your server application. This is the best method to mitigate security threats.

· Exempt your interface from requiring authentication by setting the RPC_IF_ALLOW_CALLBACKS_WITH_NO_AUTH flag during interface registration. This configures RPC to allow anonymous connections to only your application’s interface.

· Force RPC to exhibit the same behavior as earlier versions of Windows by enabling the Restrictions for Unauthenticated RPC clients policy, and setting the RPC Runtime Unauthenticated Client to Apply value to None (registry key is RPC_RESTRICT_REMOTE_CLIENT_NONE (0)). RPC will accept anonymous connections to all interfaces. If possible, you should avoid using this option, as it reduces the overall security of the computer.

RPC Endpoint Mapper Client Authentication

An RPC interface that is remotely and anonymously accessible and is registered by default on Windows XP presents a significant attack surface. RPC itself must register such an interface to provide endpoint resolution for calls using dynamic endpoints.

With the addition of the RestrictRemoteClients flag, by default, the RPC Endpoint Mapper interface is not accessible anonymously. While this is a significant security improvement, it also changes the task of resolving an endpoint. Currently, an RPC client that attempts to make a call using a dynamic endpoint first queries the RPC Endpoint Mapper on the server to determine the endpoint to which it should connect. This query is performed anonymously, even if the RPC client call itself uses RPC security.

In SP2 anonymous calls to the RPC Endpoint Mapper interface fail by default because of the default value for the new RestrictRemoteClients key. This makes it necessary to modify the RPC client runtime to perform an authenticated query to the Endpoint Mapper. If the new EnableAuthEpResolution registry key is set, the RPC client runtime uses NTLM to authenticate to the Endpoint Mapper; this authenticated query only takes place if the actual RPC client call uses RPC authentication.

The RPC Endpoint Mapper Client Authentication Group Policy setting, which sets the EnableAuthEpResolution registry key, directs the RPC client runtime to use NTLM to authenticate to the Endpoint Mapper. 
If you enable the RPC Endpoint Mapper Client Authentication policy setting, RPC clients that need to communicate with the Endpoint Mapper Service authenticate, provided that the RPC call for which the endpoint needs to be resolved has authentication information.
If you disable the RPC Endpoint Mapper Client Authentication policy setting, RPC Clients that need to communicate with the Endpoint Mapper Service do not authenticate. The Endpoint Mapper Service on computers running Windows NT® 4.0 operating systems cannot process authentication information supplied in this manner. This means that enabling this setting on a client computer prevents that client from communicating with a Windows NT 4.0 server using RPC if endpoint resolution is needed. 

For more information and to learn about new RPC Interface Registration Flags, see the “RPC Interface Restriction” section in “Part 2: Network Protection Technologies” of the “Changes to Functionality in Microsoft Windows XP with Service Pack 2” document at on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=29126. 

Related Links

· For descriptions of all the new policy settings included in SP2 as well as policy settings included in earlier versions of Windows, see “Group Policy Settings Reference” on the Microsoft Download Center Web site at http://go.microsoft.com/fwlink/?linkid=22031.

· For comprehensive information about Group Policy, see the TechNet Group Policy Web site at http://www.microsoft.com/technet/grouppolicy.

· For scripts automating management tasks, see the TechNet Script Center: Script Repository at http://www.microsoft.com/technet/scriptcenter/repository.mspx. 

· For more information about deploying Group Policy, see “Staging Group Policy Deployments” on the Microsoft Web site at http://www.microsoft.com/resources/documentation/WindowsServ/2003/all/deployguide/en-us/Default.asp?url=/resources/documentation/WindowsServ/2003/all/deployguide/en-us/dmebi_sgp_dsag.asp.

· For more information about deploying Windows Firewall, see “Deploying Windows Firewall Settings for Microsoft Windows XP with Service Pack 2” on the Microsoft Download Center Web site at http://go.microsoft.com/fwlink/?LinkId=23277. 

· For more information about Internet Explorer, see the Internet Explorer 6 Resource Kit at http://go.microsoft.com/fwlink/?LinkId=33570, as well as “Changes to Functionality in Microsoft Windows XP with Service Pack 2” on the Microsoft Download Center Web site at http://go.microsoft.com/fwlink/?LinkId=28022.

· For more information about Internet Communication Management policy settings, see “Using Windows XP Professional with Service Pack 2 in a Managed Environment: Controlling Communication with the Internet” on the Microsoft TechNet Web site at http://go.microsoft.com/fwlink/?LinkId=29133.

· For comprehensive reference information about what is new in SP2, see “Changes to Functionality in Microsoft Windows XP with Service Pack 2” on the Microsoft Download Center Web site at http://go.microsoft.com/fwlink/?LinkId=28022.

