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Introduction
Use the following information to help you deploy the Microsoft® System Center Mobile Device Manager (MDM) 2008 Service Pack 1 system. MDM architecture enables Windows Mobile® devices running the Windows Mobile 6.1 operating system to connect more securely to the company network. 

You must suitably plan and configure the IT infrastructure of your company before you deploy MDM. 

This document is one of four technical papers designed to help implement MDM:


MDM Architecture Guide


MDM Planning Guide


MDM Deployment Guide


MDM Security Guide

Additionally, these guides complement the following:


MDM Technical Library on the MDM TechCenter
MDM Deployment Overview

You must plan your deployment and configure your company IT environment by following the steps and guidelines in the MDM Planning Guide before you can install MDM. Do not deploy MDM by following the procedures in this guide until you complete the steps outlined in the MDM Planning Guide.

Configuration Requirements

The following MDM Planning Guide topics provide an example of the steps that you must follow for the pre-deployment planning and configuration that is required.


MDM Planning and Deployment Checklists provides a systematic guide to implement MDM. 


For more information about the software and hardware requirements for deployment, see System Requirements for MDM Servers and Managed Devices.

For more information about topology configurations for MDM deployment, see MDM System Topologies.


For more information about how to configure your company environment before you install MDM, see Configuring Infrastructure for MDM Deployment.


For worksheets to help you complete the planning requirements before you install MDM, see MDM Deployment Worksheets. These worksheets enable you to track the necessary configuration information correctly during Setup.
Assumptions

To deploy MDM, you have a general understanding of the following:


Microsoft Windows Server® 2003


Domain controllers


Global catalog servers


Active Directory® directory service


Group Policy management


Virtual private networks (VPNs)


Network protocols


Domain Name System (DNS)


Dynamic Host Configuration Protocol (DHCP)


Microsoft Internet Information Service 6.0 (IIS)


Certificates and Secure Socket Layers (SSL)


Access Point Name


Cellular networks (General Packet Radio Service, Code Division Multiple Access)

Best Practices

You have read and understand the following topics in the MDM Planning Guide:


MDM Perimeter Network Topology and Configuration


MDM Deployment Considerations and Best Practices

You have read and understand the following topics in the MDM Architecture Guide:


MDM Gateway Server Architecture


MDM Device Management Server Architecture


MDM Enrollment Server Architecture


MDM Server Configuration Overview

You have read and understand the following topic in Security and Protection:


Server Administrator Roles in MDM

Deployment Steps

After you have planned and configured the IT infrastructure for your company as described in the MDM Planning Guide, you are ready to deploy System Center Mobile Device Manager.

The following are the steps that are required to deploy MDM. 

Step 1: Configuring Active Directory for MDM
Step 2: Installing MDM Enrollment Server
Step 3: Installing MDM Device Management Server
Step 4: Installing MDM Administrator Tools
Step 5: Installing MDM Gateway Server
Optionally, you can also deploy MDM Self Service Portal.

Step 6: Installing MDM Self Service Portal
After deployment is complete, you are ready to perform systems administration using MDM Operations Guide. 

For best practices information on MDM, see Best Practices in MDM Deployment.

Step 1: Configuring Active Directory for MDM

To install System Center Mobile Device Manager, you must run the Active Directory Configuration Tool (ADConfig) from the System Center Mobile Device Manager installation CD. For more information on Configuring Active Directory for MDM see Best Practices in MDM Deployment.

The following steps are an overview of the Active Directory configuration process.

Step 1a: Configuring the Active Directory Domain for MDM
Step 1b: Granting Permissions for Administrators to Install MDM
Step 1c: Granting Certification Authority Permission to Revoke a Device Enrollment (Optional)
Step 1d: Creating Mobile Device Organizational Units (Optional)
Step 1a: Configuring the Active Directory Domain for MDM

Before you deploy System Center Mobile Device Manager, you must run the Active Directory Configuration Tool (ADConfig) from the Setup menu on the System Center Mobile Device Manager installation disc to configure the domain. ADConfig creates the required Active Directory groups, adds the MDM service connection point (SCP), creates the certificate templates in Active Directory, and enables the certificate templates on the designated certification authority. Also, the tool allows you to create multiple instances of MDM within an Active Directory forest, and multiple instances of MDM within an Active Directory domain. For more information about ADConfig, see Configuring Active Directory for MDM in the MDM Planning Guide and ADConfig Tool.

Before you install and deploy MDM by following the steps in this guide, you must first plan your deployment and configure your IT environment. To do this, follow the steps and guidelines in Planning for Mobile Device Manager.
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Important: 

MDM Planning and Deployment Checklists specifies the permissions and roles required to run the following parameters.
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To configure the Active Directory domain for MDM

	1.
Run Setup.exe on the System Center Mobile Device Manager installation CD.

2.
On the Start menu, choose Configure Active Directory for MDM. A Command Prompt window appears that displays the Active Directory Configuration Tool (ADConfig) Help.

3.
You must create an instance for your MDM deployment.

a.
 At the command prompt type the command, ADConfig.exe /createInstance:<instance name> /domain:<domain> where <instance name> is the MDM instance name and <domain> is the domain in which you want to install MDM. MDM supports only the characters A-Z, a-z, 0-9, dash (-), and underscore (_) for the instance name. The instance name must not be longer than 30 characters in length.
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Note: 

You cannot change the immutable name (underlying instance name) once it is set. However you may change the friendly instance name at a later time. Both are used extensively throughout the MDM system. The instance name chosen here will become the immutable name and friendly name by default. To change the friendly name, see Modifying the MDM Instance Friendly Name in ADConfig Tool.

b.
Press ENTER.

c.
When you are prompted, Do you want to proceed?, press Y, and then press ENTER. 

d.
Another message will appear asking you to enable the instance for the domain. When you are prompted, Do you want to proceed?, press Y, and then press ENTER.
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Important: 

If you plan to use Windows Mobile 6.1 devices from other domains with this new instance, you must enable the instance in those domains. To do this you must type the command ADConfig.exe /enableinstance:<instance name> /domain:<domain name> where <instance name> is the MDM instance name and <domain name> is the name of the domain that contains the mobile devices. You must run this parameter once for every domain where you have Windows Mobile 6.1 devices. Also, you must allow sufficient time for Active Directory replication to occur between all domain controllers in your organization after creating an MDM 2008 SP1 instance.  If the /enableinstance parameter is run in any parent or child domain before replication is complete, the parameter will fail. An error message will appear that states there is no such object on the server.

4.
You must create the MDM certificate templates.

a.
Type the command, ADConfig.exe /createTemplates:<instance name> where <instance name> is the MDM instance name.

b.
Press ENTER. A prompt appears that explains that the certificate templates will be created.

c.
When you are prompted, Do you want to proceed?, press Y, and then press ENTER. A summary lists the templates created in Active Directory by this command.

5.
After Active Directory creates the templates, you must enable them.

a.
 At the command prompt, type the command, ADConfig.exe /enableTemplates:<instance name> /ca:<ca_server_fqdn>\<ca_instance_name> where <instance name> is the MDM instance name,<ca_server_fqdn> is the fully qualified domain name of the specified certification authority server, and <ca_instance name> is the instance name of the certification authority. For a list of the required permissions to run this parameter, see Primary Parameters in ADConfig Tool.

You must use quotation marks for this command if there are spaces in your certification authority name or instance. An example would be ADConfig.exe /enabletemplates:NWTRADERS /ca:"server.contoso.com\ca name". If you do not have spaces in the certification authority instance and server names, you must not use quotation marks, or the process will fail. 

b.
Press ENTER. A message appears to confirm that the templates will be enabled.

c.
When you are prompted, Do you want to proceed?, press Y, and press ENTER.

6.
Although optional, you may run a Group Policy security parameter (/enablegpsecurity) to do the following:


Modify Group Policy object permissions to allow MDM servers to calculate policies for mobile devices.

For usage and to read more on /enablegpsecurity, see ADConfig Tool.

7.
After you run each ADConfig parameter at a command prompt, ADConfig output is visible. This includes information such as created Active Directory objects, installed certificate templates, and other useful information. This output is saved to a log file in your current directory. If ADConfig does not have permission to write to the current directory, the log file is written to the %temp% directory or to the console if there is no permission to write to the %temp% directory. After running each parameter, you will be given the path where the file is being written. The log file name will be in the format of ADConfigYYYYMMDDHHMMSS.log.
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Note: 

If parameters are run multiple times the log files will be collected on disk and should be removed manually.

8.
 Also it is strongly recommended that you run the ADConfig.exe /ValidateInstance :<instance> command and copy the contents to a text file. The /ValidateInstance parameter checks whether the configuration process was completed properly, including checking an MDM instance to make sure that it is set up properly. This parameter validates the templates, Active Directory structure, and organizational units (OU).
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Note: 

The /validateinstance parameter will produce output that may appear to be creating instances or objects. It is in fact not creating instances, objects, or modifying SCPs. The parameter just verifies their existence in your MDM environment.

9.
At the end of the configuration process, close the Command Prompt window.


Step 1b: Granting Permissions for Administrators to Install MDM

This section shows you how to add users to the MDM Server Administrators group. All users whom you add to this group will be able to install MDM components and administer the MDM architecture. 

MDM server administrator credentials will allow you to perform the MDM install. However, to perform other device operations such as device management configuration and device wipe, you may need to belong to the following groups:


SCMDMDeviceAdmins (<instance name>)


SCMDMDeviceSupport (<instance name>)


SCMDMHelpdeskOperator (<instance name>)


SCMDMReadOnlyUsers (<instance name>)
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Important: 

After you add a member to a group, you may need to log off the server to refresh your Active Directory credentials.

To view the administrator groups and folders, in Active Directory Users and Computers, choose the View tab, and then choose the Advanced Features option.  MDM with Service Pack 1 introduces the MDM Security Administrators group (SCMDMSecurityAdmins (<instance name>)). The MDM Security Administrators group has the credentials to add or remove members to and from all other MDM groups. By default, the Domain Administrators group is added to the MDM Security Administrators group and the MDM Server Administrators group.
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Note: 

If you do not want the Domain Administrators group to be a member of the MDM Security Administrators group and the MDM Server Administrators group, you can remove it from them. Also, if you do not want to increase the number of groups to which the Domain Administrator belongs, you may remove it from the MDM Security Administrators group and the MDM Server Administrators group. If a user is a member of too many groups, he or she might be unable to access network shares. For more information on this issue, see "Error message: During a logon attempt, the user's security context accumulated too many security IDs" at the Microsoft Help and Support Web site: http://go.microsoft.com/fwlink/?LinkId=127846.

It is highly recommended that you use accounts belonging to the MDM Security Administrators group to delegate MDM group roles, such as adding and removing members to other MDM security groups. This may help increase security and management of the MDM groups and user accounts in your MDM installation. The following procedures will instruct you on how to add a user to the MDM Security Administrators group. Then you will use that role to assign an account to the MDM Server Administrators Group. 

As a security best practice, you should monitor the accounts added to each MDM group. For a list of MDM group roles including the SCMDMSecurityAdmins (<instance name>) group, see ADConfig Tool. Also for more information on MDM group roles and permissions, see Security and Protection for Mobile Device Manager.
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To add an account to the MDM Security Administrators Group

	1.
In Active Directory Users and Computers, on the View tab, choose Advanced Features.

2.
Open the Users folder.  

3.
Right-click SCMDMSecurityAdmins (<instance name>) and then select Properties.

4.
Choose the Members tab and then choose Add.
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Note: 

You should be a domain administrator or equivalent to add a member to the MDM Security Administrators Group.

5.
Type the name of the account that you want to add as an MDM security administrator.

6.
Choose OK two times to close the dialog box. 

7.
Log off the server, and then log on again to refresh the Active Directory credentials.
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To add an account to the MDM Server Administrators Group

	1.
Using an account with MDM Security Administrator group privileges, in Active Directory Users and Computers, on the View tab, choose Advanced Features.

2.
Open the Users folder.  

3.
Right-click SCMDMServerAdmins (<instance name>) and then select Properties.

4.
Choose the Members tab and then choose Add.

[image: image12.png]


Note: 

You should be a member of the MDM Security Administrators Group to add a user to the MDM Security Administrators Group.

5.
Type the name of the account that you want to add as an MDM administrator.

6.
Choose OK two times to close the dialog box.

7.
Log off the server, and then log on again to refresh the Active Directory credentials.


Step 1c: Granting Certification Authority Permission to Revoke a Device Enrollment (Optional)

The following procedures will provide the domain certification authority permission to revoke a device enrollment from the company network. This step is optional, unless you have chosen to install your System Center Mobile Device Manager certificate templates and MDM certificates manually. The /enabletemplates parameter automatically performs this procedure during the MDM Active Directory configuration. 
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To grant certification authority permissions to revoke an enrollment

	1.
In the certification authority, on the Administrative Tools menu, open the Certification Authority console.

2.
Right-click the name of your certification authority and then select Properties.

3.
On the Security tab, choose Add. In the Select User, Computer, or Group box, type SCMDMEnrollmentServers, choose Check Names, and then choose OK.

4.
Choose Issue and Manage Certificate and then select the Allow check box. Make sure that you clear all other check boxes. This includes the Request Certificates check box. Choose Apply.

5.
On the Certificate Managers Restrictions tab, choose Restrict certificate Managers, and then in the Available certificate managers list, select SCMDMEnrollmentServers, that you previously added.

6.
In the Groups, users, or computers to manage list, select Everyone, and then choose Remove.

7.
Choose Add and then in the Select User, Computer, or Group box, type SCMDMEnrolledDevices.

8.
Choose OK two times to close the dialog box.


Step 1d: Creating Mobile Device Organizational Units (Optional)

During the enrollment process, you must enable Mobile Device Manager Enrollment Server to create or delete computer accounts in an Active Directory organizational unit (OU) that is dedicated for Windows Mobile devices. During Active Directory configuration, a default MDM organizational unit, SCMDM Managed Devices, is created and delegated to MDM Enrollment Server. It is recommended that you do not rename or move the SCMDM Managed Devices OU. The following steps are optional for administrators who want to create additional OUs for managed Windows Mobile devices.

To create or delete Windows Mobile device accounts, you will create an OU for Windows Mobile devices and then grant MDM Enrollment Server the permissions that are required.

[image: image14.png]


Important: 

Use the following steps to create and delete computer accounts from your newly created OU for Windows Mobile devices only after you configure Active Directory for MDM. For more information about how to configure Active Directory, see Step 1: Configuring Active Directory for MDM. You must use the MDM Shell cmdlet, Set-EnrollmentPermissions, to delegate permission for MDM Enrollment Server to create and delete computer accounts in a specific OU. For more information about this cmdlet, see Set-EnrollmentPermissions in MDM Operations.
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To create additional OUs for Windows Mobile devices

	1.
 In Active Directory Users and Computers, right-click the domain name, select New, and then select Organizational Unit.

2.
In the New Object – Organizational Unit dialog box, type a unique name for the OU, for example, Mobile Devices. Choose OK.
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To delegate permission to create and delete Windows Mobile device accounts

	1.
In Active Directory Users and Computers, right-click the OU that you created in the previous step, and then select Delegation of Control.

2.
In the Delegation of Control Wizard, choose Next.

3.
On the Users or Groups page, choose Add.  

4.
On the Select, User, Group or Computer page, in the Enter the object name to select box, type SCMDMEnrollmentServers. Choose Check Names, and then choose OK.

5.
In the Tasks to delegate section, choose the Create a custom task to delegate option button, and then choose Next.

6.
On the Active Directory Object Type page, select Only the following objects in the folder. Select the Computer objects check box. Select the Create selected objects in this folder check box, select the Delete selected objects in this folder check box, and then choose Next.

7.
On the Permissions page, select the Read, Write, Create All Child Objects, Delete All Child Objects, and Read All Properties check boxes. For the remaining check boxes, keep the default settings and then choose Next.

8.
Choose Finish to close the wizard.


Step 2: Installing MDM Enrollment Server

The following steps show you how to install Mobile Device Manager Enrollment Server for the MDM system. Enrollment is a one-time process that is required to join a Windows Mobile device to your company domain. During MDM Enrollment Server Setup, the domain certification authority issues two Secure Sockets Layer (SSL) certificates for MDM Enrollment Server. The Active Directory Configuration Tool (ADConfig) creates the template for this certificate automatically by using the /createtemplates and /enabletemplates parameters as discussed in Step 1a: Configuring the Active Directory Domain for MDM. 
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Important: 

We strongly recommend that you use a proxy server to provide more secure Web publishing for MDM Enrollment Server on the company network. Microsoft Internet Security and Acceleration (ISA) Server 2006, although not required, can provide this functionality. For more information about MDM perimeter network configuration, best practices, and general network deployment information, see the MDM Planning Guide. Also, you may use enrollment autodiscovery in Microsoft System Center Mobile Device Manager (MDM) 2008 Service Pack 1. For a detailed description see Using Enrollment Autodiscovery in Mobile Device Manager 2008 Service Pack 1 in Best Practices in MDM Deployment.

You may install the MDM Enrollment Server, MDM Device Management Server, and MDM Administrator Tools in any order. However, the MDM Gateway Server setup must be performed after the installation of the previous components.

MDM Enrollment Server Installation Procedures

The following procedures represent a single MDM Enrollment Server installation. If you deploy multiple computers that are running MDM Enrollment Server, the related device certification authority and Administrative Web site port pages will not appear after the first MDM Enrollment Server installation. The computer that is running the SQL database instance for MDM, and the Active Directory service connection points (SCPs), store the information that is collected from these screens for successive MDM Enrollment Server installations. Additionally, if you deploy multiple computers that are running MDM Enrollment Server, you must enter the information for the load balancer in the Setup wizard instead of the information for the individual computer that is running MDM Enrollment Server. Even if you install only one server, and may or may not use a load balanced scenario, you can avoid manual certificate steps later by using a load balancer. For more information about load balancers and load balancing topologies, please see MDM System Topologies in the MDM Planning Guide.

Before you install and deploy MDM by following the steps in this guide, you must first plan your deployment and configure your IT environment. To do this, follow the steps and guidelines in the MDM Planning Guide. MDM Deployment Checklists specifies the permissions and roles required to complete the following steps.
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To install MDM Enrollment Server

	1.
On the installation disc for System Center Mobile Device Manager, on the Setup menu, choose Enrollment Server.

2.
On the Enrollment Server Setup page, choose Next.

3.
Read the Microsoft Software License Terms and then select the I accept the License Terms for Microsoft Software check box. Choose Next.

4.
On the Instance Selection page select the instance you want to add the server to. You can only add servers to MDM instances of which you are a server administrator. Choose Next.
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5.
On the Installation Directory page, type the path of the directory, or accept the default directory path, and then choose Next.

6.
On the Database Installation page, type the fully qualified domain name (FQDN) for the location of the computer that is running Microsoft SQL Server®. If you have a server that is running Microsoft SQL Server locally, you must still supply the FQDN and you cannot enter the value, localhost or localhost\<sqlinstance>. Select the Current Windows credentials check box, unless you can access the SQL database instance only by using another user name and password. Choose Next.

7.
On the Enrollment Server Location page, in the Configure the Enrollment Server section, type the external FQDN for MDM Enrollment Server in the External Enrollment Server FQDN box. Type the internal FQDN in the Internal Enrollment Server FQDN box. If you are using more than one server that is running MDM Enrollment Server, type the internal and external FQDN for the load balancer. To continue without enrollment FQDN validation, select Skip external FQDN validation (not recommended), and then choose Next.
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Note: 

The internal enrollment FQDN uses the example, es.contoso.com, and the external enrollment FQDN uses the example, mobileenroll.contoso.com for MDM Enrollment Server. To clarify, the administrator must enter the FQDN of their specific MDM Enrollment Server, such as servername.yourdomain.tld. The external address is the MDM Enrollment Server address accessible from outside your company network. The internal address is the MDM Enrollment Server FQDN used from inside the company network. In some cases these FQDNs may be the same. If you are using, or will ever use, multiple servers that are running MDM Enrollment Server, you must enter the FQDN for the load balancer(s). This makes sure that Setup correctly configures the MDM certificates and service connection point (SCP).
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8.
On the Enrollment Setup page, specify the port that you want to use for the Administration Web site and then choose Next. This port will be used for all MDM Enrollment Server administration. You must make sure that the port is currently not in use.
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9.
On the Device Certification Authority page, in the Device Certification Authority box, type the location and the name of the certification authority that will enroll and manage the certificates for the Windows Mobile devices, and then choose Next. Type the certification authority in the form of <ca_server_name>\<ca_instance_name>. This should be a certification authority where you have the MDM certificate templates enabled.
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10.
On the Server Certification Authority page, in the Certification Authority box, type the location and the name of your certification authority server and then choose Next. Type the certification authority in the form of <ca_server_name>\<ca_instance_name>. This should be a certification authority where you have MDM certificate templates enabled.
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Note: 

If you prefer manual certificate installation, select the Do not request certificates during Setup check box (not recommended). If you choose to create certificates manually, see the following topic in the Technical Reference: Manual Certificate Procedures.
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11.
If you have not already configured Microsoft Update on the server, a Microsoft Update page will appear that prompts you to configure the server for Microsoft Update. Make your selection and choose Next.

12.
On the Ready to Install page, verify your selections, and then choose Install.

13.
Choose Finish to complete MDM Enrollment Server Setup. You must allow for enough time for Active Directory replication to finish.


Step 3: Installing MDM Device Management Server

The primary function of Mobile Device Manager Device Management Server is to transform infrastructure management system protocols into Open Mobile Alliance Device Management (OMA DM) data commands. Then, MDM Device Management Server sends these commands to Windows Mobile devices outside the company network through Mobile Device Manager Gateway Server. MDM Device Management Server also has drivers for Group Policy and software distribution.

MDM Device Management Server Installation Procedures

The following steps show you how to install MDM Device Management Server, and represent a single MDM Device Management Server installation. If you deploy multiple computers that are running MDM Device Management Server, the Web site port pages will not appear after the first MDM Device Management Server installation Setup. The computer that is running the SQL database instance for MDM, and the Active Directory SCPs, store the information that is collected from these pages for successive MDM Device Management Server installations. Additionally, if you deploy multiple computers that are running MDM Device Management Server (recommended) now, or in the future, you must enter the information for the load balancer instead of the information for the individual computer that is running MDM Device Management Server. 

After you install MDM Enrollment Server for the first time, you must allow for enough time for Active Directory replication to complete before you install MDM Device Management Server. Replication times will vary based on the size of your Active Directory environment and network latency issues. The Active Directory Replication Monitor (Replmon) may help determine replication status. For more information, see Replmon Overview at this Microsoft Web site: http://go.microsoft.com/fwlink/?LinkID=107096.

For more information about load balancers and load balancing topologies, see MDM System Topologies in the MDM Planning Guide.

Before you install and deploy MDM by following the steps in this guide, you must first plan your deployment and configure your IT environment. To do this, follow the steps and guidelines in the MDM Planning Guide. MDM Deployment Checklists specifies the permissions and roles required to complete the following steps.
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To install MDM Device Management Server

	1.
On the System Center Mobile Device Manager installation CD, on the Setup menu, choose Mobile Device Management Server.

2.
On the Device Management Server Setup page, choose Next.

3.
On the Microsoft Software License Terms, read the agreement, select I accept the License Terms for Microsoft Software, and then choose Next.

4.
On the Instance Selection page select the instance you want to add the server to. You can only add servers to MDM instances of which you are a server administrator. Choose Next.

5.
On the Installation Directory page, type the path of the directory, or accept the default directory path, and then choose Next.

6.
On the Database Installation page, type the location of the computer that is running an instance of Microsoft SQL Server by using a fully qualified domain name (FQDN). If you are running Microsoft SQL Server locally, you must still supply the FQDN and cannot enter the value localhost or localhost\<sqlinstance>. Select the Current Windows credentials check box and then choose Next. If you specified the SQL database during MDM Enrollment Server Setup, you cannot modify this information.

7.
On the Device Management Server Location page, type the MDM Device Management Server FQDN in the Device Management FQDN box. If you deploy more than one MDM Device Management Server, type the FQDN of the load balancer. Choose Next.
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Note: 

If you are using, or will ever use, multiple computers that are running MDM Device Management Server, you must enter the load balancer FQDN. This makes sure that Setup correctly configures the certificates and service connection point (SCP).
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8.
On the Device Management Setup page, enter the ports for the Device Management Web site and the Administration Web site. Choose Next. Make sure that these ports are not being used.

9.
On the Server Certification Authority page, type the name of your certification authority server in the Certification Authority box. Choose Next. Type the certification authority in the form of <ca_server_name>\<ca_instance_name>. This should be a certification authority where you have MDM certificate templates enabled.
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Note: 

If you prefer to install certificates manually, select the Do not request certificates during Setup check box (not recommended). If you choose to create certificates manually, see the following topic in the Technical Reference: Manual Certificate Procedures.
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10.
If you have not already configured Microsoft Update on the server, a Microsoft Update page will appear that prompts you to configure the server for Microsoft Update. Make your selection and choose Next.

11.
On the Ready to Install page, verify your selections, and then choose Install.

12.
Choose Finish to complete MDM Device Management Server Setup. Allow for enough time for the installation settings to replicate.


Step 4: Installing MDM Administrator Tools

Mobile Device Manager Administrator Tools lets you manage the MDM system by using the following management consoles and extensions:


MDM Console: MDM Console is the core MDM management MMC snap-in tool that is included with MDM Shell.

[image: image31.png]


Important: 

You cannot manage servers and devices from earlier versions of MDM by using MDM Console and MDM Shell in MDM 2008 SP1. You must use MDM Console and MDM Shell in MDM 2008 to manage MDM 2008 components, and MDM Console and MDM Shell in MDM 2008 SP1 to manage MDM 2008 SP1 components. Additionally, you cannot install MDM Console and MDM Shell for MDM 2008 SP1 on the same computer with MDM Console and MDM Shell for MDM 2008.


Group Policy Extensions: With the Group Policy Management Console (GPMC), you can push MDM group policies to Windows Mobile devices and enforce these policies. 64-bit software, except for the Windows Vista® operating system, does not support GPMC.

[image: image32.png]


Important: 

Windows Vista Service Pack 1 will remove the Group Policy Management Console when you install it on a computer that is running Windows Vista. You must reinstall the GPMC with the Remote Server Administration Tools (RSAT) if you deploy Windows Vista SP1 in the IT environment. The RSAT installation is included in Windows Vista SP1.


MDM Software Distribution Management Console: MDM Software Distribution Console is a custom MDM Windows Server Update Services (WSUS) console that provides software distribution capabilities and the ability to push software .cab files to a Windows Mobile device.

Use the following procedures to install MDM Administrator Tools. You can install these tools on any domain-joined computer that meets MDM Administrator Tools requirements. For MDM 2008, the MDM Administrator Tools are per instance only. Upon installation you must select a specific instance to manage. You may restrict administrator management actions to the instances of which they have the authority to manage.

Before you can install and deploy MDM by following the steps in this guide, you must plan your deployment and configure the IT environment. To do this, follow the steps and guidelines in the MDM Planning Guide. MDM Planning and Deployment Checklists specifies the permissions and roles required to complete the following steps.
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To install MDM Administrator Tools

	1.
On any domain-joined server or computer, on the System Center Mobile Device Manager installation CD, on the Setup menu, select Administrator Tools.
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Important: 

The MDM Administrator Tools may be installed on Windows® 32-bit or 64-bit operating systems. The only exception is the Group Policy extensions. You can install MDM Group Policy extensions only on 32-bit versions of a Windows-based operating system, or a 64-bit version of Windows Vista, that has GPMC already installed.

2.
On the Administrator Tools Setup page, choose Next.

3.
Read the Microsoft Software License Terms and then select the I accept the License Terms for Microsoft Software check box. Choose Next.

4.
On the Custom Setup page, choose Next if you do not require modifications and you want to install all tools.
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Note: 

You can install MDM Group Policy extensions only on 32-bit versions of a Windows-based operating system, or a 64-bit version of Windows Vista, that has GPMC already installed. 
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5.
If you have not already configured Microsoft Update on the server, a Microsoft Update page will appear that prompts you to configure the server for Microsoft Update. Make your selection and choose Next.

6.
On the Ready to Install Administrator Tools page, verify the information, and then choose Install.

7.
Choose Finish.


Step 5: Installing MDM Gateway Server

Mobile Device Manager Gateway Server resides in the perimeter network and is used for communication between the managed Windows Mobile devices, the company network, and MDM Device Management Server. Generally, MDM Gateway Server is not domain-joined with the company network and can be accessed within the company local area network (LAN) through MDM Device Management Server. For encrypted information transfer between the managed device and MDM Gateway Server, you must install a certificate on MDM Gateway Server. For trusted IPsec communication, you must also install certification authority certificates on MDM Gateway Server.
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Note: 

For the certificate related procedures, you must export certificate requests from MDM Gateway Server back into the company network. You must also export certificates from the company network onto MDM Gateway Server. You must perform this transfer securely.

Before you can install MDM servers and complete your MDM deployment by following deployment procedures in this guide, you must plan your deployment and configure your IT environment following the steps and guidelines in the MDM Planning Guide. MDM Planning and Deployment Checklists specifies the permissions and roles required to complete the steps in this procedure.

Gateway Certificates

Follow these steps to put a certificate and certificate chain on MDM Gateway Server to help support secure communications in the MDM system. The following steps will also install and configure MDM Gateway Server.

Step 5a: Creating the MDM Gateway Certificate Request and Certificate
Step 5b: Exporting the Certification Authority Certificates
Step 5c: Create and Import Certification Authority Certificates onto the MDM Gateway Server
Step 5d: Creating and Importing the MDM Gateway Server Configuration File
Step 5e: Running MDM Gateway Server Setup
Step 5f: Validating the Gateway Certificate
Step 5g: Setting the Gateway URI for MDM Managed Devices
Step 5h: Running the Add MDM Gateway Wizard
Step 5a: Creating the MDM Gateway Certificate Request and Certificate

Follow these steps to request, create, and install a certificate for Mobile Device Manager Gateway Server. You perform these procedures from a computer that is running MDM Gateway Server, and any domain-joined server that has access to the certification authority. Complete steps 1 through 5 on MDM Gateway Server. Complete steps 6 and 7 on a domain-joined computer, and then steps 7 and 8 on MDM Gateway Server.
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To create the MDM certificate request and MDM Gateway certificate, and then install the certificate

	1.
On the server that you want to install MDM Gateway Server, start Notepad, and then manually type the following information:

[NewRequest]
Subject = “CN=GatewayServerFQDN”
MachineKeySet = True
KeySpec = 1
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Note: 

You must manually type the previous text into Notepad. Do not use Copy and Paste for this procedure. In the Subject field, type the FQDN for MDM Gateway Server. This must match the DNS entry in internal DNS that the MDM Device Management Server uses to connect with MDM Gateway Server. This is the same DNS entry that you enter in the Add MDM Gateway Wizard.

2.
On the File menu, choose Save As, in the File name box, type GatewayCertReq.inf, and then save the file to the desktop.

3.
Open a Command Prompt window and then type the following command:

certreq –new GatewayCertReq.inf GatewayCertReq.txt
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Note: 

At the command prompt, you must locate the directory where the file GatewayCertReq.inf resides.  

4.
Press ENTER.

5.
The previous command will create the request file, GatewayCertReq.txt. This file should be created and stored in the same directory as the GatewayCertReq.inf file.

6.
Copy the GatewayCertReq.txt file to a domain-joined server that is in the domain. Put the file into any secure directory, open a Command Prompt window, and then move to the directory where GatewayCertReq.txt is located. Type the following command:

certreq –submit –attrib "CertificateTemplate:SCMDMWebServer (<instance name>)" GatewayCertReq.txt GatewayCert.cer

7.
Press ENTER. A dialog box may appear that instructs you to choose a certification authority. In the list, select your designated certification authority and then choose OK. This will create the Gateway certificate. You must put the newly created .cer file on the computer that is running MDM Gateway Server.

8.
On the server that you want to install MDM Gateway Server, open a Command Prompt window, and then type the following command:

certreq –accept GatewayCert.cer
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Note: 

 This command will import the newly created MDM Gateway Certificate into the Personal Certificate Store. At the command prompt, you must locate the directory where the file GatewayCert.cer resides.  

9.
Press ENTER and then close the Command Prompt window.


Step 5b: Exporting the Certification Authority Certificates

After you obtain the valid Mobile Device Manager Gateway Server certificate, you must export the root certification authority certificate and any subordinate certification authority certificates. The following procedures assume that your root certification authority is offline and inaccessible from the company network. You perform the following procedures from a subordinate certification authority by using the Certification Authority snap-in, or from a desktop or server that has access to the Certification Authority console.

You must make sure that you follow these steps:


Name each exported root or subordinate certificate appropriately so that you can easily find them later.


Securely transfer certificates to MDM Gateway Server together with the gateway certificate. You must be able to transfer text files and certificates onto and from MDM Gateway Server.
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To export root certification authority certificate

	1.
Open the Certification Authority console from any domain-joined computer or server. This console must be attached to the certification authority, either root or subordinate, that you designated for MDM deployment.

2.
Right-click the name of the certification authority and then select Properties.

3.
In the CA certificates dialog box, choose the General tab, and then select the certificate for the certification authority you want to access.

4.
Choose View Certificate.

5.
In the Certificate dialog box, choose the Certification Authority tab. Select the name of the root certification authority and then choose View Certificate.

6.
In the Certificate dialog box, choose the Details tab and then choose Copy to File.

7.
The Certificate Export Wizard appears. Choose Next.

8.
On the Export File Format page, select the DER encoded binary X.509(.CER) option.

9.
Choose Next.

10.
 In the File to Export box, choose the path and name for the certificate, and then choose Next.

11.
 Choose Finish. The .cer file will be created in the location that you specified in the previous step.

12.
A dialog box appears to inform you that the export was successful. Choose OK to finish.
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To export subordinate certification authority certificates

	1.
Open the Certification Authority console from any domain-joined computer or server.

2.
Right-click the name of the certification authority and then select Properties.

3.
In the CA certificates dialog box, choose the General tab, and then select the certificate for the certification authority you want to access.

4.
Choose View Certificate.

5.
In the Certificate dialog box, choose the Certification Authority tab. Select the name of the subordinate certification authority and then choose View Certificate.
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Important: 

You must export all the subordinate certification authority certificates. In the Certificate dialog box, if the View Certificate option for your subordinate certification authority is disabled, choose the Details tab and then go to the next step. 

6.
In the Certificate dialog box, choose the Details tab and then choose Copy to File.

7.
The Certificate Export Wizard appears. Choose Next.

8.
On the Export File Format page, choose the DER encoded binary X.509(.CER) option.

9.
Choose Next.

10.
On the File to Export page, choose the path and name of the certificate, and then choose Next.

11.
Choose Finish. The .cer file will be created in the location that you specified in the previous step.

12.
A dialog box appears to inform you that the export was successful. Choose OK to finish.

13.
Repeat steps for every subordinate certification authority listed on the Certification Authority tab, step 5.


Step 5c: Create and Import Certification Authority Certificates onto the MDM Gateway Server

On the server that is running Mobile Device Manager Gateway Server, make sure that you import the root certification authority, and all intermediate certification authority certificates, to a secure location. From the secure location, you must import the certificates into the correct certificate stores. First, you must put the root certification authority certificate into the Trusted Root Authorities store on the computer that is running MDM Gateway Server. Next, you must put the intermediate certification authority certificates into the Intermediate Certification Authorities store. You must follow these steps for each intermediate, or subordinate, certification authority certificate.
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To import the root certification authority certificate

	1.
On the computer that is running MDM Gateway Server, open Microsoft Management Console (MMC) with the Certificates snap-in added.
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Note: 

When you create the snap-in for Certificates, make sure that you select the Computer Account option and not the Service or User options.

2.
Expand Trusted Root Certification Authorities, right-click Certificates, select All Tasks, and then select Import.

3.
On the Welcome to the Certificate Import Wizard, and then choose Next.
4.
On the File to Import page, choose Browse and locate the certification authority certificate that you recently exported, and then choose Next.

5.
On the Certificate Store page, make sure that you select Place all certificates in the following store and that Trusted Root Certification Authorities is visible in the Certificate Store section. Choose Next.

6.
Choose Finish to close the program.
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To import the intermediate certification authority certificates

	1.
On the computer that is running MDM Gateway Server, open MMC with the Certificates snap-in added.
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Note: 

When you create the snap-in for Certificates, make sure that you select the Computer Account option and not the Service or User options.

2.
Expand Intermediate Certification Authorities, right-click Certificates, select All Tasks, and then select Import.

3.
On the Welcome to the Certificate Import Wizard, and then choose Next.
4.
On the File to Import page, choose Browse and locate the intermediate certification authority certificate that you recently exported, and then choose Next.

5.
On the Certificate Store page, make sure that you select Place all certificates in the following store and that Intermediate Certification Authorities is visible in the Certificate Store section. Choose Next.

6.
Choose Finish to close the program.


Step 5d: Creating and Importing the MDM Gateway Server Configuration File

The MDM Gateway Server references an XML-based certificate template object identifier list to permit or deny network traffic through its interfaces. MDM communication components, such as the Gateway Central Management (GCM) service, must use certificates that have object identifiers that match the reference list to communicate with the MDM Gateway Server. This allows for one MDM instance to be separate from another MDM instance. 

Creating and Importing the Gateway Object Identifier File to the MDM Gateway Server

You use the following procedure to produce the GatewayConfig.xml file and import it onto the MDM Gateway Server.
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To create the gateway object identifier XML file and import onto MDM Gateway Server

	1.
From MDM Shell on a domain-joined computer, type the following command and press ENTER:

Export-MDMGatewayConfig

This script generates a file called GatewayConfig.xml and places it in the current directory. Type the command dir GatewayConfig.xml to verify that it was created. 

2.
Copy the GatewayConfig.xml file to the MDM Gateway Server. Create a folder for this file and place the GatewayConfig.xml inside. An example would be C:\Gateway Configuration\GatewayConfig.xml. In the next step, Step 5e: Running MDM Gateway Server Setup, you will be asked to locate this file during the installation process.
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Note: 

Creating a folder for GatewayConfig.xml is optional. You may place it in any folder. However it is recommended that you place it in a secure location, and in a directory that you can easily find.




Step 5e: Running MDM Gateway Server Setup

The following steps discuss Mobile Device Manager Gateway Server Setup. Make sure that you synchronize the clock on MDM Gateway Server to that of the domain. MDM Device Management Server will be unable to authenticate the gateway certificate if you do not synchronize the clocks.
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To install MDM Gateway Server

	1.
On the MDM installation CD, on the Setup menu, choose Gateway Server.

2.
On the Gateway Server Setup page, choose Next.

3.
Read the Microsoft Software License Terms and then select the I accept the License Terms for Microsoft Software check box. Choose Next.

4.
On the Installation Directory page, accept the default directory, or type a different location, and then choose Next.

5.
On the Gateway IP Address page, type the company network-facing IP address and port that you want to communicate with MDM Device Management Server. Choose Next.

[image: image52.png]


Important: 

The IP address that you supply here is the company network-facing address on MDM Gateway Server. The IP address and port that you enter do not validate to make sure that they are currently active, or that there is a valid IP address or port on MDM Gateway Server. You must confirm that these values are correct for the final management static IP Address and port for MDM Gateway Server. You must also make sure that the port you choose is open between both MDM Gateway Server and MDM Device Management Server.
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6.
On the Gateway Configuration File page, choose Browse. Locate the GatewayConfig.xml file that you created and stored in the previous step, Step 5d: Creating and Importing the MDM Gateway Server Configuration File.

7.
Choose Next.
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8.
On the Gateway Server Certificates page, choose Browse to select the gateway authentication certificate.
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9.
In the Microsoft System Center Mobile Device Manager-Gateway dialog box, select the Gateway Certificate that you installed previously in Step 5a: Creating the MDM Gateway Certificate Request and Certificate, and then choose OK.

10.
Choose Browse to select the certification authority certificate.

11.
In the Microsoft System Center Mobile Device Manager-Gateway dialog box, select the certification authority certificate that you installed previously in Step 5c: Create and Import Certification Authority Certificates onto the MDM Gateway Server. Choose OK, and then choose Next.
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Important: 

This certificate must be the root certification authority certificate and not the certificate of an intermediate certification authority. You must select the root certification authority certificate. Otherwise, MDM Gateway Server will reject communication from the Windows Mobile device. Setup will not be completed successfully if a root certificate is not chosen in this step.

12.
If you have not already configured Microsoft Update on the server, a Microsoft Update page will appear that prompts you to configure the server for Microsoft Update. Make your selection and then choose Next.

13.
 On the Ready to Install page, verify the information and then choose Install.

14.
Choose Finish to close the wizard.


Step 5f: Validating the Gateway Certificate

You must make sure that the certificate for the newly created MDM Gateway Management Web site is valid and has a private key that corresponds to the MDM Gateway Server certificate. You must also verify that there is no error message that states there is a problem with the certificate.
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To validate the MDM Gateway Server certificate

	1.
On MDM Gateway Server, open Internet Information Services (IIS) Manager, expand Web Sites, right-click Gateway Management Web site, and then select Properties.

2.
In the Gateway Management Web site Properties dialog box, choose the Directory Security tab, and then select View Certificate.

3.
Choose the General tab. Make sure that the dates are valid and that you can view the You have a private key that corresponds to this certificate at the bottom of the dialog box.
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Important: 

If you are using multiple certification authorities, you must validate that the whole certificate chain is valid. To do this, choose the Certification Path tab. Under Certificate status, verify that each certificate in the chain indicates This certificate is OK status.

4.
Choose OK to close the dialog box.


Step 5g: Setting the Gateway URI for MDM Managed Devices

The Windows Mobile device needs the Domain Name System (DNS) name for MDM Gateway Server to begin IPsec communication. You must enter a cmdlet through MDM Shell to achieve this. You must run the cmdlet on a computer that has the MDM Administrator Tools component, MDM Console, installed. You should specify a DNS name that maps to the IP Address for MDM Gateway Server. If you use DNS load balancing for multiple computers that are running MDM Gateway Server, you should map all IP addresses for all computers that are running MDM Gateway Server to the DNS name. Mobile devices enrolled with the incorrect MDM Gateway Server URI will try to contact that URI, but will be unmanageable until you correct the URI and re-enroll the device.
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Important: 

For a single MDM Gateway Server, the use of an IP address for the URI is not advised because the IP address may need to change in the future. If the IP address changes, all enrolled devices will continue to attempt virtual private network (VPN) connections to the old IP address until they are wiped and re-enrolled.
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To set the enrollment configuration for the MDM Gateway Server URI

	1.
On a computer that has MDM Console, choose Start, choose All Programs, choose Microsoft System Center Mobile Device Manager, and then choose Mobile Device Manager Shell.

2.
In MDM Shell, run the following cmdlet:

Set-EnrollmentConfig -GatewayURI [External Gateway DNS]


Step 5h: Running the Add MDM Gateway Wizard

You run the Add MDM Gateway Wizard from Mobile Device Manager Console. This wizard configures MDM Gateway Server with an address pool for connecting Windows Mobile devices, Domain Name System (DNS) and Windows Internet Naming Service (WINS) server settings, and an internal URL for remote MDM Gateway Server management.

For steps 5 and 6 in the procedure below, you will be asked to configure an address pool for MDM Gateway Server. If you are using multiple instances of MDM in your environment, you must configure separate IP address ranges for each instance. If they are not different, an IP address might be assigned to two different devices, and you will experience synchronization and connectivity issues.
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To add a computer that is running MDM Gateway Server

	1.
On MDM Device Management Server, or any server that has MDM Console installed, choose Start, choose All Programs, choose Microsoft System Center Mobile Device Manager, and then choose Mobile Device Manager Console.

2.
Expand Mobile Device Manager, and then select Gateway Management. In the Actions pane, select Add MDM Gateway Wizard.

3.
On the Introduction page, type a name for MDM Gateway Server. Choose Next.

4.
On the Access Points page, type the external Internet-facing address that Windows Mobile devices will connect to for communication. In the Name box, type the DNS entry for remote MDM Gateway Server management, and then in the Port box, type the port value that you want to use. This site will be an internal management site. Choose Next.
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Important: 

It is important to supply the correct IP addresses and DNS entries on this screen for both external IPsec communication and the management interface. The access point port should be the same port that you specified during MDM Gateway Server Setup. For remote management, this should be the same name as specified in the certificate. You must be able to access this DNS entry from MDM Device Management Server. For a list of MDM Shell cmdlets to use with MDM Gateway Server, see MDM PowerShell Console in the MDM Operations help files.

5.
On the Gateway Address Pool page, choose Add.
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6.
On the Network Subnet page, type the IP Address network and Subnet Mask so that mobile clients can receive IP addresses. This will serve as an address pool for clients. Choose OK and then choose Next. For the MDM Gateway Server address pool, all CIDR format subnet mask lengths greater than or equal to /16 are supported. For example, “/26.”
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Note: 

Source-based routing enables MDM Gateway Server to redirect managed device IPsec traffic to a different default gateway other than itself. To enable this feature, in Routing Configuration, select the Redirect traffic from mobile devices through this gateway option, and then type the IP Address for the default gateway. If you enter an invalid or unresolvable IP address the MDM Gateway Server will not be able to accept its configuration from the MDM Device Management Server. An error message will be displayed in MDM Console for MDM Gateway Server. Errors will also be generated in both the MDM Gateway Server and MDM Device Management Server event viewer logs. For more information about the benefits of source-based routing, see the MDM Planning Guide.

7.
On the Gateway DNS/WINS page, type the name of a primary and secondary DNS or WINS server. At least one DNS server is required. Choose Next.
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8.
On the Add Gateway page, choose Add. Choose Finish to close the wizard. To verify that Mobile Device Manager Gateway Central Management can communicate with MDM Gateway Server, open MDM Console. Expand Mobile Device Manager and then select Gateway Management. In the details pane, the sync state value for MDM Gateway Server should read Up to date.


Step 6: Installing MDM Self Service Portal

MDM Self Service Portal is a Web-based application that lets authorized users access company resources and services from inside the company network, or through a virtual private network (VPN).

If you plan to include MDM Self Service Portal in your MDM 2008 SP1 deployment, make sure to read all of the planning and deployment information included in this MDM Self Service Portal Guide, including Deploying MDM Self Service Portal. Steps for installing MDM Self Service Portal by using MDM 2008 SP1 Setup are found in the following topic: Install MDM Self Service Portal.

Technical Reference for MDM Deployment

The following topics provide information about how to perform manual procedures and additional deployment information for System Center Mobile Device Manager Setup.

ADConfig Tool
Modifying Permissions on Group Policy Objects
Manual Certificate Procedures
Setup Command-Line Options
Best Practices in MDM Deployment
ADConfig Tool

The Active Directory Configuration Tool (ADConfig) is a configuration tool that you must use to configure Active Directory directory services for System Center Mobile Device Manager. With ADConfig, you can do the following:


Create and name different MDM instances.


Create the Active Directory instance structure, service connection points (SCP), Universal Security Groups (USG), organizational units (OU), and other containers for MDM.


Co-locate MDM instances side-by-side.


Install and enable certificate templates on certification authorities


Set security on Group Policy objects (GPOs) and the default Group Policy object.


Upgrade Active Directory configuration from MDM 2008 to MDM 2008 SP1.

ADConfig.exe is in the ADConfig directory of the installation disc for MDM. You can start ADConfig at a command prompt, as the following describes.


You must run ADConfig from a computer or server that is in the same site and domain as the MDM system servers.


You must not attempt to create two instances in the same domain or forest at the same time and with the same name. If two instances are given the same name, conflicts will occur.


You must allow for enough time for the changes to replicate across all domain controllers before you continue with the next parameter in the process. 


You must run ADConfig from a secure local location and not from a network share. 


You must have Domain Administrator or equivalent permissions to create MDM instances, Universal Security Groups (USGs), and service connection points (SCPs). 


You must have Enterprise Administrator (or equivalent) credentials to create a new template in the enterprise. This is because all certificate templates are created in the Active Directory configuration container. 


You must have Enterprise Administrator and Administrator permissions on the certification authority to enable certificate templates and grant revocation permissions on the certification authority.


For the /enablegpsecurity parameter, depending on the options that you select, you must have either Domain Administrator permissions, Schema Administrator permissions, or permissions on a specific GPO. 


Do not give permissions to Group Policy objects from instances that you do not want calculating policies on behalf of devices.

Syntax

ADConfig.exe /?

ADConfig.exe /listinstance /domain:<domain name> [/quiet]

ADConfig.exe /createinstance:<instance> /domain:<domain name> [/quiet]

ADConfig.exe /enableinstance:<instance> /domain:<domain name> [/quiet]

ADConfig.exe /validateinstance:<instance> /domain:<domain name> [/quiet]

ADConfig.exe /removeinstance:<instance> /domain:<domain name> [/quiet] [/force]

ADConfig.exe /disableinstance:<instance> /domain:<domain name> [/quiet] [/force]

ADConfig.exe /createtemplates:<instance> [/quiet]

ADConfig.exe /enabletemplates:<instance> /ca:<ca server>\<ca name> [/quiet]

ADConfig.exe /disabletemplates:<instance> /ca:<ca server>\<ca name> [/quiet] [/force]

ADConfig.exe /removetemplates:<instance> [/quiet] [/force]

ADConfig.exe /enablegpsecurity:<instance> /gpo:default [/quiet]

ADConfig.exe /enablegpsecurity:<instance> /gpo:<all|GPO ID> /domain:<domain> [/quiet]

ADConfig.exe /disablegpsecurity:<instance> /gpo:default [/quiet] [/force]

ADConfig.exe /disableGPSecurity:<instance> /gpo:<all|GPO ID> /domain:<domain> [/quiet] [/force]

ADConfig.exe /upgradeinstance:<instance> [/quiet]

ADConfig.exe /upgradetemplates:<instance> [/quiet]

Primary Parameters

	Actions
	Description

	/createinstance:<instance name> /domain:<domain name>
	
Creates an MDM instance in a domain.


Before you can fully manage the new instance, you must log off the computer on which you run MDM Console and log on again.


This parameter requires Domain Administrator permissions.

	/enableinstance:<instance name> /domain:<domain name>
	
Enables an MDM instance in a specified domain.


This parameter requires Domain Administrator permissions.

	/removeinstance:<instance name> /domain:<domain name>
	
Removes an MDM instance from a domain.


Before running this parameter, you should first run the /disablegpsecurity parameter.


This parameter requires Domain Administrator permissions.

	/disableinstance:<instance name> /domain:<domain name>
	
Disables an MDM instance for a specified domain.


This parameter requires Domain Administrator permissions.


	/listinstance
	
Lists the available MDM instances.
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Note: 

This parameter will return the instances in the specified domain, but not the instances in a child domain. For example if you run Adconfig.exe /listinstance /domain:C from a command prompt, you will be shown instances from domain “C” but not from any child domain of “C.” Also, if no domain parameter is specified, the command lists the instances that exist in all domains in the Active Directory forest.


This parameter requires Domain User permissions.

	/validateinstance
	
Checks an MDM instance to make sure that it is set up properly. This parameter validates the templates, Active Directory structure, and organizational units (OU).


This parameter requires Domain User permissions.

	/createtemplates:<instance name>
	
Creates the MDM certificate templates in Active Directory and gives them the appropriate permissions.


This parameter requires Enterprise Administrator permissions.

	/removetemplates:<instance name>
	
Removes the certificate templates for an MDM instance in Active Directory.


This parameter requires Enterprise Administrator permissions.


	/enabletemplates:<instance name>/ca:<ca_server_name>\<ca_name>
	
Enables the MDM certificate templates on the specified certification authority. It also grants permissions to MDM on the certification authority. The certification authority server and certification authority name are required for this parameter. To avoid installation problems, you must make sure that the certification authority server is online. 


This parameter requires: 


Administrator permissions on the certification authority for setting certification authority permissions.


Permissions for adding the templates to the certification authority object in Active Directory. You will need Enterprise Administrator permissions for this action. 

	/disabletemplates:<instance name>/ca:<ca_server_name>\<ca_name>
	
Disables the templates on a certification authority for a specific MDM instance.


This parameter requires:


Administrator permissions on the certification authority for setting certification authority permissions.


Permissions for adding the templates to the certification authority object in Active Directory. You will need Enterprise Administrator permissions for this action.


	/enableGPsecurity:<instance name> /domain:<domain name> /gpo: <all|default|GPO ID>
	
Grants the minimum required permissions to existing Group Policy objects (GPOs) in the specified domain.


Enables targeting of individual GPOs.


Modify GPO permissions to allow MDM servers to calculate policies for mobile devices.


The only schema changes that ADConfig makes are in the /enablegpsecurity parameter with the default parameter.


This parameter requires Domain Administrator permissions for the all parameter.


This parameter requires Schema Administrator permissions for the default parameter.


This parameter requires GPO permissions for the <GPO ID> parameter.

	/disablegpsecurity:<instance name> /domain:<domain name> /gpo: <all|default|GPO ID>
	
Disables the permissions for MDM on the appropriate GPOs.


This parameter requires Domain Administrator permissions for the all parameter.


This parameter requires Schema Administrator permissions for the default parameter.


This parameter requires GPO permissions for the <GPO ID> parameter.

	/upgradeinstance:<instance name>
	
Upgrades the specified MDM instance from MDM 2008 to MDM 2008 SP1.


This parameter requires Domain Administrator permissions.

	/upgradetemplates:<instance name>
	
Updates the certificate templates for the specified MDM instance.


This parameter requires Administrator permissions on the certification authority and Enterprise Administrator permissions.


Additional Parameters

	Parameters
	Description

	/domain:<domain name>
	
Specifies the domain in which an ADConfig command operates.


Use this parameter with any of the instance and gpsecurity actions.

	/ca:<ca_server_name>\<ca_name>
	
Specifies the certification authority server name and certification authority name that the ADConfig command operates on.


Use this parameter with the templates actions.

	/gpo:<all|default|GPO ID>
	
Specifies the Group Policy that the ADConfig command operates on.


Use this parameter with gpsecurity actions.


The all parameter affects all GPOs and requires Domain Administrator permissions.


The default parameter affects the default GPO template for new GPOs, and requires Schema Administrator permissions.


The <GPO ID> parameter affects the specified GPO and requires GPO permissions to the specified GPO.

	/force
	
Forces the command to run, even if there are warnings and errors.


Use this parameter with all remove and disable actions.

	/quiet
	
Prevents the command from prompting the user for confirmation.


Use this parameter with any of the ADConfig actions.


Remarks

The order of the parameters is important to deploy MDM successfully.

1.
You must run the /createinstance parameter first, before you run any other parameter. Make sure that the MDM groups and containers appear in Active Directory and that they replicate to all domain controllers before you use any other parameter.

2.
Run ADConfig.exe/enableinstance on any domain where you will have devices for this particular instance.

3.
Run the /createtemplates parameter next. Verify that the certificate templates are visible in your designated certification authority before you continue with the next parameter.

4.
Run the /enabletemplates parameter next, after the /createtemplates parameter. You can run this parameter multiple times on different certification authorities.

5.
Run the /validateinstance parameter next to make sure that the certificate templates, Active Directory structure, and organizational units are set up properly.

If you remove MDM from the network, the order of the parameters is also important. You must remove them in reverse order. This requires that you run /disablegpsecurity; /disabletemplates; /removetemplates; /disableinstance and finally, /removeinstance.

The following example shows you how to create an instance named "instance1":

ADConfig.exe /createinstance:instance1 /domain:contoso

The following example shows you how to create an instance named "instance1" but not prompt for confirmation:

ADConfig.exe /createinstance:instance1 /domain:contoso /quiet

MDM Groups Created by ADConfig

ADConfig creates the USGs required by MDM for security. 

ADConfig does not configure deny permissions for MDM USGs.
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Note: 

ADConfig grants documented permissions for MDM groups explicitly, without regard to inherited behavior.

SCMDM Managed Devices (<instance name>) is the default organizational unit (OU) created during ADConfig Setup. The instance name is appended to the MDM Managed Devices OU.

MDM Infrastructure Groups

ADConfig creates the following MDM infrastructure groups:


SCMDMDeviceManagementServers (<instance name>)


SCMDMEnrollmentServers (<instance name>)


SCMDMEnrolledDevices (<instance name>)


SCMDMSelfServiceServers (<instance name>)

Universal Group for MDM Device Management Server

ADConfig creates this group for all MDM Device Management Server server accounts. 

The following describes this group.

	USG name
	SCMDMDeviceManagementServers (<instance name>)

	Control of membership
	SCMDMServerAdmins

	Active Directory permissions
	Enables MDM Device Management Server to access global settings and servers.


Universal Group for MDM Enrollment Server

ADConfig creates this group for all MDM Enrollment Server server accounts. Members of this group can create and delete computer objects from the default MDM Devices OU and revoke certificates for devices on the certification authority.

The following describes this group.

	USG name
	SCMDMEnrollmentServers (<instance name>)

	Control of membership
	SCMDMServerAdmins

	Active Directory permissions
	Enables MDM Enrollment Server to access global settings and servers.


Universal Group for Managed Devices

ADConfig creates this group that includes all managed devices enrolled in MDM.

The following describes this group.

	USG Name
	SCMDMEnrolledDevices (<instance name>)

	Control of membership
	SCMDMEnrollmentServers

	Active Directory permissions
	None

	Certification authority permissions
	This group has permissions on the certification authority to renew certificates.


Universal Group for MDM Self Service Portal

ADConfig creates this group for MDM administrators to control wipe requests, enrollment requests, device history, and inventory.

The following describes this group.

	USG name
	SCMDMSelfServiceServers (<instance name>)

	Control of membership
	SCMDMServerAdmins

	Active Directory permissions
	Enables MDM Self Service Portal to have permissions on specific services.


MDM Security Groups

ADConfig creates the following MDM security groups:


SCMDMSecurityAdmins (<instance name>)


SCMDMServerAdmins (<instance name>)


SCMDMDeviceAdmins (<instance name>)


SCMDMDeviceSupport (<instance name>)


SCMDMHelpdeskOperator (<instance name>)


SCMDMReadOnlyUsers (<instance name>)


SCMDMAuthorizedUsers (<instance name>)

To read more on MDM Security Groups, see Security and Protection for Mobile Device Manager.

Universal Group for Security Administrators

ADConfig creates this group for MDM security administrators to manage group membership to other MDM groups. 

The SCMDMSecurityAdmins group has control over membership of all user-based USGs:


SCMDMServerAdmins (<instance name>)


SCMDMDeviceAdmins (<instance name>)


SCMDMDeviceSupport (<instance name>)


SCMDMHelpdeskOperator (<instance name>)


SCMDMAuthorizedUsers (<instance name>)


SCMDMReadOnlyUsers (<instance name>)

The following describes this group:

	USG name
	SCMDMSecurityAdmins (<instance name>)

	Control of membership
	DomainAdmins 

	Active Directory permissions
	The SCMDMSecurityAdmins group enables enterprise-level administrators to control all MDM user-based USGs.


Universal Group for MDM Server Administrators

ADConfig creates this group for MDM administrators to manage and set up computers to run the MDM system. Members can add or remove members from all other groups and implicitly have complete management abilities over managed devices.

The following describes this group.

	USG name
	SCMDMServerAdmins (<instance name>)

	Control of membership
	SCMDMSecurityAdmins (<instance name>)

	Active Directory permissions
	The SCMDMServerAdmins group must have access and credentials to create databases on the computer that is running Microsoft SQL Server. The SQL administrator adds this group to the system access control list (SACL) manually.

The SCMDMServerAdmins group Active Directory credentials enable the enterprise-level administrator to control all global settings and any computer that is running MDM.

The SCMDMServerAdmins group provides the following:


Read permissions on SCMDMServerAdmins group


Read/write permissions on attributes for Active Directory SCP 


Add/remove membership permissions on the SCMDMDeviceManagementServers, SCMDMEnrollmentServers, and SCMDMSelfServiceServers groups


Universal Group for Managed Device Administrators

ADConfig creates this group for enterprise-level administrators to control global settings on any managed device that is connected to the MDM system. 

This group provides the following:


Ability for enterprise-level administrators to control all MDM configuration settings for any computer that is running the MDM system


Read permission on all global settings


Read permission on server and instance settings

The following describes this group:

	USG name
	SCMDMDeviceAdmins (<instance name>)

	Control of membership
	SCMDMSecurityAdmins (<instance name>)

	Active Directory permissions
	Device administrators for MDM have access to device management functions.

A universal security group for MDM device administrators to manage devices and perform device operations.


Universal Group for Managed Device Support

ADConfig creates this group for enterprise-level administrators to control global settings for any computer that is running the MDM system. 

This group provides the following:


Read permission on all global settings


Read permission on all users and computers in the MDM system 


Read permission on server and instance settings


Read permission on all users in the MDM system

The following describes this group:

	USG name
	SCMDMDeviceSupport (<instance name>)

	Control of membership
	SCMDMSecurityAdmins (<instance name>)

	Active Directory permissions
	Second-tier senior Helpdesk device support 

A universal security group for MDM Device Support to provide device support for MDM managed devices


Universal Group for Helpdesk Operator

ADConfig creates this group for enterprise-level administrators to control global settings for any computer that is running the MDM system. 

This group provides the following:


Read permission on all global settings


Read permission on all users and computers in the MDM domain 


Read permission on server and instance settings


Read permission on all user settings in the MDM domain

The following describes this group.

	USG name
	SCMDMHelpdeskOperator (<instance name>)

	Control of membership
	SCMDMSecurityAdmins (<instance name>)

	Active Directory permissions
	First-tier Helpdesk support 

A universal security group for Helpdesk operators to provide device support for MDM-managed devices


Universal Group for Read-Only Users

ADConfig creates this group for read-only permissions on an instance. This group provides device support for MDM-managed devices. This group cannot create tasks or modify any settings in the MDM system.

This group provides the following:


Read permission on all global settings


Read permission on all users and computers in the MDM domain 


Read permission on server and instance settings


Read permission on all user settings in the MDM domain


Read permissions on device objects

The following describes this group:

	USG name
	SCMDMReadOnlyUsers (<instance name>)

	Control of membership
	SCMDMSecurityAdmins (<instance name>)

	Active Directory permissions
	Read-only administrators for MDM have access to device support functions.

A universal security group for MDM device support administrators to view device settings and information.


Universal Group for Instance Authorized Users

ADConfig creates this group for authorized users to access MDM Self Service Portal and other portions of the instance. Users of this group can access any MDM Self Service Portals associated with the instance, as well as other instance resources.

The following describes this group:

	USG name
	SCMDMAuthorizedUsers (<instance name>)

	Control of membership
	SCMDMSecurityAdmins (<instance name>)

	Active Directory permissions
	By default, all domain users are added to this group. To restrict access to MDM Self Service Portal, limit this group membership. To grant access to MDM Self Service Portal, add members to this group.


MDM Self Service Portal applies access control lists (ACLs) to this group to restrict access to MDM Self Service Portal based on the membership of this group. Administrators can remove members from the group to restrict access.

ADConfig Operations

When you run ADConfig, MDM performs certain operations based on the parameters that you use. The following provides details about the operations that MDM performs when you run ADConfig.
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Note: 

By default, ADConfig writes a log file to the current directory, or the Temp directory, depending on where it has permissions. You should back up these log files to persistent storage and periodically remove extraneous log files to save hard disk space.

ADConfig-Created Domain Objects

When you run ADConfig by using the /createinstance parameter, MDM creates objects in Active Directory to contain elements of MDM. The following shows the structure of these objects.

DefaultNamingContext

 CN=System

   CN= SCMDM

      <instance name> [SCP]

SCMDM Managed Devices (<instance name>) [OU]

  (The devices OU where all MDM devices are created by default)

CN=Users and Computers [container or Users Redirect OU]

  SCMDMSecurityAdmins (<instance name>) [USG]

  SCMDMServerAdmins (<instance name>) [USG]

  SCMDMDeviceAdmins (<instance name>) [USG]

  SCMDMDeviceSupport (<instance name>) [USG]

  SCMDMHelpdeskOperator (<instance name>) [USG]

  SCMDMAuthorizedUsers (<instance name>) [USG]

  SCMDMReadOnlyUsers (<instance name>) [USG]

CN= SCMDM Infrastructure Groups (<instance name>) [OU]

  SCMDMDeviceManagementServers (<instance name>) [USG]

  SCMDMEnrollmentServers (<instance name>) [USG]

  SCMDMEnrolledDevices (<instance name>) [USG]

  SCMDMSelfServiceServers (<instance name>) [USG]


Under CN=System, MDM creates the following container structure in the specified domain. This example is shown by using the default naming context:

CN=SCMDM

  <instance name> [SCP]


Under CN=Users and Computers, MDM creates the following container in the specified domain. This example is shown by using the default naming context:

- USG: SCMDMSecurityAdmins (<instance name>)

- USG: SCMDMServerAdmins (<instance name>)

- USG: SCMDMDeviceAdmins (<instance name>)

- USG: SCMDMDeviceSupport (<instance name>)

- USG: SCMDMHelpdeskOperator (<instance name>)

- USG: SCMDMAuthorizedUsers (<instance name>)

- USG: SCMDMReadOnlyUsers (<instance name>)


As a sibling of CN=Users, MDM creates the following OU in the specified domain. This example is shown by using the default naming context:

OU=SCMDMInfrastructure Groups (<instance name>)

- USG: SCMDMDeviceManagementServers (<instance name>)

- USG: SCMDMEnrollmentServers (<instance name>)

- USG: SCMDMEnrolledDevices (<instance name>)

- USG: SCMDMSelfServiceServers (<instance name>)


At the root level, MDM creates the following OU:

 OU=  SCMDM Managed Devices (<instance name>) (default OU for enrolled devices)


MDM adds members of the Domain Administrators group of the specified domain to the SCMDMServerAdmins (<instance name>) group.


MDM adds the SCMDMDeviceManagementServers (<instance name>) group to the Windows Authorization Access (WAA) group of the specified domain.


MDM gives Add/Remove Members permissions on all other MDM groups to the SCMDMServerAdmins (<instance name>) group.


MDM gives Add/Remove Members permissions on the SCMDMEnrolledDevices (<instance name>) group to the SCMDMEnrollmentServers (<instance name>) group.


MDM gives Create/Delete computer objects permissions on the MDM Devices OU to the SCMDMEnrollmentServers (<instance name>) group.


MDM gives read/write permissions on the keywords attribute of the SCMDM SCP to the SCMDMServerAdmins (<instance name>) and Enterprise Administrators groups.


When you run MDM in successive domains, it adds the SCMDMDeviceManagementServers (<instance name>) group to the Windows Authorization Access (WAA) group of the specified domain. To run MDM in successive domains, you must use the /enableinstance parameter.

Enable Certificate Templates on the Certification Authority

When you run ADConfig by using the /enabletemplates parameter, MDM enables the certificate templates on the certification authority specified by <CA server>\<CA name> and grants permissions to users and USGs on the certification authority. It also sets certificate enroll permissions and certificate restrictions on the certification authority.

For information about the three certificate templates that MDM creates with the /createtemplates parameter, see Manual Certificate Procedures.

Modify Permissions on Group Policy Objects

When you run ADConfig by using the /enablegpsecurity parameter, MDM modifies permissions on certain Group Policy objects (GPOs).


/enablegpsecurity:<instance name> /gpo:default

Modifies permissions on the default GPO security descriptor for MDM


Requires permissions on the default GPO security descriptor. Generally, these are schema administrator credentials


/enablegpsecurity:<instance name> /domain:<instance name> /gpo:<GPO ID>

Modifies permissions on the specified GPO in the specified domain


Requires permissions on the GPO object


/enablegpsecurity:<instance name> /domain:<instance name> /gpo:all

Modifies permissions on all existing GPOs in the specified domain


Requires permissions on all existing GPOs in the specified domain

Modifying an MDM Instance Friendly Name

After you install MDM or make modifications to the MDM system, you may want to change the instance friendly name. You cannot change the immutable instance name. However, you can change the friendly name by following the steps below.

If you modify the SCPs, you must restart all administration consoles or any open MDM Shell to show the change. These restarts are necessary to correctly detect the new SCPs.
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Important: 

If you modify Active Directory with a low-level editor such as ADSIEdit, you could cause problems with your Active Directory structure or environment. Any changes you make to Active Directory could cause serious system errors. We cannot guarantee that these errors can be resolved. Modify Active Directory at your own risk.
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To modify an instance friendly name

	1.
Start ADSIEdit.

2.
Expand the domain in which you first ran ADConfig.

3.
Expand CN=System.

4.
Expand CN=SCMDM. The list of instance SCPs is shown.

5.
Right-click the SCP for the instance that you want to modify. For example, CN=<Instance Name SCP>.

6.
Select Properties.

7.
In the CN=<Instance Name SCP> Properties dialog box, select Show only attributes that have values.

8.
Locate and then select the keywords attribute.

9.
Choose Edit to view the current values for that instance.

10.
In the Multi-valued String Editor dialog box, select the value "friendlyname=<name>," and then choose Remove. The value appears in the Value to add box.

11.
Modify the entry but do not change the friendlyname= in front of the newly modified Value to add entry.

12.
Choose Add. The modified entry appears in the Values list.

13.
Choose OK two times to close the editor.


Modifying Permissions on Group Policy Objects

This topic describes optional steps for modifying permissions on Group Policy objects. The /enablegpsecurity parameter may be used during the ADConfig setup process to modify permissions on Group Policy objects (GPOs). This section is optional and performed automatically if you use the /enablegpsecurity parameter. However, if you want to perform these functions manually, the below procedures provide instruction for the following:


Configuring permissions on existing Group Policy objects


Configuring permissions on the Group Policy objects parent folder


Configuring the security descriptor of a default Group Policy template

Configuring Permissions on Existing Group Policy Objects

In the following procedure you will configure permissions on existing GPOs. You must be a member of the Domain Administrators group to perform this action. You must configure permissions on every domain, once per domain.
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To configure permissions on existing Group Policy objects

	1.
Open the Group Policy Management Console.

2.
In the navigation pane, expand Group Policy Objects.

3.
For each GPO under the Group Policy Objects folder, choose the Delegation tab.

4.
Choose Add.

5.
In the Select User, Computer, or Group dialog box, enter SCMDMDeviceManagementServers.

6.
Choose OK.


Configuring Permissions on the Group Policy Objects Parent Folder

In the following procedure you will configure permissions on the Group Policy objects parent folder. You must be a member of the Domain Administrators group to perform this action. You must configure permissions on every domain, once per domain.

During this process, you will need a low-level Active Directory Editor, such as Active Directory Service Interfaces (ADSI). For more information about ADSI, see Adsiedit Overview on the Microsoft TechNet Web site:

http://go.microsoft.com/fwlink/?LinkId=105659
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Important: 

If you modify Active Directory with a low-level editor such as ADSIEdit, it may cause problems with your Active Directory structure or environment. If you modify Active Directory, it can cause serious system errors. We cannot guarantee that these errors can be resolved. Modify Active Directory at your own risk.
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To configure permissions on the GPO parent folder

	1.
Start ADSIEdit.

2.
Expand the domain in which you first ran ADConfig.

3.
Expand CN=System.

4.
Expand CN=Policies.
5.
Right click on the Policies node, and then choose Security.

6.
Choose Add.

7.
In the Select Users, Computers, or Groups dialog box, enter SCMDMDeviceManagementServers, and then choose OK.

8.
In Permissions for SCMDMDeviceManagementServers for the added group, select Read, and under the Allow column, choose Advanced.

9.
In Advanced Security Settings under Permission entries, select SCMDMDeviceManagementServers, and then choose Edit.

10.
On the Object tab under Permissions, select List Contents, Read All Properties, and Read Permissions. Choose OK, and then close all dialog boxes.


Configuring the Security Descriptor of a Default Group Policy Template

In the following procedure, you will configure permissions on the Group Policy objects parent folder. You must be a member of the Schema Administrators group to perform this action. You must configure one for each enterprise.
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To configure the security descriptor of the default Group Policy template

	1.
Open Microsoft Management Console (MMC) and add the Active Directory Schema snap-in.

2.
Expand Classes, right click on groupPolicyContainer, and then choose Properties.

3.
Choose the Default Security tab.

4.
Choose Add.

5.
In the Select Users, Computers, or Groups dialog box, enter SCMDMDeviceManagementServers, and then choose OK.

6.
In Permissions for SCMDMDeviceManagementServers for the added group, select Read, and under the Allow column, choose Advanced.

7.
In Advanced Security Settings under Permission entries, select SCMDMDeviceManagementServers, and then choose Edit.
8.
On the Object tab under Permissions, select List Contents, Read All Properties, and Read Permissions. Choose OK and close all dialog boxes.


Manual Certificate Procedures

Use the following information to help you create System Center Mobile Device Manager certificates manually. This includes the following topics:


Certificate Templates in MDM (Overview)


Creating MDM Certificate Templates


Issuing Certificates by Using the MDM Templates


Create and Install Certificates from the SCMDMGCM Template


Updating Certificate Template Object Identifiers (known as OIDs) in the Active Directory service connection points (SCPs)

For best results, all certificates should chain to the same company certification authority root.

Certificate Templates in MDM (Overview)

During MDM installation, Setup creates certificate templates automatically by using the /createtemplates parameter in the Active Directory Configuration Tool (ADConfig). However, if you install certificates manually, you must create the certificate templates.
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Important: 

If your organization chooses to install MDM certificates manually, you should not perform Active Directory certificate configuration by using the /createtemplates and /enabletemplates parameters in ADConfig. If you install certificates manually, you must follow the steps in Step 1c: Granting Certification Authority Permission to Revoke a Device Enrollment (Optional). We strongly recommend that you perform the automated certificate process and not the manual process.

The following shows the MDM Web sites and services that require secure communication. You must create your own certificate templates. The following tables show examples of the certificate templates, and certificates, that MDM creates. 

MDM Device Management Server

	MDM Web site/service
	MDM certificate template

	Administration Web site
	SCMDMWebServer (<instance name>)

	Device Management Web site
	SCMDMWebServer (<instance name>)

	GCM Service
	SCMDMGCM (<instance name>)


MDM Enrollment Server

	MDM Web site
	MDM certificate template

	Enrollment Web site
	SCMDMWebServer (<instance name>)

	Administration Web site

 
	SCMDMWebServer (<instance name>)


MDM Gateway Server

	MDM Web site
	MDM certificate template

	Gateway Web site
	SCMDMWebServer (<instance name>)


Windows Mobile Device

	MDM devices
	MDM certificate template

	Device authentication
	SCMDMMobileDevice (<instance name>)


The following provides general information about MDM certificate templates.

SCMDMGCM (<Instance Name>) Template

	Property
	Value

	Validity period
	Two years

	Renewal period
	Six weeks

	Request minimum key size
	1024 for signature and encryption

	Configuration service provider
	Microsoft DSS and Diffie-Hellman (D-H) SChannel Cryptographic Provider and Microsoft RSA SChannel Cryptographic Provider

	Subject Name
	Supply in the request

	Extended key usage (EKU) and application policies
	Client authentication, 1.3.6.1.4.1.311.65.1.1 (specific to MDMMDM GCM client authentication)

	Key usage
	Digital signature: Enable key exchange only with key encryption

	SCMDMDeviceManagementServers and SCMDMServerAdmins security permission
	Enroll

	Authenticated users security permission
	Read

	Domain Administrator, enterprise administrator security permission
	Full control


SCMDMWebServer (<Instance Name>) Template

	Property
	Value

	Validity period
	Two years

	Renewal period
	Six weeks

	Request minimum key size
	1024 for signature and encryption


	Configuration service provider
	Microsoft D-H SChannel Cryptographic Provider and Microsoft RSA SChannel Cryptographic Provider

	Subject name
	Supply in the request

	EKU and application policies
	Server authentication

	Key usage
	Digital signature: Enable key exchange only with key encryption

	SCMDMServerAdmins security permission
	Enroll

	Authenticated users security permission
	Read

	Domain Administrator, enterprise administrator security permission
	Full control


SCMDMMobileDevice (<Instance Name>) Template

	Property
	Value

	Validity period
	One year

	Renewal period
	Six weeks

	Publish certificate to
	Active Directory

	Request minimum key size
	1024 for signature and encryption

	Configuration service provider
	Microsoft RSA SChannel Cryptographic Provider

	Subject name build from Active Directory
	Subject = common name, ASN = DNS name

	EKU and application policies
	Client authentication, 1.3.6.1.4.1.311.65.2.1 (specific to MDM device client authentication)

	Key usage
	Digital signature: Enable key exchange only with key encryption

	SCMDMEnrolledDevices security permission
	Enroll

	Authenticated users security permission
	Read

	Domain Administrator, enterprise administrator security permission:
	Full control


Creating MDM Certificate Templates

The following procedures are necessary to create the certificates for MDM deployment. This information is specific to MDM certificate templates and Web services that require certificates. Once you complete this section, you must perform the procedures in the section Updating Certificate Template Object Identifiers (OIDs) in the Active Directory service connection points (SCPs) at the end of this topic.
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Important


When you manually create MDM certificate templates, the MDM instance name must be appended to the template name. For example:


SCMDMGCM (NWTRADERS)

There must be a space in between the template name and the parenthesized instance name. Again there are three MDM templates that can be used in MDM 2008 SP1:


SCMDMWebServer (<instance name>)


SCMDMMobileDevice (<instance name>)


SCMDMGCM (<instance name>)

Certificate Templates

You use the SCMDMWebServer (<instance name>) and SCMDMMobileDevice (<instance name>) templates to create certificates for MDM Web sites and devices, respectively, and the SCMDMGCM (<instance name>) template for the Gateway Central Management (GCM) service. These templates are created when you run ADConfig together with the /createtemplates parameter. During the installation process for each MDM server role, the certificates generate and install automatically. You can also create these certificates and templates manually as detailed in the following section. As soon as they are created, you must issue the MDM certificate templates.
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Important: 

 You must duplicate the MDM certificate templates from other preexisting templates in the Certification Authority console, as shown in the following:
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To create a certificate template

	1.
On the certification authority server, in Administrative Tools, open the Certification Authority console.

2.
On the Certification Authority page, in the navigation pane, right-click Certificate Templates, and then select Manage.

3.
Create your certificate template by using the information in the section Certificate Templates in MDM (Overview) for SCMDMGCM (<instance name>), SCMDMWebServer (<instance name>), and SCMDMMobileDevice (<instance name>) certificate templates.
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To issue a certificate template

	1.
On the certification authority server, in Administrative Tools, open the Certification Authority console.

2.
 Right-click Certificate Templates, choose New, and then choose Certificate Template to Issue.

3.
 Select the MDM certificate template and then choose OK.
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Note: 

You must repeat these steps for each MDM certificate template: SCMDMGCM (<instance name>), SCMDMWebServer (<instance name>), and SCMDMMobileDevice (<instance name>).


Issuing Certificates by Using MDM Templates

During Setup, MDM Setup requests and installs certificates from a certification authority. You can also create these certificates manually. The following require that you install a certificate for MDM:


Enrollment Server External Web Site Certificate


Enrollment Server Administration Web Site Certificate


Device Management Server Web Site Certificate


Device Management Server Administration Web Site Certificate


Device Management Gateway Central Management (GCM) Certificate


Gateway Server Web Site Certificate


Mobile Device Certificate

MDM Enrollment Server and MDM Device Management Server Only

The SCMDMWebServer <instance name> template will let an administrator create certificates for the following MDM IIS 6.0 Web sites:

MDM Device Management Server
	Web site
	Virtual Directory in IIS
	Subject name

	Device Management Server Web site certificate
	MobileDeviceManager
	MDM Device Management Server or load balancer FQDN, for example, dm.contoso.com


	Device Management Server Administration Web site certificate
	MobileDeviceManagerAdmin
	MDM Device Management Server or load balancer FQDN, for example, dm.contoso.com


MDM Enrollment Server
	Web site
	Virtual Directory in IIS
	Subject name

	Enrollment Server External Web site certificate
	Enrollment
	External enrollment server or load balancer FQDN, for example, mobileenroll.contoso.com

	Enrollment Server Administration Web site certificate
	EnrollmentAdmin
	Internal enrollment server or load balancer FQDN, for example, es.contoso.com


Create the IIS Certificate for an MDM Web Site

The procedures to create and install the certificates are the same for all Web sites except that each Web site will use a different common name and a different port configuration.
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Important: 

During MDM Enrollment Server and MDM Device Management Server Setup, the administrator supplies the ports to use for the Enrollment Server Administration Web site and the Device Management Server Administration Web sites. The ports that are used will be required again for the following procedures. Follow these steps to install certificates for MDM Enrollment Server and MDM Device Management Server.

The following procedure provides one way to create a certificate for the MDM Web sites. This procedure does not require the SCMDMWebServer (<instance name>) template. MDM Setup requires the templates to create and bind the correct certificates to the Enrollment and Device Management Web sites. Setup does this automatically, without requiring administrator intervention. When you perform the steps manually, the standard Web Server template will be used. Alternatively, you can complete this process when you access the online certification authority by going to the Web site, https://[CAServerName]/certsrv, and then select the SCMDMWebServer (<instance name>) template.
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To create and store an IIS certificate for an MDM Web site

	1.
On MDM Enrollment Server or MDM Device Management Server, on the Start menu, choose Administrative Tools, and then choose Internet Information Services (IIS) Manager.

2.
On the IIS console, expand the server node, and then expand Web Sites. Right-click the virtual directory for the certificate that you want to install and then select Properties.
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Important: 

Again, reference the previous table that lists the Web sites and virtual directories when you make this selection. The selection is Admin, Enrollment, EnrollmentAdminService, or DM.

3.
The site Properties dialog box appears. Choose the Directory Security tab.

4.
On the Directory Security tab, choose Server Certificate. The Welcome to the Web Server Certificate Wizard appears. Choose Next.

5.
On the Server Certificate page, select Create a new certificate, and then choose Next.

6.
Choose Send the request immediately to an online certification authority, and then choose Next. 

7.
On the Name and Security Settings page, type a name for the certificate, and then choose Next.

8.
On the Organization Information page, type your company name and organization.

9.
On the Your Site’s Common Name page, type the FQDN of the server or the load balancer.

10.
Choose Next.

11.
On the Geographical Information page, choose the Country/Region, the State/province, and the City/locality, and then choose Next.

12.
On the SSL Port page, in the SSL port this web site should use section, type the SSL port to use for the virtual directory. It is important to choose a unique SSL port for each virtual directory if there is the possibility of interference with another Web service.

13.
On the Choose a Certification Authority page, in the Certification authorities section, select the name of the certification authority to use, and then choose Next.

14.
In the Certificate Request Submission dialog box, review the information, and then choose Next. 

15.
When the certificate process is complete, a notification message appears. Choose Finish.
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Note: 

Managed devices and MDM Enrollment Server must share a common root certification authority; they cannot chain to different root certification authorities.


Create and Install Certificates from the SCMDMGCM Template

The MDM GCM service resides on MDM Device Management Server and helps make sure that the communication between MDM Device Management Server and MDM Gateway Server is more secure. The procedures to create this certificate differ because this certificate is for a service instead of a Web site. The SCMDMGCM (<instance name>) template provides this certificate to MDM Device Management Server.
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Important: 

For best results, the same certification authority must issue both the MDM Gateway Server certificate and the MDM GCM certificate. Follow these steps to create the certificate:
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To create and install the GCM certificate

	1.
On MDM Device Management Server, open Internet Explorer. In the Address bar, type https://[yourCAserver]/certsrv where yourCAserver is the name or IP address of the certification authority.

2.
Select Request a Certificate, and then select Advanced Certificate Request.

3.
Select Create and Submit a Request to this CA.

4.
On the Advanced Certificate Request page, in the Certificate Template section, select SCMDMGCM (<Instance Name>) from the list.

5.
Type the FQDN of the MDM Device Management Server for Name.

6.
Select the Store certificate in the local computer certificate store check box.

7.
Choose Submit.

8.
If the Potential Scripting Violation page appears, choose Yes.

9.
On the Certificate Issued page, select Install this certificate. If the Potential Scripting Violation page appears, choose Yes.

10.
The Certificate Installed page appears. Confirm the installation and then close Internet Explorer.


Provide Network Service Permissions to the Certificate

The MDM GCM service on MDM Device Management Server must have network permissions on the certificate to use it for more secure communication with MDM Gateway Server. Follow these steps immediately after you complete the previous steps. 
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To provide network service permissions to the certificate

	1.
On MDM Device Management Server, open a Command Prompt window.

2.
Move to the %SystemDrive%:\Documents and Settings\All Users\Application Data\Microsoft\Crypto\RSA\MachineKeys directory.

3.
Type dir /as /od, and then press ENTER. A list of private keys appears in ascending date order with the most recent key appearing last. Copy this string to Notepad for future reference. The format should resemble the following: 8aeda5eb81555f14f8f9960745b5a40d_38f7de48-5ee9-452d-8a5a-92789d7110b1.
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Important: 

You only have to copy the machine key if the MDM GCM certificate was the last certificate created. Alternatively, to find the private key of a certificate, build the sample project at this Microsoft Web site: http://go.microsoft.com/fwlink/?LinkID=103625.

4.
In the %SystemDrive%:\Documents and Settings\All Users\Application Data\Microsoft\Crypto\RSA\MachineKeys directory, run the following command:

cacls “C:\Documents and Settings\All Users\Application Data\Microsoft\Crypto\RSA\MachineKeys\<hash>” /E /G Network:R  
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Note: 

This sample assumes that [C:] is the system drive label for your computer. <hash> is the hash key from Step 3. 

5.
Close the Command Prompt window.


Updating Certificate Template Object Identifiers (OIDs) in the Active Directory Service Connection Points (SCPs)

This section shows you how to update the certificate template object identifiers in the Active Directory service connection points (SCPs). You must follow these steps if you are manually provisioning certificates; otherwise, MDM will not allow devices into the system. Furthermore, these procedures are required if you manually change certificate templates outside of running ADConfig, or if you need to add or remove templates to the list of templates.
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Note: 

The following procedures must be completed after the MDM Enrollment Server, the MDM Device Management Server, and the MDM Administrator Tools have been deployed. These components must be installed before you use ADConfig to create the certificate templates, or if you manually create the certificate templates as detailed in this topic.

The following procedures instruct you on how to:


Obtain a certificate template object identifier.


Modify an MDM SCP object identifier list.


Change an existing SCP object identifier value (Option 1)


Remove an SCP object identifier value (Option 2)


Add an object identifier value (Option 3)


Propagate the object identifiers to the MDM Gateway Server.

The procedures marked as optional require you to choose the appropriate action to be performed. During this process, you will need a low-level Active Directory Editor, such as Active Directory Service Interfaces (ADSI). For more information about ADSI, see Adsiedit Overview on the Microsoft TechNet Web site:

http://go.microsoft.com/fwlink/?LinkId=105659
Caution   If you modify Active Directory with a low-level editor such as ADSIEdit, you can cause problems, such as serious system errors, with your Active Directory structure or environment. We cannot guarantee that these errors can be resolved. Modify Active Directory at your own risk.
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To obtain a certificate template object identifier

	1.
On the certification authority server, in Administrative Tools, open the Certification Authority console.

2.
On the Certification Authority page, in the navigation pane, right-click Certificate Templates, and then select Manage.

3.
Right click on the desired template and choose Properties.

4.
Under the Extensions tab, select Certificate Template Information.

5.
Copy the numeric object identifier from the description box. An object identifier includes a series of numbers such as the following: 1.3.6.1.4.1.311.21.8….
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To modify an MDM SCP object identifier list

	1.
Open ADSIEdit. 

2.
Expand the domain in which you first ran ADConfig. 

3.
Expand CN=System. 

4.
Expand CN=SCMDM. MDM SCPs for all instances in that domain are listed. 

5.
Right-click the instance for which you want to modify the SCP information. For example, CN=Instance1. 

6.
Select Properties. 

7.
In the CN=<Instance Name> Properties dialog box, select Show only attributes that have values. 

8.
Locate and then select the keywords attribute. 

9.
Choose Edit to view the current values for the MDM Device Management Server SCP.
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Option 1: To change an existing SCP object identifier value

	1.
In the Multi-valued String Editor dialog box, select the object identifier value that you want to modify, and then choose Remove. 

2.
Modify the entry but do not change the gcmoid=, webserveroid=, or deviceoid=keyword names.  For example: deviceoid=<object identifier value>. 

3.
Choose Add. The modified entry appears in the Values list. 

4.
Choose OK twice to close the editor. 

5.
Continue with the steps under the procedure To propagate the certificate template object identifiers to the MDM Gateway Server below. 
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Option 2: To remove an SCP object identifier value

	1.
In the Multi-valued String Editor dialog box, select the object identifier value that you want to remove, and then choose Remove. 

2.
Choose OK twice to close the editor. 

3.
Continue with the steps under the procedure To propagate the certificate template object identifiers to the MDM Gateway Server below. 
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Option 3: To add an object identifier value

	1.
In the Multi-valued String Editor dialog box, type one of the following object identifier types:: gcmoid, deviceoid, or webserveroid. 

2.
Type an equals sign (=).

3.
Type the entire template object identifier for the template object identifier that you want to access the MDM system.

[image: image96.png]


Note: 

The final entry should look something like deviceoid=<object identifier value>.

4.
Choose OK twice to close the editor. 

5.
Continue with the steps under the procedure To propagate the certificate template object identifiers to the MDM Gateway Server below. 
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To propagate the certificate template object identifiers to the MDM Gateway Server

	1.
For this procedure, make sure that at least one MDM Device Management Server is installed for this instance and is running when applying the global gateway configuration. 

2.
On a computer or server that has MDM Console, choose Start, choose All Programs, choose Microsoft System Center Mobile Device Manager, and then choose Mobile Device Manager Shell.

3.
In MDM Shell, you must select the appropriate instance of MDM when prompted. Or set the instance explicitly using the following cmdlet:

Set-MDMCurrentInstance <InstanceName>

4.
In MDM Shell, type the following cmdlet group and press Enter:

Get-MDMGlobalGatewayConfig | Set-MDMGlobalGatewayConfig


Setup Command-Line Options

You can use command-line commands to install and uninstall System Center Mobile Device Manager system components. To use these commands, you must enter them at a command prompt in the directory for the relevant Setup file.

Msiexec.exe

You can use Msiexec.exe to perform all Microsoft Windows Installer functions at a command prompt. The following table shows the parameters for Msiexec.exe.

/i  

	Msiexec parameter: This is a standard Msiexec command to install or configure a product.


/l*xv <logfile> 

	Msiexec parameter: Turns on verbose logging with extra debugging information written to the log at the <logfile> location.
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Note: 

You should always turn on verbose logging when you run .msi, especially at a command prompt.

	/qb 

Msiexec parameter: Specifies the user interface (UI) level to Basic UI. User interaction is limited to only showing errors that occur. See the Setup log files and Event Viewer for warnings, errors, successes, failures, and other details.


/qn

	Msiexec parameter: Silent or quiet mode where there is no user interaction and no UI. See the Setup log files and Event Viewer for warnings, errors, successes, failures, and other details.


/x

	Msiexec parameter: Standard Msiexec parameter to uninstall a product. For more information about the command-line options for Msiexec, see Msiexec at this Microsoft Web site: http://go.microsoft.com/fwlink/?LinkId=108053


Other Parameters

DeviceManagement.msi
	Parameter
	Required or Optional
	Description

	SQL_SRVR
	This is required for the first MDM Device Management Server or MDM Enrollment Server installation (whichever comes first).
	The fully qualified domain name (FQDN\SQL Instance) of the computer that is running SQL Server where you will install MDM Databases. An example is SQLServer.contoso.com\<SQL Instance Name>. The installing administrator must have permissions to install databases, stored procedures and logins on the database.

	SCMDM_INSTANCE
	Required 
	The MDM  instance that the MDM Device Management Server will belong to after setup. The installing administrator must be a member of the MDM Server Administrators group SCMDMServerAdmins.

	SRVR_CA
	Recommended
	The server certification authority to use to request certificates for MDM Device Management Server during Setup. You can omit this only if SKIP_SRVR_CERT_REQ is set to TRUE.

	URI
	Required for the first MDM Device Management Server installation
	MDM Device Management Server or MDM Device Management Server load balancer FQDN. 

	DMWEB_SSL_PORT
	Optional
	If unspecified, the default is 8443. The port that MDM Device Management Server Web site uses to listen.

	ADMINWEB_SSL_PORT
	Optional
	If unspecified, the default is 8446. The port that MDM Device Management Server Administration Web site uses to listen.

	DB_USER
	Optional (not recommended)
	We do not recommend that you use this optional value. Only specify this value if you do not use Windows Integrated Authentication to connect to an SQL database.

	DB_PWD
	Optional (not recommended)
	We do not recommend that you use this optional value. Only specify this value if you do not use Windows Integrated Authentication to connect to an SQL database.

	SKIP_SRVR_CERT_REQ
	Optional (not recommended)
	Optional. If set to TRUE setup will skip server certificates requests from the specified certification authority (in SRVR_CA) during Setup, and you must obtain and apply certificates manually. We do not recommend that you use this optional value.


For Enrollment.msi
	Parameter
	Required or Optional
	Description

	SQL_SRVR
	Required for the first MDM Device Management Server or MDM Enrollment Server installation (whichever comes first)
	The FQDN of the computer that is running SQL Server on which you will install MDM databases. The installing administrator must have permissions to install databases, stored procedures and logins on the database.

	SCMDM_INSTANCE
	Required
	The MDM instance that the MDM Enrollment Server will belong to after setup. The installing administrator must be a member of the MDM Server Administrators group SCMDMServerAdmins.

	DEVICE_CA
	Required for the first MDM Enrollment Server installation
	The device certification authority to request certificates for device enrollment on to the domain.

	SRVR_CA
	Recommended
	The server certification authority to request certificates for MDM Enrollment Server during Setup. You can omit this value only if SKIP_SRVR_CERT_REQ is set to TRUE.

	EXT_URI
	Required for the first MDM Enrollment Server installation
	The FQDN for the external (device facing) MDM Enrollment Server or the external (device facing) MDM Enrollment Server load balancer. 

	INT_URI
	Required for the first MDM Enrollment Server installation
	The FQDN for the internal (management tool facing) MDM Enrollment Server or the internal (management tool facing) MDM Enrollment Server load balancer. We recommend that you use a load balancer.

	ADMINWEB_SSL_PORT
	Optional
	If unspecified, the default is 8445. The port that the MDM Enrollment Server Administration Web site uses to listen.

	DB_USER
	Optional (not recommended)
	We do not recommend that you use this optional value. Only specify this value if you do not use Windows Integrated Authentication to connect to the SQL database.

	DB_PWD
	Optional (not recommended)
	We do not recommend that you use this optional value. Only specify this value if you do not use Windows Integrated Authentication to connect to the SQL database.


	SKIP_SRVR_CERT_REQ
	Optional (not recommended)
	We do not recommend that you use this optional value. If set to TRUE, this value skips requests for server certificates from the specified certification authority (in SRVR_CA) during Setup. You must obtain and apply certificates manually. 

	SKIP_URI_CHECK
	Optional (not recommended)
	We do not recommend that you use this optional value. If set to TRUE, this value skips FQDN validation on internal and external enrollment. This means that Setup will not try to validate and resolve these FQDNs. Use this option only if you have problems resolving FQDNs.

	ENWEB_SVC_ACC
	Optional
	If you install MDM Enrollment Server in a language that differs from that of the Microsoft SQL Server installation, and you connect to the server that is running SQL Server remotely, you must specify the name of the Anonymous account on the server that is running SQL Server by using the ENWEB_SVC_ACC parameter. The following example shows you how to run Setup if you install the English version of MDM Enrollment Server but use a remote connection to a computer that is running the German version of SQL Server:


msiexec /i Enrollment.msi ENWEB_SVC_ACC="NT-AUTORITÄT\ANONYMOUS-ANMELDUNG"


For AdminTools.msi
	Parameter
	Required or Optional
	Description

	ADDLOCAL
	Required
	Lets the installing administrator specify which components to install. This can be a comma separated values (.csv) list that has the following values:


MDM_MANAGEMENT: MDM Management Console


SOFTWARE_DISTRIBUTION: MDM Software Distribution Console


GROUP_POLICY_EXT: MDM Group Policy Extensions


ALL: install all components

Examples:

The following will install MDM Console only silently, with basic UI:


Msiexec /i AdminTools.msi ADDLOCAL="MDM_MANAGEMENT" /qb /l*xv <path of log file>
The following will install all components silently, with basic UI:


msiexec.exe /i AdminTools.msi ADDLOCAL="ALL" /qb /l*xv <path of log file>


For Gateway.msi
	Parameter
	Required or Optional
	Description

	VPN_IP
	Required
	The IP address for MDM Gateway Server management. This should be the company network-facing address. 

Note   This IP address is not validated. Make sure that you type the correct address.


	VPN_PORT
	Required
	The port for MDM Gateway Server management. This should be the same port that you used for the Add MDM Gateway Wizard for MDM Gateway Server management.

	VPN_CONFIG_FILE
	
Required if you use with /qn or /qb parameters on the command line 


Optional for full UI mode 
	The path to the GatewayConfig.xml file that contains MDM Gateway Server configuration information. You generate this file using the Export-MDMGatewayConfig command from MDM Shell.

	CERT_SSL_HASHCODE
	Required
	The gateway authentication certificate hash code. To find the hash code or thumbprint for a certificate, see the following Note.

	CERT_CTL_HASHCODE
	Required
	The certification authority certificate hash code for the root certificate. To find the hash code or thumbprint for a certificate, see the following Note. The certification authority must be a root certification authority.
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Note: 

When you install MDM Gateway Server at a command prompt, you must supply the certificate hash codes to determine which certificates that you want to configure with IIS. You can obtain certificate information by using the Certificate MMC snap-in. To find the hash code, double-click the certificate, choose the Details tab, and then locate the Thumbprint value. The thumbprint is a hexadecimal string that you can copy and paste on to the command line. Make sure that you omit any spaces in the hexadecimal string.

For SelfServicePortal.msi
	Parameter
	Required or Optional
	Description

	SCMDM_INSTANCE
	Required
	The MDM instance that the MDM Self Service Portal Server will belong to after you run MDM Setup. You must be a member of the MDM Server Administrators group SCMDMServerAdmins to install the portal server.

	SRVR_CA
	Recommended
	The server certification authority to use to request certificates for MDM Self Service Portal Server during Setup. You can omit this only if SKIP_SRVR_CERT_REQ is set to TRUE.

	SSP_URI
	Required
	The MDM Self Service Portal Server fully qualified domain name (FQDN).

	SELFSERVE_SSL_PORT
	Optional
	If unspecified, the default is 443. The Secure Sockets Layer (SSL) port that MDM Self Service Portal Web site uses to listen.

	SELFSERVE_TCP_PORT
	Optional
	If unspecified, the default is 8442. The TCP port that MDM Self Service Portal Web site uses to listen.

	SKIP_SRVR_CERT_REQ
	Optional (not recommended)
	Optional. If set to TRUE, Setup will skip server certificates requests from the specified certification authority (in SRVR_CA) during Setup, and you must obtain and apply certificates manually. We do not recommend that you use this optional value.


MDM Enrollment Server

Install Command
msiexec.exe /i enrollment.msi SQL_SRVR=<SQL_SRVR_NAME> SCMDM_INSTANCE=<SCMDM_INSTANCE_NAME> DEVICE_CA=<CA_SRVR_NAME>\<CA_INSTANCE_NAME> SRVR_CA=<CA_SRVR_NAME>\<CA_INSTANCE_NAME> EXT_URI=<EXT_URI_NAME> INT_URI=<INT_URI_NAME> /l*xv d:\logs\enrollmentLog.txt /qb

Uninstall Command
msiexec.exe /x enrollment.msi /qb REMOVE_DB=<true|false> /l*xv <logfile>

You should only use the remove_db parameter when you want to remove the whole MDM system from your environment.

MDM Device Management Server

Install Command
msiexec.exe /i DeviceManagement.msi SQL_SRVR=<SQL_SRVR_NAME> SCMDM_INSTANCE=<SCMDM_INSTANCE_NAME> SRVR_CA=<CA_SRVR_NAME>\<CA_INSTANCE_NAME> URI=<DM_URI_NAME> DMWEB_SSL_PORT=<DM_SSL_PORT> ADMINWEB_SSL_PORT=<ADMIN_SSL_PORT> /l*xv d:\logs\DMLog.txt /qb

Uninstall Command
msiexec.exe /x DeviceManagement.msi /qb REMOVE_DB=<true|false> /l*xv <logfile>

You should only use the remove_db parameter when you want to remove the whole MDM system from your environment.

MDM Gateway Server

Install Command
msiexec.exe /i Gateway.msi /qb VPN_IP=<InternalIP> VPN_PORT=<SSL_PORT> CERT_SSL_HASHCODE=<Gateway Authentication certificate hash code> CERT_CTL_HASHCODE=<Certification Authority certificate hash code for the root certificate>
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Note: 

When you install MDM Gateway Server at a command prompt, you must supply the certificate hash codes to determine which certificates that you want to configure with IIS. The hash value is listed in the Thumbprint field in the certificate properties (Details tab). You must not copy and paste this value from the screen because it contains spaces that may cause errors in the setup process. When entering a hash value there must be no spaces in the text.

MDM Administrator Tools

Install Command
msiexec.exe /i AdminTools.msi ADDLOCAL="MDM_MANAGEMENT,SOFTWARE_DISTRIBUTION,GROUP_POLICY_EXT" /l*xv d:\logs\AdminLog.txt /qb
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Important: 

The ADDLOCAL property accepts only case-sensitive values. The input must be in uppercase letters. There must not be any spaces when using this property or an error will be generated. For example, ADDLOCAL="MDM_MANAGEMENT,GROUP_POLICY_EXT,SOFTWARE_DISTRIBUTION"

Uninstall Command
msiexec.exe /x AdminTools.msi /qb

Remove Features Command
msiexec /i AdminTools.msi /qb REMOVE="<Feature List>"

Best Practices in MDM Deployment

The following describes some best practices to deploy System Center Mobile Device Manager infrastructure.

Configuring Active Directory for MDM

Make sure that the domain controller is online and that you can access it

	Before you use the Active Directory Configuration Tool (ADConfig) parameters, make sure that all domains that contain MDM instances in the forest are functioning correctly, and that all their respective domain controllers are online and that you can access them through the Domain Name System (DNS). Check the DNS configuration for suitable network routing.


Use /enabletemplates parameter in a highly secure environment

	When running the ADConfig.exe /enabletemplates parameter, Setup may fail to install certificates on Web sites in hardened environments. The cause is that the SCMDMServerAdmins group is not given the rights to enroll by default. Possible fixes for this issue can include the following:


Have a certification authority administrator manually give permissions to the group SCMDMServerAdmins to enroll. Next, uninstall and then reinstall the MDM server role you were attempting to install.


Install the certificates manually. For more information see Manual Certificate Procedures.


MDM Groups, Containers, and Certificate Templates

Put objects, users, and containers into MDM organizational units or groups is not supported

	We strongly recommend that users do not add objects, users, or containers to the following groups:

Organizational Units:


SCMDM Infrastructure Groups

Groups:


SCMDMDeviceManagementServers


SCMDMEnrollmentServers


SCMDMEnrolledDevices


SCMDMSelfServiceServers


Follow conventions when renaming and moving Universal Security Groups (USGs), containers, the SCP, and certificate templates

	You should do the following when you rename or move USGs, containers, service connection points (SCPs), or certificate templates:


You can move USGs to another location in Active Directory within the same forest.


You can take USGs out of the SCMDM Infrastructure Groups OU and place them in another OU.


You can rename the friendly name of USGs, but you cannot change the SAM account name (Pre-Windows 2000 name).


Do not move or rename the SCMDM container in the system container or the SCP.


Do not move or rename the SCMDM Managed Device OU.


Do not rename certificate templates.


MDM Server Installation

Do not run MDM Setup installations by using elevated credentials

	For security reasons, we strongly recommend that you do not run any MDM installation MSIs by using elevated credentials. We recommend that you run the Setup.MSI with an account that is a member of the SCMDMServerAdmins group only, instead of using elevated credentials.


Use enrollment autodiscovery in MDM 2008 SP1 to find a specific MDM Enrollment Server by using only the email address

	You can use enrollment autodiscovery to find a specific MDM Enrollment Server by supplying an e-mail address in the device enrollment utility. In MDM 2008 SP1 you have the ability to create multiple MDM instances that are capable of supporting many MDM Enrollment Servers in a forest. When a Windows Mobile device is being enrolled, the device must be redirected to the same instance where the pre-enrollment request is made so that the process completes successfully.

For more information about autodiscovery and MDM enrollment, see Device Enrollment with Mobile Device Manager.
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Important: 

Enrollment autodiscovery in MDM 2008 SP1 works for devices that are running Windows Mobile 6.1.4 or later. On Windows Mobile versions 6.1, 6.1.1, 6.1.2, and 6.1.3 autodiscovery will work only if all devices are all enrolled to the instance whose MDM Enrollment Server is referenced by the externally facing mobileenroll DNS A record; for example, mobileenroll.contoso.com.


Use filtering to block unauthorized access to the Alerter service

	For added security, you can add filtering rules to the internal perimeter firewall to block unauthorized traffic to the Alerter service port (UDP port 5359) on the managed device. 

Because the Alerter service communicates with managed Windows Mobile devices through the VPN tunnel, blocking port 5359 on external and internal firewalls does not impact Alerter communications (such as Wipe Now requests). Blocking port 5359 may provide additional security in the following instances:


On the internal firewall (between the company network and the peripheral network), blocking port 5359 helps prevent a "fake" Alert from being directly submitted to the Alerter client on the device by a malicious internal user. 


On the external firewall (between the peripheral network and the Internet) blocking port 5359 helps prevent a "fake" Alert from being submitted to the Alerter client through MDM Gateway Server by a malicious user on the peripheral network.


On the external firewall (between the Internet and the peripheral network), blocking port 5359 helps prevent a malicious Internet user from contacting the Alerter on MDM Gateway Server.

Blocking port 5359 in these instances is optional because the Alerter client validates the IP address of the alert request to ensure that it is coming only from MDM Gateway Server, and some of these ports may be blocked already by default.


Use network adapters that support receive-side scaling

	On MDM Gateway Server, you can improve performance for Windows Server 2003 Service Pack 2 by using network adapters that support Receive Side Scaling.


Use MDM Best Practices Analyzer

	You can use MDM Best Practices Analyzer Tool to analyze a group of servers to determine if prerequisites for deploying MDM are met. You can also use the tool to analyze servers post-deployment to verify things such as port settings. To download MDM Best Practices Analyzer Tool, see this Microsoft Web page:

http://go.microsoft.com/fwlink/?LinkID=127030


Restart MDM services if you reinstall Windows Server Update Services (WSUS) 3.0 SP1

	If you need to install and reinstall WSUS 3.0 SP1 for any reason, you must restart the SCMDMSoftwareDistributionService service when finished. This is necessary for the WSUS and MDM software distribution components to remain in sync. For procedures on how to restart the MDM software distribution service, see Stopping and Restarting MDM Device Management Server in the MDM Operations Guide.


SQL Server

Ensure that remote connections are enabled on a SQL Server installation

	Remote connections must be enabled on a SQL Server instance even if the MDM Device Management Server and MDM Enrollment Server roles are installed on the same server. If it is not enabled, the Administrator services will not function properly. Setup may complete with an error message that reads, "Could not restore inventory defaults"; or, none of the MDM Administrative services will start.


Delete MDM database and transaction logs after you reinstall SQL Server

	If you perform a new MDM installation over a preexisting installation and do not intend to upgrade the server, you must completely uninstall all server components and delete the SQL database (.mdf) and transaction log (.ldf) files from the previous installation. A remaining database or log file may produce Setup errors while reinstalling MDM after uninstalling the previous version. The reason is that the SQL scripts cannot create a new database and transaction log files if they already exist. If you do not remove the SQL database and transaction log files from the original installation, a data corruption error will occur and Setup will fail.


Ensure that the Database Master Key is backed up if you use SQL Server database encryption

	If you attempt to rebuild and restore an encrypted MDM database, you may receive an error when creating an enrollment request. It will state that the Database Master Key was not backed up with the database. The database error message, Event ID 2211, will appear in the Event Viewer stating that a master key must be created or used to open the database. MDM Database Master Keys for the MDM enrollment and the Device management databases are generated during setup and need to be backed up when the databases are backed up. For more information on how to back up and restore Database Master Keys see:

http://go.microsoft.com/fwlink/?LinkId=136510
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