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OFX Support Issues

This lesson covers several known communication and online issues specifically related to Open Financial Exchange (OFX). Many of these issues are noted in Microsoft Knowledge Base articles that may be helpful in troubleshooting OFX issues.

Problem with the Data Received

When SBA downloads statement information from a bank it expects that information to be in a pre-defined format. Occasionally, a file does not comply with the expected format. When you try to download statement information from your financial institution or brokerage house, you may receive a message similar to one of the following: 

There is a problem with the data received from this online provider. If the problem persists, call the provider's customer service number for help.

This error messages occurs if the response sent for your statement request is not properly formatted according to the OFX standards that Microsoft SBA expects. 

Improper Format

There can be several causes for this error message, listed below in the order of frequency: 

· Not a valid response according to the OFX Standards. This causes the response to fail to parse.

· Incorrect formatting of the data in the response: invalid length, content, or signs. 

· Invalid Header in the response. 

· Missing echo of a CLTCOOKIE request in the response. 

· Missing response for a request sent. 

To resolve this situation, make another connection attempt and force SBA to save log files. Use the appropriate OFX Analyzer to analyze the logs to identify formatting errors. 

Logging Calls
To log a file of a connection to an Open Financial Exchange (OFX) provider, go to the Company menu and select Preferences.  Select the General tab and check the box “log online banking transactions.”
This saves a log file in C:\Documents and Settings\<your user name>\My Documents\My SBA Log. 
Using the OFX analyzer Tool to Test OFX Files

Microsoft has created an OFX analyzer tool that can detect the causes for many, but not all, errors in an OFX response. These utilities rely upon the OFX parser supplied by Microsoft.

NOTE: If you use the wrong version of the analyzer, or try to use this utility on a machine that does not have SBA installed, you will receive the following error:
ERROR -- Parser Unable To Load
Refer to our Tools for OFX Developers, Solution Providers, and Financial Institution Partners page at http://www.microsoft.com/money/fi/forOFXPartners.mspx to obtain these files. SBA uses OFXAnlyz04.exe.
You will need to open the log file saved in C:\Documents and Settings\<local user>\My Documents\Small Business Accounting\Logs in a program such as WordPad. Copy the Request and Response sections separately to new WordPad documents and save the file as *.ofx . You will then be able to run these files through the parser. 

Use each of the following methods to find the problem causing the errors described in the Symptoms section above. 
Note: Money currently must be installed on your local machine in order to use the OFX Analyzer tool. 

Test for Correct OFX Tags and Content

Use the appropriate OFX Analyzer to parse the file for correct OFX tags and to verify that the contents of the response are correctly formatted, that each response is the correct length, and that each response has the proper sign for tag values. 
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Tips for Troubleshooting Parsing Errors

· The OFX Analyzer results are somewhat cryptic; the most important data it provides are the line number of the error and the cause of the parsing error.

· The utility does not analyze the Header of the file. If it returns any error referencing a line number, you need to add ~ 10 to the value when analyzing OFX 1.02 files. 
· It is best to view the response file with one tag per line. If the format of the response file does not separate each tag with a linefeed character, use a word processor utility such as Microsoft Word to replace each (<) with a (linefeed<).

· Look at the response file in a word processor such as Microsoft Word that displays line numbers. Look for the aggregate in the area of the reported line number + 10.  This is the area with the error.

Special Characters - Ampersands

For the purposes of Open Financial Exchange, a few characters must be handled as special characters. To represent a special character, use the corresponding escape sequence, as stated in the OFX spec 1.02 section 2.3.2.1 specifies the SGML escape sequence to be used for “<”, “>”, and “&”.

	Character
	Escape sequence

	< (less than)
	&lt;

	> (greater than)
	&gt;

	& (ampersand)
	&amp;


OFX 2.0 is XML and requires standard XML escape sequences, as specified in the 2.0 spec. section 2.3.1.1. In XML, the escape sequence for ampersands is the same as in SGML.

The improper formatting of tag values with ampersands is one of our most common customer service issues with OFX files. This is most often seen in <NAME> or <MEMO> tags. For example, the string “AT&amp;T” encodes “AT&T.” SBA would reject an OFX response with a value of “AT&T” with an error similar to the following:
There was a problem with the data received from your financial institution. If this problem persists, call the Customer Support number for your financial institution, listed on the Contact Information tab in the Online Banking area.
Verify the Header

To verify that the Header of the OFX response file contains the required components, follow these steps: 

Tip

Microsoft WordPad allows you to view the file in an easier format than Notepad. To open WordPad, click Start, point to Programs, point to Accessories, and then click WordPad.

1. Open the OFX file or response log in Microsoft WordPad to view the file. 

2. Verify that the file contains the required components and is followed by a blank line. 

a) OFX 1.02

OFXHEADER:100

DATA:OFXSGML

VERSION:102

SECURITY:NONE

ENCODING:USASCII

CHARSET:1252

COMPRESSION:NONE

OLDFILEUID:6D83D567-8771-11D1-9C73-0060088FF1EB

NEWFILEUID:6D83D569-8771-11D1-9C73-0060088FF1EB

Note

The OLDFILEUID and the NEWFILEUID tags will vary in content.

Checking for Missing CLTCOOKIE

Every CLTCOOKIE in an OFX request file must have an answering Cookie in the response file. To see if a missing CLTCOOKIE is the cause of the error, follow these steps. 

1. Open the OFX log file(s) in Microsoft WordPad. 

2. Verify that every CLTCOOKIE in the request log has a corresponding CLTCOOKIE in the response log. 

HINT: The quickest way to test this is to use the Find feature and count the number of CLTCOOKIE tags in the OFX Request and Response logs.
Checking for Corresponding Responses

Every Request sent by SBA must receive a response, even if the response contains an error code. To check that every request has a response, follow these steps: 

1. Open the OFX log file(s) in Microsoft WordPad. 

2. Look through both files and confirm that every <TRNUID>tag request in the OFX Request log is found in the OFX Response log.
Crash Recovery

SBA does not offer crash recovery therefore users who experience a failed call during an online payment or transfer transaction should verify that their transaction was processed by either checking their financial institution website or contacting their financial institution’s support department. They will then need to manually enter their transaction in SBA.
OFXxxx Error Codes
SBA currently does not support all OFX error codes when a connection can not be made. 
Common Server Issues

This section contains a listing of common issues seen in SBA. Taking these issues into consideration when developing an OFX server can prevent support calls.

Signage

SBA expects the signage of transactions to be from the perspective of the customer as specified in OFX Specification 3.2.9.2. 

Banking

SBA will accept any TRNAMT signage for any TRNTYPE.
<LEDGERBAL><BALAMT>

As mentioned, the OFX specification indicates that values should be signed from the perspective of the user. For accounts where a customer owes money, SBA expects the BALAMT to be negative. This would most commonly apply to Credit Card accounts. Other popular personal finance OFX clients have agreed with Microsoft on this point.

DateTime

According to OFX specification 3.2.8.2: Date and datetime also accept values with fields omitted from the right. They assume the following defaults if a field is missing:

	Specified date or datetime
	Assumed defaults

	YYYYMMDD
	12:00 AM (the start of the day), GMT

	YYYYMMDDHHMMSS
	GMT

	YYYYMMDDHHMMSS.XXX
	GMT


Banking implementation

If a date does not have any hours or GMT adjustment values, SBA interprets the time of the statement as midnight GMT. Since midnight GMT is 5 hours before midnight EST, SBAwould interpret a <DTPOSTED>20050505 as 7 PM on 5/4/05 if the system time zone were EST. In this case, SBA would display the date as 5/4/05, rather than 5/5/05. 

Additionally, if the date includes a datetime designation such as 20050505050000 for a server in EST, SBA converts the date to GMT, and then converts it back to the LOCAL time zone (not the server's). If a customer were connecting from the Pacific coast, SBA considers the time of the transaction to be 9PM 5/4/05, which is one day earlier than expected. 

Recommendations

Microsoft recommends that servers either send server time in full datetime format or send dates with a datetime format that equates to Noon GMT, such as CCYYMMDD120000. With this format, SBA displays the expected date for almost any time in the world. In the example above, a <DTPOSTED>20050505120000 would always display as 5/5/05 anywhere the world except for the center of the Pacific Ocean.

Microsoft recommends this for the following tag values:

· DTASOF

· DTDUE

· DTEND

· DTPMTPRC

· DTPOSTED

· DTSTART

· DTXFERPRJ

Payment Implementation

SBA sends payment requests in GMT For example, if the system time zone is EST, and SBA sends an Epay request with a due date of May 25, 2005 as <DTDUE>20050525120000, it indicates that the payment is due at 12 PM on 5/25/00 in GMT.

Date of Transactions Displayed in Register
SBA uses the date entered by the user rather than the  DTPMTPRC or DTPOSTED`
 date supplied by the server when entering a transaction in the register. Even after matching the downloaded transaction to the transaction recorded in the Account Register 
Transfers Sent on Weekends

SBA allows transfer requests (XFER) on any day of the week, not just business days. 

SBA Known Client Side Issues

Payment Requests

SBA allows a user to change the Payee Name of an existing payee. Some servers will reject this request with a CODE 2000, and <MESSAGE> Invalid Payee Name. In this case, the user must rename the Payee to its original Payee Name and then resubmit the payment request. 

Banking Holidays:  Please note that SBA does not take into account Banking Holidays when users send a payment request. Therefore, for some requests, a user may encounter a CODE 2014 “Date to soon” response from the server. Financial Institution’s will need to instruct their Users to consider the number of business days it will take before their payment is paid <DfltDaysToPay>. If the number of business days required to pay falls on a holiday the user will need to either make their payment a day earlier or a day later.
Server Migration

When a financial institution has to migrate to a new or updated OFX server, their customers may have to modify certain online data in Microsoft OFX clients to ensure uninterrupted service. During this migration, customers may have to de-provision and re-provision their services in SBA. 
To de-provision services:

· In SBA Client click on Setup Online Banking in the Banking Menu under Bank Online.

· Select Bank Account and Click Next to log on page

· Enter User ID and Password and click NEXT

· At “Match Small Business Accounting Accounts with Online Accounts” select the radio button “Do not set up this account” and click NEXT

· An information message will display “You have selected to remove the mapping of an online account. Online banking and related services will no longer be available with this account. Are you sure you want to continue?” Click YES.

· Continue with the above steps for all accounts set up at the financial institution

To re-provision services

· Click on Setup Online Banking in the Banking Menu under Bank Online

· Select Account Name you would like to re-map to the new entity and click NEXT

· Select new financial institution entity and click NEXT

· Enter User ID and Password

· Match downloaded accounts to accounts in client
SBA requires that a new Financial Institution entity be created on Microsoft’s Branding server. Users will then need to re-map their Bank Accounts to the new financial institution entity after they re-enable services in the SBA client. 
Note: Any changes to the branding .xml file for an institution will require the de-provisioning and re-provisioning of services and the above steps for new values to be recognized by the client. 

Credit Card Transfers

SBA does not support transfers for credit cards regardless of weather the financial institution supports this or not. 
Status CODEs

The OFX specification includes lists of appropriate Status CODE values for each XXXTRNRS. Often, OFX server developers use any OFX STATUS code in the OFX Specification Status Code Appendices, without verifying that the CODE is appropriate for the particular transaction response. Servers should send only appropriate Status CODEs.

Please note that SBA does not reject a response that contains an inappropriate Status CODE, therefore correct status CODEs sent from the server are important for the best user experience. 
Also note that SBA relies primarily on server side validation and does little in the way of client side validation for the user. Please but sure to send appropriate user friendly message responses with every error code.
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