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Abstract

This paper describes how the Microsoft® Windows Vista™ operating system supports personal storage devices such as USB flash disks, CD and DVD drives, and floppy disk drives. It discusses the driver stacks in Windows Vista and the access permissions that are set for removable storage devices in relationship to User Account Control (UAC) in Windows Vista.

Important: Many applications that are designed to work with removable media devices check whether the current user is logged on with Administrator privileges and then make requests as if those permissions apply for device access. Under UAC in Windows Vista, device access permissions behave differently from earlier versions of Windows. This paper provides information to help application developers to understand the related issues and apply best practices in designing device-plus-software products that work well with Windows Vista.

The current version of this paper is maintained on the Web at: 

http://www.microsoft.com/whdc/device/storage/remstorperms.mspx
References and resources discussed here are listed at the end of this paper.

Contents

3Introduction


3About Hot-Pluggable and Removable Media Devices


4Background for Developers and Product Designers


5Driver Stack Architecture


5Driver Stack for Hot-Pluggable Devices


6Driver Stack for Devices with Removable Media


8Hot-Pluggable Devices and Windows Vista


8Driver Stacks and Devices with Removable Media


9Locking and Write Caching with Removable Media


11Driver Stack Summary by Device Type


12Access Permissions and Device Interfaces


12Elevated Privileges for Accessing Removable Media Devices


13ACLs and the Device Driver Stack


14I/O Manager and Removable Media Device ACLs


14PnP Manager and Removable Media Device ACLs


14Group Policy Service for Removable Storage Devices ACLs


15Security Check Process in Windows Vista


17Summary and Call to Action


17Vendor Calls to Action


18References




Disclaimer

This is a preliminary document and may be changed substantially prior to final commercial release of the software described herein.

The information contained in this document represents the current view of Microsoft Corporation on the issues discussed as of the date of publication. Because Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee the accuracy of any information presented after the date of publication.

This White Paper is for informational purposes only. MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the rights under copyright, no part of this document may be reproduced, stored in or introduced into a retrieval system, or transmitted in any form or by any means (electronic, mechanical, photocopying, recording, or otherwise), or for any purpose, without the express written permission of Microsoft Corporation.

Microsoft may have patents, patent applications, trademarks, copyrights, or other intellectual property rights covering subject matter in this document. Except as expressly provided in any written license agreement from Microsoft, the furnishing of this document does not give you any license to these patents, trademarks, copyrights, or other intellectual property.

Unless otherwise noted, the example companies, organizations, products, domain names, e-mail addresses, logos, people, places and events depicted herein are fictitious, and no association with any real company, organization, product, domain name, email address, logo, person, place or event is intended or should be inferred.

© 2006 Microsoft Corporation. All rights reserved.

Microsoft, BitLocker, ReadyBoost, Win32, Windows, Windows Server, and Windows Vista are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or other countries.

The names of actual companies and products mentioned herein may be the trademarks of their respective owners.

Introduction

This paper describes certain implementation details for how the Microsoft® Windows Vista™ operating system supports personal storage devices such as USB flash disks, CD and DVD drives, and floppy disk drives. It discusses the default access permissions for these storage devices in relationship to User Access Control (UAC) in Windows Vista.

This paper is intended for product designers, applications developers, and driver developers who create personal storage products that work with PCs running Windows Vista. In particular, this paper provides background information for hardware vendors who create removable storage products that include supporting software applications. This information is also useful for application developers who create software packages such as CD-burn utilities or other software that sends requests to personal storage devices that support removable media.

Note: This paper addresses only Windows Vista implementations related to the driver stack and access permissions for removable storage devices. This paper does not address other Windows Vista features that use removable storage devices, such as Microsoft Windows® BitLocker™ Drive Encryption or Microsoft Windows ReadyBoost™ technology.

About Hot-Pluggable and Removable Media Devices

In this discussion, personal storage devices are categorized into the following types:

Fixed: Devices that cannot be easily added to or removed from the machine while the system is running. SCSI and ATA disks are examples of fixed storage devices.

· Hot pluggable: Devices that can be added to or removed from the machine while the system is running. USB flash disks and IEEE 1394 disks are examples of hot-pluggable storage device.

· Removable media: Devices from which the storage media can be removed, such as CD or DVD drives. Such devices could be:

Fixed with removable media: Devices in which the storage media alone can be removed, but the device cannot be removed from the PC system. An ATA Packet Interface (ATAPI) CD drive is an example of a fixed drive with removable media.

Hot pluggable with removable media: Devices that are attached through a hot-pluggable bus such as USB and that contain media that can be removed separately from the removal of the device. A CD drive plugged into a USB slot is an example of a hot-pluggable drive with removable media. 

Note—Hot Plugging per Connector Interface: The USB and IEEE 1394 connector interfaces are specifically designed for hot-pluggable devices, and the built-in Windows class drivers provide comprehensive support for hot plugging. For other connector interfaces, devices might be capable of hot plugging, but this capability requires asynchronous notification to the upper driver stack, which Windows drivers do not support. This affects the following connector types:

· SCSI disks, which can be hot pluggable, but this capability is not supported in Windows drivers.

· Fibre Channel devices, which are inherently hot pluggable, but Windows drivers do not support this feature.

· Parallel ATA (PATA), for which some vendors offer hot pluggable devices, but Windows drivers treat these only as fixed devices.

Background for Developers and Product Designers

In this paper, it is assumed that the reader has basic familiarity with related technologies and features in Windows Vista:

· User Access Control (UAC). The UAC feature runs processes with a nonprivileged token unless the user specifically requests to run with elevated privileges. For background information, see "User Account Control" in the Windows Vista User Experience Guidelines on MSDN at:
http://msdn.microsoft.com/library/en-us/UxGuide/UXGuide/Environment/UAC/UAC.asp?frame=true
· Basic Windows device driver information. For background information about the architecture for storage device drivers, see "Storage Driver Architecture" in the Windows Driver Kit (WDK) documentation, online at: 
http://msdn2.microsoft.com/en-us/library/ms801427.aspx
· Basic Windows Vista application compatibility issues. For background information, see the "The Windows Vista Developer Story: Application Compatibility Cookbook" on MSDN at: 
http://msdn2.microsoft.com/en-us/library/aa480152.aspx 
This paper discusses the driver stacks, device capabilities, and access permissions for the kinds of personal storage devices in Table 1. Connection types discussed in this paper are summarized in Table 2.

Table 1. Personal Storage Device Types

	Device type
	Description

	USB flash disk (UFD) 

 
	Small USB-based flash drive for storing data.

	Secure Digital memory card (SD disk) 
	A small form-factor flash disk for storing data.

	Memory stick 
	A small form-factor flash disk for storing data.

	Compact disc (CD) 
	An optical disk that can be a read only-media (CD‑ROM) or have read and write capabilities (such as CD-RW).

	DVD 
	An optical disk that has much higher capacity compared to a CD; typically used to store movies and videos. Some DVDs are read and write (DVD-RW), and some are read only.

	Windows Portable Device 
(WPD) 
	Devices such as cell phones and music players that can also be used for storing data.


Table 2. Connector Interfaces

	Connector
	Definition

	USB 
(Universal Serial Bus) 
	An external bus for connecting peripheral devices such as mouse devices, keyboard, and disks to computers.

	IEEE 1394 
(also known as FireWire) 
	A fast external bus for connecting peripheral devices such as disks and video camera to computers.

	ATA 
(AT attachment)
	An interface standard for mass storage devices in which the controller is integrated into the disk drives or CD drives.

	SCSI 
(Small Computer System Interface) 
	An interface standard for attaching peripheral devices such as disk drives and printers to computers.


Driver Stack Architecture

This section discusses the device driver stack that Windows Vista installs for hot-pluggable devices and for drives that accept removable media. In general:

· Disk devices have three driver layers: storage, volume, and file system.

· Storage devices such as CD, DVD, and floppy disk drives have two driver layers: storage and file system.

This section introduces storage driver stack behavior in Windows Vista for product design and application developers. For device driver developers, it provides a brief overview, highlighting some unique driver implementation issues for personal storage devices in Windows Vista.

Driver Stack for Hot-Pluggable Devices

Figure 1 describes the driver stack for a hot-pluggable device such as a UFD, including the effects of access control list (ACL) settings. For details about access permissions issues for this device driver stack, see "ACLs and the Device Driver Stack," later in this paper.
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Figure 1. Driver Stack for Hot-Pluggable Device (UFD)

The following discussion describes how Windows builds this stack and how applications can access device interfaces, starting with the bottom of the stack.

Storage Driver Stack for Hot-Pluggable Devices. When a removable device such as a UFD is plugged into the system, Windows constructs a storage driver stack for the device:

· A storage port driver—such as Usbstor.sys or Sdbus.sys—which creates a physical device object (PDO).

· A disk class driver—Disk.sys—which creates a functional device object (FDO) for the device and an interface through which applications can directly access the drive.

Requests to the disk interface are sent directly to the storage driver stack. Applications can query the disk interface by using the Plug and Play application programming interfaces (APIs), which typically have the prefix SetupDiXXX and are documented in the Windows Software Development Kit (SDK). For example, SetupDiGetClassDevs can be used to query devices of a certain device class. The device class is indicated by a globally unique identifier (GUID).

Volume Manager and File System Stacks for Hot-Pluggable Devices. Windows constructs a volume manager stack for the storage medium on the disk, which is managed by the volume manager driver. If the media is formatted, a file system stack is mounted for whatever file system was used to format the disk—FAT, FAT32, and so on.

For example, supposed the drive letter G is assigned to the drive:

· Applications access the volume directly by opening a handle to drive G and then sending requests to the device through that handle. These requests are processed by the volume manager driver. Format and Check disk operation (chkdsk) are examples of applications that directly access the volume.

· If a file within this volume is accessed by an application, then the file system handles the requests.

Driver Stack for Devices with Removable Media

When a device that supports removable media—such as CD, DVD, and floppy disk drives—is hot plugged into a PC system or is detected when the system is starting, Windows constructs only two stacks: a storage driver stack and a file system stack. Notice that there is no volume manager because such drives cannot be partitioned, so they never contain volumes to be managed.

Figure 2 describes the driver stack for removable media devices. For details about access permission issues for this device driver stack, see "ACLs and the Device Driver Stack," later in this paper.
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Figure 2. Driver Stack for CD or DVD Drive

Storage Driver Stack for Removable Media. This driver stack is constructed first, typically consisting of the following:

· A storage port driver, which creates a PDO for the drive.

· The CDROM class driver (Cdrom.sys), which creates an FDO.

This class driver creates an interface through which applications can send commands to the storage stack directly. This interface is similar to the one created by the disk class driver for fixed storage devices. This interface can be queried by using Windows Plug and Play APIs.

· Any filters drivers, which create filter device objects and attach them to the device stack.

File System Stack for Removable Media. When a CD or DVD disc is added to the drive, the file system stack is built. Any access to the files or directories on the media is managed by the file system drivers, such as a CD‑ROM file system (CDFS).

Applications can access the drive directly, bypassing the file system, by opening a handle to the interface that the storage driver stack created. This action is managed by the storage drivers. Applications require direct access to the drive for operations such as burning an image to CD\DVD media.

Notes for Driver and Application Developers

· For detailed information related to peripheral storage device drivers, see "Storage Driver Architecture" in the WDK documentation at: 
http://msdn2.microsoft.com/en-us/library/ms801427.aspx
· For information about SetupDiXXX APIs such as SetupDiGetClassDevs, see:

"Device Installation Functions" in the WDK documentation, online at: 
http://msdn2.microsoft.com/en-us/library/ms792954.aspx 
"Device Management Functions" in the System Services documentation on MSDN at:
http://msdn2.microsoft.com/en-us/library/aa363234.aspx
Hot-Pluggable Devices and Windows Vista

When a hot-pluggable device such as a UFD device is added to the system, Windows detects the device and installs the driver. User intervention might be required if proprietary drivers are provided by the device vendor or if device drivers are not available in-box. Windows creates a driver stack as described in Figure 1 earlier in this paper. When such a hot-pluggable device is removed from the system, Windows Vista tears down its storage driver stack and volume manager stack, and the file system is dismounted.

Flash cards such as Memory Stick and SD are small form factor removable devices. The flash media reader is typically a PCI device that is fixed in the machine. In addition to supporting removable media, USB card readers are also hot pluggable. When a flash card is inserted in the card reader, Windows constructs the storage driver stack and a volume stack, and mounts a file system, as described in Figure 1 earlier in this paper.

When the flash card is removed from the reader, Windows removes all three driver stacks. As with UFD, these flash cards include both the storage device and the media, where the device components are inseparable.

Driver Stacks and Devices with Removable Media

This section discusses devices where the storage media can be removed without removing other physical components of the device. For example, a DVD device could be either fixed or hot pluggable, but the DVD media can be added or removed from the drive without affecting the drive itself.

When a removable media device is connected to a system, Windows builds the driver stack as described in Figure 2 earlier in this paper.

· If this device is hot pluggable, the storage stack is installed when the device is added and uninstalled when the device is removed.

· If this device is fixed, the driver stack is installed when the system is started.

When CD or DVD media is placed in the drive, a file system such as CDFS or a universal disk file system (UDFS) is mounted. When the media is removed, the file system is dismounted, but the storage driver stack remains functional.

A floppy disk drive with a disk is another type of removable media device. The driver stack for the floppy disk drive remains unchanged when a disk is inserted or removed from the drive. Commands can be sent to the drive, whether or not a disk is present, although data transfer operations can be performed only when media is present.

A CD, DVD, or floppy disk drive can also be a hot-pluggable device—for example, a USB CD drive or a USB floppy disk drive. In this case:

· When the drive is added to the system, Windows constructs the driver stack and the interface to the drive becomes available.

· When media is added to the drive, Windows mounts a file system if the media is formatted.

· When the media is removed from the drive, Windows dismounts the file system, whether the drive is fixed or hot pluggable.

· When the drive is removed from the system, Windows removes the driver stack and the drive interface is also removed.

The CD or DVD driver stack and the floppy disk driver stack set the FILE_REMOVABLE_MEDIA characteristic in the device object, which indicates that the media is removable. To query this characteristic, applications should use SetupDiGetDeviceRegistryProperty, as described in the Windows SDK.

The FILE_REMOVABLE_MEDIA characteristic is also set for a disk device object if the device driver sets the Removable property in response to SCSI INQUIRY requests. Some UFD vendors choose to set the Removable property in SCSI INQUIRY responses even though the storage media cannot be separated from the physical device. This setting works effectively with Windows write caching capabilities to prevent data loss (as discussed in the following section), but it can affect performance because applications access the device continually rather than write to the cache.

For additional information about the Removable property, see "ACLs and the Device Driver Stack," later in this paper.

Note: SCSI INQUIRY requests and SCSI pass-through capabilities discussed in this paper refer to the interface that applications use to send requests to devices. This calling interface is not related to whether the connector or the device is actually SCSI based.

Locking and Write Caching with Removable Media

Some removable media devices such as CD, DVD, and floppy disk drives are designed to provide a lock/unlock feature in hardware. An application can request that such a drive be locked when a media is added in the drive. This feature helps an application to ensure that the storage medium is not removed unexpectedly while data is being written to the media. When the drive is locked, the user cannot remove the media.

To identify whether a drive supports locking, an application can use IOCTL_STORAGE_MEDIA_REMOVAL to lock the drive. If this IOCTL succeeds, the drive is locked. The same IOCTL can also be used to unlock the drive. 

To improve I/O throughput, Windows operating systems provide write caching for storage media. This cache is used when applications read from or write to the device. The data in this cache is periodically written to the storage medium. This is referred to as write caching.
· For a fixed device, Windows will do write caching by default. This appears in the device’s properties as Enable write caching on the disk.
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· For a hot-pluggable device, the user can choose these settings in Device Manager:

Optimize for quick removal. This setting causes the file system to bypass the cache and immediately write data to the storage media.

Note: This option is set by default for hot-pluggable devices and for removable media devices in a drive that does not support locking.

Optimize for performance. This setting causes the file system to do Lazy Writing.
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· For removable media devices, Lazy Writing is enabled only if the drive supports locking. This helps avoid data loss if the user removes the media before the file system finishes writing data from the cache.

For an application to retrieve information about a device’s write cache property, use the STORAGE_WRITE_CACHE_PROPERTY structure with the IOCTL_STORAGE_QUERY_PROPERTY request.

Driver Stack Summary by Device Type

Table 3 summarizes the driver stacks that are created and other Windows actions for various device types, depending on whether the device is available at boot time and whether media is present in the device.

Table 3. How Driver Stacks Are Created and Removed, per Device Type

	Device and media
	Event
	Windows action

	Fixed device with fixed media
	Boot time
	· Create storage driver and volume manager stacks

· Mount a file system 

	Hot-pluggable device with fixed media
	When the device is hot plugged
	· Create storage driver and volume manager stacks

· Mount a file system 

	Fixed or hot-pluggable device with removable media
	Boot time (no media present in the driver)
	· Create only a storage driver stack

	Fixed or hot-pluggable device without removable media
	When media arrives in the device
	· Mount the file system 

	Device with removable media
	When the media is removed
	· Dismount the file system

	Device with fixed media
	When the device is removed
	· Dismount the file system

· Tear down the storage driver and volume manager stacks


Note for Driver Developers:

For more information, see: 

· "Querying for the Write Cache Property" in the WDK documentation, online at: 
http://msdn2.microsoft.com/en-us/library/aa508863.aspx
· IOCTL_STORAGE_MEDIA_REMOVAL reference documentation in the MSDN library at: 
http://msdn2.microsoft.com/en-us/library/aa363416.aspx
Access Permissions and Device Interfaces

This section provides an overview of how the UAC feature in Windows Vista affects driver and application behavior. It provides some implementation guidelines for both application and driver developers to address new issues for personal storage devices in Windows Vista.

UAC Background. In Windows Vista, UAC runs each process with a nonprivileged token unless the user specifically requests to run with elevated privileges—for example, by right-clicking an application launch shortcut and clicking Run as Administrator or by confirming a Windows prompt for a specific action. Figure 3 shows a UAC prompt.
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Figure 3. UAC Prompt in Windows Vista

The Full and Execute access capabilities discussed in this section are defined in Table 4.

Table 4. Access Capabilities and Related Permissions

	Access type
	Capabilities

	Full 
	Allows Read, Write, and Execute.

	Execute 
	Allows the caller to send only those I/O control requests (IOCTLs) that are marked as FILE_ANY_ACCESS, which does not include READ or WRITE access.

Any IOCTLs that require FILE_READ_ACCESS or FILE_WRITE_ACCESS cannot be sent to the device if the caller has only Execute access.


Elevated Privileges for Accessing Removable Media Devices

Applications use the SCSI pass-through mechanism to send SCSI requests to devices through the interface that the storage driver stack provided. To send such a request, an application must open a handle to the storage driver interface for Read and Write access. In Windows Vista, Full access for Read and Write operations is granted only to privileged users (Administrators and SYSTEM).

Application such as CD-burning applications or video games that use SCSI pass-through requests to send commands to devices require Full access to the storage device driver’s interface. However, such requests require elevated privileges to send commands to the drive, and in Windows Vista, the user is not granted elevated privileges by default, even if the user is a member of the Administrator group. Therefore, applications that assume that the access permissions for device access will be the same as the logged-on user’s permissions might break if an operation requires elevated privileges. Such an application would fail to open a handle to the storage device driver interface, and therefore the application would fail to work in Windows Vista.

Important: It is not necessary to change these applications to be "UAC aware" and prompt the user for elevation of privileges for specific operations. Such a change would break application compatibility between Windows Vista and earlier versions of the Windows operating system. Instead, Windows Vista grants higher privileges by default to the Interactive User (IU) group for CD and DVD drives that have the Removable property set. This default allows applications to open a handle to removable media drives for sending SCSI pass-through requests without prompting the user for elevation of privileges.

For more information about the Removable property, see "Driver Stacks and Devices with Removable Media," earlier in this paper.

ACLs and the Device Driver Stack

The access to the volume and the device are controlled by ACLs that are set on each of the respective interfaces. ACLs on the device interface determine:

· Whether the user receives the requested access permission when an application requests to open a handle to the device.

· Which commands can be sent to the device.

The driver stacks for removable media such as a CD drive can have more than one interface:

· The one associated with the PDO, which is managed by the port driver.

· The one associated with the FDO, which is managed by the class driver (Cdrom.sys).

The driver stack for hot-pluggable devices such as UFD also offers an interface to the volume manager. For example, the Format.com application would open a handle to the volume interface to format the volume.

For direct access, applications can use the port driver and class driver interfaces to open a handle to the drive. For example, if an application wants to send a SCSI command to the device through the physical drive interface, the process is as follows:

· The application first opens a handle to the drive interface for Read and Write access.

· After the handle is opened successfully, the application can use the Microsoft Win32® API DeviceIoControl to send the SCSI request to the device.

When the driver stack creates the device interface, an ACL is applied on that device. The ACL’s access control elements (ACE) describe the user groups and related access permissions. For example, an ACE for the Administrators group might describe the Read and Write access permissions that administrators have for that device interface.

When an application attempts to open a handle to the device, the I/O manager uses the device’s ACL to determine whether the caller is allowed the requested access. For example, if the caller requests a handle to the device for Read and Write access, the handle is provided only if the caller is allowed to read and write through that interface. If the caller does not have the requested access permissions, the I/O manager returns an Access Denied error and the open handle request fails.

Device ACLs are created by these Windows Vista components: I/O manager, PnP manager, and the new Group Policy Service for removable storage devices.

I/O Manager and Removable Media Device ACLs

When the driver stack creates the device object, the I/O manager sets a default ACL that is based on the device type. The default ACL gives Full access to SYSTEM and Administrators, and it gives only Execute access to everyone else.

· By default in Windows Vista, the I/O manager grants the IU group Full access for device objects for removable media devices such as CD drives and for those disk device objects that have defined FILE_REMOVABLE_MEDIA characteristics.

Note: In earlier versions of Windows, the entry for IU was not present in the ACL that was set by the I/O manager. The Windows Vistas I/O manager provides Full access to the IU group, so that applications can receive direct access to a volume without requiring elevation of privilege, as discussed earlier. However, UFD devices that do not set the Removable property do not benefit from this because the I/O manager does not treat them as removable.

· The disk class driver sets the FILE_REMOVABLE_MEDIA characteristic if the identity data—received from the device in response to the SCSI INQUIRY command—has the Removable property set. Because some UFD devices set this property even though they are not truly removable media, the I/O manager treats such devices as removable disks and provides the IU group Read and Write access to the volume.

· By default, the Windows Vista I/O manager gives only Execute access for remotely connected users for removable media device objects (CD devices) and for those disk device objects that have FILE_REMOVABLE_MEDIA characteristics set. Because of this, remote users cannot burn data by using a CD or DVD drive or perform backup to an optical media or format a removable disk. Administrators can set the Removable Storage Access group policy to override the default behavior. When this policy is set, the I/O manager grants Full access to remote user for these devices, allowing read and write capabilities.

PnP Manager and Removable Media Device ACLs

When the device driver stack is started, the PnP manager changes the ACL on the device only if the device’s key in the registry specifies a security descriptor for that device. The device vendor can set this descriptor by using SetupDiSetDeviceRegistryProperty API, where:

Property = SPDRP_SECURITY
Property value = a Security Descriptor
Property size = the size of the Security Descriptor

These properties can also be set through a driver package installer, by specifying the related parameters in an INF file.

Group Policy Service for Removable Storage Devices ACLs

This is a new service in Windows Vista that lets administrators set ACLs for the volume interface for disks and the volume interface for CD or DVD, tape and floppy disk drives, and WPD devices through the Group Policy framework. This group policy can be changed dynamically. When the policy is applied to the machine, the service updates the ACL for the devices. The ACL that is applied by this service overrides the default ACL that was set by the I/O manager and the PnP manager.

The Group Policy Service sets the ACL on the volume interface for the disk, but not on the interface that the disk class driver provided. This is because, when an application accesses files and directories on the volume, I/O manager uses the ACL on the corresponding volume object to determine whether the caller has the required access permissions. Therefore, by setting the ACL on the volume device object, the Group Policy service enforces the access rights that the administrator set for that volume.

Security Check Process in Windows Vista

When an application attempts to open a handle to the device interface, the I/O manager checks whether the user has been granted the access permissions that are requested in the CreateFile call. If yes, the handle is opened; otherwise, the call fails with error ACCESS_DENIED.

After the handle is opened, the application can send commands directly to the device, typically by using an IOCTL. For example, to send a SCSI pass-through command, an application would use IOCTL_SCSI_PASS_THROUGH or IOCTL_SCSI_PASS_THROUGH_DIRECT.

Each IOCTL has the required access permissions encoded. For example:

· IOCTL_DISK_GET_PARTITION_INFO requires just Read access.

· IOCTL_SCSI_PASS_THROUGH and IOCTL_SCSI_PASS_THROUGH_DIRECT require the caller to have opened the handle to the interface (which is provided by storage device driver) for both Read and Write access.

The opcode in the command descriptor block (CDB) that is given in the SCSI pass-through request is not checked to determine whether Read, Write, or both Read and Write access is required. That is why Windows always requires the handle to the device to be opened for Reads and Writes for pass-through requests, even if the application is only doing a read, a write, or no data transfer at all.

IOCTL_DISK_VERIFY can be sent without regard to the access permissions that were requested in a CreateFile call. When the I/O manager receives an IOCTL, it checks the access permissions required for that IOCTL and compares them with the access permissions granted to the caller in the CreateFile call. If there is a match, the IOCTL is sent to the target device; otherwise, the IOCTL call is failed with the error ACCESS_DENIED.

For example, if the caller has opened a handle for Read-only access:

· IOCTL_SCSI_PASS_THROUGH fails with error ACCESS_DENIED because it requires both Read and Write access.

· IOCTL_DISK_GET_PARTITION_INFO is sent to the driver stack because it requires only Read access.

Note for Developers and Designers

· For information about Windows Vista security features, Plug and Play changes, and related issues, see the white paper titled Kernel Enhancements for Windows Vista and Windows Server Longhorn at: 
http://www.microsoft.com/whdc/system/vista/kernel-en.mspx
· For more information about setting the FILE_REMOVABLE_MEDIA characteristic, see "Specifying Device Characteristics" in the WDK documentation, online at: 
http://msdn2.microsoft.com/en-us/library/ms794695.aspx
· For more information about SCSI pass-through and Windows:

"SCSI Port I/O Control Codes" in the WDK documentation, online at: 
http://msdn2.microsoft.com/en-us/library/ms804574.aspx
"INFO: SCSI Pass Through Functionality and Limitations" KB:
http://support.microsoft.com/default.aspx?scid=kb;EN-US;Q251369
Summary and Call to Action

Table 5 lists various hot pluggable device types and their capabilities and default access rights.

Table 5. Hot Pluggable Device Types and Characteristics

	Device type
	Removable media
	Hot pluggable
	Windows Vista default access rights for device

	USB flash disk
	No
	Yes
	· Admin and SYS: Full

· Other nonprivileged users: Execute only

	Flash media in USB reader
	Yes
	Yes
	· Admin, SYS, and IU: Full

· Remote: Depends on group policy2
· Other nonprivileged users: Execute only

	USB hard disk
	No
	Yes
	· Admin and SYS: Full

· Other nonprivileged users: Execute only

	1394 hard disk
	No
	Yes
	· Admin and SYS: Full

· Other nonprivileged users: Execute only

	Serial ATA (SATA) hard disk

(external or internal)
	No
	Yes3
	· Admin and SYS: Full

· Other nonprivileged users: Execute only

	Media in ATAPI CD/DVD drive
	Yes
	No
	· Admin, SYS, and IU: Full

· Remote: Depends on group policy2
· Other nonprivileged users: Execute only

	Media in USB CD/DVD drive
	Yes
	Yes
	· Admin, SYS, and IU: Full

· Remote: Depends on group policy2
· Other nonprivileged users: Execute only

	Media in 1394 CD/DVD drive
	Yes
	Yes
	· Admin, SYS, and IU: Full

· Remote: Depends on group policy2
· Other nonprivileged users: Execute only

	Flash media in PCMCIA reader
	No
	Yes
	· Admin, SYS, and IU: Full

· Remote: Depends on group policy2
· Other nonprivileged users: Execute only 

	SD card in SD host controller
	No
	Yes
	· Admin, SYS, and IU: Full

· Remote: Depends on group policy2
· Other nonprivileged users: Execute only 

	Floppy disk in standard floppy disk controller
	Yes
	No
	· Admin, SYS, and IU: Full

· Remote: Depends on group policy2
· Other nonprivileged users: Execute only 

	Super floppy disk drive (USB)
	Yes
	Yes
	· Admin, SYS, and IU: Full

· Remote: Depends on group policy2
· Other nonprivileged users: Execute only 

	1
The basic user categories in this table are:

· Admin: Any user who is logged on as a member of the Administrator group.

· IU: Interactive User. Any user who is logged on to a PC at the console.

· Remote: Any user who is logged on remotely and not logged on to a PC at the console.

· SYS: The predefined local account that is used by the service control manager. 
2
Remote access rights: If the Group Policy allows remote users direct access to devices, then Full access is given to them; otherwise, only Execute access is granted.

3  
Windows typically sets SATA hard disk drives so that they are "Optimized for Performance."


Vendor Calls to Action

For hardware vendors:

· Design applications that support removable media devices to work well with Windows Vista, including accommodating the UAC issues discussed here.

· Ensure that all components that support personal storage devices and removable media are tested for compatibility with Windows Vista.

· Ensure that product support personnel have the information and education to troubleshoot end-user issues that are related to UAC and access permissions.

· Design products to meet the Windows Logo Program 3.0 requirements for Windows Vista.

For application developers:

· Test all applications that are designed to work with removable media devices for application compatibility on Windows Vista.

· Follow best practices for application compatibility, as described in "The Windows Vista Developer Story: Application Compatibility Cookbook" on MSDN.

For driver developers:

· Ensure that all driver components support a removable storage device and are tested to work well on modern PCs that are running Windows operating systems, as documented in the WDK.

· Test all drivers and driver installation packages for compatibility on Windows Vista, as summarized in Driver Compatibility for Windows Vista on the WHDC Web site.

· Follow best practices for device driver and driver package design and implementation, including requirements for Windows Logo Program 3.0.
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