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Abstract
Abstract
Registry reflection in the 64-bit version of Windows® 32-bit On Windows 64-bit (WOW64) copies specific registry keys and values between the 32-bit and 64-bit views of the registry to keep them synchronized, but conflicts can occur. This paper describes mechanisms for controlling registry reflection to prevent conflicts between 32-bit and 64-bit applications. 
This information applies for the following operating systems:
	Windows Vista® 
	Windows Server® 2008
	Windows Server 2003
	Windows XP Professional x64 Edition
The current version of this paper is maintained on the Web at: 
	http://www.microsoft.com/whdc/system/platform/64bit/RegReflect.mspx 
References and resources discussed here are listed at the end of this paper.
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Introduction
The 64-bit version of Windows® 32-bit On Windows 64-bit (WOW64) provides a 32bit emulation layer on 64-bit versions of the Windows operating system. One of the primary responsibilities of WOW64 is to isolate 32-bit applications from 64-bit applications, which includes preventing file and registry collisions. 
To prevent registry collisions, WOW64 presents 32-bit applications with an alternative view of the registry by splitting key portions of the registry (most importantly, HKLM\Software) into a 32-bit view and a 64-bit view. 
Although having two views of HKLM\Software prevents collisions between 32-bit and 64-bit applications, these applications still must have a level of interoperability through COM and other mechanisms. Registry reflection copies specific registry keys and values between the two registry views to keep them synchronized. However, occasionally conflicts occur that prevent applications from running correctly.
This paper describes mechanisms for controlling registry reflection in Windows XP Professional x64 Edition, Windows Server® 2003 with SP1, Windows Vista®, and Windows Server 2008 to prevent conflicts between 32-bit and 64-bit applications.
Note: Registry reflection has been removed from Windows 7, Windows Server 2008 R2, and later releases of Windows. 
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Registry reflection was first introduced in Windows XP Professional x64 Edition as part of WOW64. Reflection was fully enabled by default and could not be disabled or modified.  
The default registry reflection behavior depends on the order in which applications are installed and therefore the order in which registry keys are created: 
If a key is first created in one view of the registry, it is created by reflection in the other view of the registry. For example, if a key is created in the 32-bit registry, it is also created in the 64-bit registry. 
If a key that already exists in one view of the registry is created in the other view, the existing key's value is overwritten with the new registry key value by reflection. For example, if a key that already exists in the 64-bit registry is created in the 32-bit registry, then the 64-bit registry key value is overwritten with the new value in the 32-bit registry. 

The reflection operation actually occurs when the handle to the open key is closed after an update operation. If the application never closes the handle, then the reflection operation occurs when the system cleans up during process termination. 
Another way of describing registry reflection is “the last writer wins,” as illustrated by the following example:
1.	An administrator installs the 32-bit version of Microsoft® Office, which registers the 32-bit version of Winword.exe to handle .docx files. 
2.	The registry reflector copies this information to the 64-bit registry view, which causes both 32-bit and 64-bit applications to launch the 32-bit version of Winword.exe for .docx files. 
3.	An administrator then installs the 64-bit version of Office, which registers the 64-bit version of Winword.exe to handle .docx files in the 64-bit registry view. 
4.	The registry reflector copies this information into the 32-bit registry, which overwrites the existing registry key value. As a result, both 32-bit and 64-bit applications launch the 64-bit version of Winword.exe for .docx files. 
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When 32-bit and 64-bit versions were installed on the same system, some application installations broke in some scenarios due to conflicts that occurred when registry keys were written or removed in a particular order. For example, suppose a user installed a 64-bit version of an application that created a particular registry key and then installed a 32-bit version that updated the key for both versions. If the user then removed the 32-bit version, its installer would delete the registry key, which would break the 64-bit version.
To prevent such conflicts, the RegDisableReflectionKey, RegEnableReflectionKey, and RegQueryReflectionKey functions were introduced in Windows Server 2003 with SP1. Installers and applications can use these functions to completely disable (or reenable) reflection for individual registry keys.
If reflection is disabled for a specific registry key, that key is not reflected under any circumstances, even when no conflict would occur. The behavior is as follows:
If a key is created in one registry view, it is created only in that view and not in the other registry view. For example, if a key is created in the 32-bit registry view, it is not also created in the 64-bit registry view. 
If a key that already exists in one view of the registry is created in the other view, the existing key's value is preserved—it is not overwritten by the new registry key value. For example, if a key that already exists in the 64-bit registry is created in the 32-bit registry, the 64-bit registry key value is not changed. 

The following rules apply to registry reflection:
Installers and applications should disable reflection only for the registry keys that they create. 
If an application or installer tries to disable reflection on a key that is not reflected, RegDisableReflectionKey succeeds but has no effect.
If an application or installer tries to enable reflection on a key that is not reflected by default, RegEnableReflectionKey succeeds but has no effect. 
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The examples in this section illustrate how registry reflection works for the following scenarios:
Registry reflection enabled
Registry reflection disabled
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When registry reflection is enabled, reflection is bidirectional between the 32-bit and 64-bit versions of the registry. For example, the following table shows the steps that occur when registry key “A” is created and edited. 
	32-bit registry
	Reflection
	64-bit registry

	1.	Key A is created by an application installer.
	

	2.	Key A is created by reflection.

	4.	Key A is updated by reflection.
	

	3.	Key A is edited by a 64-bit application.

	5.	Key A is edited by a 32-bit application.
	

	6.	Key A is updated by reflection.
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Windows Server 2003 SP1 provides the ability to disable registry reflection on a specific key. When registry reflection is disabled for Key A, creations and edits in one view of the registry are not reflected in the other view, as shown in the following table.
	32-bit registry
	Reflection
	64-bit registry

	1.	Key A is created by a 32-bit application or installer.
	
	2. 	Key A is not created.

	4.	Key A is not updated. 
	
	3. 	Key A is created by a 64-bit application or installer.

	5. 	Key A is edited by a 32-bit application or installer.
	
	6. 	Key A is not updated.

	8. 	Key A is not updated. 
	
	7. 	Key A is edited by a 64-bit application or installer.
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Software vendors who build both 32-bit and 64-bit versions of an application should test their applications thoroughly for conflicts between 32-bit and 64-bit registry keys by:
Installing both versions of the application on a single 64-bit system.
Testing both versions of the application with registry reflection fully enabled to determine whether conflicts occur for any registry keys.
If conflicts occur, disabling reflection to resolve the conflict as described in this paper.
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WHDC Web site
64-bit System Design nodal page
http://www.microsoft.com/whdc/system/platform/64bit/default.mspx 
Windows Driver Kit
INF AddReg Directive
http://msdn.microsoft.com/en-us/library/ms794514.aspx  
MSDN
Registry Redirector
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/winprog64/winprog64/registry_redirector.asp  
Registry Reflection
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/winprog64/winprog64/registry_reflection.asp 
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