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Abstract

This paper provides preview information about Plug and Play driver migration and installation for in-place upgrades to the Windows Vista™ operating system. Developers, support staff, and manufacturers can use the information in this paper to better understand driver migration behavior and debugging techniques for Windows Vista.

This document is intended to be used both as a tutorial and reference guide for debugging device driver migration issues in Windows Vista. It includes an overview of the Windows Vista Plug and Play device driver migration architecture, driver migration scenarios, definitions, and common device migration problems and errors.
The current version of this paper is maintained on the Web at: 

http://www.microsoft.com/whdc/driver/install/Pnpmigration.mspx
References and resources discussed here are listed at the end of this paper.
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Introduction
The Windows Vista™ operating system introduces a new componetization, image-based setup (IBS) and upgrade architecture that is more reliable, more flexible, and more secure than the setup and migration architecture of earlier versions of Microsoft® Windows® operating systems. Instead of preserving state from Windows XP during an upgrade, a clean Windows Vista image is applied to a system and then migration modules and other mechanisms apply state.
This paper provides information about how Plug and Play device drivers are migrated during an in-place upgrade to Windows Vista. This includes an architectural overview, common scenarios, and techniques for troubleshooting or debugging device driver migration issues.
For definitions of terms used in this paper, see “Glossary” at the end of this paper.

Overview of Device Driver Migration in Windows Vista

Note: The information in this section represents the current plan for Windows Vista, which is subject to change.
Device driver migration in Windows Vista occurs in stages, as shown in Figure 1.
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Figure 1. Windows Vista device driver migration

This section explains the stages of driver migration on a computer being upgraded from Windows XP to Windows Vista.
PnP Driver Migration Collector

The collection criteria described in this section is applied during the phase described in the block “Windows XP” in Figure 1 earlier in this paper.

Criteria for Driver Packages. The Plug and Play (PnP) Driver Migration Collector starts running during Setup to collect driver packages that meet the following conditions:

· Driver is published as OEMn.inf in the %windir%\inf directory. 
All third-party drivers that are installed through supported Plug and Play mechanisms have INFs published and renamed in this manner.
· INF file for the driver package has a [Manufacturer] section and installs on a Plug and Play Device ID. 
This ensures that a Plug and Play Device ID is being migrated. Non-Plug and Play drivers migrate by way of other mechanisms.
· Driver package contains all the required files for the device for which the driver is being migrated.
· Driver package is installed on a device or phantom device. 
A phantom device has a driver installed but the device is not currently present, such as an unplugged USB peripheral device. Drivers that have been uninstalled or replaced by an updated driver are not migrated.

Packages Not Migrated. The following Plug and Play device driver packages are not migrated:
· Printer class Plug and Play device drivers, because of compatibility concerns

· Windows XP inbox drivers
· Individual drivers that have been flagged as being incompatible or causing instability in Windows Vista

· Driver packages with corrupt or missing files

Migration Path through Phases of Setup

This section summarizes the actions illustrated in Figure 1 earlier in this paper.

Windows XP to Windows PE
After the PnP Driver Migration Collector finds or creates the driver package in Windows XP, the package is imported into the driver store on the Windows Preinstallation Environment (Windows PE) image. 
Boot-critical drivers are also installed or “reflected” on the Windows PE image, which means that the driver binaries are placed in run-time locations, service keys are created, and other actions occur so that the driver can support a device. This allows Windows PE to find the boot drive if Windows Vista must rely on a migrated driver for a boot device.
Windows PE to Windows Vista

After Windows PE begins, the Windows Vista image is created and drivers are imported into the driver store on the image and boot-critical drivers are installed. On the final boot into Windows Vista, the Windows PnP manager chooses the best ranking drivers for each device on the system.  At this time non-boot critical drivers are also installed.
Plug and Play Ranking 
The Windows PnP manager ranks the following driver package properties in order of importance:
1.
Signing
2.
Plug and Play ID match
3.
Driver date

4.
Driver version
For detailed documentation, see “How Setup Ranks Drivers (Windows Vista)” in the WDK documentation (see “Resources” at the end of this paper).

For example, if a device has a better Plug and Play ID match but is unsigned, a signed driver with a compatible ID match takes precedence. Likewise, a newer driver can be outranked by an older driver if the older driver has a better Plug and Play ID match or signature.
In Windows Vista, there is a difference between drivers that are signed by Microsoft (different classes of WHQL-type signatures) and drivers that are signed by Microsoft Authenticode®. The Microsoft WHQL signatures take precedence, and Authenticode-signed drivers outrank unsigned drivers. However, a Premium Logo signature does not outrank another Microsoft signature, and a Windows Vista signature does not automatically outrank drivers signed by Windows XP, except for the device classes listed in the following section.
Class-Specific Ranking Rules

Driver class-specific rules apply in driver ranking, in addition to the Plug and Play base rules. The following classes have a policy to rank some operating system version signatures higher than others.  For example, those marked with a Lower Logo Version of 6.0 always favor a Windows Vista–signed driver over other operating system signatures.  Lower Logo Version 5.2 favors Windows Server 2003 or Windows Vista, and Lower Logo Version 5.1 favors Windows XP, Windows Server 2003, and Windows Vista.

All device classes not listed here have a default operating system Logo Version of 5.0, which means that any operating system signature from Windows 2000 through Windows Vista is treated equally.  
	Class name
	Lower Logo Version

	1394
	5.2 – Windows Server 2003

	Display
	6.0 – Windows Vista

	Image
	5.2 – Windows Server 2003

	Infrared
	5.2 – Windows Server 2003

	Media
	5.1 – Windows XP

	MPS
	5.2 – Windows Server 2003

	Net
	6.0 – Windows Vista

	Print
	5.2 – Windows Server 2003

	Unknown
	6.0 – Windows Vista

	USB
	5.2 – Windows Server 2003

	All others
	5.0 – Windows 2000


More information on operating system versioning can be found at:  
http://msdn2.microsoft.com/zh-CN/library/ms724834.aspx 

Display is more complex due to additional rules enforced by the display class installer. The following display driver package properties are shown in order of importance:
1.
Windows Vista signed by WHQL or inbox-signed (Premium, Standard, and inbox signatures)

2.
Legacy WHQL-signed and Authenticode-signed

3.
Unsigned

4.
Feature criteria (for example, Windows Vista display driver model [WDDM] drivers are preferred over Windows XP display driver model [XDDM])

5.
Plug and Play ID match

6.
Driver date

7.
Driver version

Important: The inbox Windows Vista VGA drivers outrank existing XDDM drivers when the user performs an operating system upgrade. This is to prevent problems with XDDM drivers that have not been validated in Windows Vista. After upgrade, if the user chooses Search for the best available driver on the system in the Hardware Wizard, the migrated XDDM driver should then be made available to the user.
Windows XP PnP Driver Migration Actions

The PnP Driver Migration Collector works in WIndows XP to find or reassemble driver packages as described in Figure 2.
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Figure 2. Windows XP Plug and Play driver migration actions

These are the ways in which PnP Driver Migration Collector finds driver packages:

1.
Migrate DevicePath driver packages

Plug and Play uses the DevicePath search paths defined in the following registry entry:

HKEY-LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion

DevicePath:Reg_Expand_SZ:%Systemroot%\Inf

For example:

%SystemRoot%\inf;%SystemDrive%\drivers\net;%SystemDrive%\drivers\other;%SystemDrive%\drivers\Cpq;%SystemDrive%\drivers\Dell;%SystemDrive%\drivers\tosh
The listed directories are always “flat”—that is, all INF files must be listed in the top directory.

Vendors typically add their own search paths to this entry. Each search path is analyzed to locate as many driver packages as possible. Those driver packages usually are located on the hard disk and therefore are easy to migrate.

2.
Migrate Driver Install Frameworks (DIFx) packages

The tools migrate all the driver packages in a Windows XP driver store as created by an installer that uses Microsoft-supplied DIFx tools (DIFxAPI, DIFxApp, and DPInst). Windows XP systems do not have a driver store by default, because the store was added natively only in Windows Vista. However, the DIFx tools create a store on the hard drive that contains copies of the driver package. 
For information about the driver store and DIFx tools, see the Driver Installation page on the WHDC Web site.

3.
Track the origin of a driver package through its PNF file

After steps 1 and 2, the PnP Driver Migration Collector creates a list of remaining OEMn.INFs files for which no found driver packages are associated. For these packages, the PnP Driver Migration Collector searches metadata in the corresponding OEMn.pnf file that contains the original name of the INF and its source directory. 
If the source directory is on the current system and still exists, the original driver package can be obtained. This is often true if the user installed the driver package by first downloading it to a system hard driver.

4.
Reassemble the driver package from information in the INF

All remaining OEMn.inf packages are reassembled by collecting the “bits and pieces” scattered on the system. If all files referenced in the INF are not present on the system but all files required by the specific device are present on the system, a “partial” INF driver package is created. This maintains driver support even if the full package cannot be found. 
All [Model] entries for which there is no match are commented out, creating a new edited INF for Windows Vista. Any reference to a catalog file is also referenced out, because changing the INF file invalidates the driver signature for the package. This can impact driver ranking, because unsigned driver packages are ranked below any signed driver package that matches a compatible or full Plug and Play ID for the device.
In general terms, you can reassemble the package in the following way:

· Find the [Model] entries in the INF that match a current device on the system and comment out the remaining model entries. 
If any [Model] entries are commented out, the Catalog file directive in the [Version] section is also commented out, because the signature becomes invalid when the INF file is edited.

· Parse the [DDInstall] section in the INF to obtain the source and target file paths of all the driver files that the matched models require.

· Locate the files on the system and try to reassemble the package by recreating the original source paths and file names.
Migration Plug-ins. Some devices also have device-specific registry settings that require migration, but are not discoverable from the INF file or driver package.  TCP/IP per-adapter settings are one example. These adapters include inbox migration plug-ins that capture the settings and then apply them after the upgrade.  These plug-ins are authored only by Microsoft device teams, not by third parties.
Walkthrough: Diagnosing Device Driver Migration and Installation Problems

This section describes the basic steps for gathering information and then using the SetupAPI logs to begin troubleshooting a device installation problem.

How to Gather Information

If you are investigating a device installation problem, collect the following information:

· Driver package, including the INF and all files
These might be located in the driver store repository. For example, the inbox Bluetooth driver package resides in: 
 %windir%\System32\DriverStore\FileRepository\bth.inf_a02df405\

The numbers after the .inf name are generated automatically to create a strong name when imported into the driver store.
· SetupAPI.dev.log and SetupAPI.app.log from %windir%\inf\setupapi*

· SetupACT.log from the %windir%\panther directory
The log might be needed if this was a driver migration, F6, Package Manager, or Windows Setup-related installation.

We also recommend noting the following information:
· Any error messages and where they occurred.
· Any Device Manager (Devmgmt.msc) device error codes (Code 28, Code 10, and so on).
Windows Vista error codes are the same as those in Windows XP.
For a list of Device Manager error codes and suggested solutions, see “Device Manager Error Messages” in the WDK documentation (see references at the end of this paper).

· The Hardware ID information for the device.
In the device’s Properties dialog box, click the Details tab and select Hardware IDs in the Property list. Use CTRL+C to copy these.
Notice that Plug and Play installs a driver on a device automatically only if there is a HWID match with an entry in the INF file.
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Figure 3. Properties dialog box

If a device driver package failed to be copied to the driver store, it will not be listed in Device Manager because a device installation was not attempted. To investigate driver store import errors, see “How to Use the SetupACT and SetupAPI Logs” later in this paper.
Note: Device Installation errors occur for several reasons. It is not the goal of this paper to detail every error and possible cause. When troubleshooting an error and collecting this information, search for known issues by using online resources such as Microsoft Help and Support.

How to Use the SetupACT and SetupAPI Logs

The following sections walk through examples to illustrate how to use SetupACT and SetupAPI logs to diagnose migration and installation problems.

Initiate Driver Collection – SetupACT.log Walkthrough

To view the PnP Driver Migration section of the SetupACT.log, search on “OemInfList.” This will take you to the phase of upgrade where Plug and Play drivers are collected. Full packages are located (as described in “Windows XP PnP Driver Migration Actions” earlier in this paper). Packages that require reassembly are copied to the %windir%\$UPGRADE.~OS\ReassembledDrivers directory, as shown in the following example from %windir%\panther\setupact.log.

2006-11-11 13:55:12, Info       [0x0805c6] MIG    OemInfList::ScanOemInfs: Started at 13:55:12

2006-11-11 13:55:12, Info       [0x08071b] MIG    OemInfList::ScanOemInfs: Using driver reassembly engine

2006-11-11 13:55:12, Info       [0x0805e6] MIG    ENTER:  DMCollectDriversW ()

2006-11-11 13:55:12, Info       [0x0805e6] MIG    Destination Path: 'C:\$UPGRADE.~OS\ReassembledDrivers'. ()

2006-11-11 13:55:12, Info       [0x0805e6] MIG    Flags: '1'. ()

2006-11-11 13:55:12, Info       [0x0805e6] MIG    Packages will be copied to 'C:\$UPGRADE.~OS\ReassembledDrivers'.

 ()

Analyze Oemn.inf – SetupACT.log Walkthrough

The next section analyzes the third-party OEMn.inf files published to the %windir%\INF directory in Windows XP. Nonvalid INFs are ignored.

2006-11-11 13:55:12, Info       [0x0805e6] MIG    Found valid OEM Inf file 'oem0.inf'. ()

2006-11-11 13:55:12, Info       [0x0805e6] MIG    Found valid OEM Inf file 'oem1.inf'. ()

2006-11-11 13:55:12, Info       [0x0805e6] MIG    Found valid OEM Inf file 'oem10.inf'. ()

2006-11-11 13:55:12, Info       [0x0805e6] MIG    Found valid OEM Inf file 'oem11.inf'. ()

2006-11-11 13:55:12, Info       [0x0805e6] MIG    File 'C:\WINDOWS\INF\oem2.inf' has ZERO size and will be ignored. ()

2006-11-11 13:55:12, Info       [0x0805e6] MIG    Found valid OEM Inf file 'oem3.inf'. ()

2006-11-11 13:55:12, Info       [0x0805e6] MIG    Found valid OEM Inf file 'oem4.inf'. ()

2006-11-11 13:55:12, Info       [0x0805e6] MIG    Found valid OEM Inf file 'oem5.inf'. ()

2006-11-11 13:55:12, Info       [0x0805e6] MIG    Found valid OEM Inf file 'oem6.inf'. ()

2006-11-11 13:55:12, Info       [0x0805e6] MIG    Found valid OEM Inf file 'oem7.inf'. ()

2006-11-11 13:55:12, Info       [0x0805e6] MIG    Found valid OEM Inf file 'oem8.inf'. ()

2006-11-11 13:55:12, Info       [0x0805e6] MIG    Found valid OEM Inf file 'oem9.inf'. ()

Search DevicePath Locations – SetupACT.log Walkthrough

In the following section “DevicePath” locations are searched. These locations can be found in the following registry:

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\DevicePath: REG_EXPAND_SZ:%SystemRoot%\Inf

Setup uses this path to locate INF files for device installation. The default path is %SystemRoot%\Inf, but OEMs add additional paths for drivers added in the factory before distributing to end users.
If you modify this key during Setup by using the Sysprep.inf or Unattended answer file, after Setup the value is saved and used and this path is also used for any new hardware that is found and installed. This key is also used to locate driver packages for migration.
2006-11-11 13:55:12, Info       [0x0805e6] MIG    Scanning device path driver packages... ()

2006-11-11 13:55:12, Info       [0x0805e6] MIG    DevicePath list on current system is: '%SystemRoot%\inf'. ()

2006-11-11 13:55:12, Info       [0x0805e6] MIG    Analyzing device path 'C:\WINDOWS\inf'... ()

2006-11-11 13:55:12, Info       [0x0805e6] MIG    INF directory ('C:\WINDOWS\inf') will be handled later. ()

2006-11-11 13:55:12, Info       [0x0805e6] MIG    Finished scanning device path driver packages! ()

Search DIFx Driver Store – SetupACT.log Walkthrough

In the following section, the DIFx Windows XP driver store is searched. If driver packages were installed by using the DIFx tools, then a driver store is created in this directory: %windir%\system32\DRVSTORE. 
Note: Usually drivers not installed as Plug and Play drivers are not migrated unless they are NetTrans or NetService class packages. The other exception to this is DIFx driver packages that are versioned for Windows Vista with “NT.6.0” in the [Manufacturer] section of the INF. This allows OEMs and driver vendors to stage Windows Vista drivers in Windows XP systems before upgrade. These Plug and Play drivers can then be migrated without first being installed.
2006-11-11 13:55:12, Info       [0x0805e6] MIG    Scanning DIFX downlevel driver packages to... ()





2006-11-11 13:55:12, Info       [0x0805e6] MIG        'C:\WINDOWS\system32\DRVSTORE\ABCPhone_A6FBDDFD78E9FD2D94C453BC7FCFBE6BEE0A125E\ABCPhone.inf' is not installed. ()


2006-11-11 13:55:13, Info       [0x0805e6] MIG    And C:\WINDOWS\system32\DRVSTORE\ABCPhone_A6FBDDFD78E9FD2D94C453BC7FCFBE6BEE0A125E\ABCPhone.inf' is not a NetTrans or
 NetService package. ()

2006-11-11 13:55:13, Info       [0x0805e6] MIG    Finished scanning DIFX downlevel driver packages! ()

Search Locations from PNF Files – SetupACT.log Walkthrough

 In the following section, the locations indicated in the PNF files are searched. This indicates where a given third-party driver package was installed. If it was installed locally or from a currently available network location, the package can be located.
2006-11-11 13:55:13, Info       [0x0805e6] MIG    Scanning PNF driver packages... ()

2006-11-11 13:55:13, Info       [0x0805e6] MIG    Cracked 'C:\WINDOWS\INF\oem11.inf', searching in 'd:\drivers\win\wlan\drivers' for 'Wlanabc.INF'... ()

2006-11-11 13:55:13, Info       [0x0805e6] MIG    'd:\drivers\win\wlan\drivers\Wlanabc.INF' is installed. ()

2006-11-11 13:55:13, Info       [0x0805e6] MIG    Inf file 'Wlanabc.INF' is complete, no files missing. ()

2006-11-11 13:55:13, Info       [0x0805e6] MIG    Registering driver package 'd:\drivers\win\wlan\drivers\Wlanabc.INF' ... ()

2006-11-11 13:55:14, Info       [0x0805e6] MIG    Package 'd:\drivers\win\wlan\drivers\Wlanabc.INF' is published as 'C:\WINDOWS\INF\oem11.inf' on the system. ()

2006-11-11 13:55:14, Info       [0x0805e6] MIG    Driver Package 'd:\drivers\win\wlan\drivers\Wlanabc.INF' registered! ()

2006-11-11 13:55:14, Info                  MIG    Driver source: PNF engine; original: d:\drivers\win\wlan\drivers\Wlanabc.INF; actual: C:\WINDOWS\INF\oem11.inf

2006-11-11 13:55:14, Info       [0x0805e6] MIG    Finished scanning PNF driver packages! ()

Reassamble Installed Driver Packages – SetupACT.log Walkthrough

In the following section the Driver Package Reassembly (DPR) engine attempts to reassemble driver packages that are installed but can no longer be found on the system. These packages are then copied to the following location, where Setup can migrate them: %systemdrive%\$UPGRADE.~OS\ReassembledDrivers 
By using information from the installed driver and the INF file, DPR attempts to “reassemble” the complete driver package. Sometimes all the files referenced in the INF cannot be found on the system, but those required for the specific device install section can be. If so, DPR edits the INF and creates a “partial” driver package that is specific to only that device. If the INF file is edited, then the signature for the package becomes invalid, which impacts its Plug and Play driver ranking later if multiple drivers are available for this device.
2006-11-11 13:55:14, Info       [0x0805e6] MIG    Copying driver packages to 'C:\$UPGRADE.~OS\ReassembledDrivers'.

 ()

2006-11-11 13:55:14, Info       [0x0805e6] MIG    Trying to reassemble 'oem0.inf'

 ()

2006-11-11 13:55:14, Info       [0x0805e6] MIG    Found no devices using 'oem0.inf'. ()

2006-11-11 13:55:14, Info       [0x0805e6] MIG    And 'oem0.inf' is not a NetTrans or NetService package. ()

2006-11-11 13:55:14, Info       [0x0805e6] MIG    Trying to reassemble 'oem1.inf'

 ()

2006-11-11 13:55:14, Info       [0x0805e6] MIG    Found no devices using 'oem1.inf'. ()

2006-11-11 13:55:14, Info       [0x0805e6] MIG    And 'oem1.inf' is not a NetTrans or NetService package. ()

2006-11-11 13:55:14, Info       [0x0805e6] MIG    Trying to reassemble 'oem3.inf'

 ()

2006-11-11 13:55:14, Info       [0x0805e6] MIG    Found 1 devices using 'oem3.inf'. ()

2006-11-11 13:55:14, Info       [0x0805e6] MIG    DriverDesc: 'ABCSound Integrated Digital Audio' ()

2006-11-11 13:55:14, Info       [0x0805e6] MIG    InfSection: 'WDM_R4_0' ()

2006-11-11 13:55:14, Info       [0x0805e6] MIG    InfSection decoration: 'WDM_R4_0.NT' ()

2006-11-11 13:55:14, Info       [0x0805e6] MIG    MatchingDeviceId: 'pci\ven_8086&dev_24c5&subsys_05541014' ()

2006-11-11 13:55:14, Info       [0x0805e6] MIG    DriverDate: '10-27-2003' ()

2006-11-11 13:55:14, Info       [0x0805e6] MIG    DriverVersion: '5.12.1.3624' ()

2006-11-11 13:55:14, Info       [0x0805e6] MIG    Found 1 different install sections in 'oem3.inf'. ()

2006-11-11 13:55:14, Info       [0x0805e6] MIG    File 'b4d.dll' found at 'C:\WINDOWS\system32'. ()

2006-11-11 13:55:14, Info       [0x0805e6] MIG    File 'bfaudio.sys' found at 'C:\WINDOWS\system32\drivers'. ()

2006-11-11 13:55:14, Info       [0x0805e6] MIG    File 'abcsens.sys' found at 'C:\WINDOWS\system32\drivers'. ()

2006-11-11 13:55:14, Info       [0x0805e6] MIG    File 'abcwdm.sys' found at 'C:\WINDOWS\system32\drivers'. ()

2006-11-11 13:55:14, Info       [0x0805e6] MIG    Catalog file 'ABCSound.cat' found at 'C:\WINDOWS\system32\CatRoot\{F750E6C3-38EE-11D1-85E5-00C04FC295EE}\oem3.CAT'. ()

2006-11-11 13:55:14, Info       [0x0805e6] MIG    Driver package will be copied to 'C:\$UPGRADE.~OS\ReassembledDrivers\oem3_260CAD5C34B710865BA3FBDA57872CAD61E73988' ()

2006-11-11 13:55:15, Info       [0x0805e6] MIG    copied catalog file: 'C:\$UPGRADE.~OS\ReassembledDrivers\oem3_260CAD5C34B710865BA3FBDA57872CAD61E73988\ABCSound.cat' to 'ABCSound.cat' ()

2006-11-11 13:55:15, Info       [0x0805e6] MIG    Failed to get original name of INF. Will use alternate name. ()

2006-11-11 13:55:15, Info       [0x0805e6] MIG    Using 'ABCSound.INF' for Inf file name. ()

2006-11-11 13:55:15, Info       [0x0805e6] MIG    Copied INF File: 'C:\WINDOWS\INF\oem3.inf' to 'C:\$UPGRADE.~OS\ReassembledDrivers\oem3_260CAD5C34B710865BA3FBDA57872CAD61E73988\ABCSound.INF.ORG' ()

2006-11-11 13:55:15, Info       [0x0805e6] MIG    Edited inf file 'C:\$UPGRADE.~OS\ReassembledDrivers\oem3_260CAD5C34B710865BA3FBDA57872CAD61E73988\ABCSound.INF' saved with 11 lines commented out. ()

2006-11-11 13:55:15, Info       [0x0805e6] MIG    Driver Package 'ABCSound.INF' copied! ()

2006-11-11 13:55:15, Info                  MIG    Driver source: reassemble engine; original: C:\$UPGRADE.~OS\ReassembledDrivers\oem3_260CAD5C34B710865BA3FBDA57872CAD61E73988\ABCSound.INF; actual: C:\WINDOWS\INF\oem3.inf

2006-11-11 13:55:15, Info       [0x0805e6] MIG    Trying to reassemble 'oem4.inf'

 ()

2006-11-11 13:55:15, Info       [0x0805e6] MIG    Found 1 devices using 'oem4.inf'. ()

2006-11-11 13:55:15, Info       [0x0805e6] MIG    DriverDesc: 'Pointing Device' ()

2006-11-11 13:55:15, Info       [0x0805e6] MIG    InfSection: 'XYZ0057_Inst' ()

2006-11-11 13:55:15, Info       [0x0805e6] MIG    MatchingDeviceId: '*XYZ0057' ()

2006-11-11 13:55:15, Info       [0x0805e6] MIG    DriverDate: '6-24-2003' ()

2006-11-11 13:55:15, Info       [0x0805e6] MIG    DriverVersion: '7.2.3.10' ()

2006-11-11 13:55:15, Info       [0x0805e6] MIG    Found 1 different install sections in 'oem4.inf'. ()

2006-11-11 13:55:15, Info       [0x0805e6] MIG    File 'AbcTPCoI.dll' found at 'C:\WINDOWS\system32'. ()

2006-11-11 13:55:15, Info       [0x0805e6] MIG    File 'AbcUnst.ini' found at 'C:\Program Files\Abcaptics\AbcTP'. ()

2006-11-11 13:55:15, Info       [0x0805e6] MIG    File 'AbcISDLL.dll' found at 'C:\Program Files\Abcaptics\AbcTP'. ()

2006-11-11 13:55:15, Info       [0x0805e6] MIG    File 'InstNT.exe' found at 'C:\Program Files\Abcaptics\AbcTP'. ()

2006-11-11 13:55:15, Info       [0x0805e6] MIG    File 'AbcTPCpl.dll' found at 'C:\Program Files\Abcaptics\AbcTP'. ()

2006-11-11 13:55:15, Info       [0x0805e6] MIG    File 'AbcTP.sys' found at 'C:\WINDOWS\system32\DRIVERS'. ()

2006-11-11 13:55:15, Info       [0x0805e6] MIG    Catalog file 'AbcTP.cat' found at 'C:\WINDOWS\system32\CatRoot\{F750E6C3-38EE-11D1-85E5-00C04FC295EE}\oem4.CAT'. ()

2006-11-11 13:55:15, Info       [0x0805e6] MIG    Driver package will be copied to 'C:\$UPGRADE.~OS\ReassembledDrivers\oem4_7FF08036C389B5F7C5D309BDB4726FBF2A77A4A4' ()

2006-11-11 13:55:17, Info       [0x0805e6] MIG    copied catalog file: 'C:\$UPGRADE.~OS\ReassembledDrivers\oem4_7FF08036C389B5F7C5D309BDB4726FBF2A77A4A4\AbcTP.cat' to 'AbcTP.cat' ()

2006-11-11 13:55:17, Info       [0x0805e6] MIG    Failed to get original name of INF. Will use alternate name. ()

2006-11-11 13:55:17, Info       [0x0805e6] MIG    Using 'AbcTP.INF' for Inf file name. ()

2006-11-11 13:55:17, Info       [0x0805e6] MIG    Copied INF File: 'C:\WINDOWS\INF\oem4.inf' to 'C:\$UPGRADE.~OS\ReassembledDrivers\oem4_7FF08036C389B5F7C5D309BDB4726FBF2A77A4A4\AbcTP.INF.ORG' ()

2006-11-11 13:55:17, Info       [0x0805e6] MIG    Edited inf file 'C:\$UPGRADE.~OS\ReassembledDrivers\oem4_7FF08036C389B5F7C5D309BDB4726FBF2A77A4A4\AbcTP.INF' saved with 2 lines commented out. ()

2006-11-11 13:55:17, Info       [0x0805e6] MIG    Driver Package 'AbcTP.INF' copied! ()

2006-11-11 13:55:17, Info                  MIG    Driver source: reassemble engine; original: C:\$UPGRADE.~OS\ReassembledDrivers\oem4_7FF08036C389B5F7C5D309BDB4726FBF2A77A4A4\AbcTP.INF; actual: C:\WINDOWS\INF\oem4.inf

2006-11-11 13:55:17, Info       [0x0805e6] MIG    Trying to reassemble 'oem5.inf'

 ()

2006-11-11 13:55:17, Info       [0x0805e6] MIG    Found 2 devices using 'oem5.inf'. ()

2006-11-11 13:55:17, Info       [0x0805e6] MIG    DriverDesc: 'NetScroll+ Mini Traveler' ()

2006-11-11 13:55:17, Info       [0x0805e6] MIG    InfSection: 'genmcmnUSB' ()

2006-11-11 13:55:17, Info       [0x0805e6] MIG    MatchingDeviceId: 'hid\vid_0458&pid_0036' ()

2006-11-11 13:55:17, Info       [0x0805e6] MIG    DriverDate: '12-16-2003' ()

2006-11-11 13:55:17, Info       [0x0805e6] MIG    DriverVersion: '7.6.0.0' ()

2006-11-11 13:55:17, Info       [0x0805e6] MIG    Found 1 different install sections in 'oem5.inf'. ()

2006-11-11 13:55:17, Info       [0x0805e6] MIG    File 'gflmouhid.sys' found at 'C:\WINDOWS\system32\DRIVERS'. ()

2006-11-11 13:55:17, Info       [0x0805e6] MIG    Catalog file 'abcmouse.cat' found at 'C:\WINDOWS\system32\CatRoot\{F750E6C3-38EE-11D1-85E5-00C04FC295EE}\oem5.CAT'. ()

2006-11-11 13:55:17, Info       [0x0805e6] MIG    Driver package will be copied to 'C:\$UPGRADE.~OS\ReassembledDrivers\oem5_092CA30FCDE20B5FCBE5A96493A3047F7DF5CA4A' ()

2006-11-11 13:55:17, Info       [0x0805e6] MIG    copied catalog file: 'C:\$UPGRADE.~OS\ReassembledDrivers\oem5_092CA30FCDE20B5FCBE5A96493A3047F7DF5CA4A\abcmouse.cat' to 'abcmouse.cat' ()

2006-11-11 13:55:17, Info       [0x0805e6] MIG    Failed to get original name of INF. Will use alternate name. ()

2006-11-11 13:55:17, Info       [0x0805e6] MIG    Using 'abcmouse.INF' for Inf file name. ()

2006-11-11 13:55:17, Info       [0x0805e6] MIG    Copied INF File: 'C:\WINDOWS\INF\oem5.inf' to 'C:\$UPGRADE.~OS\ReassembledDrivers\oem5_092CA30FCDE20B5FCBE5A96493A3047F7DF5CA4A\abcmouse.INF.ORG' ()

2006-11-11 13:55:17, Info       [0x0805e6] MIG    Edited inf file 'C:\$UPGRADE.~OS\ReassembledDrivers\oem5_092CA30FCDE20B5FCBE5A96493A3047F7DF5CA4A\abcmouse.INF' saved with 11 lines commented out. ()

2006-11-11 13:55:17, Info       [0x0805e6] MIG    Driver Package 'abcmouse.INF' copied! ()

2006-11-11 13:55:17, Info                  MIG    Driver source: reassemble engine; original: C:\$UPGRADE.~OS\ReassembledDrivers\oem5_092CA30FCDE20B5FCBE5A96493A3047F7DF5CA4A\abcmouse.INF; actual: C:\WINDOWS\INF\oem5.inf

2006-11-11 13:55:17, Info       [0x0805e6] MIG    Trying to reassemble 'oem6.inf'

 ()

2006-11-11 13:55:17, Info       [0x0805e6] MIG    Found no devices using 'oem6.inf'. ()

2006-11-11 13:55:17, Info       [0x0805e6] MIG    And 'oem6.inf' is not a NetTrans or NetService package. ()

2006-11-11 13:55:19, Info       [0x0805e6] MIG    Trying to reassemble 'oem8.inf'

 ()

2006-11-11 13:55:19, Info       [0x0805e6] MIG    Found no devices using 'oem8.inf'. ()

2006-11-11 13:55:19, Info       [0x0805e6] MIG    And 'oem8.inf' is not a NetTrans or NetService package. ()

2006-11-11 13:55:19, Info       [0x0805e6] MIG    Trying to reassemble 'oem9.inf'

 ()

2006-11-11 13:55:19, Info       [0x0805e6] MIG    Found 1 devices using 'oem9.inf'. ()

2006-11-11 13:55:19, Info       [0x0805e6] MIG    DriverDesc: 'XYZ Corp Mobile Connection' ()

2006-11-11 13:55:19, Info       [0x0805e6] MIG    InfSection: 'F201E.ndi.NTx86.5.1' ()

2006-11-11 13:55:19, Info       [0x0805e6] MIG    MatchingDeviceId: 'pci\ven_8086&dev_101e&subsys_05491014' ()

2006-11-11 13:55:19, Info       [0x0805e6] MIG    DriverDate: '6-29-2005' ()

2006-11-11 13:55:19, Info       [0x0805e6] MIG    DriverVersion: '8.6.11.0' ()

2006-11-11 13:55:19, Info       [0x0805e6] MIG    Found 1 different install sections in 'oem9.inf'. ()

2006-11-11 13:55:19, Info       [0x0805e6] MIG    File 'EtCo32.dll' found at 'C:\WINDOWS\system32'. ()

2006-11-11 13:55:19, Info       [0x0805e6] MIG    File 'F2000msg.dll' found at 'C:\WINDOWS\system32'. ()

2006-11-11 13:55:19, Info       [0x0805e6] MIG    File 'NicCo32.dll' found at 'C:\WINDOWS\system32'. ()

2006-11-11 13:55:19, Info       [0x0805e6] MIG    File 'Qsounstl.exe' found at 'C:\WINDOWS\system32'. ()

2006-11-11 13:55:19, Info       [0x0805e6] MIG    File 'lancard.sys' found at 'C:\WINDOWS\system32\DRIVERS'. ()

2006-11-11 13:55:19, Info       [0x0805e6] MIG    Catalog file 'lancard.cat' found at 'C:\WINDOWS\system32\CatRoot\{F750E6C3-38EE-11D1-85E5-00C04FC295EE}\oem9.CAT'. ()

2006-11-11 13:55:19, Info       [0x0805e6] MIG    Driver package will be copied to 'C:\$UPGRADE.~OS\ReassembledDrivers\oem9_4E0F2D0D5A8D13E03D1EFF895AC126FBE39851C6' ()

2006-11-11 13:55:20, Info       [0x0805e6] MIG    copied catalog file: 'C:\$UPGRADE.~OS\ReassembledDrivers\oem9_4E0F2D0D5A8D13E03D1EFF895AC126FBE39851C6\lancard.cat' to 'lancard.cat' ()

2006-11-11 13:55:20, Info       [0x0805e6] MIG    Failed to get original name of INF. Will use alternate name. ()

2006-11-11 13:55:20, Info       [0x0805e6] MIG    Using 'lancard.INF' for Inf file name. ()

2006-11-11 13:55:20, Info       [0x0805e6] MIG    Copied INF File: 'C:\WINDOWS\INF\oem9.inf' to 'C:\$UPGRADE.~OS\ReassembledDrivers\oem9_4E0F2D0D5A8D13E03D1EFF895AC126FBE39851C6\lancard.INF.ORG' ()

2006-11-11 13:55:20, Info       [0x0805e6] MIG    Edited inf file 'C:\$UPGRADE.~OS\ReassembledDrivers\oem9_4E0F2D0D5A8D13E03D1EFF895AC126FBE39851C6\lancard.INF' saved with 229 lines commented out. ()

2006-11-11 13:55:20, Info       [0x0805e6] MIG    Driver Package 'lancard.INF' copied! ()

2006-11-11 13:55:20, Info                  MIG    Driver source: reassemble engine; original: C:\$UPGRADE.~OS\ReassembledDrivers\oem9_4E0F2D0D5A8D13E03D1EFF895AC126FBE39851C6\lancard.INF; actual: C:\WINDOWS\INF\oem9.inf

2006-11-11 13:55:20, Info       [0x0805e6] MIG    Trying to reassemble 'oem10.inf'

 ()

2006-11-11 13:55:20, Info       [0x0805e6] MIG    Found no devices using 'oem10.inf'. ()

2006-11-11 13:55:20, Info       [0x0805e6] MIG    And 'oem10.inf' is not a NetTrans or NetService package. ()

Summary of Driver Packages and Migration Capabilities – SetupACT.log Walkthrough

The following section summarizes each of the third-party driver packages found on the system, whether they were migrated, and by what method. This is a useful summary of what drivers were migrated; although, to find details about why some drivers did not migrate, you must reference the preceding sections.
2006-11-11 13:55:21, Info       [0x0805e6] MIG    [0]  'oem0.inf'  --> Not migrated. ()

2006-11-11 13:55:21, Info       [0x0805e6] MIG    [1]  'oem1.inf'  --> Not migrated. ()

2006-11-11 13:55:21, Info       [0x0805e6] MIG    [3]  'oem3.inf'  --> 'C:\$UPGRADE.~OS\ReassembledDrivers\oem3_260CAD5C34B710865BA3FBDA57872CAD61E73988\ABCSound.INF'  (Reassemble Engine) ()

2006-11-11 13:55:21, Info       [0x0805e6] MIG    [4]  'oem4.inf'  --> 'C:\$UPGRADE.~OS\ReassembledDrivers\oem4_7FF08036C389B5F7C5D309BDB4726FBF2A77A4A4\AbcTP.INF'  (Reassemble Engine) ()

2006-11-11 13:55:21, Info       [0x0805e6] MIG    [5]  'oem5.inf'  --> 'C:\$UPGRADE.~OS\ReassembledDrivers\oem5_092CA30FCDE20B5FCBE5A96493A3047F7DF5CA4A\abcmouse.INF'  (Reassemble Engine) ()

2006-11-11 13:55:21, Info       [0x0805e6] MIG    [6]  'oem6.inf'  --> Not migrated. ()

2006-11-11 13:55:21, Info       [0x0805e6] MIG    [7]  'oem7.inf'  --> Not migrated. ()
2006-11-11 13:55:21, Info       [0x0805e6] MIG    [8]  'oem8.inf'  --> Not migrated. ()

2006-11-11 13:55:21, Info       [0x0805e6] MIG    [9]  'oem9.inf'  --> 'C:\$UPGRADE.~OS\ReassembledDrivers\oem9_4E0F2D0D5A8D13E03D1EFF895AC126FBE39851C6\lancard.INF'  (Reassemble Engine) ()

2006-11-11 13:55:21, Info       [0x0805e6] MIG    [10]  'oem10.inf'  --> Not migrated. ()

2006-11-11 13:55:21, Info       [0x0805e6] MIG    [11]  'oem11.inf'  --> 'd:\drivers\win\wlan\drivers\Wlanabc.INF'  (PNF Engine) ()

2006-11-11 13:55:21, Info       [0x0805e6] MIG     ()

Copy Files to Temporary Location – SetupACT.log Walkthrough

The final part of this section shows that four driver packages were copied to a temporary location. This represents only the drivers that were “reassembled.” In addition to these packages in the example, OEM11.inf is also migrated from d:\drivers\win\wlan\drivers\Wlanabc.INF, making a total of five driver packages that are available to Windows Vista for installation in the final phase of Setup. Note that drivers are migrated, but are subject to Plug and Play ranking rules and may be superseded by an inbox or provisioned driver with a higher Plug and Play rank.
2006-11-11 13:55:21, Info       [0x0805e6] MIG    Copied 4 driver packages to 'C:\$UPGRADE.~OS\ReassembledDrivers' ! ()

2006-11-11 13:55:21, Info       [0x0805e6] MIG    RETURN: DMCollectDriversW  (0x0) ()

2006-11-11 13:55:21, Info       [0x0805c7] MIG    OemInfList::ScanOemInfs: Finished at 13:55:21

Detect and Query Hardware IDs and Compatible IDs – SetupAPI.dev.log Walkthrough

The following is an example of what happens when a migrated Windows XP-signed display package named Xpgraphics.inf is compared against the inbox Display.inf VGA driver. In the following section from %windir%\inf\setupapi.dev.log, Setup detects the hardware and queries device hardware IDs and compatible IDs.
>>>  [Setup online Device Install (Hardware initiated) - PCI\VEN_8086&DEV_2562&SUBSYS_01261028&REV_01\3&172e68dd&0&10]

>>>  Section start 2006/12/08 13:48:31.750

     ump: Creating Install Process: DrvInst.exe 13:48:31.750

     ndv: Retrieving device info...

     ndv: Setting device parameters...

     ndv: Building driver list...

     dvi: {Build Driver List} 13:48:31.796

     dvi:      Searching for hardware ID(s):

     dvi:           pci\ven_8086&dev_2562&subsys_01261028&rev_01

     dvi:           pci\ven_8086&dev_2562&subsys_01261028

     dvi:           pci\ven_8086&dev_2562&cc_030000

     dvi:           pci\ven_8086&dev_2562&cc_0300

     dvi:      Searching for compatible ID(s):

     dvi:           pci\ven_8086&dev_2562&rev_01

     dvi:           pci\ven_8086&dev_2562

     dvi:           pci\ven_8086&cc_030000

     dvi:           pci\ven_8086&cc_0300

     dvi:           pci\ven_8086

     dvi:           pci\cc_030000

     dvi:           pci\cc_0300

Search for Driver Matches – SetupAPI.dev.log Walkthrough

Next Setup searches for potential driver matches, finding both Display.inf and Xpgraphics.inf in this example.

     dvi:      Enumerating INFs from path list 'C:\Windows\INF'

     inf:      Opened INF: 'C:\Windows\System32\DriverStore\FileRepository\display.inf_30c9fefa\display.inf' ([strings.0409] <src=drvstore>)

     inf:      Saved PNF: 'C:\Windows\System32\DriverStore\FileRepository\display.inf_30c9fefa\display.PNF' (Language = 0409)

     dvi:      Created Driver Node:

     dvi:           HardwareID   - PCI\CC_0300

     dvi:           InfName      - C:\Windows\System32\DriverStore\FileRepository\display.inf_30c9fefa\display.inf

     dvi:           DevDesc      - Standard VGA Graphics Adapter

     dvi:           DrvDesc      - Standard VGA Graphics Adapter

     dvi:           Provider     - Microsoft

     dvi:           Mfg          - (Standard display types)

     dvi:           ModelsSec    - Std.Mfg.NTx86

     dvi:           InstallSec   - vga

     dvi:           ActualSec    - vga

     dvi:           Rank         - 0x0dfe2006

     dvi:           Signer       - microsoft windows

     dvi:           Signer Score - INBOX

     dvi:           DrvDate      - 06/21/2006

     dvi:           Version      - 6.0.6000.16386

     inf:      Opened INF: 'C:\Windows\System32\DriverStore\FileRepository\xpgraphics.inf_ffff0f2a\xpgraphics.inf' ([strings] <src=drvstore>)

     inf:      Saved PNF: 'C:\Windows\System32\DriverStore\FileRepository\xpgraphics.inf_ffff0f2a\xpgraphics.PNF' (Language = 0409)

     sig:      {_VERIFY_FILE_SIGNATURE} 13:48:31.953

     sig:           Key      = xpgraphics.inf

     sig:           FilePath = C:\Windows\System32\DriverStore\FileRepository\xpgraphics.inf_ffff0f2a\xpgraphics.inf

     sig:           Catalog  = C:\Windows\System32\DriverStore\FileRepository\xpgraphics.inf_ffff0f2a\xpgraphics.cat

!    sig:           Verifying file against specific (valid) catalog failed! (0xe0000244)

!    sig:           Error 0xe0000244: The software was tested for compliance with Windows Logo requirements on a different version of Windows, and may not be compatible with this version.

     sig:      {_VERIFY_FILE_SIGNATURE exit(0xe0000244)} 13:48:32.265

     sig:      {_VERIFY_FILE_SIGNATURE} 13:48:32.265

     sig:           Key      = xpgraphics.inf

     sig:           FilePath = C:\Windows\System32\DriverStore\FileRepository\xpgraphics.inf_ffff0f2a\xpgraphics.inf

     sig:           Catalog  = C:\Windows\System32\DriverStore\FileRepository\xpgraphics.inf_ffff0f2a\xpgraphics.cat

     sig:           Success: File is signed in catalog.

     sig:      {_VERIFY_FILE_SIGNATURE exit(0x00000000)} 13:48:32.281

     dvi:      Created Driver Node:

     dvi:           HardwareID   - PCI\VEN_8086&DEV_2562

     dvi:           InfName      - C:\Windows\System32\DriverStore\FileRepository\xpgraphics.inf_ffff0f2a\xpgraphics.inf

     dvi:           DevDesc      - Graphics(R) 12345G/GL/GE/PE/GV Graphics Controller

     dvi:           DrvDesc      - Graphics(R) 12345G/GL/GE/PE/GV Graphics Controller

     dvi:           Provider     - Graphics Corporation

     dvi:           Mfg          - Graphics Corporation

     dvi:           ModelsSec    - Graphics.Mfg

     dvi:           InstallSec   - i845G

     dvi:           ActualSec    - i845G

     dvi:           Rank         - 0x0fff2001

     dvi:           Signer       - Microsoft Windows Hardware Compatibility Publisher

     dvi:           Signer Score - Authenticode

     dvi:           DrvDate      - 06/21/2005

     dvi:           Version      - 6.14.10.4342

     inf:      Searched 2 potential matches in published INF directory

     inf:      Searched 27 INFs in directory: 'C:\Windows\INF'

     dvi: {Build Driver List - exit(0x00000000)} 13:48:32.468
Best Matches Based on Driver Ranking – SetupAPI.dev.log Walkthrough

Now that the driver list has been built, Setup selects the best match based on the driver ranking. In this example, the inbox Display.inf driver outranks the migrated Xpgraphics.inf driver.
     ndv: Selecting best match...

     dvi: {DIF_SELECTBESTCOMPATDRV} 13:48:32.468

     dvi:      Using exported function 'DisplayClassInstaller' in module 'C:\Windows\system32\DispCI.dll'.

     dvi:      Class installer == DispCI.dll,DisplayClassInstaller

     dvi:      No CoInstallers found

     dvi:      Class installer: Enter 13:48:32.484

     dvi:      Class installer: Exit

     dvi:      Default installer: Enter 13:48:32.656

     dvi:           {Select Best Driver}

     dvi:                Selected driver installs from section [vga] in 'c:\windows\system32\driverstore\filerepository\display.inf_30c9fefa\display.inf'.

     dvi:                Class GUID of device changed to: {4d36e968-e325-11ce-bfc1-08002be10318}.

     dvi:                {DIF_DESTROYPRIVATEDATA} 13:48:32.671

     dvi:                     Class installer: Enter 13:48:32.671

     dvi:                     Class installer: Exit

     dvi:                     Default installer: Enter 13:48:32.796

     dvi:                     Default installer: Exit

     dvi:                {DIF_DESTROYPRIVATEDATA - exit(0xe000020e)} 13:48:32.796

     dvi:                Set selected driver complete.

     dvi:                Selected:

     dvi:                     Description - [Standard VGA Graphics Adapter]

     dvi:                     InfFile     - [c:\windows\system32\driverstore\filerepository\display.inf_30c9fefa\display.inf]

     dvi:                     Section     - [vga]

     dvi:                     Signer      - [microsoft windows]

     dvi:                     Rank        - [0x0dfe2006]

     dvi:           {Select Best Driver - exit(0x00000000)}

TBD: Checklist: Summary Actions for Deploying Drivers

· To be provided in a future draft.
Glossary

device driver
A function driver for a hardware device that has a Plug and Play identifier.

device management and installation
Discovery and installation of available devices, storage and retrieval of device properties, and storage and retrieval of device settings. Only supported mechanisms should be used to perform these tasks.

driver package

A collection of all of the files that are needed to successfully load the driver. This includes the device information (.inf) file, the catalog file, and all of the binaries that are copied by the .inf file, including the class installer DLL, co‑installer DLL, function driver, branding icons or bitmaps, and property page provider DLL.

Inbox driver

A driver provided as a native component of the Windows operating system.

Resources
Driver Installation page on the WHDC Web site

http://www.microsoft.com/whdc/driver/install/default.mspx
Includes presentations from WinHEC technical sessions

Driver Signing References and White Papers on the WHDC Web site

http://www.microsoft.com/whdc/winlogo/drvsign/drvsign.mspx
“How Windows determines the most suitable device driver to install during Setup” in Knowledge Base

http://support.microsoft.com/default.aspx?scid=kb;en-us;279112
WDK documentation topics:

Using Driver Install Frameworks (DIFx)
http://msdn2.microsoft.com/en-us/library/ms790264.aspx
Using Device Installation Functions
http://msdn2.microsoft.com/en-us/library/ms791137.aspx
Device Manager Error Messages
http://msdn2.microsoft.com/en-us/library/ms791364.aspx
How Setup Ranks Drivers (Windows Vista)
http://msdn2.microsoft.com/en-us/library/aa477022.aspx
Troubleshooting Device Installation
http://msdn2.microsoft.com/en-us/library/ms791354.aspx
Newsgroups:
microsoft.public.development.device.drivers
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