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Abstract

This paper provides a brief technical advisory and appropriate guidelines for modification to Microsoft boot components.
This information applies for the following operating systems:

Windows Server® 2008

Windows Vista® 
The current version of this paper is maintained on the Web at: 

http://www.microsoft.com/whdc/system/platform/firmware/Boot_Modifications.mspx
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Introduction to Windows Operating System Boot Process

On BIOS-based PC systems, the startup process has been managed traditionally by clear handoff across a few components that facilitate operating system execution. The operating system requires that the system be initialized and prepared before control is transferred to it. This process is called the operating system bootstrap and includes initializing all critical devices and preparing the system resources—such as memory, hard drive, and display—as required by the operating system to start execution.

The Microsoft® Windows® operating system bootstrap starts with the power-on self-test (POST). After the BIOS has completed initialization of various devices—including processor, memory, disks, and other I/O units—then the BIOS executes the initial program load (IPL) from the boot device.
When the boot device is a hard disk, the IPL data usually comes from the master boot record (MBR) on the first sector of the disk. The MBR contains partition information and instructions to load Windows bootstrap code from the beginning of the system partition. This code is file-system specific and loads Windows Boot Manager (Bootmgr.exe) from the root directory of the volume and transfers execution to it.
Windows Boot Manager displays the boot menu if more than one Windows operating system is installed on the system and then selects the default operating system to load after the specified time-out. Then Windows Boot Manager transfers control to Windows Boot Loader (Winload.exe), which prepares the execution environment by loading the operating system kernel and required device drivers.

The Windows operating system bootstrap process relies on strictly managed components, which are critical for the proper execution of the operating system and countless other utilities. Under normal circumstances, the Windows Setup process ensures that all of the components that are required for Windows operating system bootstrap are properly installed on the system. Similarly, Windows repair utilities must also ensure that these components are installed correctly.

Modification to Windows Boot Components
Caution: Modifications to Windows boot components have never been supported by Microsoft. Windows boot components include modifications to the MBR, NTFS boot code (the first 8K of the partition), Bootmgr.exe, and Winload.exe. With the partial exception of the MBR, modifications to these components impair the reliability and functionality of Windows.
Many features in Windows Vista now have even greater reliance on boot components and require greater assurance that they have not been modified. In addition, many Microsoft-provided and third-party tools, backup utilities, and disaster recovery solutions are designed specifically for the standard boot components. These utilities often do not function properly on systems with altered boot components. Further, most recovery procedures restore the standard Microsoft boot environment.

If system manufacturers or software vendors must alter the boot sequence, Microsoft has architected a way to help ensure that OEM/ISV solutions remain functional after Windows system recovery and that such modifications do not create application compatibility issues with other software.
Supported MBR Modifications
The only Microsoft-supported way to enable custom boot mechanisms is described in “Custom Bootstrap Actions in Windows Vista” at http://www.microsoft.com/whdc/system/platform/firmware/OEMBoot_Vista.mspx.
Supported Identification of Windows RE Partition
The only way for software to identify the Windows Recovery Environment (Windows RE) partition in a manner supported by Microsoft is described in “Detection Algorithm for Windows RE Installations” later in this paper.

IMPORTANT:
· If any backup or recovery tool is required to identify the Windows RE partition, the tool must not depend on any method that involves changing any aspect of the Windows RE partition. For example, Microsoft does not support solutions that include writing flags to the volume boot code or customizing the MBR. Such solutions may result in fragile implementations that will not function if the system is repaired or updated.

· To ensure application compatibility and avoid problems if modified components are serviced or replaced, Windows RE detection must be performed only by observing existing partition characteristics.

Detection Algorithm for Windows RE Installations

1. 
Check the Windows Vista boot configuration data (BCD) object for the following settings:

a. 
recoverysequence 
GUID of Windows RE BCD object.
b. 
recoveryenabled 
Indicates whether automatic failover is turned on/off.

2.
Confirm that both settings exist:

a.
If both exist, then locate the Windows RE BCD object specified by the GUID in Step 1a.

b.
If one or both are missing, then no valid Windows RE installation can be found.

3. 
Confirm that the Windows RE BCD object contains the setting “custom:46000010” with value “yes”:

a.
If this setting exists, then locate the “device” setting in the Windows RE BCD object.
b. 
If this setting does not exist, then no valid Windows RE installation can be found.
4. 
Examine the “device” setting in the Windows RE BCD object:
a.
If the “device” setting does not exist, then no valid Windows RE installation can be found.
b.
If the value of the “device” setting starts with “ramdisk=”, it will be followed by the path to the Windows RE image file.
This image file is a valid Windows RE installation if all of the following are true:

The file is named Winre.wim.

The Winre.wim file exists in the location specified in “ramdisk=”.
Boot.sdi exists in the same folder as Winre.wim

c. 
If the “device” setting exists but does not start with “ramdisk=”, this means that Windows RE is installed as an expanded image on the partition specified in the “device” value.
A valid Windows RE installation can be confirmed if both of the following files exist under the \sources\recovery\ path:

Recenv.exe
Startrep.exe
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