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“We believe that Microsoft’s Active Directory® has become the industry standard. So when we needed a management system for our security solution, we built it on top of Microsoft’s Active Directory framework. We believe in Microsoft’s technology and we use it whenever we can.”

· Dany Margalit, executive vice president, Aladdin Knowledge Systems

Aladdin Knowledge Systems

Founded in 1985, Aladdin Knowledge Systems specialises in digital security with a focus on solutions for software digital rights management (DRM) as well as enterprise and internet security. The company has more than 30,000 customers worldwide, with 50 per cent of sales concentrated in Europe. 

Aladdin’s core products include eToken, for strong user authentication, password management and protection against identity theft; eSafe, an integrated content security solution that proactively protects networks against internet threats; and the HASP Software Digital Rights Management family of hardware and software-based products that protect, license and distribute software and intellectual property.

Aladdin Solutions

Aladdin made it part of its business strategy to develop products that integrate closely with the Microsoft® platform, to further its goal of being the leading provider of security solutions and services worldwide. 

One such product, eToken, provides an easy-to-use, portable and strong user authentication tool. The eToken is a Universal Serial Bus (USB) device about the size of a house key and is based on smart card technology. However, it requires no special readers, making it very cost effective. 

Authentication is more secure with eToken because it asks users for two things before allowing them access to a network. Users need to have something, the USB-device or eToken, and they need to know something, a PIN. eToken can be used to log on securely to a network, a virtual private network (VPN) or an e-mail program.

Managing this process is Aladdin’s Token Management System (TMS), which was developed on Microsoft’s Active Directory framework. Active Directory provides a single point of management for Windows®-based user accounts, applications, clients and servers. It also helps organisations integrate systems that don’t use Windows with Windows-based applications and Windows-compatible devices, thus providing users with a centralised and consolidated way of managing an entire network infrastructure. 

In addition, the eToken solution also uses Microsoft Certificate Authority (CA), Microsoft VPN and Windows 2000 or Windows XP smart card and network logon. Microsoft CA provides organisations with fully integrated public key infrastructure (PKI) services as well as secure e-mail, extranet, intranet, network and VPN logon. “We find it easier to integrate with CA than with any other product,” said Aladdin executive vice president, Dany Margalit. “Some people say that Microsoft does not use open technology, but I found their systems a lot more open than many others.”

ALPLA, a plastic processing company based in Austria, implemented Aladdin’s eToken on top of Windows Server™ 2003 using Microsoft Certificate Authority and Active Directory to enable easily managed, high-level security within its corporate network and for mobile employees.

“The Aladdin solution allowed us to move seamlessly from the exclusive use of a one-time password system to the integration of certificate-based authentication in the network infrastructure,” said Klaus-Peter Metzler, IT and organisational director at ALPLA. “The high level of security in our network enables us to have a well-ordered business flow and will contribute significantly to further development of our company.”

Collaboration With Microsoft

This seamless integration of Microsoft and Aladdin’s products can be attributed to the open communication channels between the two companies, which includes information sharing among their engineers. Aladdin is part of Microsoft’s Partner Program that offers it additional benefits such as access to Microsoft’s technology road map. The road map allows Microsoft partners an inside view to the general direction that Microsoft takes with its security products. 

“We believe that our relationship with Microsoft benefits not only us, but also our customers,” said Margalit. “Microsoft is dedicated to its solutions and products, and continues to update and improve them, which in turn gives us access to the latest technology.”

Microsoft, Active Directory, Windows and Windows Server are either registered trademarks or trademarks of Microsoft Corp. in the United States and/or other countries.
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