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Glossary

A

account lockout   A Windows security feature that locks a user account if a number of failed logon attempts occur within a specified amount of time, based on security policy lockout settings. Locked accounts cannot log on. See also user account.

Active Directory   The Windows-based directory service. Active Directory stores information about objects on a network and makes this information available to users and network administrators. Active Directory gives network users access to permitted resources anywhere on the network using a single logon process. It provides network administrators with an intuitive, hierarchical view of the network and a single point of administration for all network objects. See also domain; forest; replication.

Active Directory Service Interfaces (ADSI)   A directory service model and a set of Component Object Model (COM) interfaces. ADSI enables Windows applications and Active Directory clients to access several network directory services, including Active Directory. ADSI is supplied as a software development kit (SDK). See also Active Directory.

Active Directory-integrated zone   A primary Domain Name System (DNS) zone that is stored in Active Directory so that it can use multimaster replication and Active Directory security features. See also Active Directory; Domain Name System (DNS).

Address Resolution Protocol (ARP)   In TCP/IP, a protocol that uses broadcast traffic on the local network to resolve a logically assigned Internet Protocol version 4 (IPv4) address to its physical hardware or media access control (MAC) layer address. 

In asynchronous transfer mode (ATM), ARP is used two different ways. For classical IPv4 over ATM (CLIP), ARP is used to resolve addresses to ATM hardware addresses. For ATM LAN emulation (LANE), ARP is used to resolve Ethernet/802.3 or Token Ring addresses to ATM hardware addresses.

See also asynchronous transfer mode (ATM); Internet Protocol (IP); IP address; packet; Transmission Control Protocol/Internet Protocol (TCP/IP).

administrator   In the Windows Server 2003 family, a person who is responsible for setting up and managing local computers, stand-alone servers, member servers, or domain controllers. An administrator sets up user and group accounts, assigns passwords and permissions, and helps users with networking problems. Administrators can be members of the Administrators group on local computers or servers. A person who is a member of the Administrators group on a local computer or server has full access to that computer or server and can assign access control rights to users as necessary. 

Administrators can also be members of the Domain Admins group on domain controllers and have full control over user and computer accounts residing in that domain. 

See also domain; domain controller; user account.

APIPA   See definition for Automatic Private IP Addressing (APIPA).

area border router (ABR)   An Open Shortest Path First (OSPF) router that is attached to multiple areas. ABRs maintain separate topological databases for each area. See also Open Shortest Path First (OSPF).

asynchronous transfer mode (ATM)   A high-speed, connection-oriented, virtual circuit-based packet switching protocol used to transport many different types of network traffic. ATM packages data in 53-byte, fixed-length cells that can be switched quickly between logical connections on a network.

authentication   The process for verifying that an entity or object is who or what it claims to be. Examples include confirming the source and integrity of information, such as verifying a digital signature or verifying the identity of a user or computer. See also Kerberos V5 authentication protocol; trust relationship.

authenticator   A data structure used by one party to prove that another party knows a secret key. In the Kerberos authentication protocol, authenticators include timestamps, to prevent replay attacks, and are encrypted with the session key issued by the Key Distribution Center (KDC).

authorization   The process that determines what a user is permitted to do on a computer system or network. See also authentication.

auto-static updates   The process of adding static routes to the routing table automatically. When you configure an interface to use auto-static update mode, the router sends a request to other routers and inherits routes. The routes are saved in the routing table as auto-static routes and are kept even if the router is restarted or the interface goes down. Auto-static updates are supported in Routing Information Protocol (RIP) for Internet Protocol (IP) and in RIP for Internetwork Packet Exchange (IPX), but they are not available for use with Open Shortest Path First (OSPF). See also Open Shortest Path First (OSPF).


Automatic Private IP Addressing (APIPA)   A TCP/IP feature in Windows XP and Windows Server 2003 that automatically configures a unique IP address from the range 169.254.0.1 through 169.254.255.254 with a subnet mask of 255.255.0.0 when the TCP/IP protocol is configured for dynamic addressing and a DHCP server is not available. The APIPA range of IP addresses is reserved by the Internet Assigned Numbers Authority (IANA) for use on a single subnet, and IP addresses within this range are not used on the Internet. See also Dynamic Host Configuration Protocol (DHCP); IP address; Transmission Control Protocol/Internet Protocol (TCP/IP).

autonomous system boundary router (ASBR)   A router that exchanges routing information with routers that belong to other autonomous systems. The ASBR then advertises external routes throughout the autonomous system. ASBRs can be internal or area border routers, and they might or might not be connected to the backbone. See also area border router (ABR); router.

B

b-node   A NetBIOS implementation that uses broadcast NetBIOS name queries for name registration and resolution. See also network basic input/output system (NetBIOS).

bandwidth   The data transfer capacity of a transmission medium. 

In digital communications, the transfer capacity expressed in bits per second (bps) or megabits per second (Mbps). For example, Ethernet accommodates a bandwidth of 10,000,000 bps or 10 Mbps.

In analog communications, the difference between the highest and lowest frequencies in a specific range. For example, an analog telephone line accommodates a bandwidth of 3,000 hertz (Hz), the difference between the lowest (300 Hz) and highest (3,300 Hz) frequencies that it can carry.

BOOTP   See definition for bootstrap protocol (BOOTP).

BOOTP relay agent   See definition for DHCP/BOOTP Relay Agent.

bootstrap protocol (BOOTP)   A protocol used primarily on TCP/IP networks to configure diskless workstations. RFCs 951 and 1542 define this protocol. DHCP is a later boot configuration protocol that uses this protocol. The Microsoft DHCP service provides limited support for BOOTP service. See also Dynamic Host Configuration Protocol (DHCP); Transmission Control Protocol/Internet Protocol (TCP/IP).

bottleneck   A condition, usually involving a hardware resource, that causes a computer to perform poorly.

C

caching   The process of temporarily storing recently accessed information in a special memory subsystem for quicker access.

certificate   A digital document that is commonly used for authentication and to secure information on open networks. A certificate securely binds a public key to the entity that holds the corresponding private key. Certificates are digitally signed by the issuing certification authority (CA), and they can be issued for a user, a computer, or a service. See also certification authority (CA).

certification authority (CA)   An entity responsible for establishing and vouching for the authenticity of public keys belonging to subjects (usually users or computers) or other certification authorities. Activities of a certification authority can include binding public keys to distinguished names through signed certificates, managing certificate serial numbers, and certificate revocation. See also certificate.

checksum   A calculated value that is used to test data for the presence of errors that can occur when data is transmitted or when it is written to disk.

Connection Manager Administration Kit (CMAK)   A tool for creating, editing, and managing Connection Manager profiles. The Connection Manager is a client dialer.

connection object   An Active Directory object that represents a replication connection from one domain controller to another. The connection object is a child of the replication destinations NTDS Settings object and identifies the replication source server, contains a replication schedule, and specifies a replication transport. Connection objects are created automatically by the Knowledge Consistency Checker (KCC), but they can also be created manually. Automatically generated connections must not be modified by the user unless they are first converted into manual connections. See also Active Directory; Knowledge Consistency Checker (KCC); replication.

connection request policy   A set of conditions and profile settings that network administrators use to specify how Internet Authentication Service (IAS) servers handle incoming authentication and accounting request messages. See also authentication; Internet Authentication Service (IAS); remote access policy.


convergence   The process of stabilizing a system after changes occur in the network. For dynamic routing, if a route becomes unavailable, routers send update messages throughout the network, reestablishing information about preferred routes. 

For Network Load Balancing, a process by which hosts exchange messages to determine a new, consistent state of the cluster and to elect the default host. During convergence, a new load distribution is determined for hosts that share the handling of network traffic for specific Transmission Control Protocol (TCP) or User Datagram Protocol (UDP) ports.

See also User Datagram Protocol (UDP).

convergence time   The time it takes for a system to achieve convergence. For dynamic routing, the convergence time is the amount of time it takes for the all routers to obtain an accurate representation of the internetwork topology after a change is detected. See also convergence; router.

D

default gateway   A configuration item for the TCP/IP protocol that is the IP address of a directly reachable IP router. Configuring a default gateway creates a default route in the IP routing table. See also Internet Protocol (IP); IP address; routing table; Transmission Control Protocol/Internet Protocol (TCP/IP).

DHCP option   Address configuration parameters that a DHCP service assigns to clients. Most DHCP options are predefined, based on optional parameters defined in Request for Comments (RFC) 1542, although extended options can be added by vendors or users. See also Dynamic Host Configuration Protocol (DHCP).

DHCP/BOOTP Relay Agent   The agent program or component responsible for relaying Dynamic Host Configuration Protocol (DHCP) and bootstrap protocol (BOOTP) broadcast messages between a DHCP server and a client across an Internet Protocol (IP) router. A DHCP relay agent supports DHCP/BOOTP message relay as defined in RFCs 1541 and 2131. The DHCP Relay Agent routing protocol component is managed using the Routing and Remote Access snap-in. See also bootstrap protocol (BOOTP); Dynamic Host Configuration Protocol (DHCP).

dial-up connection   The connection to your network if you use a device that uses the telephone network. This includes modems with a standard telephone line, ISDN cards with high-speed ISDN lines, or X.25 networks. 

If you are a typical user, you might have one or two dial-up connections, for example, to the Internet and to your corporate network. In a more complex server situation, multiple network modem connections might be used to implement advanced routing.

See also Integrated Services Digital Network (ISDN).

dictionary attack   A method of guessing a user's password or PIN by trying every word in the dictionary until successful.

digital signature   A means for originators of a message, file, or other digitally encoded information to bind their identity to the information. The process of digitally signing information entails transforming the information, as well as some secret information held by the sender, into a tag called a signature. Digital signatures are used in public key environments, and they provide nonrepudiation and integrity services.

digital subscriber line (DSL)   A special communication line that uses modulation technology to maximize the amount of data that can be sent over a local-loop, copper-wire connection to a central phone office. DSL is used for connections from telephone switching stations to a subscriber rather than between switching stations.

distributed DHCP   An implementation in which DHCP distributes IP addresses across a site boundary. See also Dynamic Host Configuration Protocol (DHCP); IP address.

Distributed File System (DFS)   A service that allows system administrators to organize distributed network shares into a logical namespace, enabling users to access files without specifying their physical location and providing load sharing across network shares.

domain   In Active Directory, a collection of computer, user, and group objects defined by the administrator. These objects share a common directory database, security policies, and security relationships with other domains. 

In DNS, any tree or subtree within the DNS namespace. Although the names for DNS domains often correspond to Active Directory domains, DNS domains should not be confused with Active Directory domains.

See also Active Directory; Domain Name System (DNS).

domain controller   In an Active Directory forest, a server that contains a writable copy of the Active Directory database, participates in Active Directory replication, and controls access to network resources. Administrators can manage user accounts, network access, shared resources, site topology, and other directory objects from any domain controller in the forest. See also Active Directory; authentication; forest.

domain name   The name given by an administrator to a collection of networked computers that share a common directory. Part of the DNS naming structure, domain names consist of a sequence of name labels separated by periods. See also domain; Domain Name System (DNS).


Domain Name System (DNS)   A hierarchical, distributed database that contains mappings of DNS domain names to various types of data, such as IP addresses. DNS enables the location of computers and services by user-friendly names, and it also enables the discovery of other information stored in the database. See also domain name; IP address; Transmission Control Protocol/Internet Protocol (TCP/IP).

Dynamic Host Configuration Protocol (DHCP)   A TCP/IP service protocol that offers dynamic leased configuration of host IP addresses and distributes other configuration parameters to eligible network clients. DHCP provides safe, reliable, and simple TCP/IP network configuration, prevents address conflicts, and helps conserve the use of client IP addresses on the network. 

DHCP uses a client/server model where the DHCP server maintains centralized management of IP addresses that are used on the network. DHCP-supporting clients can then request and obtain lease of an IP address from a DHCP server as part of their network boot process.

See also IP address; lease; Transmission Control Protocol/Internet Protocol (TCP/IP).

dynamic update   An update to the Domain Name System (DNS) standard that permits DNS clients to dynamically register and update their resource records in zones. See also Domain Name System (DNS).

E

encryption   The process of disguising a message or data in such a way as to hide its substance.

End-User License Agreement (EULA)   A legal agreement between a software or hardware manufacturer and the end user, with regard to the terms of use and transfer of the software. 

exclusion range   A small range of one or more IP addresses within a DHCP scope excluded from the DHCP service. Exclusion ranges ensure that these scope addresses will never be offered to clients by the DHCP server. See also scope.

Extensible Authentication Protocol (EAP)   An extension to the Point-to-Point Protocol (PPP) that allows for arbitrary authentication mechanisms to be employed for the validation of a PPP connection. See also Point-to-Point Protocol (PPP).

extranet   A limited subset of computers or users on a public network, typically the Internet, that can access an organization's internal network. For example, the computers or users might belong to a partner organization.


F

failover   In server clusters, the process of taking resource groups offline on one node and bringing them online on another node. When failover occurs, all resources within a resource group fail over in a predefined order; resources that depend on other resources are taken offline before, and are brought back online after, the resources on which they depend. See also node; server cluster.

fault tolerance   The ability of computer hardware or software to ensure data integrity when hardware failures occur. Fault-tolerant features appear in many server operating systems and include mirrored volumes, RAID-5 volumes, and server clusters.

File Replication service (FRS)   A service that provides multimaster file replication for designated directory trees between designated servers running Windows Server 2003. The designated directory trees must be on disk partitions formatted with the version of NTFS used with the Windows Server 2003 family. FRS is used by Distributed File System (DFS) to automatically synchronize content between assigned replicas and by Active Directory to automatically synchronize content of the system volume information across domain controllers. See also Active Directory; replication.

filter   For Indexing Service, software that extracts content and property values from a document to index them. 

For Internet Protocol security (IPSec), a specification of Internet Protocol (IP) traffic that provides the ability to trigger security negotiations for a communication based on the source, destination, and type of IP traffic.

For Internet Information Services (IIS), a feature of Internet Server Application Programming Interface (ISAPI) that allows preprocessing of requests and postprocessing of responses, permitting site-specific handling of Hypertext Transfer Protocol (HTTP) requests and responses.

In IP and Internetwork Packet Exchange (IPX) packet filtering, a definition in a series of definitions that indicates to the router the type of traffic allowed or disallowed on each interface.

See also Indexing Service; Internet Information Services (IIS); Internet Protocol (IP); Internet Protocol security (IPSec); Internetwork Packet Exchange (IPX).

firewall   A combination of hardware and software that provides a security system for the flow of network traffic, usually to prevent unauthorized access from outside to an internal network or intranet. Also called a security-edge gateway.


forest   One or more Active Directory domains that share the same class and attribute definitions (schema), site and replication information (configuration), and forest-wide search capabilities (global catalog). Domains in the same forest are linked with two-way, transitive trust relationships. See also Active Directory; domain; global catalog; two-way trust.

forest root domain   The first domain created in a new forest. The forest-wide administrative groups, Enterprise Admins and Schema Admins, are located in this domain. As a best practice, new domains are created as children of the forest root domain. See also domain; forest.

fully qualified domain name (FQDN)   A DNS name that has been stated to indicate its absolute location in the domain namespace tree. In contrast to relative names, an FQDN has a trailing period (.) to qualify its position to the root of the namespace (host.example.microsoft.com.). See also domain name; Domain Name System (DNS).

G

global catalog   A directory database that applications and clients can query to locate any object in a forest. The global catalog is hosted on one or more domain controllers in the forest. It contains a partial replica of every domain directory partition in the forest. These partial replicas include replicas of every object in the forest, as follows: the attributes most frequently used in search operations and the attributes required to locate a full replica of the object. 

In Microsoft Provisioning System, the Exchange server maintains a list of global catalogs, and it maintains a load balance across global catalogs.

See also Active Directory; domain controller; forest; replication.

group   A collection of users, computers, contacts, and other groups. Groups can be used as security or as e-mail distribution collections. Distribution groups are used only for e-mail. Security groups are used both to grant access to resources and as e-mail distribution lists. See also domain.


Group Policy   The infrastructure within Active Directory directory service that enables directory-based change and configuration management of user and computer settings, including security and user data. You use Group Policy to define configurations for groups of users and computers. With Group Policy, you can specify policy settings for registry-based policies, security, software installation, scripts, folder redirection, remote installation services, and Internet Explorer maintenance. The Group Policy settings that you create are contained in a Group Policy object (GPO). By associating a GPO with selected Active Directory system containers—sites, domains, and organizational units—you can apply the GPO's policy settings to the users and computers in those Active Directory containers. To create an individual GPO, use the Group Policy Object Editor. To manage Group Policy objects across an enterprise, you can use the Group Policy Management console. See also Active Directory.

H

hash   A fixed-size result that is obtained by applying a one-way mathematical function (sometimes called a hash algorithm) to an arbitrary amount of data. If there is a change in the input data, the hash changes. The hash can be used in many operations, including authentication and digital signing. Also called a message digest. See also authentication.

hub-and-spoke   For Windows Internet Name Service (WINS), a server configuration that uses a central "hub" as a point of contact for many outlying WINS server "spokes" to improve convergence time. See also convergence time; Windows Internet Name Service (WINS).

I

Indexing Service   Software that provides search functions for documents stored on disk, allowing users to search for specific document text or properties.

Industry Standard Architecture (ISA)   A bus design specification that allows components to be added as cards plugged into standard expansion slots in IBM Personal Computers and IBM-compatible computers.

infrastructure master   A domain controller that holds the infrastructure operations master role in Active Directory. The infrastructure master updates the group-to-user reference whenever group memberships change and replicates these changes across the domain. At any time, the infrastructure master role can be assigned to only one domain controller in each domain. See also Active Directory; domain controller; operations master.


Integrated Services Digital Network (ISDN)   A digital phone line used to provide higher bandwidth. ISDN in North America is typically available in two forms: Basic Rate Interface (BRI) consists of 2 B-channels at 64 kilobits per second (Kbps) and a D-channel at 16 Kbps; Primary Rate Interface (PRI) consists of 23 B-channels at 64 Kbps and a D-channel at 64 Kbps. An ISDN line must be installed by the phone company at both the calling site and the called site.

interface   In networking, a logical device over which packets can be sent and received. In the Routing and Remote Access administrative tool, it is a visual representation of the network segment that can be reached over the LAN or WAN adapters. Each interface has a unique name.

Interior Gateway Routing Protocol (IGRP)   A distance vector IP routing protocol developed by Cisco Systems, Inc. See also Internet Protocol (IP).

Internet Authentication Service (IAS)   The Microsoft implementation of a Remote Authentication Dial-In User Service (RADIUS) server, which provides authentication and accounting for network access, and proxy, which provides forwarding of RADIUS messages. See also authentication; Remote Authentication Dial-In User Service (RADIUS); virtual private network (VPN).

Internet Control Message Protocol (ICMP)   A required maintenance protocol in the TCP/IP suite that reports errors and provides simple diagnostic capabilities. ICMP is used by the Ping tool to perform TCP/IP troubleshooting. See also Internet Protocol (IP); Transmission Control Protocol/Internet Protocol (TCP/IP).

Internet Engineering Task Force (IETF)   An open community of network designers, operators, vendors, and researchers concerned with the evolution of Internet architecture and the smooth operation of the Internet. Technical work is performed by working groups organized by topic areas (such as routing, transport, and security) and through mailing lists. Internet standards are developed in IETF Requests for Comments (RFCs), which are a series of notes that discuss many aspects of computing and computer communication, focusing on networking protocols, programs, and concepts.

Internet Group Management Protocol (IGMP)   A protocol used by Internet Protocol version 4 (IPv4) hosts to report their multicast group memberships to any immediately neighboring multicast routers.

Internet Information Services (IIS)   Software services that support Web site creation, configuration, and management, along with other Internet functions. Internet Information Services include Network News Transfer Protocol (NNTP), File Transfer Protocol (FTP), and Simple Mail Transfer Protocol (SMTP).


Internet Key Exchange (IKE)   A protocol that establishes the security association and shared keys necessary for two parties to communicate by using Internet Protocol security (IPSec). See also Internet Protocol security (IPSec).

Internet Protocol (IP)   A routable protocol in the TCP/IP protocol suite that is responsible for IP addressing, routing, and the fragmentation and reassembly of IP packets. See also packet; Transmission Control Protocol/Internet Protocol (TCP/IP).

Internet Protocol security (IPSec)   A set of industry-standard, cryptography-based protection services and protocols. IPSec protects all protocols in the TCP/IP protocol suite except Address Resolution Protocol (ARP). For virtual private network (VPN) connections, IPSec is used in conjunction with Layer Two Tunneling Protocol (L2TP). See also Address Resolution Protocol (ARP); Layer Two Tunneling Protocol (L2TP); Transmission Control Protocol/Internet Protocol (TCP/IP); virtual private network (VPN).

Internet service provider (ISP)   A company that provides individuals or companies access to the Internet and the World Wide Web. An ISP provides a telephone number, a user name, a password, and other connection information so users can connect their computers to the ISP's computers. An ISP typically charges a monthly or hourly connection fee.

Internetwork Packet Exchange (IPX)   A network protocol native to NetWare that controls addressing and routing of packets within and between local area networks (LANs). IPX does not guarantee that a message will be complete (no lost packets). See also local area network (LAN).

IP address   For Internet Protocol version 4 (IPv4), a 32-bit address used to identify an interface on a node on an IPv4 internetwork. Each interface on the IP internetwork must be assigned a unique IPv4 address, which is made up of the network ID, plus a unique host ID. This address is typically represented with the decimal value of each octet separated by a period (for example, 192.168.7.27). You can configure the IP address statically or dynamically by using Dynamic Host Configuration Protocol (DHCP). 

For Internet Protocol version 6 (IPv6), an identifier that is assigned at the IPv6 layer to an interface or set of interfaces and that can be used as the source or destination of IPv6 packets.

See also Dynamic Host Configuration Protocol (DHCP); Internet Protocol (IP); node; scope.


J-K

Kerberos V5 authentication protocol   An authentication mechanism used to verify user or host identity. The Kerberos V5 authentication protocol is the default authentication service. Internet Protocol security (IPSec) can use the Kerberos protocol for authentication. See also Internet Protocol security (IPSec).

Knowledge Consistency Checker (KCC)   A built-in process that runs on all domain controllers and generates the replication topology for the Active Directory forest. At specified intervals, the KCC reviews and makes modifications to the replication topology to ensure propagation of data either directly or transitively. See also Active Directory; domain controller; forest.

L

Layer Two Tunneling Protocol (L2TP)   An industry-standard Internet tunneling protocol that provides encapsulation for sending Point-to-Point Protocol (PPP) frames across packet-oriented media. For IP networks, L2TP traffic is sent as User Datagram Protocol (UDP) messages. In Microsoft operating systems, L2TP is used in conjunction with Internet Protocol security (IPSec) as a virtual private network (VPN) technology to provide remote access or router-to-router VPN connections. L2TP is described in RFC 2661. See also Internet Protocol security (IPSec); Point-to-Point Protocol (PPP); tunnel; User Datagram Protocol (UDP).

lease   The length of time for which a DHCP client can use a dynamically assigned IP address configuration. Before the lease time expires, the client must either renew or obtain a new lease with DHCP. See also Dynamic Host Configuration Protocol (DHCP); IP address.

Lmhosts file   A local text file that maps network basic input/output (NetBIOS) names (commonly used for computer names) to IP addresses for hosts that are not located on the local subnet. In this version of Windows, this file is stored in the systemroot\System32\Drivers\Etc folder. See also IP address; network basic input/output system (NetBIOS).

load balancing   A technique used by Windows Clustering to scale the performance of a server-based program (such as a Web server) by distributing its client requests across multiple servers within the cluster. Each host can specify the load percentage that it will handle, or the load can be equally distributed across all the hosts. If a host fails, Windows Clustering dynamically redistributes the load among the remaining hosts.


local area network (LAN)   A communications network connecting a group of computers, printers, and other devices located within a relatively limited area (for example, a building). A LAN enables any connected device to interact with any other on the network. See also network basic input/output system (NetBIOS); virtual local area network (VLAN).

M

m-node   A NetBIOS node type that uses a mix of b-node and p-node communications to register and resolve NetBIOS names. M-node first uses broadcast resolution; then, if necessary, it uses a server query. See also network basic input/output system (NetBIOS).

Microsoft Challenge Handshake Authentication Protocol version 2 (MS-CHAP v2)   An encrypted authentication mechanism for PPP connections that provides stronger security than CHAP and MS-CHAP v1. MS-CHAP v2 provides mutual authentication and asymmetric encryption keys. See also mutual authentication; Point-to-Point Protocol (PPP).

Microsoft Management Console (MMC)   A framework for hosting administrative tools called snap-ins. A console might contain tools, folders or other containers, World Wide Web pages, and other administrative items. These items are displayed in the left pane of the console, called a console tree. A console has one or more windows that can provide views of the console tree. The main MMC window provides commands and tools for authoring consoles. The authoring features of MMC and the console tree itself might be hidden when a console is in User Mode. See also snap-in.

Microsoft Point-to-Point Encryption (MPPE)   A 128-bit key or 40-bit key encryption algorithm using RSA RC4. MPPE provides for packet confidentiality between the remote access client and the remote access or tunnel server, and it is useful where Internet Protocol security (IPSec) is not available. MPPE 40-bit keys are used to satisfy current North American export restrictions. MPPE is compatible with Network Address Translation. See also remote access server.

mixed mode   In a Windows 2000 domain, the default domain mode setting. Mixed mode enables Windows NT-based backup domain controllers to coexist with Windows 2000-based domain controllers. Mixed mode does not support universal groups or the nesting of groups. You can change the domain mode setting to native mode when all Windows NT-based domain controllers are removed from a domain. 

In Windows Server 2003 domains, mixed mode is referred to as Windows 2000 mixed, and it is one of three domain functional levels available.

See also Active Directory; native mode; universal group.

Multicast Address Dynamic Client Allocation Protocol (MADCAP)   An extension to the DHCP protocol standard used to support dynamic assignment and configuration of IP multicast addresses on TCP/IP-based networks. See also Dynamic Host Configuration Protocol (DHCP); multicasting; Transmission Control Protocol/Internet Protocol (TCP/IP).

multicast scope   A range of multicast group IP addresses in the Class D address range that are available to be leased or assigned to multicast DHCP clients by DHCP. See also Dynamic Host Configuration Protocol (DHCP); IP address; lease; multicasting.

multicasting   The process of sending a message simultaneously to more than one destination on a network.

multihomed computer   A computer that has multiple network adapters or that has been configured with multiple IP addresses for a single network adapter. See also IP address.

mutual authentication   The process when one entity authenticates itself to a second entity and the second entity authenticates itself to the first entity. In networking, two routers often perform mutual authentication in order to create a connection. See also authentication; router.

N

name resolution   The process of having software translate between names that are easy for users to work with and numerical IP addresses, which are difficult for users but necessary for TCP/IP communications. Name resolution can be provided by software components such as DNS or WINS. See also Domain Name System (DNS); Transmission Control Protocol/Internet Protocol (TCP/IP); Windows Internet Name Service (WINS).

namespace   A unit for grouping WBEM classes and instances to control their scope and visibility. In SMS, namespace usually refers to the specific WBEM namespace: \SMS\Site_<sitecode>. This namespace is the location that exposes the classes and functionality of the SMS Provider.

native mode   In Windows 2000 domains, the domain mode in which all domain controllers in a domain are running Windows 2000 and a domain administrator has switched the domain operation mode from mixed mode to native mode. Native mode supports universal groups and nesting of groups. In native mode, domain controllers running Windows NT 4.0 or earlier are not supported. 

In Windows Server 2003 domains, native mode is referred to as Windows 2000 native, and it is one of three domain functional levels available.

See also Active Directory; mixed mode; universal group.

NetBIOS Node Type   A designation of the exact mechanisms by which network basic input/output system (NetBIOS) names are resolved to IP addresses. See also Internet Protocol (IP); IP address; network basic input/output system (NetBIOS).

NetBIOS over TCP/IP (NetBT)   A feature that provides the NetBIOS programming interface over the TCP/IP protocol. It is used for monitoring routed servers that use NetBIOS name resolution.

Netsh   A command-line and scripting tool for networking components for local or remote computers running Windows 2000, Windows XP Professional, or Windows Server 2003.

network access server (NAS)   The device that accepts Point-to-Point Protocol (PPP) connections and places clients on the network that the NAS serves. See also Point-to-Point Protocol (PPP).

network address translator (NAT)   An IP router defined in RFC 1631 that can translate IP addresses and Transmission Control Protocol/User Datagram Protocol (TCP/UDP) port numbers as packets are forwarded. See also Internet Protocol (IP); IP address; Transmission Control Protocol/Internet Protocol (TCP/IP); User Datagram Protocol (UDP).

network basic input/output system (NetBIOS)   An application programming interface (API) that can be used by programs on a local area network (LAN). NetBIOS provides programs with a uniform set of commands for requesting the lower-level services required to manage names, conduct sessions, and send datagrams between nodes on a network. See also local area network (LAN); node.

network ID   A number used to identify the systems that are located on the same physical network bounded by routers. The network ID should be unique to the internetwork. See also router.

node   For tree structures, a location on the tree that can have links to one or more items below it. 

For local area networks (LANs), a device that is connected to the network and is capable of communicating with other network devices.

For server clusters, a computer system that is an active or inactive member of a cluster.

See also local area network (LAN); server cluster.

O

object identifier   A number that identifies an object class or attribute. Object identifiers (OIDs) are organized into an industry-wide global hierarchy. An object identifier is represented as a dotted decimal string, such as 1.2.3.4, with each dot representing a new branch in the hierarchy. National registration authorities issue root object identifiers to individuals or organizations, who manage the hierarchy below their root object identifier.

off-subnet addressing   The allocation of IP addresses from remote access servers to remote access clients that are not in a range defined by a subnet to which the remote access server is attached.

on-subnet addressing   The allocation of IP addresses from a remote access server to remote access clients that are in a range defined by a subnet to which the remote access server is attached.

Open Shortest Path First (OSPF)   A routing protocol used in medium-sized and large networks. This protocol is more complex than Routing Information Protocol (RIP), but it allows better control and is more efficient in propagation of routing information. See also Routing Information Protocol (RIP).

operations master   A domain controller that has been assigned one or more special roles in an Active Directory domain. The domain controllers assigned these roles perform operations that are single-master (not permitted to occur at different places on the network at the same time). Examples of these operations include resource identifier allocation, schema modification, PDC emulation, adding and removing domains to and from the forest, and tracking changes to security principals across all domains in a forest. See also Active Directory; domain controller; infrastructure master; PDC emulator master.

P

packet   An Open Systems Interconnection (OSI) network layer transmission unit that consists of binary information representing both data and a header containing an identification number, source and destination addresses, and error-control data.

packet filtering   Prevents certain types of network packets from either being sent or received. This can be employed for security reasons (to prevent access from unauthorized users) or to improve performance by disallowing unnecessary packets from going over a slow connection. See also packet.

PDC emulator master   A domain controller that holds the PDC emulator operations master role in Active Directory. The PDC emulator services network clients that do not have Active Directory client software installed, and it replicates directory changes to any Windows NT backup domain controllers (BDCs) in the domain. 

The PDC emulator handles password authentication requests involving passwords that have recently changed and not yet been replicated throughout the domain. At any time, the PDC emulator master role can be assigned to only one domain controller in each domain.

See also Active Directory; domain controller; operations master.


perimeter network   An Internet Protocol (IP) network segment that contains resources, such as Web servers and virtual private network (VPN) servers, that are available to Internet users. Also known as screened subnet or demilitarized zone (DMZ). See also Internet Authentication Service (IAS); Internet Protocol (IP); virtual private network (VPN).

point of presence (POP)   The local access point for a network provider. Each POP provides a telephone number that allows users to make a local call for access to online services.

Point-to-Point Protocol (PPP)   An industry standard suite of protocols for the use of point-to-point links to transport multiprotocol datagrams. PPP is documented in RFC 1661. See also Transmission Control Protocol/Internet Protocol (TCP/IP).

Point-to-Point Tunneling Protocol (PPTP)   Networking technology that supports multiprotocol virtual private networks (VPNs), enabling remote users to access corporate networks securely across the Internet or other networks by dialing into an Internet service provider (ISP) or by connecting directly to the Internet. PPTP tunnels, or encapsulates, Internet Protocol (IP) or Internetwork Packet Exchange (IPX) traffic inside IP packets. This means that users can remotely run applications that depend on particular network protocols. PPTP is described in RFC 2637. See also Internet Protocol (IP); Internetwork Packet Exchange (IPX); packet; tunnel; virtual private network (VPN).

poison reverse   A process that, used with split horizon, improves Routing Information Protocol (RIP) convergence over simple split horizon by advertising all network IDs. However, the network IDs learned in a given direction are advertised with a hop count of 16, indicating that the network is unavailable. See also Routing Information Protocol (RIP).

preshared key   An Internet Protocol security (IPSec) technology in which a shared, secret key is used for authentication in IPSec policy. See also authentication; Internet Protocol security (IPSec).

print spooler   Software that accepts a document sent to a printer and then stores it on disk or in memory until the printer is ready for it.

public key infrastructure (PKI)   The laws, policies, standards, and software that regulate or manipulate certificates and public and private keys. In practice, it is a system of digital certificates, certification authorities, and other registration authorities that verify and authenticate the validity of each party involved in an electronic transaction. Standards for PKI are still evolving, even though they are being widely implemented as a necessary element of electronic commerce. See also certificate; certification authority (CA).


pull partner   A WINS component that requests replication of updated WINS database entries from its push partner. See also push partner; Windows Internet Name Service (WINS).

push partner   A WINS component that notifies its pull partner when updated WINS database entries are available for replication. See also pull partner; Windows Internet Name Service (WINS).

Q-R

Redundant Array of Independent Disks (RAID)   A method used to standardize and categorize fault-tolerant disk systems. RAID levels provide various mixes of performance, reliability, and cost. Some servers provide three of the RAID levels: Level 0 (striping), Level 1 (mirroring), and Level 5 (RAID-5). See also fault tolerance.

registry   A database repository for information about a computer's configuration. The registry contains information that Windows continually references during operation, such as: 

Profiles for each user

The programs installed on the computer and the types of documents that each can create

Property settings for folders and program icons

What hardware exists on the system

Which ports are being used

The registry is organized hierarchically as a tree, and it is made up of keys and their subkeys, hives, and entries.

remote access policy   A set of conditions and connection parameters that define the characteristics of the incoming connection and the set of constraints imposed on it. Remote access policy determines whether a specific connection attempt is authorized to be accepted.

remote access server   A Windows-based computer running the Routing and Remote Access service and configured to provide remote access.

Remote Authentication Dial-In User Service (RADIUS)   A security authentication protocol based on a client/server model and widely used by Internet service providers (ISPs). RADIUS is the most popular means of authenticating and authorizing dial-up, virtual private network (VPN), wireless, and authenticating switch clients today. A RADIUS client is included in the Routing and Remote Access service that ships with the Windows Server 2003 family. A RADIUS server and proxy, named Internet Authentication Service (IAS), is included in Windows Server 2003, Standard Edition; Windows Server 2003, Enterprise Edition; and Windows Server 2003, Datacenter Edition. See also authentication; authorization; Internet Authentication Service (IAS); tunnel; virtual private network (VPN).


remote procedure call (RPC)   A message-passing facility that allows a distributed application to call services that are available on various computers on a network. Used during remote administration of computers.

replication   The process of copying updated data from a data store or file system on a source computer to a matching data store or file system on one or more destination computers to synchronize the data. 

In Active Directory, replication synchronizes schema, configuration, application, and domain directory partitions between domain controllers.

In Distributed File System (DFS), replication synchronizes files and folders between DFS roots and root targets.

See also Active Directory; Distributed File System (DFS); File Replication service (FRS).

reservation   A specific IP address within a scope permanently reserved for leased use to a specific DHCP client. Client reservations are made in the DHCP database using DHCP Manager and based on a unique client device identifier for each reserved entry. See also Dynamic Host Configuration Protocol (DHCP); IP address; lease; scope.

reverse lookup   A DNS query for a pointer (PTR) resource record that resolves an IP address to its corresponding fully qualified domain name (FQDN). See also Domain Name System (DNS); fully qualified domain name (FQDN); IP address.

round robin   A simple mechanism used by DNS servers to share and distribute loads for network resources. Round robin is used to rotate the order of resource records (RRs) returned in a response to a query when multiple RRs of the same type exist for a queried DNS domain name.

router   A device or computer that forwards packets between interfaces based on a network layer destination address. For example, an Internet Protocol (IP) router forwards IP packets based on the destination IP address in the IP header. Routers typically use a routing table, which contains a series of entries for destinations and the corresponding next-hop address and interface to use to forward a packet to its eventual destination. See also local area network (LAN); wide area network (WAN).

Routing Information Protocol (RIP)   An industry standard, distance vector routing protocol used in small- to medium-sized Internet Protocol (IP) and Internetwork Packet Exchange (IPX) internetworks. See also Internet Protocol (IP); Internetwork Packet Exchange (IPX).

routing protocol   Any of several protocols that enable the exchange of routing table information between routers. Typically, medium- to large-sized TCP/IP internetworks implement routing protocols to simplify the administration of routing tables. See also router; routing table.

routing table   A database of routes containing information on network destinations, next-hop addresses and interfaces, and metrics for reachable network segments on an internetwork.

S

scope   A range of IP addresses that are available to be leased or assigned to DHCP clients by the DHCP service. See also Dynamic Host Configuration Protocol (DHCP); IP address; lease.

secure channel (Schannel)   A Security Support Provider (SSP) that implements the Secure Sockets Layer (SSL) and Transport Layer Security (TLS) Internet standard authentication protocols. See also Transport Layer Security (TLS).

secure dynamic update   The process in which a DNS client submits a dynamic update request to a DNS server and the DNS server performs the update only if the client is authenticated. See also authentication; dynamic update.

security association (SA)   A combination of identifiers, which together define Internet Protocol security (IPSec) that protects communication between sender and receiver. An SA is identified by the combination of a Security Parameters Index (SPI), destination IP address, and security protocol (Authentication Header (AH) or Encapsulating Security Payload (ESP)). An SA must be negotiated before secured data can be sent. See also Internet Protocol security (IPSec); IP address.

server cluster   A group of computers, known as nodes, working together as a single system to ensure that mission-critical applications and resources remain available to clients. A server cluster presents the appearance of a single server to a client. See also node.

shortcut trust   A trust that is manually created between two domains in the same forest. The purpose of a shortcut trust is to optimize the interdomain authentication process by shortening the trust path. Shortcut trusts are transitive and can be one-way or two-way. See also Active Directory; domain; forest; trust relationship; two-way trust.

single point of failure   Any component in your environment that would block data or applications if it failed.

site   One or more well-connected (highly reliable and fast) TCP/IP subnets. A site allows administrators to configure Active Directory access and replication topology to take advantage of the physical network. See also Active Directory; subnet; Transmission Control Protocol/Internet Protocol (TCP/IP).


site link   An Active Directory object that represents a set of sites that can communicate at uniform cost through some intersite transport. For Internet Protocol (IP) transport, a typical site link connects just two sites and corresponds to an actual wide area network (WAN) link. An IP site link connecting more than two sites might correspond to an asynchronous transfer mode (ATM) backbone connecting more than two clusters of buildings on a large campus or several offices in a large metropolitan area connected via leased lines and IP routers. See also Active Directory; asynchronous transfer mode (ATM); Internet Protocol (IP); site; site link bridge; wide area network (WAN).

site link bridge   An Active Directory object that represents a set of site links, all of whose sites can communicate via some transport. Typically, a site link bridge corresponds to a router (or a set of routers) in an Internet Protocol (IP) network. By default, the Knowledge Consistency Checker (KCC) may form a route through any and all site links in a transitive manner. If this behavior is turned off, each site link represents its own distinct and isolated network. Sets of site links that can be treated as a single route are expressed through a site link bridge. Each bridge represents an isolated communication environment for network traffic. See also Active Directory; Internet Protocol (IP); Knowledge Consistency Checker (KCC); site; site link.

snap-in   A type of tool that you can add to a console supported by Microsoft Management Console (MMC). A stand-alone snap-in can be added by itself; an extension snap-in can be added only to extend the function of another snap-in. See also Microsoft Management Console (MMC).

subnet   A subdivision of an Internet Protocol (IP) network. Each subnet has its own unique subnetted network ID. See also Internet Protocol (IP).

subnet mask   A 32-bit value that enables the recipient of Internet Protocol version 4 (IPv4) packets to distinguish the network ID and host ID portions of the IPv4 address. Typically, subnet masks use the format 255.x.x.x. IPv6 uses network prefix notations rather than subnet masks. See also IP address; network ID.

superscope   An administrative grouping feature that supports a DHCP server's ability to use more than scope for each physical interface and subnet. Superscopes are useful under the following conditions: If more DHCP clients must be added to a network than were originally planned, if an Internet Protocol (IP) network is renumbered, or if two or more DHCP servers are configured to provide scope redundancy and fault-tolerant design DHCP service for a single subnet. Each superscope can contain one or more member scopes (also known as child scopes). See also fault tolerance; scope; subnet.


switch   A computer or other network-enabled device that controls routing and operation of a signal path. In clustering, a switch is used to connect the cluster hosts to a router or other source of incoming network connections.

Systems Management Server (SMS)   A Microsoft product that includes inventory collection, software deployment, and diagnostic tools. SMS automates the task of upgrading software, allows remote problem solving, provides asset management information, and monitors software usage, computers, and networks.

T

Telnet   A protocol that enables an Internet user to log on to and enter commands on a remote computer linked to the Internet, as if the user were using a text-based terminal directly attached to that computer. Telnet is part of the TCP/IP suite of protocols. The term telnet also refers to the software (client or server component) that implements this protocol. See also Transmission Control Protocol/Internet Protocol (TCP/IP).

Time to Live (TTL)   For Internet Protocol (IP), a field in the IP header of an IP packet that indicates the maximum number of links over which the packet can travel before being discarded by a router. 

For DNS, TTL values are used in resource records within a zone to determine how long requesting clients should cache and use this information when it appears in a query response answered by a DNS server for the zone.

See also Domain Name System (DNS); Internet Protocol (IP); packet; Transmission Control Protocol/Internet Protocol (TCP/IP).

Transmission Control Protocol/Internet Protocol (TCP/IP)   A set of networking protocols widely used on the Internet that provides communications across interconnected networks of computers with diverse hardware architectures and various operating systems. TCP/IP includes standards for how computers communicate and conventions for connecting networks and routing traffic. See also Internet Protocol (IP).

Transport Layer Security (TLS)   A standard protocol that is used to provide secure Web communications on the Internet or intranets. It enables clients to authenticate servers or, optionally, servers to authenticate clients. It also provides a secure channel by encrypting communications. TLS is the latest and a more secure version of the SSL protocol. See also authentication.

Trivial File Transfer Protocol (TFTP)   A protocol used to download the initial files needed to begin the installation process.


trust relationship   A logical relationship established between domains to allow pass-through authentication, in which a trusting domain honors the logon authentications of a trusted domain. User accounts and global groups defined in a trusted domain can be given rights and permissions in a trusting domain, even though the user accounts or groups don't exist in the trusting domain's directory. See also authentication; domain; group; user account.

tunnel   A logical connection over which data is encapsulated. Typically, both encapsulation and encryption are performed, and the tunnel is a private, secure link between a remote user or host and a private network. See also encryption.

two-way trust   A trust relationship between two domains in which both domains trust each other. For example, domain A trusts domain B, and domain B trusts domain A. All parent-child trusts are two-way. See also domain; trust relationship.

U

universal group   A security or distribution group that can contain users, groups, and computers from any domain in its forest as members. 

Universal security groups can be granted rights and permissions on resources in any domain in the forest.

See also domain; forest.

user account   In Active Directory, an object that consists of all the information that defines a domain user, which includes user name, password, and groups in which the user account has membership. User accounts can be stored in either Active Directory or on your local computer. 

For computers running Windows XP Professional and member servers running Windows Server 2003, use Local Users and Groups to manage local user accounts. For domain controllers running Windows Server 2003, use Active Directory Users and Computers to manage domain user accounts.

See also Active Directory; group.

user class   An administrative feature that allows DHCP clients to be grouped logically according to a shared or common need. For example, a user class can be defined and used to allow similar DHCP leased configuration for all client computers in a specific building or site location. See also Dynamic Host Configuration Protocol (DHCP); lease.

User Datagram Protocol (UDP)   A transport layer protocol that offers a connectionless datagram service that guarantees neither delivery nor correct sequencing of delivered packets (much like Internet Protocol (IP)), but provides a payload checksum and upper layer protocol identification that uses source and destination ports. See also Internet Protocol (IP); packet; Transmission Control Protocol/Internet Protocol (TCP/IP).

user principal name (UPN)   A user account name (sometimes referred to as the user logon name) and a domain name identifying the domain in which the user account is located. This is the standard usage for logging on to a Windows domain. The format is as follows: someone@example.com (as for an e-mail address). See also domain; domain name.

V

vendor class   An administrative feature that allows DHCP clients to be identified and leased according to their vendor and hardware configuration type. For example, assigning a vendor class of HP to a printer vendor such as Hewlett-Packard would allow all Hewlett-Packard printers to be managed as a single unit so they could all obtain a similar DHCP leased configuration. See also Dynamic Host Configuration Protocol (DHCP); lease.

virtual local area network (VLAN)   A logical grouping of hosts on one or more local area networks (LANs) that allows communication to occur between hosts as if they were on the same physical LAN. See also local area network (LAN).

virtual private network (VPN)   The extension of a private network that encompasses encapsulated, encrypted, and authenticated links across shared or public networks. VPN connections typically provide remote access and router-to-router connections to private networks over the Internet. See also authentication; encryption; tunnel.

virtual server   In a server cluster, a collection of services that appear to clients as a physical Windows-based server but are not associated with a specific server. A virtual server is typically a resource group that contains all of the resources needed to run a particular application and that can be failed over like any other resource group. All virtual servers must include a Network Name resource and an IP Address resource. See also failover; server cluster.

W

wide area network (WAN)   A communications network connecting geographically separated locations that uses long-distance links of third-party telecommunications vendors. See also local area network (LAN).

Windows Clustering   A feature of Windows Server 2003, Enterprise Edition, and Windows Server 2003, Datacenter Edition, that provides the complementary clustering technologies, Network Load Balancing clusters, and server clusters. See also server cluster.


Windows Installer   An operating system service that enables the operating system to manage the installation process. Windows Installer technologies are divided into two parts that work in combination: a clientside installer service (Msiexec.exe) and a package (.msi) file. Windows Installer uses the information contained within a package file to install the application.

Windows Internet Name Service (WINS)   A Windows name resolution service for network basic input/output system (NetBIOS) names. WINS is used by hosts running NetBIOS over TCP/IP (NetBT) to register NetBIOS names and to resolve NetBIOS names to Internet Protocol (IP) addresses. See also IP address; network basic input/output system (NetBIOS).

WINS lookup   A process by which a Domain Name System (DNS) server queries Windows Internet Name Service (WINS) to resolve names it does not find in its authoritative zones. See also Domain Name System (DNS); Windows Internet Name Service (WINS).

wireless communication   Communication between a computer and another computer or device without wires. The form of wireless communication provided as part of the Windows operating system uses infrared (IR) light to transmit files. Radio frequencies, as used by cellular and cordless telephones, are another form of wireless communication.
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