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Abstract

An essential element of IT security is software that is well designed, effectively implemented, and thoroughly tested. This involves processes to effectively identify, correct, and update security vulnerabilities. It continues with third-party auditing that is based on recognized standards. To help meet customer requirements for such auditing, Microsoft Corp. submitted the following products (referred to collectively in this white paper as “Microsoft® Windows® platform products”) for a thorough, independent evaluation based on the Common Criteria for Information Technology Security Evaluation. As of December 2005, the following Microsoft Windows platform products have achieved Common Criteria Evaluation Assurance Level (EAL) 4 + Augmented with ALC_FLR.3 certification:

· Microsoft Windows Server™ 2003 Standard Edition with SP1 (32-bit) 

· Microsoft Windows Server 2003 Enterprise Edition with SP1 (32-bit and 64-bit versions)

· Microsoft Windows Server 2003 Datacenter Edition with SP1 (32-bit and 64-bit versions)

· Microsoft Windows Server 2003 Certificate Server, Certificate Issuing and Management Components (CIMC) (Security Level 3 Protection Profile, Version 1.0)

· Microsoft Windows XP Professional with SP2 

· Microsoft Windows XP Embedded with SP2 
Ratified as an international standard in 1999, the Common Criteria (CC) replaced several older evaluation schemes including the U.S. Trusted Computer Systems Evaluation Criteria (TCSEC), which specified the well-known Class C2 rating, and the European Information Technology Security Evaluation Criteria (ITSEC). The more than 20 nations that embrace the CC believe that it will improve the availability of security-enhanced IT products, help customers evaluate IT products when making software purchase decisions, and contribute to higher levels of consumer confidence in IT product security.*

This paper provides an overview of the CC program, the benefits of certification, the Windows platform scenarios that have been certified, and resources available to help customers configure and administer a Microsoft Windows platform environment that is secured in accordance with the CC.

Introduction

What Is the Common Criteria Security Evaluation Process?

Since 1985, the U.S. federal government has maintained a set of evaluation criteria for judging the security of computer systems. Many of its agencies, and some private-sector companies (such as financial services and pharmaceuticals), will only buy systems that meet specified levels of these evaluation criteria. The well-known Class C2 rating of the TCSEC was one such level. The European counterpart to the TCSEC, ITSEC, specified a comparable rating, F-C2/E3. Both the TCSEC and the ITSEC have been replaced. To reflect the increased sophistication of technologies and the recognition of an international market for more secure IT products, a group of nations joined forces to design a new security evaluation process, known as the Common Criteria for Information Technology Security Evaluation (commonly referred to as the Common Criteria or CC). The CC are defined and maintained by an international body composed of nations that recognize CC evaluations and are recognized by the International Standards Organization (ISO) as ISO Standard 15408.

Under the CC, classes of products (such as operating systems) are evaluated against the security functional and assurance requirements of protection profiles. Protection profiles have been developed to apply to operating systems, firewalls, smart cards, and other products that can be expected to meet security requirements. For example, the Controlled Access Protection Profile (CAPP) applies to operating systems and replaces the old Class C2 of the TCSEC. The CC specify a series of EALs for evaluated products. A higher EAL certification specifies a higher level of confidence that a product’s security functions will be performed correctly and effectively.

Microsoft has been committed to security evaluation since the early 1990s, and previous versions of Microsoft products have been evaluated under the TCSEC and ITSEC. Microsoft Windows 2000 completed evaluation under the CAPP at EAL 4 in late 2002. Testing for the current generation of Microsoft Windows platform products was recently completed, and as a result of these tests, these products have now achieved EAL 4 + Augmented with ALC_FLR.3 (assurance life-cycle flaw remediation) with conformance to CAPP. These certifications cover the broadest set of real-world scenarios and the highest level of evaluation yet achieved.

What Common Criteria Means for You

The existence of the Common Criteria impacts everyone that uses, deploys, and manages IT systems.

First, the CC certification provides a certain level of quality assurance by, among other things, allowing customers to apply a consistent, stringent, and independently verified set of evaluation requirements to their IT purchases. Although CC certification does not ensure that a product is free of security vulnerabilities, it does provide a higher level of security assurance through an objective process to ensure that the product performs as documented and that the vendor supports the product in the marketplace with processes to remediate flaws when they are discovered. In Microsoft’s case, the issue of product quality is also addressed through the Security Development Lifecycle (SDL), a process that Microsoft has adopted for the development of more secure software. SDL encompasses a series of security-focused activities and deliverables to each phase of Microsoft’s software development process, and it has proved very effective at minimizing the number of software vulnerabilities discovered in real-world scenarios. SDL and CC complement each other to provide customers with significantly improved and externally assured product security and quality.

Second, the CC program provides customers with a wealth of information that can help enable higher security in their implementation and deployment of evaluated products. Although Common Criteria certification is just one of many factors that can contribute to providing effective security, vendors that embrace the opportunities afforded by the CC can help customers build more secure IT systems.

The remainder of this paper will discuss the high-level benefits of the CC, and then dive into more detail on the specific evaluations performed on Microsoft Windows platform products and conclude with information about how customers can make real improvements to their configuration and implementation plans using the information provided by the CC evaluation.


Benefits of Common Criteria

The nations that have embraced the CC have done so because they recognized that their common endorsement of a uniform set of IT security standards would “improve the availability of evaluated, security-enhanced IT products.”* These nations also recognized that the Common Criteria would contribute to higher levels of consumer confidence in IT product security and would “improve the efficiency and cost-effectiveness” of the evaluation and certification process.**

Enables Customers to Make Informed Decisions

The CC help customers make informed security decisions in several ways:

· Customers can compare their specific requirements against the Common Criteria’s consistent standards to determine the level of security they require.

· Customers can more easily determine whether particular products meet their security requirements. Because the Common Criteria require certification bodies to prepare detailed reports about the security features of successfully evaluated products, consumers can use those reports to judge the relative security of competing IT products.

· Customers can depend on Common Criteria evaluations because they are not performed by the vendors, but by independent testing labs. The Common Criteria is increasingly used as a purchasing benchmark; for example, the U.S. Department of Defense has a policy of using only Common Criteria-evaluated information assurance products.

· Because the Common Criteria is an international standard, it provides a common set of standards that customers with worldwide operations can use to help choose products that meet their local operations’ security needs.

Helps Vendors Build Secure IT Products

By providing a detailed set of security standards, the Common Criteria effectively create an IT product security “language” that both vendors and consumers can understand. Vendors can draw upon this language to describe the security features included in their products by describing which Common Criteria evaluations their products have passed. Similarly, consumers can use this language to identify and communicate their security needs, which enables vendors to design products that meet those needs.

Furthermore, the Common Criteria language enables vendors to build their IT products in such a way that they can more easily demonstrate that their products meet specified security requirements, and the evaluation process allows them to have their product security evaluated in a consistent and meaningful way by an impartial third party.

Microsoft Windows Platform Product Certifications

Microsoft has supported and embraced the Common Criteria from the inception of the program. Microsoft submitted Microsoft Windows platform products for evaluation by the Science Applications International Corporation (SAIC), an independent, accredited evaluator for evaluation under the Common Criteria. Microsoft and SAIC have worked together before: SAIC performed the EAL 4 evaluation of Windows 2000, and the TCSEC Class C2 evaluations of Microsoft SQL Server™ 2000 and Windows NT® 4.0.

To better understand where EAL 4 fits within the seven levels, it is helpful to know that, according to the Common Criteria drafters, EAL levels 5–7 are targeted toward the evaluation of products built with specialized security engineering techniques. As such, these levels are generally less applicable to products built with wide commercial applications in mind. EAL 4, then, represents the highest level at which products ought to be evaluated (other than those designed specifically to meet the requirements of EAL 5–7 for high-security government scenarios). 

The Microsoft Windows platform products achieved evaluation at the same assurance level as the Windows 2000 evaluation — specifically, EAL 4 + Augmented with ALC_FLR.3. However, a significant enhancement of the Microsoft Windows platform products evaluation relative to the earlier Windows 2000 evaluation is the incorporation of a set of new security capabilities, which are now evaluated with the following Information Assurance (IA)-enabled IT product features:

Smart Card Logon

Microsoft Windows platform products enable two-factor authentication solutions. As a result, systems are no longer dependent on only password-based authentication, which can reduce the management overhead associated with password management and enhance overall security.

Integration of Public Key Infrastructure (PKI) and Public Key Certificate Issuing Capability

The Windows Server 2003 Certificate Server issues and manages public key certificates for the following Common Criteria evaluated public-key-based security services: digital signatures, TLS/SSL authentication for Web traffic, IP security, smart card logon, and encrypting file system user and recovery certificates. Certificate enrollment for users and machines already defined in the Windows domains is automatic. This auto-enrollment capability improves the effectiveness of the deployment of a Common-Criteria-evaluated PKI and public key certificate management solution within an enterprise.

Integrated Firewall

The built-in firewall capability is turned on by default in Windows XP and Windows Server 2003. The firewall capability supports networks implemented with the IPV4 or IPV6 protocols, both of which are included in the Windows XP and Windows Server 2003 evaluated configurations.

Web Server with Internet Information Services (IIS) 6.0

Windows Server 2003 includes the IIS 6.0 Web server, which enables authorized users to interact with hosted services using broadly supported Web technologies such as HTTP/HTTPS and Web Document Authoring and Versioning (WebDAV). The design in the evaluated configurations separates services by process boundaries, which helps to achieve maximum Web server reliability and security. 

WebDAV Redirector

WebDAV Redirector allows files stored in Web folders to be encrypted with Encrypting File Service (EFS). When a client maps a drive to a WebDAV access point on a remote server, files may be encrypted locally on the client and then transmitted as a raw encrypted file to the WebDAV server using an HTTP PUT command. Similarly, encrypted files downloaded to a client are transmitted as raw encrypted files using an HTTP GET command and decrypted locally on the client. The inclusion of the WebDAV in the Windows XP and Windows Server 2003 evaluated configurations ensures that customers have another option for preventing clear-text information from being exposed to the underlying transport networks.

Windows Security Center Service 

Windows Security Center service is a service that monitors the status of the Windows firewall running on Windows XP and Windows Server 2003. It also provides the logged-on interactive user with visual notification when it detects that the status of the Windows firewall has changed.

Domain Controller Enhancements 

The previous Windows 2000 Common Criteria evaluation included the Domain Controller capability. The Windows Server 2003 Domain Controller has been enhanced since Windows 2000, and these enhancements are also included in the Windows Server 2003 evaluated configurations. Examples of these evaluated enhancements are cross-forest trust, constrained delegation, and Kerberos protocol transition. Cross-forest trust is a new type of trust for Windows for managing the security relationship between two forests. This new trust type allows all domains in one forest to trust all domains in another forest, via a single trust link between the two forest root domains. The constrained delegation feature enables administrators to limit delegation to a specific service and to control the particular network resources the service can use. The Kerberos protocol transition mechanism allows a service to transition to a Kerberos-based identity for the user without knowing the user’s password and without the user having to authenticate using Kerberos. Thus a user can be authenticated using an alternative authentication method and then obtain a Windows identity, subject to system policy. 

Certificate Services

In addition to the platform evaluation and certification of the PKI and certificate issuing components under the CAPP, Microsoft has also evaluated the Windows Server 2003 Certificate Server under the CIMC Security Level 3 Protection Profile. The Enterprise certificate authority has been evaluated under the additional security requirements specific to this profile for those customers that require high value or highly secure issuance infrastructure for scenarios such as strong authentication, secure Web services and smart cards.

Additional Microsoft Common Criteria Evaluations

The following Microsoft products have also been recently certified:

· Microsoft Exchange Server 2003 received EAL 4 certification in November 2005.

· ISA Server 2004 Standard Edition received EAL 4 certification in September 2005.

Previous EAL 4 certifications were also awarded for Microsoft Windows 2000 Professional and Microsoft Windows 2000 Server and Advanced Server.

Putting Common Criteria Certifications Into Action

To reiterate, one of the key tangible benefits of Common Criteria certification is that it provides customers with guidance for users and administrators that simplifies the deployment and operation of Microsoft Windows platform products in a highly secure networked environment. Toward that end, Microsoft has worked to make sure that the evaluation data gathered in accordance with the Common Criteria are presented in a useful, actionable manner. As a result of this effort, customers have specific resources available to them that present architectural and configuration recommendations and best practices, included in the following guides:

· Windows Server 2003 Common Criteria Configuration Guide
http://download.microsoft.com/download/4/6/4/46402d2a-45ce-4c1e-98d2-51cb7c9a1556/WS03_Common_Criteria_Configuration_Guide.zip

· Windows Server 2003 Common Criteria Administrator’s Guide
http://download.microsoft.com/download/0/b/4/0b45ffb0-0fe4-43b1-b71b-fb4c5745d4a2/WS03_Common_Criteria_Admin_Guide.zip 
· Windows XP Common Criteria User’s Guide
http://download.microsoft.com/download/d/3/0/d304ab38-567c-4fad-a368-a3661ca1a16d/WXP_Common_Criteria_User_Guide.zip 
· Windows XP Common Criteria Administrator’s Guide
http://download.microsoft.com/download/e/8/9/e897a1ee-0273-4694-b155-ad02f7b2b4d5/WXP_Common_Criteria_Admin_Guide.zip

· Windows XP Common Criteria Configuration Guide
http://download.microsoft.com/download/5/3/b/53b53a3e-39d5-4d30-86f2-146aa2c7be45/WXP_Common_Criteria_Configuration_Guide.zip

· Windows Server 2003 Certificate Server Common Criteria User’s Guide
http://download.microsoft.com/download/3/8/f/38fea1db-c75a-4487-9bbf-f5047840c555/WS03CertServer_Common_Criteria_User_Guide.zip 
· Windows Server 2003 Certificate Server Common Criteria Administrator’s Guide
http://download.microsoft.com/download/1/7/6/17654a53-4910-486c-996e-731e4af226cf/WS03CertServer_Common_Criteria_Admin_Guide.zip 
· Windows Server 2003 Certificate Server Common Criteria Configuration Guide
http://download.microsoft.com/download/f/2/0/f206c1fe-b176-4910-a812-68767867ee01/WS03CertServer_Common_Criteria_Configuration_Guide.zip

Summary

Microsoft is committed to optimizing the security of its products and services. As part of that commitment, Microsoft strongly supports the Common Criteria certification program and continues to focus on ensuring that its products incorporate the features and functions required by Common Criteria Protection Profiles, and by the completed Common Criteria certifications of Microsoft products. These efforts are rooted in the conviction that the Common Criteria evaluation and certification system creates a reliable, internationally recognized way for consumers to gain confidence in the security of IT products. By defining clear, robust security standards and establishing an independent security evaluation process, the Common Criteria promote the benefits and efficiencies that secure computing environments can provide to individuals, businesses, and governments.

Additional Resources

See the following resources for more information:

· Common Criteria Scheme Home Page at http://niap.nist.gov/cc-scheme/index.html 

· Overview of Windows XP SP2 and Windows Server 2003 Common Criteria Certification at
http://www.microsoft.com/technet/security/prodtech/windowsserver2003/ccc/default.mspx
· Microsoft Windows Products Common Criteria Configuration, Administrator, and User Guides (see links above) 

· The Trustworthy Computing Security Development Lifecycle white paper at http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dnsecure/html/sdl.asp
· NIAIP Certification for Windows XP SP2 and Windows Server 2003 SP1 at http://niap.nist.gov/cc-scheme/st/ST_VID4025.html
· NIAIP Certification for Windows Server 2003 Certificate Server at http://niap.nist.gov/cc-scheme/st/ST_VID4024.html
* The following nations are participants in the Common Criteria: Australia, Austria, Canada, Czech Republic, Finland, France, Germany, Greece, Hungary, Israel, Italy, Japan, Netherlands, New Zealand, Norway, Republic of Korea, Singapore, Spain, Sweden, Turkey, United Kingdom, and the United States. For more information about the Common Criteria and the nations that participate in it, see http://www.commoncriteriaportal.org.

** Arrangement on the Recognition of Common Criteria Certificates in the Field of Information Technology Security, Preamble (May 2000). See http://niap.nist.gov/cc-scheme/cc_docs/ccra.pdf.
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