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System Services Reference
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The Microsoft® Windows Server™ 2003 family provides a generous set of services (about 130) and configurations that are designed to offer a thorough level of support suitable for your enterprise. Most of the services are installed by default, but you can install additional services for the various needs of your enterprise. You can also stop or disable specific services as needed. When you are configuring or troubleshooting services, it is helpful to have specific information about each service that is of interest.
System Services Descriptions
This chapter contains summaries all of the services available for the Windows Server 2003 family of operating systems. The services are listed in alphabetical order by display name. Following a description of each service, a table lists key information about the service, as described below.
Service name
This is the internal name of the service, used in the registry and for programmatic purposes. You cannot change this name. You can use the service name in conjunction with the net start command or the Sc.exe command-line tool to start, pause, stop, and query service details such as description, start group, and whether the service runs in a shared process. Windows scripting can also be used to query and manipulate service configurations.
Display name
Usually referred to as the “friendly” name shown in the Services snap-in, this name can be changed. Not all services have a display name — if a service does not have a display name, the internal name is shown.
Executable file name
This is the name of the image file, or executable file in which the service runs along with its parameters — for example, svchost.exe -k netsvcs. The executable file name (without parameters) is reported in Task Manager or by the command-line tool, Tasklist.exe.
Installed on
Lists the Windows Server 2003 family operating system versions on which the service is installed by default. There are four members of the Windows Server 2003 family:
· Microsoft® Windows Server™ 2003, Standard Edition. This network operating system delivers business solutions and is the preferred choice for the everyday needs of businesses of all sizes. Windows Server 2003, Standard Edition provides file and printer sharing, secure Internet connectivity, centralized desktop application deployment, and collaboration among employees, partners, and customers. Windows Server 2003, Standard Edition supports two-way symmetric multiprocessing (SMP) and up to 4 gigabytes (GB) of memory.
· Microsoft® Windows Server™ 2003, Enterprise Edition. This is the preferred server for medium to large businesses. It delivers the functionality needed for enterprise infrastructure, line-of-business applications, and e-commerce transactions. Windows Server 2003, Enterprise Edition is a full-function operating system that supports up to eight processors and up to 32 GB of memory, and provides features such as four-node clustering. It is also available for 64-bit computing platforms.
· Microsoft® Windows Server™ 2003, Datacenter Edition. This edition provides a foundation for building mission-critical solutions for databases, enterprise resource planning (ERP) software, high-volume real-time transaction processing, and server consolidation. It supports up to 32-way SMP, provides eight-node clustering, and supports up to 128 GB of memory and load-balancing services as standard features. Windows Server 2003, Datacenter Edition is also available for 64-bit computing platforms.
· Microsoft® Windows Server™ 2003, Web Edition. This is a function-focused Web server. Using Microsoft ASP.NET, part of the Microsoft® .NET Framework, enables you to build and deploy XML Web services and applications. Windows Server 2003, Web Edition supports two-way SMP and up to 2 GB of memory.
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Note
System services for Microsoft® Windows® XP are not discussed in this chapter.

Installed from
Lists the various ways to install services that are not installed on your computer. Many of the services are not installed by default, but can run on all or some of the versions of Windows Server 2003 after they are installed by some other means. At times, some services might need to be reinstalled. Installation methods include the Windows Server 2003 operating system disc, Add/Remove Windows Components, or the Configure Your Server Wizard.
Startup type
Shows how the service is started. You can set the service startup type to Automatic, Manual, or Disabled. Service startup types do not change during upgrades. 
Default status
Shows the default value of the startup type setting.
Log on as
A service can run under a specific security context (identified by user name and password). This restricts the service to accessing the resources accessible to the specified account. The values are LocalSystem, LocalService, and NetworkService. 
Depends on
Lists the system components that the service depends on. 
Depended on by
Lists the system components that depend on the service. If the service is disabled, any services that explicitly depend on the service will fail to start.
Impact of stopping or disabling this service
You can reduce system memory footprint and decrease startup time by disabling services that you do not need.
Alerter
The Alerter service notifies selected users and computers of administrative alerts. You can use the Alerter service to send alert messages to specified users that are connected on your network.
Alert messages warn users about security, access, and user session problems. Alert messages are sent as messages from a server to a user’s computer. The Messenger service must be running on the user’s computer for the user to receive alert messages.
Table 14.1   Key Information About the Alerter Service
	Item
	Description

	Service name
	Alerter

	Display name
	Alerter

	Executable file name
	svchost.exe -k LocalService

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Disabled

	Default status
	Stopped

	Log on as
	NT Authority\LocalService

	Depends on
	Workstation

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped, programs that use administrative alerts will not receive them.
If this service is disabled, any services that explicitly depend on this service will fail to start. For example, programs that use the NetAlertRaise or NetAlertRaiseEx application programming interfaces (APIs) will be unable to notify the user (from the Messenger service) that the administrative alert took place.


Application Layer Gateway Service
Application Layer Gateway Service is a subcomponent of the Internet Connection Sharing (ICS)/Internet Connection Firewall (ICF) service. It provides support for protocol plug-ins that allow specific network protocols to pass through the ICF and work behind ICS.
Application Layer Gateway plug-ins have the ability to open ports and change data (such as ports and IP addresses) embedded in packets. File Transfer Protocol (FTP) is the only network protocol plug-in that ships with Windows Server 2003, Standard Edition and Windows Server 2003, Enterprise Edition.
This service listens for outgoing FTP traffic from an FTP client. It extracts the port that the FTP client is expecting to receive data from and creates an appropriate dynamic port mapping for the FTP data channel.
Table 14.2   Key Information About the Application Layer Gateway Service
	Item
	Description

	Service name
	ALG

	Display name
	Application Layer Gateway Service

	Executable file name
	Alg.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Manual

	Default status
	Stopped

	Log on as
	NT Authority\LocalService

	Depends on
	None

	Depended on by
	Internet Connection Firewall (ICF)/Internet Connection Sharing (ICS)

	Impact of stopping or disabling this service
	If this service is stopped, network connectivity for these protocols is unavailable and the network is adversely affected.
If this service is disabled, the Internet Connection Firewall (ICF)/Internet Connection Sharing (ICS) service does not start. The Application Layer Gateway Service will start when its startup type is set to Manual if the Internet Connection Firewall (ICF)/Internet Connection Sharing (ICS) service is started. 


Application Management
The Application Management service provides software installation services, such as Assign, Publish, and Remove. This service processes requests to enumerate, install, and remove applications deployed through a corporate network. When you click Add in Add or Remove Programs on a computer joined to a domain, this service retrieves the list of your deployed applications. The service is also called when you use Add or Remove Programs to install or remove an application, and in cases when a component such as the shell or COM makes an install request for an application to handle a file name extension, COM class, or programmatic identifier (ProgID) that is not present on the computer. The service is started by the first call made to it — it does not stop after it is started.
For more information about COM, COM class, or ProgID, see the Software Development Kit (SDK) information in the MSDN Library link on the Web Resources page (http://go.microsoft.com/fwlink/?linkid=291) at http://www.microsoft.com/windows/reskits/webresources.
Table 14.3   Key Information About the Application Management Service
	Item
	Description

	Service name
	AppMgmt

	Display name
	Application Management

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Manual

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	None

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, users are unable to install, remove, or enumerate applications deployed in the Microsoft® Active Directory® directory service through Microsoft® IntelliMirror® management technologies. Deployed application information is not retrieved by the Add New Programs option of Add or Remove Programs. Instead, the message, “No programs are available on the network,” is displayed in the Add programs from your network box.
Stopping this service is not possible after it is started. This service must be disabled to prevent it from starting if it is not required


ASP.NET State Service
ASP.NET State Service provides support for out-of-process session states for Microsoft ASP.NET, a unified Web development platform. ASP.NET has a concept of session state – a listing of values associated with the client session is accessible from ASP.NET pages through the Session property. Three options are provided for storing the session data: in process, SQL database, and out-of-process session state server. The ASP.NET State Service stores out-of-process session data. The service communicates with ASP.NET (which runs on Windows Server 2003, Web Edition) by using sockets.
Table 14.4   Key Information About the ASP.NET State Service
	Item
	Description

	Service name
	aspnet_state

	Display name
	ASP.NET State Service

	Executable file name
	aspnet_state.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Installed from
	Go to Add/Remove Windows Components, Application Server, and ASP.NET.

	Startup type
	Manual

	Default status
	Stopped

	Log on as
	NT Authority\Network Service

	Depends on
	None

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, out-of-process requests will not be processed.


Automatic Updates
The Automatic Updates service enables the downloading and installation of critical Windows updates from Microsoft’s Windows Update Web site. Automatic Updates keeps your computer up-to-date automatically with the latest updates, drivers, and enhancements. You no longer have to manually search for critical updates and information; the operating system delivers them directly to your computer. The operating system recognizes when you are online and uses your Internet connection to search for applicable updates from the Windows Update Web site. Depending on your configuration settings, it will notify you before downloading or installing, or it will automatically install updates for you
The Automatic Update feature can be turned off on the Automatic Updates tab in the Properties dialog box of System in Control Panel or on the Automatic Updates tab in the Properties dialog box of My Computer.
You can also use the Group Policy Object Editor administrative template to configure an intranet server to host updates from the Windows Update Web site. This setting lets you specify a server on your network to function as an internal update server. The Automatic Updates client will search this server for updates that apply to computers on your network.
Table 14.5   Key Information About the Automatic Updates Service
	Item
	Description

	Service name
	Wuauserv

	Display name
	Automatic Updates

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	None

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, no critical updates are downloaded to the computer automatically. You can still search for, download, and install applicable critical fixes by clicking Windows Update in Help and Support Center for Windows Server 2003.


Background Intelligent Transfer Service
Background Intelligent Transfer Service (BITS) is a background file transfer mechanism and queue manager. BITS is used to transfer files asynchronously between a client and a Hypertext Transfer Protocol (HTTP) server. Requests to BITS are submitted and the files are transferred by using otherwise idle network bandwidth so that other network-related activities, such as browsing, are not affected.
BITS suspends a file transfer if a connection is lost or if the user logs off. BITS persists transfer information while the user is logged off, across network disconnects, and during computer restarts. When the user logs on, BITS resumes the user’s transfer job.
BITS uses a queue to manage file transfers. You can prioritize transfer jobs within the queue and specify whether the files are transferred in the foreground or background. Background transfers are optimal, in that BITS uses idle network bandwidth to transfer the files and will increase or decrease the rate (throttle) at which files are transferred based on the amount of idle network bandwidth available. If a network application begins to consume more bandwidth, BITS decreases its transfer rate to preserve the user’s interactive experience.
BITS provides one foreground and three background priority levels that you can use to prioritize transfer jobs. Higher-priority jobs preempt lower-priority jobs; jobs at the same priority level share transfer time. Round-robin scheduling prevents a large job from blocking the transfer queue. Lower-priority jobs do not receive transfer time until all higher-priority jobs are completed or have reached an error state.
BITS can be demand-started when the startup type is set to Manual and the first job is submitted. When all outstanding jobs are completed, the BITS service stops.
Table 14.6   Key Information About the Background Intelligent Transfer Service
	Item
	Description

	Service name
	BITS

	Display name
	Background Intelligent Transfer Service

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Manual by default, Automatic if BITS jobs are pending 

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped, features such as Automatic Update and applications such as Internet Explorer cannot automatically download programs and other information until BITS has started.
If this service is disabled, you cannot transfer files unless there is a fail-safe mechanism to transfer files directly by using other methods such as Internet Explorer.


Certificate Services
Certificate Services is part of the core operating system that enables a business to act as if it were its own certification authority (CA), and issue and manage digital certificates for applications such as Secure/Multipurpose Internet Mail Extensions (S/MIME), Secure Sockets Layer (SSL), Encrypting File System (EFS), IP Security (IPSec), and smart-card logon.
Windows Server 2003 supports multiple levels of a CA hierarchy and cross-certified trust network. This includes offline and online CAs.
For more information about S/MIME and SSL, see the Distributed Services Guide of the Windows Server 2003 Resource Kit (or see the Distributed Services Guide on the Web at http://www.microsoft.com/reskit).
Table 14.7   Key Information About Certificate Services
	Item
	Description

	Service name
	CertSvc

	Display name
	Certificate Services

	Executable file name
	Certsvc.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition

	Installed from
	Go to Add/Remove Windows Components and Certificate Services.

	Startup type
	Automatic after the service is installed 

	Default status
	Started

	Log on as
	LocalSystem 

	Depends on
	None

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, certificate requests are not accepted, and certificate revocation lists (CRLs) and delta CRLs are not published.
If this service is paused or stopped long enough for CRLs to expire, validation of existing certificates fails.


Client Service for NetWare
The Client Service for NetWare service provides access to file and print resources on NetWare networks to users logged on interactively to servers on which the service is installed.
With Client Service for Netware, you can access file and print resources on NetWare-based servers that are running Novell Directory Services (NDS) or bindery security (NetWare versions 3.x or 4.x) from your computer.
The Client Service for NetWare does not support IP and therefore cannot be used to interoperate with NetWare 5.x in an IP-only environment. To do this, you must load the Internetwork Packet Exchange (IPX) protocol onto the Netware 5.x–based server, or use a redirector that is compatible with NetWare Core Protocol (NCP) and supports native IP.
Table 14.8   Key Information About the Client Service for NetWare
	Item
	Description

	Service name
	NWCWorkstation

	Display name
	Client Service for NetWare

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Installed from
	In Network Connections, right-click a local area connection, click Properties, click Install, click Client, click Add, and then click Client Service for NetWare.

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalService

	Depends on
	None

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, you lose access to file and print resources on NetWare-based networks, unless you install Novell Client for NetWare.


ClipBook
The ClipBook service enables ClipBook Viewer to create and share pages of data to be viewed by remote computers. This service depends on the Network DDE service to create the actual shared folders that other computers can connect to; the ClipBook application and service allow you to create the pages of data to share.
Table 14.9   Key Information About the ClipBook Service
	Item
	Description

	Service name
	ClipSrv

	Display name
	ClipBook

	Executable file name
	Clipsrv.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Disabled

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	Network DDE
Network DDE DSDM

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, ClipBook Viewer cannot share information with remote computers.
Clipbrd.exe can still be used to view the local Clipboard (where data is stored when a user highlights text and then goes to the Edit menu and selects Copy, or presses CTRL+C).


Cluster Service
Cluster Service controls server cluster operations and manages the cluster database. A cluster is a collection of independent computers that is as easy to use as a single computer. Managers see it as a single system, programmers see it as a single system, and users see it as a single system. The software spreads data and computation among the nodes of the cluster. When a node fails, other nodes provide the services and data formerly provided by the missing node. When a node is added or repaired, the cluster software migrates some data and computation to that node.
There are two different types of cluster solutions in the Windows platform that support different application styles: server clusters and Network Load Balancing clusters. Server clusters provide a highly available environment for long-running applications (such as database or file servers) by providing failover support with tightly integrated cluster management. Network Load Balancing clusters provide a highly available and highly scalable environment for applications that do not have a long running state (such as front-end Web servers) by load balancing client requests among a set of identical servers. Cluster Service is the essential software component that controls all aspects of server cluster operation and manages the cluster database. Each node in a cluster runs one instance of Cluster Service.
Windows Server 2003 supports up to eight-node server clusters in both Enterprise Edition and Datacenter Edition; however, a cluster cannot be made up of nodes running both Enterprise Edition and Datacenter Edition. The nodes must either all be running Enterprise Edition or must all be running Datacenter Edition. A server cluster can be operated with some nodes running Microsoft® Windows® 2000 and others running Windows Server 2003 as part of a rolling upgrade scenario.
Server clusters can be set up in one of three different configurations:
· Single-node server clusters can be configured with or without external cluster storage devices. For single-node clusters without an external cluster storage device, the local disk is configured as the cluster storage device. Single-node configurations can be used to develop cluster-aware applications, or they can be used in production to provide local health monitoring and restart capabilities to applications.
· Single quorum device server clusters have two or more nodes and are configured so that every node is attached to one or more cluster storage devices. The cluster configuration data is stored on a single cluster storage device known as the “quorum disk.”
· Majority node set server clusters have two or more nodes where the nodes might or might not be attached to one or more cluster storage devices. The cluster configuration data is stored on multiple disks across the cluster, and Cluster Service makes sure that this data is kept consistent across the different disks.
Table 14.10   Key Information About the Cluster Service
	Item
	Description

	Service name
	ClusSvc

	Display name
	Cluster Service

	Executable file name
	Clussvc.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition

	Startup type
	Automatic 

	Default status
	Not installed until the first node of the cluster is configured.

	Log on as
	Domain account specified when Cluster Service is configured

	Depends on
	Network Cluster Driver
Remote Procedure Call (RPC)
Windows Time

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, clustering is unavailable. 


COM+ Event System
The COM+ Event System service provides automatic distribution of events to subscribing Component Object Model (COM) components. The COM+ Event System service extends the COM+ programming model to support late-bound events or method calls between the publisher or subscriber and the event system. Instead of repeatedly polling the server, the event system notifies you as information becomes available.
The COM+ Event System service handles most of the event semantics for the publisher and subscriber. Publishers offer to publish event types, and subscribers request event types from specific publishers. Subscriptions are maintained outside the publisher and the subscriber, and are retrieved when needed. This simplifies the programming model for both. The subscriber does not need to contain the logic for building subscriptions — building a subscriber is as easy as building a COM component. The life cycle of the subscription is separate from that of either the publisher or the subscriber. Subscriptions can be built prior to either the subscriber or publisher being made active.
Table 14.11   Key Information About the COM+ Event System Service
	Item
	Description

	Service name
	EventSystem

	Display name
	COM+ Event System

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Manual

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	Remote Procedure Call (RPC)

	Depended on by
	COM+ System Application
DHCP Server
System Event Notification
Windows Internet Name Service (WINS)

	Impact of stopping or disabling this service
	If this service is stopped, the System Event Notification service closes and cannot provide logon and logoff notifications. Other inbox applications, such as the Volume Shadow Copy service, do not work correctly.
If this service is disabled, any services that explicitly depend on this service will fail to start.


COM+ System Application
The COM+ System Application service hosts COM+ services and manages COM+ application configuration and tracking.
COM+ applications do not work if the COM+ System Application service is disabled, and you will not be able to administer COM+ or Object Linking and Embedding (OLE) registrations on the system.
If you disable the Distributed Transaction Coordinator service, any COM+ system applications will fail because the COM+ System Application service needs local transactions to maintain its state.
Table 14.12   Key Information About the COM+ System Application Service
	Item
	Description

	Service name
	COMSysApp

	Display name
	COM+ System Application

	Executable file name
	dllhost.exe /Processid:{02D4B3F1-FD88-11D1-960D-00805FC79235}

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Manual

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	COM+ Event System
Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, most COM+-based components do not function properly. 


Computer Browser
The Computer Browser service maintains an up-to-date list of computers on your network and supplies the list to programs that request it. The Computer Browser service is used by Windows-based computers that need to view network domains and resources. Computers designated as browsers maintain browse lists, which contain all shared resources used on the network. Earlier versions of Windows applications, such as My Network Places, the net view command, and Microsoft® Windows NT® Explorer, all require browsing capability. For example, opening My Network Places on a computer running Microsoft® Windows® 95 displays a list of domains and computers, which is accomplished by the computer obtaining a copy of the browse list from a computer designated as a browser.
There are several different roles a computer might perform in a browsing environment. Under some conditions, such as failure or shutdown of a computer designated for a specific browser role, browsers — or potential browsers — can change to a different role of operation. Previous versions of Windows assigned the following special roles to computers running the Computer Browser service:
· Domain master browser. Used only in domain environments. By default, the domain controller (primary domain controller (PDC) emulator) for a domain operates in this role. The domain master browser collects and maintains the master browse list of available servers for its domain, in addition to any names for other domains and workgroups used in the network. It also distributes and synchronizes the master browse list for master browsers on other subnets that have computers belonging to the same domain.
· Master browser. Collects and maintains the list of available network servers in its subnet. The master browser fully replicates its listed information with the domain master browser to obtain a complete browse list for the network, and distributes it to backup browsers located on the same subnet.
· Backup browser. The backup browser receives a copy of the browse list from the master browser for its subnet, and distributes it to other computers upon request.
· Potential browser. Capable of becoming a backup browser when instructed to by the subnet’s master browser, the potential browser operates similarly to a nonbrowser under normal conditions.
· Nonbrowser. A nonbrowser is configured so it cannot become a browser, and it does not maintain a browse list. It can operate as a browse client, requesting browse lists from other computers operating as browsers on the same subnet.
For more information about the Computer Browser service, see the Internetworking Guide of the Windows Server 2003 Resource Kit (or see the Internetworking Guide on the Web at http://www.microsoft.com/reskit).
Table 14.13   Key Information About the Computer Browser Service
	Item
	Description

	Service name
	Browser

	Display name
	Computer Browser

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	Server
Workstation

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, the browser list is not updated or maintained. 


Cryptographic Services
Cryptographic Services provides key management services for your computer. Cryptographic Services is comprised of three management services: Catalog Database Service, Protected Root Service, and Key Service.
· Catalog Database Service. This service is responsible for adding, removing, and looking up catalog files. Catalog files are used to sign all the files in the operating system; therefore, Windows File Protection (WFP), Driver Signing, and Setup use this service to verify signed files.
· Protected Root Service. This service is responsible for adding and removing Trusted Root Certification Authority certificates. The service displays a service message box with the certificate’s name and thumbprint. If you click OK, the certificate is added to or removed from your current list of trusted root authorities. Only LocalSystem accounts have write access to the list.
· Key Service. This service permits administrators to enroll for certificates on behalf of the local computer account. The service provides several pieces of functionality required for enrollment: enumeration of available CAs, enumeration of available computer templates, the ability to create and submit a certificate request in the local computer context, and so on. Only administrators can enroll on behalf of the local computer account. Key Service also allows administrators to remotely install .pfx (PKCS #12) files on your computer.
Table 14.14   Key Information About Cryptographic Services
	Item
	Description

	Service name
	CryptSvc

	Display name
	Cryptographic Services

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	· If this service is stopped or disabled, the three management services it contains cannot function properly as follows:
· Catalog Database Service. This service cannot be stopped during setup. If the service is stopped after setup, it is started by demand. If it is not allowed to start, WFP and Driver Signing cannot check the signatures of the operating system files.
· Protected Root Service. If this part of the service is stopped, the current user cannot add or remove Trusted Root Certification Authority certificates.
· Key Service. If this part of the service is stopped, administrators cannot enroll for computer certificates, and cannot remotely install PFX files on this computer. Furthermore, auto-enrollment cannot automatically acquire the default set of computer certificates.


DHCP Client
The DHCP Client service manages network configuration by registering and updating IP addresses and Domain Name System (DNS) names for your computer. You do not have to manually change the IP settings when a client, such as a roaming user, wanders throughout the network. The client is automatically given a new IP address regardless of the subnet it reconnects to — as long as a Dynamic Host Configuration Protocol (DHCP) server is accessible from each of those subnets. There is no need to manually configure settings for DNS or Windows Internet Name Service (WINS). The DHCP server can give these settings to the client, as long as the DHCP server has been configured to issue such information. To enable this option on the client, select the Obtain DNS Server Address Automatically option. There are no conflicts caused by duplicate IP addresses.
Table 14.15   Key Information About the DHCP Client Service
	Item
	Description

	Service name
	Dhcp 

	Display name
	DHCP Client

	Executable file name
	svchost.exe -k NetworkService

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic

	Default status
	Started

	Log on as
	NetworkService

	Depends on
	AFD Networking Support Environment
IPSEC Driver
TCP/IP Protocol Driver

	Depended on by
	WinHTTP Web Proxy Auto-Discovery Service

	Impact of stopping or disabling this service
	If this service is stopped, the computer does not receive dynamic IP addresses and DNS updates, and you have to configure a static IP address on the local computer. If the startup type of this service is set to Manual, it will not demand-start.
If this service is disabled, any services that explicitly depend on this service will fail to start.


DHCP Server
Using the Dynamic Host Configuration Protocol (DHCP), the DHCP Server service allocates IP addresses and enables advanced configuration of network settings such as DNS servers or WINS servers to DHCP clients automatically.
DHCP uses a client/server model. The network administrator establishes one or more DHCP servers that maintain TCP/IP configuration information and provide it to clients. The server database includes the following:
· Valid configuration parameters for all clients on the network.
· Valid IP addresses maintained in a pool for assignment to clients, plus reserved addresses for manual assignment.
· Duration of a lease offered by the server. The lease defines the length of time for which the assigned IP address can be used.
DHCP is an IP standard designed to reduce the complexity of administering address configurations by using a server computer to centrally manage IP addresses and other related configuration details used on your network. The Windows Server 2003 family provides the DHCP service, which enables the server computer to perform as a DHCP server and configure DHCP-enabled client computers on your network as described in the current DHCP standard, RFC 3396, “Encoding Long Options in the Dynamic Host Configuration Protocol (DHCPv4).” To find this standard, see the Request For Comments (RFC) link on the Web Resources page (http://go.microsoft.com/fwlink/?linkid=291) at http://www.microsoft.com/windows/reskits/webresources.
DHCP includes the Multicast Address Dynamic Client Assignment Protocol (MADCAP), which is used to perform multicast address allocation. When registered clients are dynamically assigned IP addresses through MADCAP, they can participate efficiently in the data stream process, such as for real-time video or audio network transmissions.
With a DHCP server installed and configured on your network, DHCP-enabled clients can obtain their IP address and related configuration parameters dynamically each time they start and join your network. DHCP servers provide this configuration in the form of an address-lease offer to requesting clients. With a DHCP server installed and configured on your network, DHCP-enabled clients can obtain their IP address and related configuration parameters dynamically each time they start and join your network. DHCP servers provide this configuration in the form of an address-lease offer to requesting clients.
Table 14.16   Key Information About the DHCP Server Service
	Item
	Description

	Service name
	DHCPServer 

	Display name
	DHCP Server

	Executable file name
	tcpsvcs.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Installed from
	Configure Your Server Wizard, or go to Add/Remove Windows Components, Networking Services, and Dynamic Host Configuration Protocol (DHCP).

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	COM+ Event System
Event Log
IPSEC Driver
Remote Procedure Call (RPC)
Security Accounts Manager
TCP/IP Protocol Driver

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, you no longer receive an IP address automatically. 


Distributed File System
The Distributed File System (DFS) service manages logical volumes distributed across a local or wide area network. It is a distributed service that integrates disparate file shares into a single logical namespace. This namespace is a logical representation of the network storage resources that are available to users on the network. For more information about DFS, see the Distributed Services Guide of the Windows Server 2003 Resource Kit (or see the Distributed Services Guide on the Web at http://www.microsoft.com/reskit).
Table 14.17   Key Information About the Distributed File System Service
	Item
	Description

	Service name
	Dfs

	Display name
	Distributed File System

	Executable file name
	Dfssvc.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	DfsDriver
Mup
Security Account Manager
Server
Workstation

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, you cannot access file shares. You cannot access network data through the logical namespace, and any attempt to configure a DFS root by using the Microsoft Management Console (MMC) DFS snap-in results in a remote procedure call (RPC) error.
To access the data with the service stopped, you need to know the names of all the servers and all the file shares in the namespace, and access each of these targets independently. 


Distributed Link Tracking Client
The Distributed Link Tracking Client service maintains links between the NTFS file system files within your computer or across computers in your network domain. This service ensures that shortcuts and OLE links continue to work after the target file is renamed or moved. When you create a shortcut to a file on an NTFS 5.0 volume, distributed link tracking stamps a unique object identifier (ID) into the target file, known as the link source. Information about the object ID is also stored within the referring file, known as the link client.
Distributed link tracking can use this object ID to locate the link source file in the following scenarios:
· The link source file is renamed.
· The link source file is moved to another folder on the same volume or a different volume of the same computer.
· The link source file is moved to another computer in the network. (Note that unless the computer is in a domain where the Distributed Link Tracking Server service is available, this form of link tracking is less reliable over time.)
· The shared network folder containing the link source file is renamed.
In a Windows 2000 or Windows Server 2003 domain where the Distributed Link Tracking Server service is available, the link source file can be found in the following additional scenarios:
· The computer containing the link source file is renamed.
· The volume containing the link source file is moved to another computer within the same domain.
The scenarios involving the Distributed Link Tracking Server service require that the client computer (on which the Distributed Link Tracking Client service is running) have the DLT_AllowDomainMode system policy set for clients running Windows XP Service Pack 1 or later. For all of the above scenarios, the link source file must be on an NTFS volume running Windows 2000, Windows XP, or the Windows Server 2003 family. The NTFS volumes cannot be located on removable media.
The Distributed Link Tracking Client service runs on all Windows 2000–based computers.
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Note
The Distributed Link Tracking Client service monitors activity on NTFS volumes and stores maintenance information in a file named Tracking.log, which is located in a hidden folder named System Volume Information at the root of each volume. This folder is protected by permissions that allow only the system to access it. The folder is also used by other Windows services, such as Indexing Service.
Table 14.18   Key Information About the Distributed Link Tracking Client Service
	Item
	Description

	Service name
	TrkWrks

	Display name
	Distributed Link Tracking Client

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, the links on the computer are not maintained or tracked. Likewise, users on other computers cannot track links for documents on your computer. 


Distributed Link Tracking Server
The Distributed Link Tracking Server service runs on each domain controller in a domain. The service accepts notifications of file and volume moves from the tracking service on a computer and allows the Distributed Link Tracking client to query a link source’s current location.
Also, the service maintains information in the domain controller about volumes and files that have been moved. The size of the file that stores information about moves cannot grow above a certain size, and information is automatically removed if it is no longer needed.
The distributed link-tracking services are available only on NTFS, and are only available for link sources on NTFS 5.0 and later volumes. Thus, if a link source is moved to a FAT file system volume, or if a link source is moved to a computer running Windows NT 4.0, the tracking information is lost. Additionally, even if a link source is moved between NTFS 5.0 volumes, but the computer performing the move is running an earlier version of Windows NT (or Microsoft Windows 95, Microsoft® Windows® 98, or Microsoft® Windows® Millennium), the link-tracking information is lost. When the link-tracking information is lost, no harm is done to the link-source file itself; it is simply not trackable by the distributed link-tracking services.
Links to files on removable media are not maintained. Also, the tracking service does not recognize a new NTFS volume until the system is restarted. A new volume might become available because of repartitioning, reformatting a FAT volume to NTFS, or connecting a new external drive. The service accepts notifications of file and volume moves from the tracking service on a computer and allows the distributed link tracking client to query a link source’s current location.
Table 14.19   Key Information About the Distributed Link Tracking Server Service
	Item
	Description

	Service name
	TrkSrv

	Display name
	Distributed Link Tracking Server

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Disabled

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, links eventually become less reliable and links maintained by the Distributed Link Tracking Client service eventually become less reliable.
Enable the NtfsDisableDomainLinkTracking policy setting in the File system Group Policy object to prevent Distributed Link Tracking clients from repeatedly trying to reach the disabled service.


Distributed Transaction Coordinator
The Distributed Transaction Coordinator service is responsible for coordinating transactions that are distributed across multiple computer systems and/or resource managers, such as databases, message queues, file systems, or other transaction-protected resource managers. The Distributed Transaction Coordinator service is necessary if transactional components are being configured by the Component Services administrative tool. It is also required for transactional queues in Message Queuing (also known as MSMQ) and Microsoft SQL Server operations that span multiple systems.
Table 14.20   Key Information About the Distributed Transaction Coordinator Service
	Item
	Description

	Service name
	MSDTC 

	Display name
	Distributed Transaction Coordinator

	Executable file name
	msdtc.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic

	Default status
	Started

	Log on as
	NetworkService

	Depends on
	Remote Procedure Call (RPC)
Security Accounts Manager

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, the transactions mentioned above do not occur. 


DNS Client
The DNS Client service resolves and caches Domain Name System (DNS) names for your computer. This service must be running on every computer that performs DNS name resolution. Resolving DNS names is essential for locating domain controllers in Active Directory domains. The DNS Client service is also critical for locating devices identified by using DNS name resolution.
The DNS Client service running on Windows Server 2003 implements the following features.
System-wide caching
Resource records from query responses are added to the client cache as applications query DNS servers. This information is then cached for a set Time to Live (TTL) and can be used again to answer subsequent queries.
RFC-compliant negative caching support
In addition to caching positive query responses from DNS servers (which contain resource record information in the answered reply), the DNS Client service also caches negative query responses. A negative response results when a resource record for the queried name does not exist.
Negative caching prevents the repeating of additional queries for names that do not exist, which can adversely affect client system performance. Any negatively cached query information is kept for a shorter period of time than is used for positive query responses — by default, no more than five minutes. This avoids continued negative caching of stale information if the records later become available.
Negative caching is a DNS standard specification defined in RFC 2308, “Negative Caching of DNS Queries (DNS NCACHE).” To find this proposed standard, see the Request For Comments (RFC) link on the Web Resources page (http://go.microsoft.com/fwlink/?linkid=291) at http://www.microsoft.com/windows/reskits/webresources.
Avoidance of unresponsive DNS servers
The DNS Client service uses a server search list, ordered by preference. This list includes all preferred and alternate DNS servers configured for each of the active network connections on the system. Windows Server 2003 rearranges these lists based on the following criteria:
· Preferred DNS servers are given first priority.
· If no preferred DNS servers are available, alternate DNS servers are used.
· Unresponsive servers are removed temporarily from these lists.
For more information about the DNS Client service, see the Networking Guide of the Windows Server 2003 Resource Kit (or see the Networking Guide on the Web at http://www.microsoft.com/reskit).
Table 14.21   Key Information About the DNS Client Service
	Item
	Description

	Service name
	Dnscache

	Display name
	DNS Client

	Executable file name
	svchost.exe -k NetworkService

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic

	Default status
	Started

	Log on as
	NetworkService

	Depends on
	IPSEC Driver
TCP/IP Protocol Driver

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, the computer cannot resolve DNS names and locate Active Directory domain controllers. 


DNS Server
The DNS Server service enables DNS name resolution by answering queries and update requests for DNS names. The presence of a DNS server is crucial for locating devices identified by using DNS names and locating domain controllers in Active Directory.
For more information about the DNS Server service, see the Networking Guide of the Windows Server 2003 Resource Kit (or see the Networking Guide on the Web at http://www.microsoft.com/reskit).
Table 14.22   Key Information About the DNS Server Service
	Item
	Description

	Service name
	DNS

	Display name
	DNS Server

	Executable file name
	Dns.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Installed from
	Configure Your Server Wizard or Active Directory Installation Wizard, or go to Add/Remove Windows Components, Networking Services, and Domain Name System (DNS).

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	AFD Networking Support Environment
IPSEC Driver
Remote Procedure Call (RPC)
TCP/IP Protocol Driver

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, DNS updates do not occur. The DNS Server service is not required to run on every computer; however, if there is no DNS authoritative server for the particular portion of the DNS namespace, locating devices by using DNS names in that portion of the namespace fails. Absence of the DNS server authoritative for the DNS namespace used to name Active Directory domains results in the inability to locate domain controllers in that domain.


Error Reporting Service
Error Reporting Service provides an infrastructure for collecting, storing, and reporting kernel mode, operating system, and application faults to Microsoft. Error reporting helps Microsoft track and address errors.
You can configure error reporting to send Microsoft specific error information and to generate reports for operating system errors, Windows component errors, or program errors. An operating system error causes the computer to display a stop screen with error codes. A program or component error causes the program or component to stop working. 
If you have an Internet connection, you can report these errors directly to Microsoft. You can configure error reporting to respond to program errors in one of two ways: as soon as an error occurs, the Error Reporting dialog box can prompt any user to send the error report to Microsoft; or the next time an administrator logs on, the Error Reporting dialog box can prompt the administrator to send the error report to Microsoft.
Windows treats operating system errors and unplanned shutdowns differently from the way it does program errors. When operating system errors or unplanned shutdowns occur, Windows writes the error information to a log file. The next time an administrator logs on, the Error Reporting Service prompts the administrator to report an error.
When you send an error report to Microsoft over the Internet, you provide technical information that programming groups at Microsoft use to enhance future versions of the product. This data is used for quality control purposes only and is not used for tracking individual users or installations for any marketing purpose. If information is available to help you solve the problem, Windows displays an Error Reporting dialog box with a link to that information.
Alternatively, if your organization has configured Group Policy, administrators in your IT department can use the Corporate Error Reporting tool to collect and report to Microsoft only those errors that they think are important. Administrators configure workstations and servers for Corporate Error Reporting by enabling the Report Errors policy setting and configuring the Corporate upload file path to the local file server where the Corporate Error Reporting tool is installed. When errors occur, they are automatically redirected to this file server. Administrators can then review the error information, identify the important data, and submit it to Microsoft by using the Corporate Error Reporting tool. To download the Corporate Error Reporting tool, see the Microsoft Office Resource Kit link on the Web Resources page (http://go.microsoft.com/fwlink/?linkid=291) at http://www.microsoft.com/windows/reskits/webresources.
Table 14.23   Key Information About the Error Reporting Service
	Item
	Description

	Service name
	ERSvc

	Display name
	Error Reporting Service

	Executable file name
	svchost.exe –k netsvcs WinErr

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic 

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, error reporting does not occur except for kernel faults and some types of user-mode faults.
If this service is disabled but Display Error Notification is enabled, users still get a message indicating that a problem occurred, but do not have the option to report this information to Microsoft. 


Event Log
The Event Log service enables event log messages issued by Windows-based programs and components to be viewed in Event Viewer. This service’s reports contain information that can be useful in diagnosing problems. The Event Log service writes events sent by applications, services, and the operating system to log files. The events contain diagnostic information in addition to errors specific to the source application, service, or component. The logs can be viewed programmatically through the Event Log APIs or through Event Viewer.
By default, a computer running Windows 2000 Server, Windows XP, or Windows Server 2003 records events in three kinds of logs:
· Application log. The Application log contains events logged by applications or programs. For example, a database program might record a file error in the Application log. Program developers decide which events to log.
· Security log. The Security log records events such as valid and invalid logon attempts, as well as events related to resource use such as creating, opening, or deleting files or other objects. For example, if logon auditing is enabled, attempts to log on to the system are recorded in the Security log.
· System log. The System log contains events logged by Windows system components. For example, the failure of a driver or other system component to load during startup is recorded in the System log. The event types logged by system components are predetermined by the server.
A computer running a Windows Server 2003 family operating system configured as a domain controller records events in two additional logs:
· Directory Service log. The Directory Service log contains events logged by Active Directory. For example, connection problems between the server and the global catalog are recorded in the Directory Service log.
· File Replication Service log. The File Replication Service log contains events logged by the Windows File Replication service. For example, file replication failures and events that occur while domain controllers are being updated with information about system volume changes are recorded in the File Replication log.
A computer running Windows configured as a DNS server records events in the DNS Server log. This log contains events logged by the Windows DNS service.
Table 14.24   Key Information About the Event Log Service
	Item
	Description

	Service name
	Eventlog

	Display name
	Event Log

	Executable file name
	services.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	None

	Depended on by
	File Replication
Windows Management Instrumentation

	Impact of stopping or disabling this service
	The Event Log service cannot be stopped.
If the Event Log service is disabled, you cannot track events. This significantly reduces your ability to successfully diagnose system problems. In addition security events are not audited and you cannot view previous event logs by using Event Viewer.
If this service is disabled, any services that explicitly depend on this service will fail to start.


Fax Services
Fax Services, a Telephony API (TAPI)–compliant service, provides fax capabilities from your computer. Fax Services allows users to send and receive faxes from their desktop applications by using either a local fax device or a shared network fax device. The service offers the following features:
· Sending and receiving faxes
· Tracking and monitoring fax activity
· Routing inbound faxes
· Managing server and device configuration
· Archiving sent faxes
Table 14.25   Key Information About Fax Services
	Item
	Description

	Service name
	Fax

	Display name
	Fax

	Executable file name
	Fxssvc.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Installed from
	Add/Remove Windows Components

	Startup type
	Automatic

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	Plug and Play
Print Spooler
Remote Procedure Call (RPC)
Telephony

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, your computer cannot send or receive faxes. Fax Services is stopped when there is no fax activity and restarted as needed. 


File Replication
The File Replication service (FRS) enables files to be automatically copied and maintained simultaneously on multiple servers. This service is the automatic file replication service in Windows 2000 and the Windows Server 2003 family. Its main function is to replicate the volume (Sysvol) on all domain controllers. In addition, it can be configured to replicate files among alternate targets associated with the fault-tolerant Distributed File System (DFS).
This service provides multimaster file replication for designated directory trees among designated servers running Windows 2000 or Windows Server 2003. The designated directory trees must be on disk partitions formatted with NTFS 5.0. FRS is used by DFS to automatically synchronize content between assigned replicas and by Active Directory to automatically synchronize content of the system volume information across domain controllers.
For more information about FRS, see the Distributed Services Guide of the Windows Server 2003 Resource Kit (or see the Distributed Services Guide on the Web at http://www.microsoft.com/reskit).
Table 14.26   Key Information About the File Replication Service
	Item
	Description

	Service name
	NtFrs

	Display name
	File Replication

	Executable file name
	Ntfrs.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Manual. On a domain controller, this service is started automatically.

	Default status
	Stopped. On a domain controller, this service is started.

	Log on as
	LocalSystem

	Depends on
	COM+ Event System
Event Log
Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, file replication does not occur, and server data is not synchronized. Stopping the File Replication service on a domain controller can seriously impair the domain controller’s ability to function. 


File Server for Macintosh
The File Server for Macintosh service enables Macintosh users to store and access files on the local Windows-based server computer. Encrypted files on an NTFS volume are not accessible from Macintosh clients.
For more information about this service, see the Internetworking Guide of the Windows Server 2003 Resource Kit (or see the Internetworking Guide on the Web at http://www.microsoft.com/reskit).
Table 14.27   Key Information About the File Server for Macintosh Service
	Item
	Description

	Service name
	MacFile

	Display name
	File Server for Macintosh

	Executable file name
	Sfmsvc.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Installed from
	Add/Remove Windows Components

	Startup type
	Automatic 

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	Workstation

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, Macintosh users cannot store and access files on your computer or view NTFS shares. 


FTP Publishing Service
FTP Publishing Service provides File Transfer Protocol (FTP) connectivity and administration through the Internet Information Services (IIS) snap-in. Features of this service include bandwidth throttling, security accounts, extensible logging, and the new FTP User Isolation feature, which allows users to access only their own files on an FTP site. This service also includes improved international support.
Table 14.28   Key Information About the FTP Publishing Service
	Item
	Description

	Service name
	MSFtpsvc

	Display name
	FTP Publishing Service

	Executable file name
	inetinfo.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Installed from
	Go to Add/Remove Windows Components, Application Server, Internet Information Services (IIS), and File Transfer Protocol (FTP) Service. (When you install the File Transfer Protocol (FTP) Service, the FTP Publishing Service is automatically installed.)

	Startup type
	Automatic 

	Default status
	Started

	Log on as
	NetworkService

	Depends on
	IIS Admin Service
Remote Procedure Call (RPC)
Security Accounts Manager

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, the server cannot function as an FTP server.


Help and Support
The Help and Support service supports the Help and Support Center application and enables communication between the client application and the Help data it accesses.
This communication includes access to stores and services such as the taxonomy database that contains metadata and information about the Help topics, the support automation framework that enables data collection for registered support providers, user history and preference information, and the search engine manager. When you are interacting with Help and Support Center features such as search, index, or table of contents, the service allows for data transaction support of all these features.
If the startup type of this service is set to Manual, opening Help and Support Center in the user interface will start this service.
Table 14.29   Key Information About the Help and Support Service
	Item
	Description

	Service name
	helpsvc

	Display name
	Help and Support

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped, Help and Support Center is unavailable.
If this service is disabled, you might be able to access some topics that have been cached on the local computer; however, most of the application features cannot function if this service is disabled.
Disabling this service renders Help and Support Center essentially unusable. The user will receive the message “Windows cannot open Help and Support because a system service is not running.” However, *.hlp and *.chm files located in the Windows\Help directory can still be viewed.


HTTP SSL
The HTTP SSL service enables IIS to perform Secure Sockets Layer (SSL) functions. SSL is a proposed open standard for establishing a secure communications channel to prevent the interception of critical information, such as credit card numbers. Primarily, it enables secure electronic financial transactions on the Web, although it is designed to work with other Internet services as well.
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Note
If IIS is not installed, the HTTP SSL service depends on the HTTP driver to perform SSL functions.
For more information about SSL, see the Internet Information Services (IIS) 6.0 Resource Guide of the Windows Server 2003 Resource Kit.
Table 14.30   Key Information About the HTTP SSL Service
	Item
	Description

	Service name
	HTTPFilter

	Display name
	HTTP SSL

	Executable file name
	Lsass.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Manual

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	IIS Admin Service
HTTP
Remote Procedure Call (RPC)
Security Accounts Manager

	Depended on by
	World Wide Web Publishing Service

	Impact of stopping or disabling this service
	If this service is stopped, IIS Admin Service is forced to stop. Any HTTP requests targeted for IIS are not handled.
If this service is disabled, any services that explicitly depend on this service will fail to start.


Human Interface Device Access
The Human Interface Device Access service enables generic input access to Human Interface Device (HID) telephone communications, which activates and maintains the use of predefined shortcuts on keyboards, remote controls, and other multimedia devices.
Table 14.31   Key Information About the Human Interface Device Access Service
	Item
	Description

	Service name
	HidServ

	Display name
	Human Interface Device Access

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Disabled

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped, keyboard shortcuts controlled by this service will no longer function. For instance, the consumer buttons on universal serial bus (USB) keyboards will not function (for example, BACK, FORWARD, VOLUME +, VOLUME -, PREV TRACK, NEXT TRACK), nor will the volume buttons on USB speakers.
This service is disabled by default in Windows Server 2003 and is enabled when the first HID consumer’s controls device is connected. After this point, this service is always enabled, unless explicitly disabled by an administrator. 


IAS Jet Database Access
The IAS Jet Database Access service uses the Remote Authentication Dial-in User Service (RADIUS) protocol to provide authentication, authorization, and accounting services. With Internet Authentication Service (IAS), you can centrally manage the authentication, authorization, and accounting of users. You can also use IAS to authenticate users in databases on your domain controller running Windows NT 4.0, Windows 2000 Server, or Windows Server 2003 operating systems. IAS works equally well in homogeneous and heterogeneous networks running Windows Server 2003.
IAS can be used as a RADIUS proxy to provide the routing of RADIUS messages between RADIUS clients (access servers) and RADIUS servers that perform user authentication, authorization, and accounting for the connection attempt. When used as a RADIUS proxy, IAS is a central switching or routing point through which RADIUS access and accounting messages flow. IAS records information in an accounting log about the messages that are forwarded.
A RADIUS authentication, authorization, and accounting infrastructure consists of the following components.
Access clients
An access client is a device that requires some level of access to a larger network. Examples of access clients are dial-up or virtual private network (VPN) clients, wireless clients, or local area network (LAN) clients connected to a switch.
RADIUS clients (access servers)
An access server is a device that provides some level of access to a larger network. An access server using a RADIUS infrastructure is also a RADIUS client, sending connection requests and accounting messages to a RADIUS server. Examples of access servers are:
· Network access servers (NASs) that provide remote access connectivity to an organization’s network or the Internet. An example is a Windows 2000–based computer running the Routing and Remote Access service and providing either traditional dial-up or VPN remote access services to an organization’s intranet.
· Wireless access points that provide physical layer access to an organization’s network by using wireless-based transmission and reception technologies.
· Switches that provide physical layer access to an organization’s network by using traditional LAN technologies such as Ethernet.
RADIUS proxies
A RADIUS proxy is a device that forwards or routes RADIUS connection requests and accounting messages between RADIUS clients (and RADIUS proxies) and RADIUS servers (or RADIUS proxies). The RADIUS proxy uses information within the RADIUS message, such as the User-Name or Called-Station-ID RADIUS attributes, to route the RADIUS message to the appropriate RADIUS server.
A RADIUS proxy can be used as a forwarding point for RADIUS messages when the authentication, authorization, and accounting must occur at multiple RADIUS servers in different organizations.
RADIUS servers
A RADIUS server is a device that receives and processes connection requests or accounting messages sent by RADIUS clients or RADIUS proxies. In the case of connection requests, the RADIUS server processes the list of RADIUS attributes in the connection request. Based on a set of rules and the information in the user account database, the RADIUS server either authenticates and authorizes the connection and sends back an Access-Accept message, or it sends back an Access-Reject message. The Access-Accept message can contain connection restrictions that are implemented by the access server for the duration of the connection.
User account database
The user account database is the list of user accounts and their properties that can be checked by a RADIUS server to verify authentication credentials and user account properties, which contain authorization and connection parameter information.
The user account databases that IAS can use are the local Security Accounts Manager (SAM), a Windows NT 4.0 domain, or Active Directory. For Active Directory, IAS can provide authentication and authorization for user or computer accounts in the domain in which the IAS server is a member, two-way trusted domains, and trusted forests with domain controllers running Windows Server 2003.
If the user accounts for authentication reside in a different type of database, IAS can be configured as a RADIUS proxy to forward the authentication request to a RADIUS server that does have access to the user account database. Different databases for Active Directory include untrusted forests, untrusted domains, or one-way trusted domains.
There are two IAS Jet databases: Ias.mdb, used to configure IAS, and Dnary.mdb, used to validate the dictionary used by IAS to track the vendor-specific attributes of RADIUS-compatible Network Access Servers. You should not modify the Jet databases.
Table 14.32   Key Information About the IAS Jet Database Access Service
	Item
	Description

	Service name
	IASJet

	Display name
	IAS Jet Database Access

	Executable file name
	svchost.exe -k iasjet

	Installed on
	Windows Server 2003, Enterprise Edition (64-bit only)
Windows Server 2003, Datacenter Edition (64-bit only)

	Startup type
	Manual

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped, remote network access that requires user authentication is unavailable (for example, dial-up, VPN, wireless LAN (802.1X), and Ethernet 802.1X LAN access).
If this service is disabled, both the Routing and Remote Access service and Internet Authentication Service (IAS) will fail to start. You also cannot administer Routing and Remote Access or IAS either locally or remotely. 


IIS Admin Service
IIS Admin Service manages the IIS metabase and updates the Windows operating system registry for World Wide Web Publishing Service, FTP Publishing Service, the Simple Mail Transfer Protocol (SMTP) service, and the Network News Transfer Protocol (NNTP) service. The metabase is a data store that holds IIS configuration data. IIS Admin Service exposes the metabase to other applications, including the core components of IIS, applications that are built on IIS, and third-party applications that are independent of IIS, such as management or monitoring tools.
IIS Admin Service runs as Iisadmin.dll and is hosted by Inetinfo.exe. This service allows administration of IIS components such as FTP, application pools, Web sites, Web service extensions, and both NNTP and SMTP virtual servers.
In Windows 2000, IIS Admin Service and related services were installed by default. In Windows Server 2003, IIS must be installed by using Add/Remove Windows Components or the Configure Your Server Wizard.
Table 14.33   Key Information About IIS Admin Service
	Item
	Description

	Service name
	IISADMIN

	Display name
	IIS Admin Service

	Executable file name
	inetinfo.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Installed from
	By default in Windows Server 2003, Web Edition.
In Windows Server 2003, Standard Edition; Windows Server 2003, Enterprise Edition; and Windows Server 2003, Datacenter Edition, use Configure Your Server Wizard, or go to Add/Remove Windows Components, Application Server, and Internet Information Services (IIS). (When you install IIS, IIS Admin Service is automatically installed.)

	Startup type
	Automatic 

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	Remote Procedure Call (RPC)
Security Accounts Manager

	Depended on by
	FTP Publishing Service
HTTP SSL
Microsoft POP3 Service
Network News Transfer Protocol (NNTP)
Simple Mail Transfer Protocol (SMTP)
World Wide Web Publishing Service

	Impact of stopping or disabling this service
	If this service is stopped, you cannot run Web, FTP, NNTP, or SMTP sites or configure IIS, and the MMC IIS snap-in appears blank.
If this service is disabled, any services that explicitly depend on this service will fail to start.


IMAPI CD-Burning COM Service
IMAPI CD-Burning COM Service manages recording to CDs through the Image Mastering Applications Programming Interface (IMAPI) COM interface and performs CD‑R writes when requested by the user through Windows Explorer, Windows Media Player, or third-party applications that use this API.
IMAPI allows an application to stage and record a simple audio or data image to CD‑R and CD‑RW devices. The API supports Red Book audio and data discs with both Joliet and ISO 9660. The architecture allows for future expansion of the supported format set.
Table 14.34   Key Information About the IMAPI CD-Burning COM Service
	Item
	Description

	Service name
	ImapiService

	Display name
	IMAPI CD-Burning COM Service

	Executable file name
	imapi.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Disabled

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	None

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, the computer cannot record to CDs. It might also prevent recording to a CD-R. If a third-party CD-RW application is used, stopping or disabling this service might not prevent recording to a CD-R.
If this service is started after logon, you must log off and log back on the computer in order to write data to CD-R media in your CD-R drive by using Windows Explorer.


   
Indexing Service
Indexing Service indexes contents and properties of files on local and remote computers, and provides rapid access to files through a flexible querying language. Indexing Service also enables quick searching of documents on local and remote computers and a search index for content shared on the Web. The service builds indexes of all textual information in files and documents. After the initial index build is complete, the Indexing Service maintains its indexes whenever a file is created, modified, or deleted.
Initial indexing can be resource-intensive. In Windows, Indexing Service will index only when this service is started and the computer is idle. You can use the MMC Indexing Service snap-in to optimize resource allocations for query or indexing usage patterns.
Table 14.35   Key Information About the Indexing Service
	Item
	Description

	Service name
	cisvc

	Display name
	Indexing Service

	Executable file name
	cisvc.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Manual

	Default status
	Stopped. This service will start when you use Configure Your Server Wizard or Manage Your Server to configure the File Server role.

	Log on as
	LocalSystem

	Depends on
	Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, all search functionality is provided by traversing the folder hierarchy and scanning each file for the requested string, which causes search responses to be slower. If the Indexing Service snap-in is used to create a new catalog, the catalog remains offline until this service is started. 


Infrared Monitor
The Infrared Monitor service enables file and image sharing by using infrared ports, supports infrared devices installed on the computer, and detects other devices that are in range.
This service is installed by default only if an infrared device is detected during operating system installation. The service is not available on Windows Server 2003, Enterprise Edition; Windows Server 2003, Datacenter Edition; or Windows Server 2003, Web Edition.
Table 14.36   Key Information About the Infrared Monitor Service
	Item
	Description

	Service name
	Irmon

	Display name
	Infrared Monitor

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition

	Startup type
	Automatic only if an infrared port is detected during installation.

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	IrDA Protocol
Remote Procedure Call (RPC)
Terminal Services

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, files and images cannot be shared by using infrared. 


Internet Authentication Service
Internet Authentication Service (IAS) performs centralized authentication, authorization, auditing, and accounting of users who are connecting to a network (LAN or remote) by using VPN equipment, remote access equipment, or 802.1X Wireless and Ethernet/Switch Access Points. IAS implements the IETF standard Remote Authentication Dial-In User Service (RADIUS) protocol, which enables use of heterogeneous network access equipment.
Table 14.37   Key Information About Internet Authentication Service
	Item
	Description

	Service name
	IAS

	Display name
	Internet Authentication Service

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Installed from
	Go to Add/Remove Windows Components, Networking Services, and Internet Authentication Service.

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, authentication requests fail over to a backup IAS server, if available. If no backup IAS servers are available, users cannot connect. 


Internet Connection Firewall (ICF)/Internet Connection Sharing (ICS)
The Internet Connection Firewall (ICF)/Internet Connection Sharing (ICS) service provides network address translation (NAT), addressing, name resolution, and/or intrusion prevention services for all computers in a home or small-office network through a dial-up or broadband connection.
When the Internet Connection Firewall (ICF)/Internet Connection Sharing (ICS) service is enabled, the computer becomes an “Internet gateway” on the network, enabling other client computers to share one connection to the Internet, share files, and use the same printers. This service has a location-aware policy setting.
This service was previously called Internet Connection Sharing in Windows 2000.
Table 14.38   Key Information About the Internet Connection Firewall (ICF)/Internet Connection Sharing (ICS) Service
	Item
	Description

	Service name
	SharedAccess

	Display name
	Internet Connection Firewall (ICF)/Internet Connection Sharing (ICS)

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition (32-bit only)

	Startup type
	Disabled

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	AFD Networking Support Environment
Application Layer Gateway Service
IPSEC Driver
Network Connections
Network Location Awareness (NLA)
Plug and Play
Remote Access Auto Connection Manager
Remote Access Connection Manager
TCP/IP Protocol Driver
Telephony

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, networking services such as Internet sharing, name resolution, addressing, and/or intrusion prevention are unavailable.
The IP addresses of clients that are unable to get to the Internet will expire, resulting in some clients using Automatic Private IP Addressing (APIPA) for peer-to-peer networking connectivity. 


Intersite Messaging
The Intersite Messaging service enables messages to be exchanged between sites running Windows Server 2003–computers. This service is used for mail-based replication between sites. Active Directory includes support for replication between sites by using SMTP over IP transport. SMTP support is provided by the SMTP service, which is a component of IIS. The set of transports used for communication between sites must be extensible; therefore, each transport is defined in a separate add-in DLL. These add-in DLLs are loaded into the Intersite Messaging service, which runs on all domain controllers that are candidates for performing communication between sites. The Intersite Messaging service directs send requests and receive requests to the appropriate transport add-in DLLs, which then route the messages to the Intersite Messaging service on the destination computer.
Table 14.39   Key Information About the Intersite Messaging Service
	Item
	Description

	Service name
	IsmServ

	Display name
	Intersite Messaging

	Executable file name
	Ismserv.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Disabled (Started for a domain controller)

	Default status
	Stopped (Automatic for a domain controller)

	Log on as
	LocalSystem

	Depends on
	Remote Procedure Call
Security Accounts Manager

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, messages are not exchanged, intersite messaging replication does not work, and site routing information is not calculated for other services. 


IPv6 Helper Service
IPv6 Helper Service offers IPv6 connectivity over an existing IPv4 network. The 6to4 tunneling technique allows IPv6-enabled sites and hosts to communicate by using IPv6 over an IPv4 infrastructure (for example, the Internet). IPv6 sites and hosts can use their 6to4 address prefix and the Internet to communicate without obtaining an IPv6 global address prefix from an Internet service provider and connecting to the 6bone (the IPv6-enabled portion of the Internet).
The 6to4 tunneling technique is described in RFC 3056, “Connection of IPv6 Domains via IPv4 Clouds.” The 6to4 hosts do not require any manual configuration and create 6to4 addresses by using standard auto configuration. The 6to4 technique uses the global address prefix of 2002:WWXX:YYZZ::/48, where WWXX:YYZZ is the colon-hexadecimal representation of a public IPv4 address (w.x.y.z) that is assigned to a site or host. WWXX:YYZZ is the Next Level Aggregator (NLA) portion of a 6to4 address.
IPv6 Helper Service also supports 6over4 — also known as IPv4 multicast tunneling — which is a tunneling technique that is described in RFC 2529, “Transmission of IPv6 over IPv4 Domains without Explicit Tunnels.” The 6over4 multicast tunneling technique allows IPv6 and IPv4 nodes to communicate by using IPv6 over an IPv4 infrastructure. The 6over4 technique uses the IPv4 infrastructure as a multicast-capable link. In order for 6over4 to work correctly, the IPv4 infrastructure must be IPv4 multicast-enabled.
To find RFC standards, see the Request For Comments (RFC) link on the Web Resources page (http://go.microsoft.com/fwlink/?linkid=291) at http://www.microsoft.com/windows/reskits/webresources.
Table 14.40   Key Information About the IPv6 Helper Service
	Item
	Description

	Service name
	6to4 

	Display name
	IPv6 Helper Service

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Installed from
	In Network Connections, right-click a local area connection, click Properties, click Install, click Protocol, click Add, and then click Microsoft TCP/IP version 6.

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	Event Log
MS IPv6 Protocol Driver
Remote Procedure Call (RPC)
Windows Management Instrumentation
TCP/IP Protocol Driver 

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, the computer has IPv6 connectivity only if it is connected to a native IPv6 network. 


IPSEC Services
IPSEC Services provides end-to-end security between clients and servers on TCP/IP networks. It manages IP security (IPSec) policy, starts the Internet Key Exchange (IKE), and coordinates IPSec policy settings with the IP security driver. The service is controlled by using the net start or net stop policyagent command.
IPSEC Services operates at the IP layer and is transparent to other system services and applications. The service provides packet filtering, and can negotiate security between sending and receiving computers on IP networks. IPSec can be configured to provide:
· Packet filtering to permit, block, or negotiate security.
· Negotiated trust and secure IP communication. The IKE protocol mutually authenticates the sender and receiver of IP data packets based on policy settings. Authentication can use the Kerberos authentication protocol, digital certificates, or a shared secret key (password). IKE automatically generates cryptographic keys and IPSec security associations.
· Protection for IP packets with IPSec secure formats. The service provides cryptographic integrity, authenticity, and optional encryption of IP packets.
· Secure end-to-end connections by using IPSec transport mode.
· Secure IP tunnels by using IPSec tunnel mode.
IPSEC Services also provides security for L2TP VPN connections. The IPSec security settings for L2TP are created automatically and require IPSEC Services to be running in order to take effect.
For more information about IPSec, see the Networking Guide of the Windows Server 2003 Resource Kit (or see the Networking Guide on the Web at http://www.microsoft.com/reskit).
Table 14.41   Key Information About IPSEC Services
	Item
	Description

	Service name
	PolicyAgent

	Display name
	IPSEC Services

	Executable file name
	lsass.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	IPSEC Driver
Remote Procedure Call (RPC)
TCP/IP Protocol Driver

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, TCP/IP security between clients and servers on the network is impaired. 


Kerberos Key Distribution Center
The Kerberos Key Distribution Center service (KDC) enables users to log on to the network by using the Kerberos v5 authentication protocol.
As in other implementations of the Kerberos protocol, the KDC is a single process that provides two services:
· Authentication service. This service issues ticket-granting tickets (TGTs) for connection to the ticket-granting service in its own domain or in any trusted domain. Before a client can ask for a ticket to another computer, it must request a TGT from the authentication service in the client’s account domain. The authentication service returns a TGT for the ticket-granting service in the target computer’s domain. The TGT can be reused until it expires, but first access to any domain’s ticket-granting service always requires a request to the authentication service in the client’s account domain.
· Ticket-granting service (TGS). This service issues tickets for connection to computers in its own domain. When a client wants access to a computer, it must request a TGT, and ask for a ticket to the computer. The ticket can be reused until it expires, but first access to any computer always requires a request to the TGS in the target computer’s account domain.
For more information about Kerberos v5 see the Distributed Services Guide of the Windows Server 2003 Resource Kit (or see the Distributed Services Guide on the Web at http://www.microsoft.com/reskit).
Table 14.42   Key Information About the Kerberos Key Distribution Center Service
	Item
	Description

	Service name
	Kdc

	Display name
	Kerberos Key Distribution Center

	Executable file name
	lsass.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Disabled (Automatic for a domain controller)

	Default status
	Stopped (Started for a domain controller)

	Log on as
	LocalSystem

	Depends on
	AFD Networking Support Environment
Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped, users cannot log on to the network and access resources.
This service should not be disabled, or logging on to the domain will be affected.


License Logging
The License Logging service tracks Client Access License usage for server products, such as IIS, Terminal Services, file and print services, and other products such as SQL Server and Microsoft Exchange Server.
The License Logging service for Windows Server 2003 collects site-licensing information on the site license server for a single site. This enables a geographical or organizational unit in an organization to purchase and manage their software licenses separately. However, because each site allocates licenses to users independently of other sites, a user connecting to a product in more than one site might be allocated more than one Client Access License for the same product.
Table 14.43   Key Information About the License Logging Service
	Item
	Description

	Service name
	LicenseService

	Display name
	License Logging

	Executable file name
	Llssrv.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Disabled

	Default status
	Stopped

	Log on as
	NetworkService

	Depends on
	None

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, licensing is enforced but not monitored.


Logical Disk Manager
The Logical Disk Manager service is a watchdog service that detects and monitors new hard disk drives and sends disk volume information to Logical Disk Manager Administrative Service for configuration. This service watches Plug and Play events for detection of new drives, and passes volume and/or disk information to Logical Disk Manager Administrative Service to be configured. The service should not be disabled if dynamic disks are in the computer.
For more information about Logical Disk Manager, see the Server Management Guide of the Windows Server 2003 Resource Kit (or see the Server Management Guide on the Web at http://www.microsoft.com/reskit).
Table 14.44   Key Information About the Logical Disk Manager Service
	Item
	Description

	Service name
	dmserver

	Display name
	Logical Disk Manager

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	Plug and Play
Remote Procedure Call (RPC)

	Depended on by
	Logical Disk Manager Administrative Service

	Impact of stopping or disabling this service
	If this service is stopped, dynamic disk status and configuration information might become out of date — for example, hard disk drives will not be detected. Also, any attempt to use the Disk Management snap-in to configure disks will display the error message, “Unable to connect to Logical Disk Manager service.”
Logical Disk Manager Administrative Service is started only when you configure a drive or partition, or when a new drive is detected.
If this service is disabled, any services that explicitly depend on this service will fail to start.


Logical Disk Manager Administrative Service
Logical Disk Manager Administrative Service performs administrative services for disk management requests, and configures hard disk drives and volumes. Logical Disk Manager Administrative Service is started only when a drive or partition is configured or a new drive is detected. This service does not start by default; it is activated whenever dynamic disk configuration changes occur or when you open the Disk Management snap-in and the Diskpart.exe tool. Such changes include converting a basic disk to dynamic, recovering fault-tolerant volumes, formatting a volume, or changing a paging file. The service starts, completes the configuration operation, and then exits.
Table 14.45   Key Information About the Logical Disk Manager Administrative Service
	Item
	Description

	Service name
	dmadmin

	Display name
	Logical Disk Manager Administrative Service

	Executable file name
	dmadmin.exe /com

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Manual

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	Logical Disk Manager
Plug and Play
Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	This service only runs for configuration processes and then stops. If this service is disabled, attempts to use the Disk Management snap-in to configure disks display the error message, “Unable to connect to Logical Disk Manager service.”


Message Queuing
The Message Queuing service is a messaging infrastructure and development tool for creating distributed messaging applications for Windows. Such applications can communicate across heterogeneous networks and can send messages between computers that might be temporarily unable to connect to each other. Message Queuing provides guaranteed message delivery, efficient routing, security, support for sending messages within transactions, and priority-based messaging. Message Queuing provides both Win32®and COM APIs for all programmatic functionality including administration and management.
Table 14.46   Key Information About the Message Queuing Service
	Item
	Description

	Service name
	msmq

	Display name
	Message Queuing

	Executable file name
	mqsvc.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Installed from
	Go to Add/Remove Windows Components, Application Server, and Message Queuing.

	Startup type
	Automatic 

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	Message Queuing Access Control
NT LM Security Support Provider
Remote Procedure Call (RPC)
RMCAST <Pgm> Protocol Driver
Security Accounts Manager

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, distributed messages are unavailable.
Disabling the Message Queuing service affects other services including COM+ Queued Component (QC) functionality, some functionality of Windows Management Instrumentation (WMI), and the Message Queuing Triggers service.


Message Queuing Down Level Clients Support
The Message Queuing Down Level Clients Support service provides Active Directory access for Message Queuing clients (Windows 95, Windows 98, Windows Millennium Edition, Windows NT 4.0, Windows 2000, and Windows 2003) on domain controllers. The Message Queuing service optionally uses information published in Active Directory in order to obtain routing information for security-related objects (for example, destination public keys) and to learn about public queues.
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Note
If the Message Queuing service is installed in Workgroup mode, Active Directory is never accessed.
Table 14.47   Key Information About the Message Queuing Down Level Clients Support Service
	Item
	Description

	Service name
	mqds

	Display name
	Message Queuing Down Level Clients Support

	Executable file name
	mqdssvc.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Installed from
	Go to Add/Remove Windows Components, Application Server, Message Queuing, and Downlevel Client Support.

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	IPSEC Driver
Message Queuing
Message Queuing Access Control
NTLM Security Support Provider
Remote Procedure Call (RPC)
RMCAST (Pgm) Protocol Driver
Security Accounts Manager
TCP/IP Protocol Driver

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled on a domain controller, then previous versions of Message Queuing clients cannot obtain Active Directory services on the specified domain controller for public queue discoverability, message routing, and site recognition.


Message Queuing Triggers
The Message Queuing Triggers service provides rule-based monitoring of messages arriving in a Message Queuing queue and, when the conditions of a rule are satisfied, invokes a COM component or a stand-alone executable program to process the message.
The Message Queuing Triggers service is installed as an integral part of Message Queuing.
Table 14.48   Key Information About the Message Queuing Triggers Service
	Item
	Description

	Service name
	MSMQTriggers

	Display name
	Message Queuing Triggers

	Executable file name
	Mqtgsvc.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Installed from
	Go to Add/Remove Windows Components, Application Server, Message Queuing, and Triggers.

	Startup type
	Automatic 

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	Distributed Transaction Coordinator
IPSEC Driver
Message Queuing
Message Queuing Access Control
NTLM Security Support Provider
Remote Procedure Call (RPC)
RMCAST (Pgm) Protocol Driver
Security Accounts Manager
TCP/IP Protocol Driver

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, you cannot apply rule-based monitoring nor invoke programs to process messages automatically. 


Messenger
The Messenger service transmits the net send command and Alerter service messages between clients and servers. For console messages to be received, the Messenger service must be enabled and started on the target computer.
This service is not related to any Microsoft Windows or Microsoft® MSN® Messenger applications used for instant messaging.
Table 14.49   Key Information About the Messenger Service
	Item
	Description

	Service name
	Messenger

	Display name
	Messenger

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Disabled

	Default status
	Disabled

	Log on as
	LocalSystem

	Depends on
	NetBIOS Interface
Plug and Play
Remote Procedure Call (RPC)
Workstation

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, Alerter service messages are not transmitted — for example, the command-line commands net send and net name cease to function. 


Microsoft POP3 Service
Microsoft POP3 Service provides e-mail transfer and retrieval services. Administrators can use Microsoft POP3 Service to store and manage e-mail accounts on the mail server. When you install Microsoft POP3 Service on the mail server, users can connect to the mail server and retrieve e-mail to their local computer by using an e-mail client that supports Post Office Protocol 3 (POP3) protocol (such as Microsoft® Outlook®). Microsoft POP3 Service is combined with the Simple Mail Transfer Protocol (SMTP) service — which allows users to send outgoing e-mail — for full e-mail services.
Microsoft POP3 Service is the mechanism that allows users to retrieve their e-mail from the mail server. The sender’s client computer is connected to the Internet through an Internet service provider (ISP). Using an e-mail client, the sender sends an e-mail, the e-mail is picked up according to the SMTP protocol and it is transferred to the sender’s ISP, which then routes the e-mail out onto the Internet. The e-mail moves throughout the Internet and is relayed through a varying number of intermediate servers as it moves toward the recipient. When the e-mail reaches the recipient’s ISP, it is dropped into the recipient’s mailbox. When the recipient’s computer connects to the recipient’s ISP, the e-mail is then transferred from the ISP to the recipient’s e-mail client on the local computer according to the POP3 protocol.
Table 14.50   Key Information About the Microsoft POP3 Service
	Item
	Description

	Service name
	POP3SVC

	Display name
	Microsoft POP3 Service

	Executable file name
	Pop3svc.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Installed from
	Configure Your Server Wizard or Manage Your Server, or go to Add/Remove Windows Components, E-mail Services, and POP3 Service.

	Startup type
	Automatic 

	Default status
	Started

	Log on as
	LocalService

	Depends on
	IIS Admin Service
Remote Procedure Call (RPC)
Security Accounts Manager

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, e-mail transfer and retrieval services do not function. 


Microsoft Software Shadow Copy Provider
The Microsoft Software Shadow Copy Provider service manages software-based shadow copies taken by the Volume Shadow Copy service. A shadow copy enables you to create a copy (or apparent copy) of a disk volume that represents a consistent read-only point in time for that volume. This point in time then stays constant and allows an application (such as Backup) to copy data from the shadow copy to tape.
There are two general classes of shadow copies:
· Hardware. For hardware shadow copies, a mirror of two or more disks is split into separate volumes. One of the two volumes then remains the working set and the other one can be mounted separately.
· Software. A software volume uses a copy-on-write scheme to copy all sectors of a volume that change over time into a differential area. When the shadow copy is mounted, all unchanged sectors are read from the original volume and all sectors that have changed are read from the differential area.
Shadow copies can resolve three classic problems with Backup:
· The need to delete share flags in a filter driver in order to back up files that have been opened for exclusive access. The problem of backing up a file as it is changing. Without a shadow copy or a way to suspend the application, the result of doing this is typically a corrupt backup.
· Allowing a system to remain active while the shadow copy is being performed. Tax season is a good example of when organizations cannot afford to take the time to shut a system down long enough to back it up.
· Leveraging the snapshots approach and using the same communication channels to build information transfer between application and backup tools.
Table 14.51   Key Information About the Microsoft Software Shadow Copy Provider Service
	Item
	Description

	Service name
	SwPrv

	Display name
	Microsoft Software Shadow Copy Provider

	Executable file name
	svchost.exe -k swprv

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Manual

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, software-based volume shadow copies cannot be managed.


MSSQL$UDDI
The MSSQL$UDDI service is installed when you install the Universal Description, Discovery, and Integration (UDDI) feature of the Windows Server 2003 family, which provides UDDI capabilities within an enterprise. The SQL Server database engine is the core component of this feature.
The MSSQL$UDDI service utilized by UDDI manages all of the files that comprise the databases owned by an instance of SQL Server. It is the component that processes all Transact-SQL statements sent from SQL Server client applications. The MSSQL$UDDI (SQLServer.exe) service allocates computer resources effectively among multiple concurrent users. It also enforces business rules defined in stored procedures and triggers, ensures the consistency of the data, and prevents logical problems such as allowing two people to try to update the same data at the same time.
UDDI is an industry specification for the description and discovery of Web services. The UDDI specification builds on the Simple Object Access Protocol (SOAP), XML, and HTTP/S protocol standards developed by the World Wide Web Consortium (W3C) and Internet Engineering Task Force (IETF). UDDI services are standards-based XML Web Services designed for enterprise developers to efficiently publish, discover, share, and reuse Web Services directly through their development tools. Built on the Microsoft .NET Framework, UDDI services use proven SQL Server technology and tools to provide a scalable storage mechanism. IT managers can leverage UDDI services support for standard categorization schemes and Active Directory authentication, allowing for easy integration within an enterprise environment.
For more information about UDDI, see the MSDN Library link on the Web Resources page (http://go.microsoft.com/fwlink/?linkid=291) at http://www.microsoft.com/windows/reskits/webresources and search for “UDDI.”
Table 14.52   Key Information About the MSSQL$UDDI Service
	Item
	Description

	Service name
	MSSQL$UDDI

	Display name
	MSSQL$UDDI

	Executable file name
	sqlservr.exe –sUDDI

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Disabled 

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	None

	Depended on by
	SQLAgent$UDDI

	Impact of stopping or disabling this service
	If this service is stopped, the SQL Server database is unavailable on the computer and clients can no longer query against or access the data in its databases.
If this service is disabled, any services that explicitly depend on this service will fail to start.


MSSQLServerADHelper
The MSSQLServerADHelper service enables SQL Server and Microsoft SQL Server Analysis Services to publish information in Active Directory when the services are not running under the LocalSystem account.
There is only one instance of MSSQLServerADHelper service on a computer. All instances of SQL Server and Microsoft SQL Server Analysis Services use it when needed.
MSSQLServerADHelper is not a server service and does not service requests from the client. The service does not use a User Datagram Protocol (UDP) or TCP port.
Table 14.53   Key Information About the MSSQLServerADHelper Service
	Item
	Description

	Service name
	MSSQLServerADHelper

	Display name
	MSSQLServerADHelper

	Executable file name
	Sqladhlp.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Installed from
	Go to Add/Remove Windows Components and UDDI Services.

	Startup type
	Manual 

	Default status
	Stopped 

	Log on as
	LocalSystem

	Depends on
	None

	Depended on by
	None

	Impact of stopping or disabling this service
	This service cannot be stopped. This service is dynamically started by an instance of SQL Server or Analysis Manager when needed, and is stopped as soon as it has completed its work. This service should always be run from the LocalSystem account and should not be started manually from a console.
If this service is disabled, it might affect adding, updating, or deleting SQL Server–related Active Directory objects if MSSQLSERVER service is not running under LocalSystem.


Net Logon
The Net Logon service maintains a secure channel between your computer and the domain controller for authenticating users and services. It passes the user’s credentials through a secure channel to a domain controller and returns the domain security identifiers and user rights for the user. This is commonly referred to as pass-through authentication.
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Note
The secure channel is not directly used for Kerberos authentication, which is preferred authentication mechanism in Windows 2000 and Windows Server 2003.
The Net Logon service is started automatically when the computer is a member of a domain. In Windows 2000 Server and Windows Server 2003 family, the Net Logon service publishes service resource records in the Domain Name System (DNS) and uses DNS to resolve names to the IP addresses of domain controllers. The Net Logon service registers DNS records on domain controllers only, not on member servers.
The Net Logon service also implements the replication protocol based on RPC for synchronizing Windows NT 4.0 backup domain controllers (BDCs) and the primary domain controller (PDC).
Table 14.54   Key Information About the Net Logon Service
	Item
	Description

	Service name
	Netlogon

	Display name
	Net Logon

	Executable file name
	lsass.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Manual

	Default status
	Started (if joined to a domain)

	Log on as
	LocalSystem

	Depends on
	Workstation

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, the computer might not authenticate users and services, and the domain controller cannot register DNS records.
Specifically, it might deny NTLM authentication requests and, if this service is stopped or disabled on a domain controller, the domain controller is not discoverable by client computers. 


NetMeeting Remote Desktop Sharing
The NetMeeting Remote Desktop Sharing service allows authorized users to remotely access your Windows desktop from another computer over a corporate intranet by using Microsoft® NetMeeting® conferencing software. The service must be explicitly enabled by NetMeeting, and can be disabled in NetMeeting or shut down by means of an icon in the notification area.
Table 14.55   Key Information About the NetMeeting Remote Desktop Sharing Service
	Item
	Description

	Service name
	mnmsrvc

	Display name
	NetMeeting Remote Desktop Sharing

	Executable file name
	Mnmsrvc.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Disabled

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	None

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, the NetMeeting display driver is unloaded and remote desktop sharing is unavailable.


Network Connections
The Network Connections service manages objects in Network Connections, where you can view both network and remote connections. This service is responsible for network configuration of client computers. It displays network status in the notification area on the desktop (the area on the taskbar to the right of the taskbar buttons). Configuration parameters can also be accessed through this service.
This service starts automatically when the startup type is Manual and Network Connections is running.
Table 14.56   Key Information About the Network Connections Service
	Item
	Description

	Service name
	Netman

	Display name
	Network Connections

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Manual

	Default status
	Started

	Log on as
	LocalSystem 

	Depends on
	Remote Procedure Call (RPC)

	Depended on by
	Internet Connection Firewall (ICF)/Internet Connection Sharing (ICS)

	Impact of stopping or disabling this service
	· If this service is stopped, client-side configuration for LAN and dial-up or VPN connections are unavailable.
· If this service is disabled, the following might result:
· Connections do not appear in the Connections folder; thus, dial out access is prevented and LAN settings cannot be configured.
· Other services that use Network Connections to check for network-location-aware Group Policy settings do not function properly.
· Events pertaining to media connections and disconnections are not received.
· ICS does not function correctly.
· The ability to configure incoming connections, wireless settings, or your home network is unavailable.
· New connections are not created.
· Any services that explicitly depend on this service will fail to start.


Network DDE
The Network DDE service provides network transport and security for Dynamic Data Exchange (DDE) for programs running on the same computer or on different computers. You can create Network DDE shared folders programmatically or by using Ddeshare.exe on your computer, and make them visible to other applications and computers. Traditionally, the user creating the shared folder will create and run a server process to handle incoming requests from client processes and/or applications (running on the same computer or remotely); after they are connected, these processes can exchange any kind of data over a secure network transport.
This service is disabled by default, and it is only started when invoked by an application using Network DDE, like Clipbrd.exe or Ddeshare.exe. In addition, applications running on remote computers can send messages to other computers that will invoke the Network DDE service.
Table 14.57   Key Information About the Network DDE Service
	Item
	Description

	Service name
	NetDDE

	Display name
	Network DDE

	Executable file name
	Netdde.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Disabled

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	Network DDE DSDM

	Depended on by
	ClipBook

	Impact of stopping or disabling this service
	If this service is stopped, DDE transport and security are unavailable.
If this service is disabled, any services that explicitly depend on the service will fail to start.
Any applications depending on Network DDE will time out while trying to start the service. If an application on a remote computer tries to start Network DDE on another computer, the remote computer will not be viewable on the network. 


Network DDE DSDM
The Network DDE DSDM service manages Dynamic Data Exchange (DDE) shared folders. This service is used only by Network DDE to manage shared DDE conversations. You can create and trust DDE shares by using Ddeshare.exe to allow remote computers and applications to connect and share data. Network DDE DSDM maintains a database of DDE shared folders, including information on which ones are trusted. For each connection request from or to an application, the service queries the database and validates your security settings to determine if the request should be granted.
Table 14.58   Key Information About the Network DDE DSDM Service
	Item
	Description

	Service name
	NetDDEdsdm

	Display name
	Network DDE DSDM

	Executable file name
	netdde.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Disabled

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	None

	Depended on by
	ClipBook
Network DDE

	Impact of stopping or disabling this service
	If this service is stopped, DDE shared folders are unavailable.
If this service is disabled, any services that explicitly depend on the service will fail to start. Any applications depending on Network DDE will time out while trying to start the service. If an application on a remote computer tries to start Network DDE on another computer, the remote computer will not be viewable on the network.


Network Location Awareness (NLA)
The Network Location Awareness (NLA) service collects and stores network configuration information such as changes to the names and locations of IP addresses and domain names, and notifies applications when this information changes. The NLA service component supports the Network Location Service. This component provides the infrastructure that informs applications and the operating system of the network connections on a specific computer. This component implements the NS_NLA Windows Sockets namespace.
This service will automatically start when the startup type is Manual.
Table 14.59   Key Information About the Network Location Awareness (NLA) Service
	Item
	Description

	Service name
	Nla

	Display name
	Network Location Awareness (NLA)

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Manual

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	AFD Networking Support Environment
IPSEC Driver
TCP/IP Protocol Driver

	Depended on by
	Internet Connection Firewall (ICF)/Internet Connection Sharing (ICS)
IPSEC Driver

	Impact of stopping or disabling this service
	If this service is disabled, NLA functionality is not available because the NLA service is a demand-start service and it is used by several critical system components, including Winlogon.exe.
If this service is stopped, the change-requests of the services that are using NLA for network change notifications are cancelled. These services immediately try to reestablish the change requests, thereby demand-starting the service again almost instantaneously. NLA correctly reports to the Service Control Manager (SCM) thread, which requested the stop, that the service stopped successfully; however, Winlogon.exe or another service immediately restarts before you are able to verify the status in the Services snap-in.


Network News Transfer Protocol (NNTP)
The Network News Transfer Protocol (NNTP) service provides NNTP, which is a member of the TCP/IP suite of protocols used to distribute network news messages to NNTP servers and clients (newsreaders) on the Internet. NNTP is designed so that news articles are stored on a server in a central database, thus enabling a user to select specific items to read.
You can use a news client such as Microsoft Outlook Express to retrieve newsgroups from the server and read headers or bodies of the articles in each newsgroup. You can then post news back to the NNTP server.
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Note
The version of Outlook Express included in Windows 2000 does not support feeds, where two news servers replicate their contents between each other. However, the version included in Exchange Server does include this functionality.
Table 14.60   Key Information About the Network News Transfer Protocol (NNTP) Service
	Item
	Description

	Service name
	NntpSvc

	Display name
	Network News Transfer Protocol (NNTP)

	Executable file name
	Inetinfo.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Installed from
	Go to Add/Remove Windows Components, Application Server, Internet Information Services (IIS), and NNTP Service.

	Startup type
	Automatic 

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	Event Log
IIS Admin Service
Remote Procedure Call (RPC)
Security Accounts Manager

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, client computers cannot connect, read, or retrieve posts.
If IIS Admin Service is stopped, the NNTP service will stop as well. 


NT LM Security Support Provider
The NT LM Security Support Provider service is the Local Security Authority (LSA) for the system. The NT LM Security Support Provider name used in the Services snap-in is a historical holdover.
The LSA is responsible for two major tasks: authentication and management of local security policy objects.
The LSA handles all authentication requests on the local system through the use of multiple security service providers. It provides interactive authentication for users in addition to noninteractive authentication for services. The LSA uses a variety of security service providers, which provide several different authentication protocols. Each of these providers is in a different DLL loaded by the LSA:
· Kerberos (Kerberos.dll)
· SChannel (Schannel.dll)
· Digest (Wdigest.dll)
· NTLM — LM, NTLM, and NTLMv2 (Msv1_0.dll)
The second major function of the LSA is to store and manage security objects. These objects include the access tokens for users, local security policy, and the trusted domains. For example, all access control list (ACL) checks use information from the LSA.
Table 14.61   Key Information About the NT LM Security Support Provider Service
	Item
	Description

	Service name
	NtLmSsp

	Display name
	NT LM Security Support Provider

	Executable file name
	Lsass.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Manual

	Default status
	Stopped

	Log on as
	LocalSystem 

	Depends on
	None

	Depended on by
	Telnet
Windows Internet Name Service (WINS)

	Impact of stopping or disabling this service
	This is a critical system process. If it is stopped or disabled, all user and system authentication stops and all security policy checks fail — in short, the system no longer functions. For this reason, the administration tools do not allow an administrator to stop this process. 


Performance Logs and Alerts
The Performance Logs and Alerts service collects performance data from local or remote computers based on preconfigured schedule parameters, and then writes the data to a log or triggers an alert. The Performance Logs and Alerts service starts and stops each named performance data collection based on the information contained in the named log collection setting. This service runs only if at least one collection is scheduled.
Table 14.62   Key Information About the Performance Logs and Alerts Service
	Item
	Description

	Service name
	SysmonLog

	Display name
	Performance Logs and Alerts

	Executable file name
	Smlogsvc.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Manual

	Default status
	Stopped

	Log on as
	NetworkService

	Depends on
	None

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, performance information is not collected. Also, currently running data collections and future scheduled collections will not occur.


Plug and Play
The Plug and Play service enables a computer to recognize and adapt to hardware changes with little or no user input. Plug and Play enables you to add or remove devices without any intricate knowledge of computer hardware, and without being forced to manually configure hardware or the operating system. For example, you can plug in a USB keyboard, and Plug and Play will detect the new device, attempt to find a driver for it, and install it. Or you can dock a portable computer and use the docking station’s Ethernet card to connect to the network without changing the configuration. Later, you can undock the same computer and use a modem to connect to the network without making any manual configuration changes.
Table 14.63   Key Information About the Plug and Play Service
	Item
	Description

	Service name
	PlugPlay

	Display name
	Plug and Play

	Executable file name
	services.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	None

	Depended on by
	Fax
Internet Connection Firewall (ICF)/Internet Connection Sharing (ICS)
Logical Disk Manager
Logical Disk Manager Administrative Service
Messenger
Remote Access Auto Connection Manager
Remote Access Connection Manager
Smart Card
Telephony
Virtual Disk Service
Windows Audio
Windows Image Acquisition

	Impact of stopping or disabling this service
	This service cannot be stopped or disabled through the Services snap-in because of the impact on operating system stability. If this service is stopped using the System Configuration Utility (Msconfig.exe) troubleshooting tool, the Device Manager interface appears empty and no hardware devices are displayed.


Portable Media Serial Number
The Portable Media Serial Number service retrieves the serial number of any portable music player connected to your computer. The service allows Windows Media Device Manager (WMDM) to acquire the serial number from devices so that media content can be copied securely to the device. Without the serial number, you cannot associate the content with the specific device. Thus, protected content might not be allowed to transfer to the device.
To uniquely identify portable media, many storage media manufacturers have implemented a unique serial number stored on a nonvolatile area of the storage. For example, the CompactFlash specification revision 1.3 from the CompactFlash Association (CFA) requires CompactFlash cards to have a unique serial number. Iomega Zip and Jaz disks also have unique serial numbers on them. Recently produced SmartMedia cards also have built in unique IDs. Emerging new portable media, such as MultiMediaCards (MMC), SD Memory Cards, and Sony MemoryStick, are all built with unique IDs by design.
For a portable media reader or adapter to be Windows Media–compliant, it must allow an application to retrieve media serial numbers.
In Windows 2000, this service was called WMDM PMSP Service.
Table 14.64   Key Information About the Portable Media Serial Number Service
	Item
	Description

	Service name
	WmdmPmSN

	Display name
	Portable Media Serial Number

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition (32-bit only)

	Startup type
	Manual

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	None

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, protected content might not be allowed to be transferred to the device and the serial number might not be retrieved from portable media devices.


Print Server for Macintosh
The Print Server for Macintosh service enables Macintosh clients to route printer files to a print spooler located on a computer running Windows 2000 or Windows Server 2003. This service also allows any Windows-based server to communicate with a print device by using the AppleTalk protocol.
Table 14.65   Key Information About the Print Server for Macintosh Service
	Item
	Description

	Service name
	MacPrint

	Display name
	Print Server for Macintosh

	Executable file name
	Sfmprint.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition

	Installed from
	Go to Add/Remove Windows Components, Other Network File and Print Services, and Print Server for Macintosh.

	Startup type
	Automatic 

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	Apple Talk Protocol
Print Spooler
Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, printing is unavailable to Macintosh clients. 


Print Spooler
The Print Spooler service manages all local and network print queues and controls all print jobs. The print spooler is the center of the Windows printing subsystem. It manages the print queues on the system and communicates with printer drivers and input/output (I/O) components (for example, the USB port and the TCP/IP protocol suite).
For more information about the Print Spooler service, see the Server Management Guide of the Windows Server 2003 Resource Kit (or see the Server Management Guide on the Web at http://www.microsoft.com/reskit).
Table 14.66   Key Information About the Print Spooler Service
	Item
	Description

	Service name
	Spooler

	Display name
	Print Spooler

	Executable file name
	spoolsv.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	Remote Procedure Call (RPC)

	Depended on by
	Fax
Print Server for Macintosh
TCP/IP Print Server

	Impact of stopping or disabling this service
	If this service is stopped, both printing and faxing on the local computer are unavailable.
This service will not automatically start if it is stopped when it has either the Automatic or Manual startup types.
If this service is disabled, any services that explicitly depend on this service will fail to start.


Protected Storage
The Protected Storage service protects the storage of sensitive information, such as private keys, and prevents access by unauthorized services, processes, or users. Protected Storage is a set of software libraries that allows applications to retrieve security and other information from a personal storage location, hiding the implementation and details of the storage itself.
The storage location provided by this service is secure and protected from modification. Protected Storage uses the Hash-Based Message Authentication Code (HMAC) and the Secure Hash Algorithm (SHA1) cryptographic hash functions to encrypt the user’s master key. This component requires no configuration.
Protected Storage is an outdated service whose functions can now be performed by the Data Protection API (DPAPI), which is currently the preferred method for protected storage. Unlike DPAPI, the interface to Protected Storage is not publicly exposed. Protected Storage is needed to recover keys migrated from earlier versions of the Windows operating system. It is still needed for protecting keys in Internet Explorer and Outlook Express.
Table 14.67   Key Information About the Protected Storage Service
	Item
	Description

	Service name
	ProtectedStorage

	Display name
	Protected Storage

	Executable file name
	lsass.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem, to allow this service to interact with the desktop

	Depends on
	Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, some migrations and earlier versions of applications might fail.


Remote Access Auto Connection Manager
The Remote Access Auto Connection Manager service creates a connection to a remote network whenever a program references a remote DNS or network BIOS (NetBIOS) name or address. This service (sometimes called the autodial service) detects an attempt to resolve the name of a remote computer or shared folder, or an unsuccessful attempt to send packets to a remote computer or shared folder. The service is activated only when there is no network access. In that case, the service brings up a dialog box that offers to make a dial-up or VPN connection to the remote computer.
To assist users, the service maintains a local database of connections that were used in the past to reach named computers or shared folders. When the service detects an unsuccessful attempt to reach a remote computer or shared folder, this service will offer to dial the connection that was last used to reach this remote device.
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Note
Windows Product Activation will start both this service and the Telephony service when you do the product activation for any Windows XP or Windows server operating system.
Table 14.68   Key Information About the Remote Access Auto Connection Manager Service
	Item
	Description

	Service name
	RasAuto

	Display name
	Remote Access Auto Connection Manager

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Manual

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	Plug and Play
Remote Access Connection Manager
Remote Procedure Call (RPC)
Telephony

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, you need to manually set up connections to remote computers. 


Remote Access Connection Manager
The Remote Access Connection Manager service manages dial-up and VPN connections from your computer to the Internet or other remote networks. When you double-click a connection in Network Connections in Control Panel and then click Connect, the Remote Access Connection Manager service dials the connection (or sends a VPN connection request) and handles subsequent negotiations with the remote access server in order to set up the connection.
This service will stop when there are no further requests pending. Network Connections calls on this service to enumerate the set of connections and to display the status of each one. Therefore, except for the case in which there are no connections in Network Connections, the Remote Access Connection Manager service is always able to start.
Table 14.69   Key Information About the Remote Access Connection Manager Service
	Item
	Description

	Service name
	RasMan

	Display name
	Remote Access Connection Manager

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Manual

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	Plug and Play
Remote Procedure Call (RPC)
Telephony

	Depended on by
	Internet Connection Firewall (ICF)/Internet Connection Sharing (ICS)
Remote Access Auto Connection Manager

	Impact of stopping or disabling this service
	If this service is stopped or disabled, the computer cannot make dial-up or VPN connections to a remote network, nor accept incoming connections. In addition, Network Connections will not display VPN or dial-up or connections. Any operating system components that depend on this service will fail to operate properly.


Remote Administration Service
Remote Administration Service is responsible for performing the following remote administration tasks when Windows Server 2003 restarts:
· Increment the server boot count.
· Send an alert when the computer is running a backup of the operating system.
· Generate a self-signed certificate.
· Send an alert if the date and time has not been set on the computer.
· Send an alert if Alert E-mail functionality has not been configured.
Remote Administration Service starts performing the appropriate tasks when requested by the Remote Server Manager service through a COM interface. Remote Administration Service runs in the LocalSystem account and accepts requests through the COM interface only from clients running under the Administrators or LocalSystem accounts.
If the startup type is set to Manual, the service will start when it receives a request from the Remote Server Manager service; it can be subsequently stopped without affecting any server functionality.
Table 14.70   Key Information About the Remote Administration Service
	Item
	Description

	Service name
	SrvcSurg

	Display name
	Remote Administration Service

	Executable file name
	srvcsurg.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem 

	Depends on
	Remote Procedure Call

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, some remote administration tools or features might not function properly, such as the Web interface for remote administration. 


Remote Desktop Help Session Manager
The Remote Desktop Help Session Manager service manages and controls the Remote Assistance feature within the Help and Support Center application (Helpctr.exe).
Table 14.71   Key Information About the Remote Desktop Help Session Manager Service
	Item
	Description

	Service name
	RDSessMgr

	Display name
	Remote Desktop Help Session Manager

	Executable file name
	Sessmgr.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Manual

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	Remote Procedure Call (RPC)
Terminal Services

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, Remote Assistance is unavailable. 


Remote Installation Services
Remote Installation Services (RIS) is a Windows deployment feature that is included in Windows Server 2003. With RIS, you can support on-demand, image-based, or script-based operating system installations over a network connection from a RIS server to a client computer. RIS is designed to simplify the deployment of operating systems and applications, and to improve failure recoverability.
You can use RIS in a variety of ways, including the following:
· Provide an operating system to users on demand.
You can use RIS to create automated installation images of Windows Server 2003, Windows XP, and Windows 2000. When a user starts a client computer, even if that computer contains no operating system, the RIS server can respond by installing an operating system over the network; no CD is required. To support this, client computers must use the Pre-boot eXecution Environment (PXE), a remote-boot technology that allows the client computer to begin a boot sequence from BIOS, using the network adapter. For more information about the process through which RIS installs an operating system, see PXE architecture and Technologies and components used by Remote Installation Services in see the Server Management Guide of the Windows Server 2003 Resource Kit (or see the Server Management Guide on the Web at http://www.microsoft.com/reskit).
· Provide operating system images which include specific settings and applications.
For example, you can use RIS to create an image that complies with a corporate desktop standard and offer it to a particular group of users.
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Note
In Windows 2000, this service was called the Boot Information Negotiation Layer service.
Table 14.72   Key Information About Remote Installation Services
	Item
	Description

	Service name
	BINLSVC

	Display name
	Remote Installation

	Executable file name
	Tcpsvcs.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition

	Installed from
	Go to Add/Remove Windows Components and Remote Installation Services.

	Startup type
	Automatic 

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	Server
TCP/IP Protocol Driver

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, PXE-enabled client computers are unable to install Windows remotely or use other RIS-based tools. 


Remote Procedure Call (RPC)
The Remote Procedure Call (RPC) service is a secure interprocess communication (IPC) mechanism that enables data exchange and invocation of functionality that resides in a different process. That different process can be on the same computer, on the LAN, or across the Internet. The Remote Procedure Call service serves as the RPC endpoint mapper and Service Control Manager (SCM). Many services depend on the Remote Procedure Call service to start successfully.
For more information about RPC, see the Internetworking Guide of the Windows Server 2003 Resource Kit (or see the Internetworking Guide on the Web at http://www.microsoft.com/reskit).
Table 14.73   Key Information About the Remote Procedure Call (RPC) Service
	Item
	Description

	Service name
	RpcSs

	Display name
	Remote Procedure Call (RPC)

	Executable file name
	svchost -k rpcss

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	None

	Depended on by
	Background Intelligent Transfer Service
Cluster Service
COM+ Event System
COM+ System Application
Cryptographic Services
DHCP Server
Distributed Link Tracking Client
Distributed Link Tracking Server
Distributed Tracking Coordinator
DNS Server
Error Reporting Service
Fax
File Replication
Help and Support
Human Device Interface Access
IIS Admin Service
Indexing Service
Internet Authentication Service
IPSEC Services
IPv6 Helper Service
Kerberos Key Distribution Center
Logical Disk Manager
Logical Disk Administrator Service
Messenger
MS Software Shadow Copy Provider
Network Connections
Print Spooler
Protected Storage
Remote Desktop Help Session Manager
Remote Registry
Removable Storage
Resultant Set of Policy Provider
Routing and Remote Access
Security Accounts Manager
Shell Hardware Detection
Task Scheduler
Telephony
Telnet
Terminal Services
Terminal Services Session Directory
Terminal Services Licensing
Upload Manager
Volume Shadow Copy
Web Element Manager
Windows Audio
Windows Image Acquisition (WIA)
Windows Installer
Windows Internet Name Service (WINS)
Windows Management Instrumentation
Windows Media Services
Wireless Configuration
WMI Performance Adapter
World Wide Web Publishing Service

	Impact of stopping or disabling this service
	This service should not be stopped or disabled. Disabling the Remote Procedure Call (RPC) service will result in the operating system not loading.


Remote Procedure Call (RPC) Locator
The Remote Procedure Call (RPC) Locator service enables RPC clients using the RpcNs family of APIs to locate RPC servers, and manages the RPC name service database.
The RPC Locator service (also known as RPC Named Service) can locate other services on the network. The instance of the RPC Locator service that runs on a domain controller acts as repository for information about other RPC services that are active on the network. If you run the RPC Locator service in Windows 2000 or Windows Server 2003, backup storage for information about other services on the network is Active Directory. The instances of the RPC Locator service that run on individual computers act as computer-wide caches for information about other services on the network. Those services that need to be located through the RPC Locator service register with the RPC Locator service. The RPC APIs that start with the prefix RpcNs are used to register services with the RPC Locator service and query the RPC Locator service about previously registered services.
For more information about the RpcNs family of APIs, see the Software Development Kit (SDK) information in the MSDN Library link on the Web Resources page (http://go.microsoft.com/fwlink/?linkid=291) at http://www.microsoft.com/windows/reskits/webresources.
Table 14.74   Key Information About the Remote Procedure Call (RPC) Locator Service
	Item
	Description

	Service name
	RpcLocator

	Display name
	Remote Procedure Call (RPC) Locator

	Executable file name
	Locator.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Manual (Automatic on a domain controller)

	Default status
	Stopped (Started on a domain controller)

	Log on as
	NetworkService

	Depends on
	Workstation

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, RPC clients that use RpcNs APIs might be unable to locate servers or fail to start. RPC clients that rely on RpcNs APIs from the same computer might not be able to find RPC servers that support a given interface. If this service is stopped or disabled on a domain controller, RPC clients that use the RpcNs APIs and the domain controller might experience interruption of service while trying to locate clients.
RpcNs APIs are not used internally in Windows; you need to start this service only if third-party applications require it.


Remote Registry
The Remote Registry service enables remote users to modify registry settings on the local computer, provided the remote users have the required administrative credentials. The service is primarily used by remote administrators and for performance counters.
Table 14.75   Key Information About the Remote Registry Service
	Item
	Description

	Service name
	RemoteRegistry

	Display name
	Remote Registry

	Executable file name
	svchost.exe -k regsvc

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalService

	Depends on
	Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped, the registry on the local computer can only be modified locally.
If this service is disabled, it will not affect registry operations on the local computer, but other computers or devices can no longer connect to the local computer’s registry.


Remote Server Manager
The Remote Server Manager service provides the following functionality:
· Holds the Remote Administration Service alert information.
· Provides an interface for raising, clearing, and enumerating Remote Administration Service alerts.
· Provides an interface for performing Remote Administration Service tasks.
The Remote Server Manager service acts as a Windows Management Instrumentation (WMI) instance provider for Remote Administration Service alert objects and a WMI method provider for Remote Administration Service tasks. The Remote Server Manager service runs in the LocalSystem account and accepts requests through the COM interface only from clients running under the Administrators or LocalSystem accounts.
If the startup type is set to Manual, the service will start when the next request for Remote Administration Service tasks or Remote Administration Service alerts is received.
Table 14.76   Key Information About the Remote Server Manager Service
	Item
	Description

	Service name
	AppMgr

	Display name
	Remote Server Manager

	Executable file name
	Appmgr.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	When this service is stopped, the service is restarted if the Web interface for remote administration is accessed.
If this service is disabled, information about the current Remote Administration Service alerts on the system is lost.


Remote Storage Server
The Remote Storage Server service stores infrequently used files in a secondary storage media. This service allows the Remote Storage application to notify the user when an offline file has been accessed.
Remote Storage is a hierarchical storage management application that migrates data from upper-level storage to lower-level storage. Upper-level storage is commonly known as local storage: data that is frequently accessed is stored locally on high-performance disks. Lower-level storage is also known as remote storage: data that is infrequently accessed is stored on less expensive media until it is needed again. Hierarchical storage management reduces the costs of storing large quantities of data, while ensuring that the data is still accessible.
File data is cached locally so that it can be accessed quickly as needed. When the amount of available space on a managed volume dips below the necessary level, Remote Storage automatically removes the content from the cached files, providing the disk space you need. When data is removed from a file, the disk space used by the file is reduced to zero. Data from cached files is not removed until more disk space is needed. When you need to open a file from which data has been removed, the data is automatically recalled from remote storage.
Because removable tapes or disks in a library are less expensive per megabyte (MB) than hard disks, Remote Storage can be an economical way to provide both maximum data storage and optimal local disk performance.
For more information about the Remote Storage Server service and the Remote Storage application, see the Server Management Guide of the Windows Server 2003 Resource Kit (or see the Server Management Guide on the Web at http://www.microsoft.com/reskit).
Table 14.77   Key Information About the Remote Storage Server Service
	Item
	Description

	Service name
	Remote_Storage_Server

	Display name
	Remote Storage Server

	Executable file name
	RsServ.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Installed from
	Go to Add/Remove Windows Components and Remote Storage.

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	Event Log
Remote Procedure Call (RPC)
Removable Storage
Task Scheduler

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, files cannot be moved to or retrieved from the secondary storage media. 


Removable Storage
The Removable Storage service manages and catalogs removable media and operates automated removable media devices. This service maintains a catalog of identifying information for removable media used by your computer, including tapes and CDs. If the computer also has automated devices for maintaining removable media (such as a tape autoloader or CD jukebox), Removable Storage also automates mount, dismount, and eject media. Removable Storage is used by applications such as Backup and Remote Storage to handle media cataloging and automation.
Removable Storage labels, catalogs, and tracks media; controls library drives, slots, and doors; and provides drive-cleaning operations.
For more information about the Removable Storage service, see the Server Management Guide of the Windows Server 2003 Resource Kit (or see the Server Management Guide on the Web at http://www.microsoft.com/reskit).
Table 14.78   Key Information About the Removable Storage Service
	Item
	Description

	Service name
	NtmsSvc

	Display name
	Removable Storage

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Manual

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, applications that are dependent on the Removable Storage service, such as Backup and Remote Storage, operate more slowly.
The Removable Storage service stops when there is nothing to process. If there are no automated devices attached to the system, the Removable Storage service runs only while there are applications using it; therefore, it is not necessary to stop the service. When started under these circumstances, the Removable Storage service frequently needs to inventory the complete contents of attached autoloaders and jukeboxes, which includes mounting each media in a drive. 


Resultant Set of Policy Provider
The Resultant Set of Policy Provider service enables you to connect to a Windows Server 2003 domain controller, access the Windows Management Instrumentation (WMI) database for that computer, and simulate Resultant Set of Policy (RSoP) for Group Policy settings. The policy settings are applied to a user or computer located in Active Directory on a Windows 2000 or later domain.
This service is used by the RsoP snap-in, and is also accessed by any client of the RSoP-Planning Mode Provider/WMI Provider. RSoP is an addition to Group Policy that makes policy implementation and troubleshooting easier. RSoP is a query engine that polls existing policy settings and planned policy settings, and then reports the results of those queries. It polls existing policy settings based on site, domain, domain controller, and organizational unit. RSoP gathers this information from the Common Information Management Object Model (CIMOM) database (otherwise known as CIM-compliant object repository) through WMI.
RSoP provides details about all policy settings that are configured by an administrator, including Administrative Templates, Folder Redirection, Internet Explorer Maintenance, Security Settings, Scripts, and Software Installation.
When policy settings are applied on multiple levels (for example, site, domain, domain controller, and organizational unit), the results can conflict. RSoP can help you determine a set of applied policy settings and their precedence (that is, the order in which policy settings are applied).
RSoP consists of two modes: planning mode and logging mode. By using planning mode, you can simulate the effect of policy settings that you want to apply to a computer and user. Logging mode reports the existing policy settings for a computer and the user that is currently logged on.
This service is used by the RsoP snap-in, and is also accessed by any client of the RsoP-Planning Mode Provider/WMI Provider.
For more information about RSoP, see the Distributed Services Guide of the Windows Server 2003 Resource Kit (or see the Distributed Services Guide on the Web at http://www.microsoft.com/reskit).
Table 14.79   Key Information About the Resultant Set of Policy Provider Service
	Item
	Description

	Service name
	RSoPProv

	Display name
	Resultant Set of Policy Provider

	Executable file name
	RSoPProv.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition (installed only on a domain controller)

	Startup type
	Manual

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, RSoP planning mode simulation is unavailable on the domain controller. 


Routing and Remote Access
The Routing and Remote Access service provides multiprotocol LAN-to-LAN, LAN-to-WAN, VPN, and network address translation (NAT) routing services. In addition, Routing and Remote Access also provides dial-up and VPN remote access services.
The Routing and Remote Access service (note capitalization) replaces the Routing and Remote Access Service (RRAS) and Remote Access Service (RAS) features from Windows NT 4.0. The Routing and Remote Access service is a single, integrated service that terminates connections from either dial-up or VPN clients or that provides routing (IP, IPX, and Services for Macintosh), or both. With the Routing and Remote Access service, your server can function as a remote access server, a VPN server, a gateway, or a branch-office router.
From a routing perspective, the Routing and Remote Access service supports the Open Shortest Path First (OSPF) and Routing Information Protocol (RIP) routing protocols, and controls the routing tables for the TCP/IP stack-forwarding engine.
Table 14.80   Key Information About the Routing and Remote Access Service
	Item
	Description

	Service name
	RemoteAccess

	Display name
	Routing and Remote Access

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Disabled

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	NetBIOSGroup
NetBIOS Interface
Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, the remote access server cannot accept incoming RAS, VPN, or demand-dial connections, and routing protocols are not received or transmitted.


SAP Agent
The SAP Agent service advertises network services on an IPX network by using the Internetwork Packet Exchange Service Advertising Protocol (IPX SAP) protocol. It also forwards advertisements on a multihomed host. Some features, such as Client Services for NetWare, rely on the SAP Agent.
The SAP Agent service requires the NWLink IPX/SPX/NetBIOS Compatible Transport Protocol to be installed.
Table 14.81   Key Information About the SAP Agent Service
	Item
	Description

	Service name
	NwSapAgent

	Display name
	SAP Agent

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Installed from
	In Network Connections, right-click a local area connection, click Properties, click Install, click Service, click Add, and then click Service Advertising Protocol.

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	NWLink IPX/SPX/NetBIOS Compatible Transport Protocol

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, IPX service discovery does not work; the server does not advertise itself, and clients are not able to reach it. 


Secondary Logon
The Secondary Logon service enables the starting of processes that run under alternate administrative credentials so that the user can create processes in the context of different security principals. A common use of this service is for administrators to log on as a restricted user and then use Secondary Logon to temporarily run an application as Administrator.
Another feature of this service is the Runas command. Using the Runas command, you can run programs (*.exe files), saved MMC consoles (*.msc files), shortcuts to programs, or Control Panel items as an Administrator while you are logged on to your computer as a member of another group, such as the Users or Power Users group. As long as you provide the appropriate user account and password information, the user account has the ability to log on to the computer, and the program, MMC console, or Control Panel item is available on the system and to the user account.
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Note
In Windows 2000, this service was called the RunAs Service.
Table 14.82   Key Information About the Secondary Logon Service
	Item
	Description

	Service name
	seclogon

	Display name
	Secondary Logon

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	None

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, the Run as snap-in generates the error message, “Windows cannot access the specified device, path or file. You may not have the appropriate permissions to access them.” Any calls to the CreateProcessWithLogonW API fail. Specifically, this causes the Run as snap-in and the run as command to function improperly.


Security Accounts Manager
The Security Accounts Manager (SAM) service is a protected subsystem that manages user and group account information. In Windows 2000 and Windows Server 2003, workstation security accounts are stored by SAM in the registry of the local computer, and domain controller security accounts are stored in Active Directory. In Windows NT 4.0, both local and domain security accounts are stored in the registry.
The startup of this service signals other services that SAM is ready to accept requests.
Table 14.83   Key Information About the Security Accounts Manager Service
	Item
	Description

	Service name
	SamSs

	Display name
	Security Accounts Manager

	Executable file name
	Lsass.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	Remote Procedure Call (RPC)

	Depended on by
	DHCP Server
Distributed File System
Distributed Transaction Coordinator
FTP Publishing Service
HTTP SSL
IIS Admin Service
Intersite Messenging
Message Queuing
Message Queuing Downlevel Client Support
Message Queuing Triggers
Microsoft POP3 Service
Network News Transfer Protocol (NNTP)
Simple Mail Transfer Protocol (SMTP)
Windows Internet name Services (WINS)
World Wide Web Publishing Service

	Impact of stopping or disabling this service
	This service cannot be stopped.
If you disable this service, other services in the system are not notified when SAM is ready, which might cause those services to fail to start correctly. This service should not be disabled.


Server
The Server service provides RPC support, file printing, and named pipe sharing over the network. It allows the sharing of local resources (such as disks and printers) so that other users on the network can access them. It also allows named pipe communication between applications running on other computers and your computer, which is used for RPC.
Named pipe communication is memory reserved for the output of one process to be used as input for another process. The input-accepting process does not need to be local to the computer.
Table 14.84   Key Information About the Server Service
	Item
	Description

	Service name
	lanmanserver

	Display name
	Server

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	None

	Depended on by
	Computer Browser
Distributed File System
Net Logon

	Impact of stopping or disabling this service
	If this service is stopped, you cannot share files and printers on this computer with other computers on the network, and the computer cannot satisfy RPC requests. You also cannot serve named pipes to other computers on the network.
If this service is disabled, any services that explicitly depend on this service will fail to start.


Shell Hardware Detection
The Shell Hardware Detection service monitors and provides notification for AutoPlay hardware events. AutoPlay is a feature that detects content such as pictures, music, or video files on removable media and removable devices. AutoPlay then automatically starts applications to play or display that content. This simplifies the use of specialized peripheral devices such as Moving Picture Experts Group (MPEG) Audio Layer-3 (MP3) players and digital photo readers. It also makes it easier for users who are unfamiliar with the software needed to access various content types.
AutoPlay supports a variety of media content types and applications. Both independent hardware vendors (IHVs) and independent software vendors (ISVs) can extend this support to include their hardware devices and applications. A user can configure a different AutoPlay action for any combination of pictures, music files, and video.
Supported media and device types include the following:
· Removable storage media, such as Zip disks by Iomega
· Flash media, such as the CompactFlash specification from the CompactFlash Association, the SmartMedia specification from the SSFDC Forum, and the Memory Stick specification developed by Sony
· PC Cards
· External USB or IEEE 1394 fixed drives
· Supported content types include the following:
· Pictures (.jpg, .bmp, .gif, .tif)
· Music files (.mp3, .wma)
· Video (.mpg, .asf)
Table 14.85   Key Information About the Shell Hardware Detection Service
	Item
	Description

	Service name
	ShellHWDetection

	Display name
	Shell Hardware Detection

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	Remote Procedure Call (RPC)

	Depended on by
	Windows Image Acquisition (WIA)

	Impact of stopping or disabling this service
	If this service is stopped, you lose the hardware AutoPlay functionality, My Computer icons and labels are displayed in Classic View, and shell performance is also affected.
If this service is disabled, any services that explicitly depend on this service will fail to start.


Simple Mail Transfer Protocol (SMTP)
The Simple Mail Transfer Protocol (SMTP) service transports e-mail across the network. It is used as an e-mail submission and relay agent. It can accept and queue e‑mail for remote destinations and retry at specified intervals. Windows domain controllers use the SMTP service for intersite e-mail–based replication. The Collaboration Data Objects (CDO) for Windows Server 2003 COM component can use the SMTP service to submit and queue outbound e-mail.
Other applications — for example, Microsoft Exchange Server — might use the SMTP service as the basis for their SMTP support.
In Windows 2000, the SMTP service was installed by default. In Windows Server 2003, this service is now an optional component installed through Add/Remove Windows Components.
Table 14.86   Key Information About the Simple Mail Transfer Protocol (SMTP) Service
	Item
	Description

	Service name
	SMTPSVC

	Display name
	Simple Mail Transfer Protocol (SMTP)

	Executable file name
	Inetinfo.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	Event Log
IIS Admin Service
Remote Procedure Call (RPC)
Security Accounts Manager

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, e-mail–based replication and forwarding do not function. 


Simple TCP/IP Services
Simple TCP/IP Services implements support for the Echo, Discard, Character Generator, Daytime, and Quote of the Day protocols.
Echo (port 7, RFC 862)
This protocol echoes back data from any messages it receives on this server port. Echo can be useful as a network debugging and monitoring tool.
Discard (port 9, RFC 863)
This protocol discards all messages received on this port without response or acknowledgment. It can serve as a null port for receiving and routing TCP/IP test messages during network setup and configuration or, in some cases, it can be used by programs as a message discard function.
Character Generator (CHARGEN) (port 19, RFC 864)
This protocol sends data made up of the set of 95 printable ASCII characters. It is useful as a debugging tool for testing or troubleshooting line printers.
Daytime (port 13, RFC 867)
This protocol returns messages containing the day of the week, month, day, year, current time (in hh:mm:ss format), and time-zone information. Some programs can use the output from this service for debugging or monitoring variations in system clock time or on a different host.
Quote of the Day (port 17, RFC 865)
This protocol returns a quotation as one or more lines of text in a message. Quotations are taken at random from the following file: systemroot\System32\Drivers\Etc\Quotes. A sample quote file is installed with Simple TCP/IP Services. If this file is missing, the quote service fails.
To find RFC standards, see the Request For Comments (RFC) link on the Web Resources page (http://go.microsoft.com/fwlink/?linkid=291) at http://www.microsoft.com/windows/reskits/webresources.
After this service is installed and started, all five protocols are enabled on all network adapters. There is no provision for selectively enabling specific protocols or enabling this service on a per–network adapter basis.
Table 14.87   Key Information About Simple TCP/IP Services
	Item
	Description

	Service name
	SimpTcp

	Display name
	Simple TCP/IP Services

	Executable file name
	Tcpsvcs.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic

	Default status
	Started

	Log on as
	NetworkService

	Depends on
	AFD Networking Support Environment

	Depended on by
	None

	Impact of stopping or disabling this service
	Stopping or disabling this service has no effect on the rest of the operating system.
You should not install Simple TCP/IP Services unless you specifically need this service to support communication with other systems that use this protocol service. 


Single Instance Storage Groveler
The Single Instance Storage Groveler (SIS) service is an integral component of Remote Installation Services (RIS). SIS reduces the overall storage required on the RIS volume. The SIS drivers contain a feature called a “groveler agent” that scans the RIS volume for duplicate files. If the SIS groveler finds duplicate files, it copies the original file into the SIS and leaves a link file in its place. The link file contains information about the original file, such as its current location, size, and attributes. If an image contains duplicate files, those duplicates are copied into the store; as a result, less disk space is required on the RIS server.
SIS has two limitations.
· It cannot act upon any files that are referenced through junction points.
· It cannot be used with any file system except NTFS, which is the only file system supported on RIS servers.
Table 14.88   Key Information About the Single Instance Storage Groveler Service
	Item
	Description

	Service name
	Groveler

	Display name
	Single Instance Storage Groveler

	Executable file name
	grovel.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Installed from
	Go to Add/Remove Windows Components and Remote Installation Services. (When you install Remote Installation Services, this service is automatically installed.)

	Startup type
	Automatic 

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	Single Instance Storage

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, files are no longer automatically linked in this manner, but the existing linked files are still accessible.
New RIS installation images will consume their full image size, and conserve little space.
If SIS is no longer needed on the system, use Add/Remove Windows Components to remove Remote Installation Services.


Smart Card
The Smart Card service manages and controls access to a smart card inserted into a smart card reader attached to your computer. The smart card subsystem is based on personal computer/smart card (PC/SC) consortium standards and consists of the following components:
· Resource manager. This component manages access to readers and smart cards. To manage these resources, it performs the following functions:
· Identifies and tracks resources.
· Allocates readers and resources across multiple applications.
· Supports transaction primitives for accessing services available on a given card.
The resource manager also exposes a subset of the Win32 API to provide applications with access to these functions.
· Card/Reader Selection UI. This component allows simple applications that work with smart cards to access a card and reader with minimum coding.
Table 14.89   Key Information About the Smart Card Service
	Item
	Description

	Service name
	SCardSvr

	Display name
	Smart Card

	Executable file name
	SCardSvr.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Manual

	Default status
	Stopped

	Log on as
	LocalService

	Depends on
	Plug and Play

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, your computer cannot read smart cards. 


SNMP
The SNMP service allows incoming Simple Network Management Protocol (SNMP) requests to be serviced by the local computer. SNMP includes agents that monitor activity in network devices and report to the network console workstation. SNMP provides a method of managing network hosts such as workstation or server computers, routers, bridges, and hubs from a centrally located computer running network management software. SNMP performs management services by using a distributed architecture of management systems and agents.
SNMP can be used to:
· Configure remote devices. Configuration information can be sent to each networked host from the management system.
· Monitor network performance. You can track the speed of processing and network throughput, and collect information about the success of data transmissions.
· Detect network faults or inappropriate access. You can configure trigger alarms on network devices when certain events occur. When an alarm is triggered, the device forwards an event message to the management system. Common types of events that need alarms include a device being shut down and restarted, a link failure being detected on a router, and inappropriate access.
· Audit network usage. You can monitor both overall network usage to identify user or group access, and types of usage for network devices and services.
The SNMP service also includes an SNMP agent that allows remote, centralized management of computers running the following:
· Microsoft® Windows® XP Home Edition
· Microsoft® Windows® XP Professional
· Microsoft® Windows® 2000 Professional
· Microsoft® Windows® 2000 Server
· Microsoft Windows Server 2003 family
The SNMP agent also allows management of the following services:
· Windows XP or the Windows Server 2003 family and Windows 2000–based WINS
· Windows XP or the Windows Server 2003 family and Windows 2000–based DHCP
· Windows XP or the Windows Server 2003 family and Windows 2000–based IIS
· LAN Manager
Table 14.90   Key Information About the SNMP Service
	Item
	Description

	Service name
	SNMP

	Display name
	SNMP

	Executable file name
	Snmp.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Installed from
	Go to Add/Remove Windows Components, Management and Monitoring Tools, and Simple Network Management Protocol.

	Startup type
	Automatic 

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	Event Log

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, the computer cannot respond to SNMP requests. If the computer is being monitored by network management tools, those tools cannot collect data from the computer nor control its functionality through the SNMP service. 


SNMP Trap Service
SNMP Trap Service receives trap messages generated by local or remote Simple Network Management Protocol (SNMP) agents and forwards the messages to SNMP management programs running on your computer.
The SNMP service, when configured for an agent, generates trap messages if any specific events occur. These messages are sent to a trap destination. For example, an agent can be configured to initiate an authentication trap if a request for information is sent by an unrecognized management system.
Trap destinations consist of the computer name or the IP or IPX address of the management system. The trap destination must be a network-enabled host that is running SNMP management software. Trap destinations can be configured by a user, but the events (such as restarting a computer) that generate a trap message are internally defined by the SNMP agent.
Table 14.91   Key Information About the SNMP Trap Service
	Item
	Description

	Service name
	SNMPTRAP

	Display name
	SNMP Trap Service

	Executable file name
	Snmptrap.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Installed from
	Go to Add/Remove Windows Components, Management and Monitoring Tools, and Simple Network Management Protocol. (When you install Simple Network Management Protocol, the SNMP Trap Service is automatically installed.)

	Startup type
	Automatic 

	Default status
	Started

	Log on as
	LocalService

	Depends on
	Event Log

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, SNMP-based programs on your computer cannot receive SNMP trap messages. If this computer is being used to monitor network devices or server applications by using SNMP traps, significant system events are lost. 


Special Administration Console Helper
You can use the Special Administration Console (!SAC) Helper service to perform remote management tasks if Windows Server 2003 stops functioning because of a Stop error.
The main functions of !SAC are to:
· Redirect Stop error message explanatory text.
· Restart the system.
· Obtain computer identification information.
The Special Administration Console (!SAC) Helper service is an auxiliary Emergency Management Services command-line environment that is hosted by Windows Server 2003. It also accepts input and sends output through the out-of-band port. !SAC is a separate entity from both the Special Administration Console (SAC) and Windows Server 2003 command-line environments. After a specific failure point is reached, Emergency Management Services components determine when the shift should be made from SAC to !SAC. !SAC becomes available automatically if SAC fails to load or is not functioning.
Table 14.92   Key Information About the Special Administration Console Helper Service
	Item
	Description

	Service name
	Sacsvr

	Display name
	Special Administration Console Helper 

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Manual

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	None

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, !SAC services are not available. 


SQLAgent$ UDDI
The SQLAgent$ UDDI service is a job scheduler and monitoring service. It also moves information between computers running Microsoft SQL Server and is used heavily for backups and replication.
Table 14.93   Key Information About the SQLAgent$ UDDI Service
	Item
	Description

	Service name
	SQLAgent$UDDI

	Display name
	SQLAgent$UDDI

	Executable file name
	SQLagent.exe –iUDDI

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition (32-bit only)

	Installed from
	Go to Add/Remove Windows Components and UDDI Services.

	Startup type
	Automatic 

	Default status
	Started

	Log on as
	Network Service or Domain Account

	Depends on
	MSSQL$UDDI

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, replication does not occur. Also, all scheduled jobs and alert/event monitoring, and auto restart of the SQL Server service, will be disrupted. 


System Event Notification
The System Event Notification service (SENS) tracks system events such as Windows logon network and power events, and notifies the COM+ Event System service subscribers of these events.
Table 14.94   Key Information About the System Event Notification Service
	Item
	Description

	Service name
	SENS

	Display name
	System Event Notification

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	COM+ Event System
Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	· If this service is stopped or disabled, COM+ Event System service subscribers do not receive system event notifications. They also encounter the following problems:
· Win32 APIs IsNetworkAlive() and IsDestinationReachable() APIs do not work. These APIs are mostly used by mobile applications on portable computers.
· ISens* interfaces — specifically, SENS Logon/Logoff notifications — do not work.
· SyncMgr (mobsync.exe) does not work properly, because it depends on connectivity information and also on Network Connect/Disconnect and Logon/Logoff notifications from SENS.
· COM+ EventSystem tries to notify SENS of some events, but it does not succeed. 


Task Scheduler
The Task Scheduler service allows you to perform automated tasks on a computer. By using Task Scheduler, you can schedule any script, program, or document to run at a time that is most convenient for you.
By using Task Scheduler, you can:
· Schedule a task to run daily, weekly, monthly, or at certain times (such as system startup).
· Change the schedule for a task.
· Stop a scheduled task.
· Customize how a task runs at a scheduled time.
Each scheduled task you create is stored as a .job file in the C:\Windows\Tasks folder. The .job file contains the properties and configuration information for the task. You can create a scheduled task on your computer and then drag the .job object to a remote computer. After you drag a task from one computer to another, you must update the account information for the task before it will run. Removing a scheduled task removes only the .job file from the schedule. The program file the task runs is not removed from the hard disk.
When you first install Windows Server 2003, the Task Scheduler service is started. By default, you must be a member of the Administrators, Backup Operators, or Server Operators group on the local computer to view, add, edit, or delete scheduled tasks, or to disable, pause, or restart the Task Scheduler service.
The Task Scheduler service can be started from the Services snap-in or set to automatically start. Task Scheduler can be accessed from the Task Scheduler graphical user interface by using the Task Scheduler API as described in the Microsoft Platform Software Development (SDK), or by using the Schtasks.exe tool.
For more information about Task Scheduler APIs, see the Microsoft Platform SDK link on the Web Resources page (http://go.microsoft.com/fwlink/?linkid=291) at http://www.microsoft.com/windows/reskits/webresources.
Table 14.95   Key Information About the Task Scheduler Service
	Item
	Description

	Service name
	Schedule

	Display name
	Task Scheduler

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, tasks do not run at their scheduled times. For example, jobs that are scheduled to run do not run at their designated time or interval. If there are no jobs listed in the systemroot\Tasks\ folder, the effect of disabling this service is minimal; otherwise, jobs that are required to run might be severely impacted.


TCP/IP NetBIOS Helper
The TCP/IP NetBIOS Helper service provides support for the NetBIOS over TCP/IP (NetBT) service and NetBIOS name resolution for clients on your network, enabling users to share files, print, and log on to the network. The TCP/IP NetBIOS Helper service provides support for the NetBT service by performing DNS name resolution and pinging a set of IP addresses that return a list of accessible IP addresses.
Table 14.96   Key Information About the TCP/IP NetBIOS Helper Service
	Item
	Description

	Service name
	LMHosts

	Display name
	TCP/IP NetBIOS Helper

	Executable file name
	svchost.exe -k LocalService

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalService

	Depends on
	AFD Networking Support Environment
NetBios over Tcpip

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, NetBT, RDR, SRV, Net Logon, and Messenger service clients might not be able to share files or printers, or log on to computers. 


TCP/IP Print Server
The TCP/IP Print Server service enables TCP/IP-based printing by using the Line Printer Daemon protocol. The TCP/IP Print Server service on the print server receives documents from native Line Printer Remote (LPR) utilities running on UNIX computers.
Table 14.97   Key Information About the TCP/IP Print Server Service
	Item
	Description

	Service name
	LPDSVC

	Display name
	TCP/IP Print Server

	Executable file name
	Tcpsvcs.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition

	Installed from
	Go to Add/Remove Windows Components, Other Network File and Print Services, and Print Services for Unix. (The TCP/IP Print Server and LPRMON services are installed when you install Print Services for Unix.)

	Startup type
	Automatic 

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	IPSEC Driver
Print Spooler
Remote Procedure Call (RPC)
TCP/IP Protocol Driver

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, TCP/IP-based printing is unavailable. 


Telephony
The Telephony service provides Telephony API (TAPI) support. Clients use the Telephony service to run programs that control telephony devices and IP-based voice connections on your computer and throughout the network. The Telephony service enables applications to act as clients to telephony equipment such as PBXs, telephones, and modems. Telephony supports the TAPI by which different wire protocols that communicate with telephony equipment can be supported. These protocols are implemented in Telephony service providers (TSPs).
Table 14.98   Key Information About the Telephony Service
	Item
	Description

	Service name
	TapiSrv

	Display name
	Telephony

	Executable file name
	svchost.exe -k tapisrv

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Manual

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	Plug and Play
Remote Procedure Call (RPC)

	Depended on by
	Fax
Internet Connection Firewall (ICF)/Internet Connection Sharing (ICS)
Remote Access Auto Connection Manager
Remote Access Connection Manager

	Impact of stopping or disabling this service
	If this service is stopped or disabled, any services that explicitly depend on this service, such as modem support, fail to start.
The Telephony service cannot be stopped if there is another dependent service, such as RAS, currently active. If there are no other dependent services running and you stop the Telephony service, it will be restarted when any application makes an initialization call to the TAPI interface.


Telnet
The Telnet service supports connections from various TCP/IP Telnet clients, including UNIX-based and Windows-based computers. Telnet Server for Windows provides ASCII terminal sessions to Telnet clients. Telnet Server supports two types of authentication and supports four types of terminals: ANSI, VT‑100, VT‑52, and VTNT.
Telnet also allows a remote user to log on to the system and run console programs by using the command line.
Table 14.99   Key Information About the Telnet Service
	Item
	Description

	Service name
	TlntSvr

	Display name
	Telnet

	Executable file name
	Tlntsvr.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Disabled

	Default status
	Stopped

	Log on as
	LocalService

	Depends on
	IPSEC Driver
NTLM Security Support Provider
Remote Procedure Call (RPC)
TCP/IP Protocol Driver

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped, remote users cannot connect to the computer by using Telnet.
If this service is disabled, remote users are unable to connect to this computer through the Telnet protocol, and users cannot connect to the computer or run console-based applications.


Terminal Server Licensing
The Terminal Server Licensing service installs a license server and provides registered client licenses when a computer is connecting to a server that has Terminal Server enabled. The Terminal Server Licensing service is a low-impact service that stores the client licenses that have been issued for a terminal server and tracks the licenses that have been issued to client computers or terminals.
Table 14.100   Key Information About the Terminal Server Licensing Service
	Item
	Description

	Service name
	TermServLicensing

	Display name
	Terminal Server Licensing

	Executable file name
	Lserver.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Installed from
	Go to Add/Remove Windows Components and Terminal Server Licensing.

	Startup type
	Automatic 

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	Event Log
Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, the computer running the Terminal Server Licensing service is unable to issue Terminal Server licenses to clients when they request them. If another Terminal Server License Server is installed on a domain controller in the forest, the requesting terminal server attempts to employ it. 


Terminal Services
Terminal Services provides a multisession environment that allows users to access a virtual Windows desktop session and Windows-based programs running on a remote computer. Terminal Services allows multiple users to be connected interactively to a terminal server (a server that has Terminal Server enabled), allows users to access desktops and applications on remote computers, and allows users to access another user’s desktop for administration purposes.
By default, Remote Desktop for Administration is installed on computers running Windows Server 2003. To install Terminal Server, use the Configure Your Server Wizard or Add/Remove Windows Components.
Table 14.101   Key Information About Terminal Services
	Item
	Description

	Service name
	TermService

	Display name
	Terminal Services

	Executable file name
	svchost.exe -k termsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Manual

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	Infrared Monitor
Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, the computer might become unreliable. To prevent remote use of your computer, clear the Allow Remote Assistance and Allow Remote Desktop check boxes on the Remote tab of the System Properties dialog box.


Terminal Services Session Directory
The Terminal Services Session Directory service provides a multisession environment that allows client devices to access a virtual Windows desktop session and Windows-based programs running on a Windows Server 2003–based computer.
The Terminal Services Session Directory allows clusters of load-balanced terminal servers (servers that have Terminal Server enabled) to properly route a user’s connection request to the server where the user already has a session running. Users are routed to the first-available terminal server, regardless of whether they have a running session elsewhere in the cluster. Load balancing pools the processing resources of several servers by using the TCP/IP networking protocol. You can use this service with a cluster of terminal servers to scale the performance of a single terminal server by distributing sessions across multiple servers. Session Directory keeps track of disconnected sessions on the cluster, and ensures that users are reconnected to those sessions.
Table 14.102   Key Information About the Terminal Services Session Directory Service
	Item
	Description

	Service name
	Tssdis

	Display name
	Terminal Services Session Directory

	Executable file name
	Tssdis.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Disabled

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, load balancing for Terminal Services does not work.
Connection requests are routed to the first available server. Users are routed to the first-available terminal server, regardless of whether they have a running session elsewhere in the cluster. 


Themes
The Themes service provides user-experience theme-management services and rendering support for the new Windows Server 2003 graphical user interface (GUI). A desktop theme is a predefined set of icons, fonts, colors, sounds, and other window elements that give the computer desktop a unified and distinctive look. You can select from different themes, create your own theme by modifying a theme and then saving it with a new name, or restore the traditional Windows Classic look as your theme.
Table 14.103   Key Information About the Themes Service
	Item
	Description

	Service name
	Themes

	Display name
	Themes

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Disabled

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	None

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, the new Windows Server 2003 visual style (windows, buttons, scrollbars, and other controls) reverts to the Windows Classic visual style.


Trivial FTP Daemon
The Trivial FTP Daemon (TFTPD) service implements support for the Trivial File Transfer Protocol (TFTP) defined by the following RFCs:
· RFC 1350, “The TFTP Protocol (Revision 2)”
· RFC 2347, “TFTP Option Extension”
· RFC 2348, “TFTP Blocksize Option”
· RFC 2349, “TFTP Timeout Interval and Transfer Size Options”
To find RFC standards, see the Request For Comments (RFC) link on the Web Resources page (http://go.microsoft.com/fwlink/?linkid=291) at http://www.microsoft.com/windows/reskits/webresources. TFTP does not require a user name or password and is an integral part of the Remote Installation Services (RIS).
A RIS server uses the TFTPD service to download the initial files required for the remote installation process to begin. The most common file downloaded to the client by using the TFTPD service is Startrom.com, which is responsible for bootstrapping the client computer. If the user then presses F12 when prompted, the Client Installation Wizard is downloaded to begin the remote installation process.
Table 14.104   Key Information About the Trivial FTP Daemon Service
	Item
	Description

	Service name
	tftpd

	Display name
	Trivial FTP Daemon

	Executable file name
	tftpd.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Installed from
	Go to Add/Remove Windows Components and Remote Installation Services. (When you install RIS, the Trivial FTP Daemon service is automatically installed.)

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	IPSEC Driver
TCP/IP Protocol Driver

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped, the server fails to reply to the client request.
If this service is disabled by using the Services snap-in, this server fails to send the initial files to the client computer.
The correct way to disable this service is to uninstall RIS.


Uninterruptible Power Supply
The Uninterruptible Power Supply service manages an uninterruptible power supply (UPS) connected to your computer by a serial port.
[image: image12.wmf]
Note
If you have a USB UPS, you should not install this service.
By default the startup type is Manual and the default status is Stopped, unless you install and configure a serial UPS. After you install and configure a serial UPS, the startup type changes to Automatic and the default status changes to Started.
Table 14.105   Key Information About the Uninterruptible Power Supply Service
	Item
	Description

	Service name
	UPS

	Display name
	Uninterruptible Power Supply

	Executable file name
	Ups.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic, if you install and configure a serial UPS on the UPS tab of the Power Options Properties dialog box.

	Default status
	Started

	Log on as
	LocalService

	Depends on
	None

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, communications with the UPS are lost. If power is lost on the AC line, the UPS is unable to pilot the computer to shutdown as the UPS battery discharges towards a critically low state. This could potentially result in loss of data.


Upload Manager
The Upload Manager service manages synchronous and asynchronous file transfers between clients and servers on the network. Driver data is anonymously uploaded from customer computers to Microsoft and then used to help users find the drivers required for their systems. The Microsoft Driver Feedback Server asks the client’s permission to upload the computer’s hardware profile and then search the Internet for information about how to obtain the appropriate driver or get support from Microsoft or a third party.
Information uploaded from your computer for the purposes of finding driver information includes the hardware identification numbers for the device, the time at which the Windows Hardware Wizard was finished, and an ID for the Windows operating system you are running. The system information uploaded cannot be tracked to a user, computer, corporation, IP address, or any other source information.
The collected data is used to track which devices do not have easily obtainable drivers. If additional device driver information exists, it will be available after the device identification number is uploaded. If additional driver information is not available, Microsoft records the device’s identification number to work with hardware vendors to increase the availability of drivers necessary to run devices on Windows, or provide information about driver availability and device support.
Table 14.106   Key Information About the Upload Manager Service
	Item
	Description

	Service name
	uploadmgr

	Display name
	Upload Manager

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Manual on Windows Server 2003, Standard Edition and Windows Server 2003, Enterprise Edition
Disabled on Windows Server 2003, Datacenter Edition and on Windows Server 2003, Web Edition

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, synchronous and asynchronous file transfers between clients and servers on the network do not occur.


Virtual Disk Service
Virtual Disk Service (VDS) provides a single interface for managing block storage virtualization, whether done in operating system software, redundant array of independent disks (RAID) storage hardware subsystems, or other virtualization engines.
VDS provides a vendor-neutral and technology-neutral interface for the management of logical volumes (in software) and logical units (in hardware). Management operations include binding, topology discovery and tracking, volume status and fault tracking, and performance monitoring.
Virtual disks should not be confused with snapshots. Unlike the Volume Shadow Copy service, VDS does not coordinate with applications or the file system. Thus, the data contained on a volume will not be synchronized prior to a volume or disk configuration operation. VDS might be used to configure a mirror plex, but a snapshot provider is necessary to perform the coordination when removing the plex and surfacing the snapshot. That use is outside the scope of this document with two exceptions:
· VDS coordinates with the file system prior to extending or shrinking volumes.
· Full-copy snapshots appear as plexes to VDS.
Table 14.107   Key Information About the Virtual Disk Service
	Item
	Description

	Service name
	VDS

	Display name
	Virtual Disk Service

	Executable file name
	Vds.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Manual

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	Remote Procedure Call (RPC)
Plug and Play

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, VDS is no longer available. 


Volume Shadow Copy
The Volume Shadow Copy service manages volume shadow and is used by backup applications. When a backup application attempts to start a backup by using the new volume shadow infrastructure, the backup application calls methods to determine the number of writers that are running on the service. It queries each writer to gather the required metadata. After it has obtained the metadata, the backup application can collect the volumes that need to be shadow copied to ensure a successful backup session.
Volume Shadow Copy allows you to create shadow copy backups of volumes — exact copies of files, including all open files. For example, databases that are held open exclusively and files that are open due to operator or system activity are backed up during a volume shadow copy backup. In this way, files that have changed during the backup process are copied correctly.
Shadow copy backups ensure that:
· Applications can continue to write data to the volume during a backup.
· Files that are open are not omitted during a backup.
· Backups can be performed at any time, without locking out users.
Some applications manage storage consistency differently while files are open, which can affect the consistency of the files in the backup. For critical applications, consult the application vendor.
Table 14.108   Key Information About the Volume Shadow Copy Service
	Item
	Description

	Service name
	VSS

	Display name
	Volume Shadow Copy

	Executable file name
	Vssvc.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Manual

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, shadow copies are unavailable for backup and the backup process might not succeed. 


WebClient
The WebClient service allows Win32 applications to access documents on the Internet. It extends the networking capability of Windows by allowing standard Win32 applications to create, read, and write files on Internet file servers by using the Web Document Authoring & Versioning (WebDAV) protocol.
The WebDAV protocol is a file access protocol described in XML that travels over HTTP. By using standard HTTP, WebDAV runs over an existing Internet infrastructure (for example, firewalls and routers).
Table 14.109   Key Information About the WebClient Service
	Item
	Description

	Service name
	WebClient

	Display name
	WebClient

	Executable file name
	svchost.exe -k LocalService

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Disabled

	Default status
	Stopped

	Log on as
	LocalService

	Depends on
	WebDav Client Redirector

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, you cannot use the Web Publishing Wizard to publish data to the Internet for locations that use the WebDAV protocol. 


Web Element Manager
The Web Element Manager service is responsible for serving Web user interface elements for the Administration Web site at port 8098. These elements are used to determine the following information:
· Tabs to display on the administration Web site
· Remote Administration tasks available to a member of the local Administrators group on the Server Appliance
· Table of Contents
· Help topics
· Remote Administration alerts that can be displayed
A member of the local Administrators group can remotely manage a server by connecting to the server at https://servername:8098. When a connection is received on this Web site, the default Active Server Pages (ASP) code queries the Web Element Manager service on the Microsoft® Windows® Powered Web server appliance for each type of information listed above. After all the information has been collected, the appropriate Web page is displayed to the administrator.
The Web Element Manager service loads up all the information at startup time; the client (in this case, the ASP code) requests the Web user interface elements through a COM interface. The service runs in the LocalSystem account and requests through the COM interface are accepted only from clients running under the Administrator or LocalSystem accounts. If the service is stopped or its startup type is Manual, this service will start when the next request for Web user interface elements is received.
Table 14.110   Key Information About the Web Element Manager Service
	Item
	Description

	Service name
	ELEMENTMGR

	Display name
	Web Element Manager

	Executable file name
	Elementmgr.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Installed from
	Go to Add/Remove Windows Components, Application Server, and Internet Information Services (IIS), and then run sasetup.msi, which is located in the System32 system folder, to load the Web Element Manager service.

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped, the service is automatically restarted when the Web interface for remote administration is accessed.
If this service is disabled, the Remote Administration Tools Web user interface for server administration does not function properly.


Windows Audio
The Windows Audio service provides support for sound and related Windows Audio event functions. This service manages Plug and Play events for audio devices such as sound cards and global audio effects (GFX) for Windows audio application program interfaces. Examples of GFXs are equalization (EQ), bass enhancement, and speaker correction. The service handles the loading, unloading, and state save/restore of the GFXs on a per-session basis.
Through the Multimedia item under Components in System Information, the user can do the following:
· Enable or disable a GFX.
· Select among several GFX filters if more than one GFX is available that is designed for the audio hardware in question. A GFX driver’s INF file specifies the target hardware for the GFX.
Table 14.111   Key Information About the Windows Audio Service
	Item
	Description

	Service name
	AudioSrv

	Display name
	Windows Audio

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	automatic on Windows Server 2003, Standard Edition
Disabled on Windows Server 2003, Enterprise Edition; Windows Server 2003, Datacenter Edition; and Windows Server 2003, Web Edition

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	Plug and Play
Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	This service cannot be stopped after it has started. If this service is disabled, audio functionality might be unable to provide sound or process GFXs. 


Windows Image Acquisition (WIA)
The Windows Image Acquisition (WIA) service provides image acquisition services for scanners and cameras.
Windows supports still-image devices through the WIA service, which uses the Windows Driver Model (WDM) architecture. The WIA service provides robust communication between applications and image-capture devices, allowing you to capture images efficiently and transfer them to your computer for editing and use. The service is needed to capture events generated by imaging devices.
The WIA service supports small computer system interface (SCSI), IEEE 1394, USB, and serial digital still-image devices. Support for infrared, parallel, and serial still-image devices — which are connected to standard COM ports — comes from the existing infrared, parallel, and serial interfaces. Image scanners and digital cameras are examples of still-image devices. The WIA service also supports Microsoft® DirectShow®−based Webcams and digital video (DV) camcorders to capture frames from video.
Table 14.112   Key Information About the Windows Image Acquisition (WIA) Service
	Item
	Description

	Service name
	StiSvc

	Display name
	Windows Image Acquisition (WIA)

	Executable file name
	svchost.exe -k imgsvc

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Disabled

	Default status
	Stopped

	Log on as
	LocalService

	Depends on
	Remote Procedure Call (RPC)
Shell Hardware Detection

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, events from imaging devices are not captured and processed. If a WIA device is installed on the computer, the service will restart automatically when you restart the computer. Also, the service restarts any time a WIA-enabled application is started.


Windows Installer
The Windows Installer service manages the installation and removal of applications by applying a set of centrally defined setup rules during the installation process. These setup rules define the installation and configuration of the installed application. In addition, this service can modify, repair, or remove an existing application. The Windows Installer technology consists of the Windows Installer service for the Windows operating systems and the package (.msi) file format used to hold information regarding the application setup and installations.
Windows Installer is not only an installation program; it is also an extensible software management system. Windows Installer manages the installation, addition, and deletion of software components, monitors file resiliency, and maintains basic disaster recovery by means of rollbacks. Additionally, Windows Installer supports installing and running software from multiple sources, and can be customized by developers who want to install custom applications.
If startup type is Manual, an application that uses the installer will start this service.
Table 14.113   Key Information About the Windows Installer Service
	Item
	Description

	Service name
	MSIServer

	Display name
	Windows Installer

	Executable file name
	msiexec.exe /V

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Manual

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, the installation, removal, repair, and modification of applications that use Windows Installer do not succeed. A number of applications make use of this service while they are running, and those applications might not work correctly. 


Windows Internet Name Service (WINS)
Windows Internet Name Service (WINS) enables NetBIOS name resolution. The presence of the WINS server(s) is crucial for locating the network resources identified by using NetBIOS names. WINS servers are required unless all domains have been migrated to Active Directory and all servers on the network are running Windows Server 2003.
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Note
When performing a clean installation of any member of the Windows Server 2003 family, you have to explicitly select WINS in order to have it installed on the computer. By default, WINS is not installed.
For more information about WINS, see the Networking Guide of the Windows Server 2003 Resource Kit (or see the Networking Guide on the Web at http://www.microsoft.com/reskit).
Table 14.114   Key Information About the Windows Internet Name Service (WINS)
	Item
	Description

	Service name
	WINS

	Display name
	Windows Internet Name Service (WINS)

	Executable file name
	Wins.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Installed from
	Configure Your Server Wizard, or go to Add/Remove Windows Components, Networking Services, and Windows Internet Name Service (WINS).. 

	Startup type
	Automatic 

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	COM+Event System
Event Log
NTLM Security Support Provider
Remote Procedure Call (RPC)
Security Accounts Manager

	Depended on by
	None

	Impact of stopping or disabling this service
	· If this service is stopped or disabled, the following occurs:
· Locating Windows NT 4.0 domains and domain controllers does not succeed.
· Locating Windows 2000 or Windows Server 2003 Active Directory domains and domain controllers from Windows NT 4.0 clients does not succeed.
· NetBIOS name resolution fails, unless the device whose name must be resolved is on the same subnet as the device attempting name resolution. The device must be configured to attempt NetBIOS name resolution by using broadcasts. 


Windows Management Instrumentation
The Windows Management Instrumentation (WMI) service provides a common interface and object model to access management information about operating system, devices, applications, and services. WMI is an infrastructure for building management applications and instrumentation shipped as part of the current generation of Microsoft operating systems.
The WMI infrastructure is a Windows operating system component that moves and stores information about managed objects. The WMI infrastructure is made of two components: the WMI service and the WMI repository. The WMI service acts as an intermediary between the providers, management applications, and the WMI repository, placing information from a provider into the WMI repository. The WMI service also accesses the WMI repository in response to queries and instructions from management applications. Finally, the WMI service can pass information directly between a provider and a management application. In contrast, the WMI repository acts as a storage area for information passed in by the various providers.
WMI provides accessible information about applications and services, including management events those applications and services might generate.
WMI provides access to the management data through a number of interfaces, including COM API, scripts, and command-line interfaces. WMI is compatible with previous management interfaces and protocols, such as SNMP.
Table 14.115   Key Information About the Windows Management Instrumentation Service
	Item
	Description

	Service name
	winmgmt

	Display name
	Windows Management Instrumentation

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	Event Log
Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, most Windows-based software does not function properly and management data is unavailable. 


Windows Management Instrumentation Driver Extensions
The Windows Management Instrumentation Driver Extensions service monitors all drivers and event trace providers that are configured to publish WMI or event trace information.
[image: image14.wmf]
Note
In Windows Server 2003, the Windows Management Instrumentation Driver Extensions service is primarily a stub service that was created to deal with Windows 2000 service compatibility issues.
Table 14.116   Key Information About the Windows Management Instrumentation Driver Extensions Service
	Item
	Description

	Service name
	Wmi

	Display name
	Windows Management Instrumentation Driver Extensions

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Manual

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	None

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, any services that explicitly depend on it will fail to start. 


Windows Media Services
Windows Media Services provides streaming media services over IP-based networks. It replaces the four separate services that comprised Windows Media Services versions 4.0 and 4.1:
· Windows Media Monitor Service
· Windows Media Program Service
· Windows Media Station Service
· Windows Media Unicast Service
Windows Media Services is now a single service that runs on the Windows Server 2003 family. Its core components were developed by using the Component Object Model (COM), creating a flexible architecture that is easily customized for specific applications. It supports a greater variety of control protocols, including Real Time Streaming Protocol (RTSP), Microsoft Media Server (MMS) protocol, and HTTP.
The Windows Media Service platform is compliant with the following industry standards:
· WMI for server event notification and messaging
· SNMP for networking components
· XML, Synchronized Multimedia Integration Language (SMIL) 2.0, and the Document Object Model (DOM) for playlist implementation
· MPEG 1 and 2 for audio and video formats
Most streaming scenarios can be accomplished by using the core components installed with Windows Media Services. However, more advanced scenarios might require that you incorporate some custom programming and integration work. For developers and systems integrators, the Windows Media Services Software Development Kit (SDK) provides access to all elements of the server through a combination of plug-ins, a fully documented object model, and a rich set of external event notifications, all designed to be easily customizable.
Table 14.117   Key Information About the Windows Media Services
	Item
	Description

	Service name
	WMServer

	Display name
	Windows Media Services

	Executable file name
	Wmserver.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Installed from
	Configure Your Server Wizard or Manage Your Server, or go to Add/Remove Windows Components and Windows Media Services. 

	Startup type
	Automatic 

	Default status
	Started

	Log on as
	NetworkService

	Depends on
	Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, streaming media services might be unavailable. 


Windows System Resource Manager
The Windows System Resource Manager (WSRM) service is a tool to help deploy applications into consolidation scenarios. It provides policy-based management of CPU and memory consumption of processes running on a single operating system instance. Planned scenarios include multiple heterogeneous server applications, multiple Terminal Services users, multiple instances of SQL Server, multiple IIS 6.0 application pools, or Exchange Server and IIS 6.0 running together on the same computer.
The WSRM service enables a system administrator to do the following:
· Configure CPU and memory allocation policy settings on applications. This includes selecting processes to be managed and setting resource usage targets or limits.
· Manage CPU utilization (percent CPU in use).
· Limit the process working set size (physical resident pages in use).
· Manage committed memory (paging file usage).
· Apply policy settings to users or groups on a Terminal Services application server.
· Apply policy settings on a Date and Time schedule.
· Generate, store, view, and export resource utilization accounting records for management, service level agreement (SLA) tracking, and charge-back purposes.
The WSRM service maintains an updatable exclusion list of processes that should not be managed because of the negative system impact such management could create. The WSRM service also applies limits to process working set size and committed memory consumption. The WSRM service does not manage address windowing extensions (AWE) memory, large page memory, locked memory, or operating system pool memory.
The primary option for CPU management is bandwidth targets (expressed as a percent of system CPU). Targets are maintained by dynamically monitoring and adjusting process priorities. The WSRM service also provides affinity management, which is provided by using per-process APIs for hard affinity.
Memory management options include working set limits and committed memory maximum applied per process. Working set limits are set in policy and applied by the WSRM service by means of a kernel API. Subsequently, the kernel memory manager will apply and maintain the limits on working set size by paging the process as necessary. Committed memory is simply monitored against an upper limit. When the upper limit is exceeded, the process is stopped or an event is logged (at the user’s discretion).
Additional features include full calendar features for scheduling desired policies, sophisticated pattern matching for identifying processes at runtime, WSRM service–specific counters, and a basic job accounting system.
The WSRM service must be installed on each managed computer. For administration of the service, an MMC snap-in and command-line programs are provided. These client components can be installed and run on any Windows 2000, Windows XP Professional, or Windows Server 2003 operating system. The service can be installed and run only on Windows Server 2003, Datacenter Edition and Windows Server 2003, Enterprise Edition.
Table 14.118   Key Information About the Windows System Resource Manager Service
	Item
	Description

	Service name
	WindowsSystemResourceManager

	Display name
	Windows System Resource Manager

	Executable file name
	Wrm.exe

	Installed on
	Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition

	Installed from
	Windows System Resource Management CD 

	Startup type
	Automatic

	Default status
	Started or Stopped based on user check box in setup

	Log on as
	LocalSystem

	Depends on
	Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	· If this service is stopped or disabled:
· You will not receive any management (WSRM provides runaway process protection by default).
· You will not receive any job accounting data.
· You will not be able to administer WSRM by means of the snap-in or CLI. 


Windows Time
The Windows Time service maintains date and time synchronization on all computers running on a Windows-based network. It uses the Network Time Protocol (NTP) to synchronize computer clocks so that an accurate clock value, or time stamp, can be assigned to network validation and resource access requests. The implementation of NTP and the integration of time providers make the Windows Time service a reliable and scalable time service for enterprise administrators. For computers that are not joined to a domain, the Windows Time service can be configured to synchronize time with an external time source.
Table 14.119   Key Information About the Windows Time Service
	Item
	Description

	Service name
	W32Time

	Display name
	Windows Time

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	None

	Depended on by
	Cluster Service

	Impact of stopping or disabling this service
	If this service is stopped or disabled, date and time synchronization is unavailable in the forest or an external NTP server.
There are two scenarios:
1. Stopping the Windows Time service on a workstation prevents the workstation from synchronizing its time with another source, but has no effect on any other external server.
2. Stopping the Windows Time service on a domain controller has the same effect as in item 1, but it also prevents any domain members from synchronizing time with it. This might adversely impact time synchronization in the enterprise.


WinHTTP Web Proxy Auto-Discovery Service
WinHTTP Web Proxy Auto-Discovery Service (WinHttpAutoSvc) implements proxy configuration discovery for WinHTTP clients. It performs the lookup done by WinHttpGetProxyForUrl() as documented in Microsoft® MSDN®. Applications use the service to isolate the running of an autoproxy script in a sandbox from the client process.
The WinHttpGetProxyForUrl() function implements the Web Proxy Auto-Discovery (WPAD) protocol for automatically configuring the proxy settings for an HTTP request. The WPAD protocol downloads a Proxy Auto-Configuration (PAC) file, which is a script that identifies the proxy server to use for a given target URL. PAC files are typically deployed by the IT department within a corporate network environment.
To make configuring the proxy settings for WinHTTP-based applications easier, WinHTTP now implements the Web Proxy Auto-Discovery (WPAD) protocol, often referred to as autoproxy. This is the same protocol that Web browsers implement to automatically discover the proxy configuration without requiring an end user to specify a proxy server manually. This feature is available starting with WinHTTP version 5.1 in Windows 2000 Service Pack 3, Windows XP Service Pack 1, and Windows Server 2003.
Table 14.120   Key Information About the WinHTTP Web Proxy Auto-Discovery Service
	Item
	Description

	Service name
	WinHttpAutoSvc

	Display name
	WinHTTP Web Proxy Auto-Discovery Service

	Executable file name
	svchost.exe –k LocalService

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Manual

	Default status
	Started

	Log on as
	LocalService

	Depends on
	AFD Networking Support Environment
DHCP Client
IPSEC Driver
TCP/IP Protocol Driver

	Depended on by
	None

	Impact of stopping or disabling this service
	Stopping or disabling this service might cause WinHTTP clients to be unable to automatically detect proxy settings, and might cause other WinHTTP clients to automatically detect proxy settings within their own process.


Wireless Configuration
The Wireless Configuration service enables automatic configuration for IEEE 802.11 wireless adapters for wireless communications.
Microsoft partnered with 802.11 network adapter vendors to improve the wireless roaming experience on Windows by automating the process of configuring the network adapter to associate with an available network.
The wireless network adapter and its Network Driver Interface Specification (NDIS) driver need to do very little beyond supporting a few new NDIS Object Identifiers (OIDs) used for the querying and setting of device and driver behavior. The network adapter scans for available networks and passes those to a computer running Windows Server 2003. The wireless configuration service takes care of configuring the network adapter with an available network. In the case in which there are two networks covering the same area, the user can configure a preferred network order and the computer will try each network in order until it finds an active one. It is also possible to limit association to only the configured, preferred networks
Table 14.121   Key Information About the Wireless Configuration Service
	Item
	Description

	Service name
	WZCSVC

	Display name
	Wireless Configuration

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic on Windows Server 2003, Standard Edition; Windows Server 2003, Enterprise Edition; and Windows Server 2003, Datacenter Edition.
Manual on Web Edition

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	NDIS Usermode I/O Protocol
Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, automatic wireless configuration is unavailable. 


WMI Performance Adapter
The WMI Performance Adapter service provides performance library information from WMI HiPerf providers. Applications and services that need to provide performance counters today can do so in two ways: by writing a WMI High Performance provider, or by writing a performance library. Consumers of high performance data also have two ways to request performance data: through WMI, or through the Performance Data Helper (PDH) APIs. There are mechanisms in place so that the two models interact together, and clients accessing counters through each model can still see the counters provided by the other model. The Reverse Adapter is one of those mechanisms.
The WMI Performance Adapter service transforms performance counters supplied by WMI High Performance providers into counters that can be consumed by PDH through the Reverse Adapter Performance Library. This way, PDH clients (for example, System Monitor) can consume performance counters surfaced by any WMI High Performance providers on the computer.
The startup type is Manual and the service is not running by default. It runs on demand when a performance client (for example, System Monitor) uses PDH to query performance data. After the client disconnects, the service stops.
Table 14.122   Key Information About the WMI Performance Adapter Service
	Item
	Description

	Service name
	WmiApSrv

	Display name
	WMI Performance Adapter

	Executable file name
	Wmiapsrv.exe

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Manual

	Default status
	Stopped

	Log on as
	LocalSystem

	Depends on
	Remote Procedure Call (RPC)

	Depended on by
	None

	Impact of stopping or disabling this service
	This service runs on demand when a performance client, (for example, System Monitor) uses PDH to query performance data. After the client disconnects, the service stops.


Workstation
The Workstation service creates and maintains client network connections to remote servers. The Workstation service is a user-mode layer for the Microsoft Networks redirector. It loads and performs configuration functions for the redirector, provides support for making network connections to remote servers, provides support for the WNet APIs, and furnishes redirector statistics.
Table 14.123   Key Information About the Workstation Service
	Item
	Description

	Service name
	lanmanworkstation

	Display name
	Workstation

	Executable file name
	svchost.exe -k netsvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Startup type
	Automatic

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	None

	Depended on by
	Alerter
Computer Browser
Distributed File System
File Server for Macintosh
Messenger
Net Logon
Remote Procedure Call (RPC) Locator

	Impact of stopping or disabling this service
	If this service is stopped, you cannot establish connections to remote servers and access files through named-pipes. This prevents you from accessing files and printers located on other remote computers, but does not affect TCP/HTTP connectivity. Internet browsing and Web Client access will still work.
If this service is disabled, any services that explicitly depend on this service will fail to start.


World Wide Web Publishing Service
World Wide Web Publishing Service provides Web connectivity and administration through IIS Manager.
World Wide Web Publishing Service provides HTTP services for applications on the Windows platform. The service contains a process manager and a configuration manager. The process manager controls the processes in which custom applications and simple Web sites reside. The configuration manager reads the stored system configuration and ensures that Windows is configured to route HTTP requests to the appropriate application pools or operating system processes.
This service can monitor the processes in which custom applications reside and provide recycling services for these applications. Recycling is a configuration property of an application pool and can be done on the basis of memory limits, request limits, processing time, or time of day. The service will queue HTTP requests if custom applications stop responding, and will also attempt to restart custom applications.
The service depends on IIS Admin Service and kernel TCP/IP support. This service is installed by default on Windows Server 2003, Web Edition.
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Note
In Windows 2000 Server, Windows 2000 Advanced Server, and Windows 2000 Datacenter Server, IIS was installed by default. This has changed on Windows Server 2003: IIS is installed by default only on Windows Server 2003, Web Edition.
Table 14.124   Key Information About World Wide Web Publishing Service
	Item
	Description

	Service name
	W3SVC

	Display name
	World Wide Web Publishing Service

	Executable file name
	svchost.exe -k iissvcs

	Installed on
	Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Datacenter Edition
Windows Server 2003, Web Edition

	Installed from
	By default on Windows Server 2003, Web Edition.
In Windows Server 2003, Standard Edition; Windows Server 2003, Enterprise Edition; and Windows Server 2003, Datacenter Server Edition, use the Configure Your Server Wizard, or go to Add/Remove Windows Components, Application Server, Internet Information Services (IIS), and World Wide Web Service.

	Startup type
	Automatic 

	Default status
	Started

	Log on as
	LocalSystem

	Depends on
	HTTP SSL
IIS Admin Service
Remote Procedure Call (RPC)
Security Accounts Manager

	Depended on by
	None

	Impact of stopping or disabling this service
	If this service is stopped or disabled, the Windows Server 2003 operating system will not be able to serve Web pages or any form of Web request.


