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Abstract

This guide discusses some best practices when using Exchange Server public folders.

Comments? Send feedback to exchdocs@microsoft.com.
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Best Practices for Exchange Server Public Folders

Microsoft® Exchange 2000 Server and Exchange Server 2003 include two types of information databases:


Mailbox stores, which hold personal mailbox information


Public folder stores, which are a shared repository

Many administrators think that public folders are difficult to configure and manage, and, therefore, public folders are frequently underused. However, if you understand when and where public folders are best deployed and how to manage public folders effectively, you can help users collaborate on projects and manage shared data more efficiently.
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Note: 

Download Best Practices for Microsoft Exchange Server Public Folders to print or read offline.

Which Solution Works for You?

Before you deploy Exchange 2000 Server or Exchange Server 2003 public folders, you should make sure that the functionality that is provided by public folders meets your business needs. It is a good idea to evaluate the features and functionality that are provided by public folders and to compare them to the data repository solution that is provided by Microsoft Windows® SharePoint® Products and Technologies. 

For detailed information about both options, see Selecting the Appropriate Public Folder Solution.

How to Select the Appropriate Client

After you have decided to use public folders, you must determine which client is best suited for your public folder needs. To make this determination, you should understand the difference between the two available top-level hierarchies for public folders and which type of top-level hierarchy suits your organization. 

For detailed information about how to select a client for Exchange public folder access, see Selecting the Appropriate Client for Exchange Public Folder Access.

How to Implement Replication

To optimize public folder performance, you must actively manage your public folders. Each folder in a public folder tree has its own settings that help you optimize performance. Because public folder replication in Exchange Server can be a resource-intensive operation, you should invest some time in determining the most efficient replication solution for your Exchange Server environment. 

For detailed information about how to implement replication, see Exchange Public Folder Best Practices: Implementing Replication.

How to Manage Referrals

When a user connects to a public folder store that does not contain a copy of the content that the user is looking for, the user is redirected to another store that has a copy of the content. This process is called referral. 

For detailed information about referrals, see Exchange Public Folder Best Practices: Understanding Referrals.

How to Mail-Enable Public Folders

In Exchange Server 5.5, all public folders were mail-enabled and hidden by default. In Exchange 2000 Server and Exchange Server 2003, folders can be mail-enabled or mail-disabled, depending on whether the Exchange Server organization is in mixed mode or in native mode. 

Mail-enabling allows authorized users to post items to public folders by using standard e-mail. After you understand how public folder e-mail messages are routed, you can configure Exchange Server to optimize message delivery for public folders. 

For detailed information about how e-mail is delivered to public folders and how you can configure Exchange Server to optimize e-mail delivery to public folders, see Exchange Public Folder Best Practices: Mail-Enabling Public Folders.

How to Manage Data

After you have planned and deployed a public folder solution, you must implement a data management plan. Your plan must account for the following data management factors:


Planning for capacity on public folder databases


Online maintenance


Content expiration and size limits

For detailed information about managing data, see Exchange Public Folder Best Practices: Managing Data.

How to Optimize Scalability

Scalability is an important factor in the design and implementation of any public folder deployment. You should consider the following factors as you determine how to optimize scalability:


Number of public folder databases


Public folder hierarchy width and depth


Items per public folder


Users per public folder database

For detailed information about optimizing scalability, see Exchange Public Folder Best Practices: Scalability.

Troubleshooting Resources

For resources to help you troubleshoot public folders, see Exchange Public Folder Troubleshooting Resources.

Selecting the Appropriate Public Folder Solution

Before you deploy Microsoft® Exchange 2000 Server or Microsoft Exchange Server 2003 public folders, make sure that the functionality that is provided by public folders meets your business needs.

This article describes the features and functionality that are provided by public folders and compares these features and functionality to the data repository solution that is provided by Microsoft Windows® SharePoint® Products and Technologies.

What to Consider About Exchange Server Public Folders

Exchange Server public folders are intended to serve as a repository for information that is shared among many users. Public folders should be used when your business requires data replication to multiple servers. Access to public folders is integrated with regular mailbox access through the following protocols:


Microsoft Office Outlook® 2003 (MAPI clients)


Clients that are compatible with Internet Message Access Protocol (IMAP), such as Outlook Express


Microsoft Office Outlook Web Access (Web client)

Offline access to public folder content is available through the Favorites public folder in Outlook.
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Note: 

Consider the following two issues before you use the Favorites public folder in Outlook. First, the Favorites public folder allows users to add public folders that they use frequently to a central location in Outlook. When users add a public folder to their Favorites public folder, the content of that public folder can be configured to periodically synchronize for offline access. Such synchronization increases network load. The second issue that you should consider is a common mistake that users commit when they remove items from a public folder in their Favorites folder. Users frequently delete messages and posts that they have read in a public folder in their Favorites folder, just as they would delete e-mail items in their other Outlook folders. When Outlook synchronizes with the Exchange Server public folder, the messages in the public folder are also deleted. Frequently, users do not expect or anticipate this behavior.

Public folders are generally used for the following purposes:


Public folders can be used for shared communication, such as discussions through message posts, shared e-mail messages, contacts, group calendars, archiving of distribution list posts, and support for Network News Transfer Protocol (NNTP).


Public folders can be used for shared content management. Like file shares, public folders can be used to store content, such as documentation. Public folders are also good for sharing content if you do not require versioning and provisioning. 

If you require offline storage of information or replicated storage of information, public folders are an ideal repository. 

However, public folders were not designed for the following functions:


Public folders were not designed for archiving data. Users who have mailbox limits sometimes use public folders, instead of personal folder (.pst) files, to archive data. This practice is not a recommended best practice because it increases storage on public folder servers and undermines the goal of mailbox limits. 


Public folders were not designed for document sharing and collaboration. Public folders do not provide versioning or other document management features, such as controlled check-in and check-out functionality, and automatic notifications of content changes.

What to Consider About SharePoint Products and Technologies

As a document sharing and collaboration solution, SharePoint Products and Technologies offer the following advantages over Exchange Server public folders:


You can use SharePoint Products and Technologies for document management. SharePoint Products and Technologies provide version control with controlled check-in and check-out functionality.


You can use SharePoint Products and Technologies to provide browser-based client support for collaborative features. Users gain access to these collaborative features through Office Outlook Web Access.


You can use SharePoint Products and Technologies to provide automatic notification of content changes. 
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Note: 

This functionality requires an SMTP server.


You can use SharePoint Products and Technologies to create Meeting Workspace sites from Outlook 2003.


You can use SharePoint Products and Technologies to integrate with Office applications, such as Microsoft Office Live Communications Server 2003 for instant messaging and presence information. Presence is the status, such as online, away, or busy, that is displayed by your instant messaging program when you pause on your contact's icon.


You can use SharePoint Products and Technologies to administer portals and sites.


You can use SharePoint Products and Technologies to link a document library to a public folder in Exchange 2000 Server or later versions to a SharePoint site.


You can enable cross-site searches by setting up Office SharePoint Portal Server to search indexed public folders and other shared databases.

However, you should consider possible limitations to SharePoint Products and Technologies when you compare SharePoint Products and Technologies and Exchange Server. 

For example, SharePoint Portal Server is not mail-enabled, although you can develop your own solution to mail-enable SharePoint Portal Server. Exchange Server public folders can be mail-enabled so that users and applications can submit posts by using SMTP or MAPI. 

Additionally, SharePoint Portal Server does not support replication. Therefore, if you use SharePoint Portal Server, carefully consider how you will deploy data stores when you plan for current and future regional use. 

Finally, SharePoint Portal Server does not integrate with Outlook so that users can manage documents. The default Exchange Server MAPI public folder stores are automatically displayed in Outlook after you install. This automatic display allows users to post through the Outlook user interface. 

One last element to consider when you compare SharePoint Products and Technologies and Exchange Server is your migration path from Exchange Server public folders to SharePoint Portal Server. Currently, Microsoft has not released any tools that enable easy migration of data from public folders to the SharePoint Portal Server architecture.

For More Information

To learn more about public folders in Exchange Server, see the following resources:


Best Practices for Exchange Server Public Folders

Selecting the Appropriate Client for Exchange Public Folder Access

Exchange Public Folder Best Practices: Implementing Replication

Exchange Public Folder Best Practices: Understanding Referrals

Exchange Public Folder Best Practices: Mail-Enabling Public Folders

Exchange Public Folder Best Practices: Managing Data

Exchange Public Folder Best Practices: Scalability

Exchange Public Folder Troubleshooting Resources
Selecting the Appropriate Client for Exchange Public Folder Access

Generally, access to Microsoft® Exchange 2000 Server and Microsoft Exchange Server 2003 public folders is integrated with regular mailbox access through the following protocols:


Microsoft Office Outlook® 2003 (MAPI clients)


Clients that are compatible with Internet Message Access Protocol (IMAP), such as Outlook Express


Microsoft Office Outlook Web Access (Web client)

Offline access to public folder content is available through the Favorites public folder in Outlook in the Favorites public folder.

Top-Level Hierarchies for Public Folders

Before you can determine which client is best suited for your public folder needs, you should understand the difference between the two top-level hierarchies for public folders.

The top-level hierarchy (TLH) is the root of a public folder tree under which sub-folders are created. In Exchange Server 5.5, there was only one TLH. In Exchange 2000 Server and Exchange Server 2003, you can create multiple TLHs. 

There are two types of TLHs in Exchange 2000 Server and Exchange Server 2003:


The MAPI TLH is the default public folder hierarchy that is created when Exchange Server 5.5, Exchange 2000 Server, or Exchange Server 2003 is installed. There can only be one MAPI TLH in an Exchange Server organization.


The application TLH was introduced in Exchange 2000 Server to allow multiple TLHs. All new non-default TLHs that an administrator can create are referred to as application TLHs.

From the perspective of client access, each TLH type has its own limitations. MAPI clients, such as Outlook, can access the MAPI TLH, which is called Public Folders in the List view of the Outlook client, but MAPI clients cannot access the application TLH. The same limitation applies to IMAP clients, such as Outlook Express. However, only the MAPI TLH can be viewed. POP3 clients cannot view public folders. However, Outlook Web Access can view both the MAPI TLH and the application TLH. The MAPI TLH is shown in Outlook Web Access when the user clicks the Public Folder link. To access application TLHs from Outlook Web Access, a user must enter the URL to the public folder virtual directory as in the following example:

http://mail.contoso.com/public/virtual_directory_name
Optimizing the Client Access Point

The following table summarizes the client access functionality that is described earlier.

	Client
	MAPI TLH
	Application TLH

	MAPI (Outlook)
	Yes
	No

	IMAP4
	Yes
	No

	POP3
	No
	No

	Outlook Web Access
	Yes
	Yes


After you have decided which type of client access that you will deploy, you can optimize the client access point of your public folder solution. For example, if you decide to support Outlook Web Access as a client, you can optimize the TMP drive on the HTTP servers that service the Outlook Web Access requests. 

Additionally, your choice of client determines in which type of database the data is stored. There are two options: rich-text file (.edb files) or streaming native Internet content (.stm files). Your configuration of the hardware for these stores affects performance and scalability. 

For more information about optimizing for public folder access, see Optimizing Storage for Exchange Server 2003 and the Exchange Server 2003 Performance and Scalability Guide.

For More Information

To learn more about public folders in Exchange Server, see the following resources:


Best Practices for Exchange Server Public Folders

Selecting the Appropriate Public Folder Solution

Exchange Public Folder Best Practices: Implementing Replication

Exchange Public Folder Best Practices: Understanding Referrals

Exchange Public Folder Best Practices: Mail-Enabling Public Folders

Exchange Public Folder Best Practices: Managing Data

Exchange Public Folder Best Practices: Scalability

Exchange Public Folder Troubleshooting Resources
Exchange Public Folder Best Practices: Implementing Replication

This article describes best practices for deploying and configuring public folder replication in Microsoft® Exchange 2000 Server and Exchange Server 2003. This article assumes that you have a good understanding of replication, the types of replication messages that Exchange Server uses, and sets of change numbers (CN sets). For a description of these concepts, see Controlling Exchange Server 2003 Public Folder Replication. 

Public folder replication in Exchange Server can be a resource-intensive operation. Replication requires network, CPU, and disk resources to operate. By implementing a solution that enables efficient public folder replication, especially in organizations with heavy public folder usage, you may greatly improve network, CPU, and disk load in your Exchange Server environment. 

Generally, it is a best practice to minimize replication across the Exchange Server organization. By minimizing replication, you minimize the amount of data that travels over your network. You also minimize the CPU and disk resource load on your Exchange servers. Additionally, by minimizing replication, you can help ensure that multiple users are less likely to access different versions of data on multiple replicas. However, you should note that by minimizing replication, you decrease availability of the public folder data because fewer replicas of the folder are available to clients if a public folder store fails. If availability on a large scale is required for data in a specific public folder, you may require more replication. 

Planning for Efficient Replication

The first step in determining a solution that enables efficient public folder replication is to understand how users use each folder in a specific hierarchy. Most of the time it makes sense to distribute the content and reduce replicas as much as you can. In this context, "distributing content" means breaking up content so that it will be aggregated on each public folder store and not replicated to the other public folder stores.

For example, consider a routing group that has four Exchange servers. If each server in that routing group contains a replica of the same folders, every time that a replication cycle runs, the changes in the content are replicated to all four servers. This replication implementation causes increased network load because of the increased SMTP traffic and increased CPU and disk usage to process the replication messages. This replication implementation may make sense if all users in the routing group access a specific folder. However, if subsets of users access a specific folder, such replication is inefficient. In this example, you could save a significant amount of network, CPU, and disk load by distributing the content across the four Exchange servers and reducing the number of replicas. 

You should note, however, that by distributing content across multiple replicas, you may increase the management overhead. In this example, load distribution will require more maintenance and monitoring than you would require for a single replica of the whole hierarchy. Therefore, be mindful of the effect on server management as you plan your replication solution. 

In some organizations, the Schedule+ Free/Busy public folder is typically the most frequently accessed public folder. Therefore, you should pay special attention to how these folders are used. 

In large enterprises with global facilities, it typically makes sense to replicate Schedule+ Free/Busy public folders according to region so that multiple replicas are available to local users, and large data replication traffic across wide area networks is minimized. This recommendation is optimal for organizations that have organized administrative groups according to regional local area networks. 

If your Exchange Server infrastructure is not organized according to regional local area networks, a general best practice is to replicate the Schedule+ Free/Busy public folder from each administrative group to at least one server in each routing group. However, you should note that this best practice may not suit all deployments. You should always consider user access requirements and network latency when you plan your deployment. 
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Important: 

If your enterprise has large administrative groups, which may include hundreds of servers, and limited replicas, you may run out of paged pool memory on the Exchange servers that host the Schedule+ Free/Busy public folder. The average size of the users' Kerberos token may also increase the risk of running out of paged pool memory on the Exchange servers that host the Schedule+ Free/Busy public folder. Therefore, if your organization contains deeply nested security groups, the users' Kerberos token size will be large. For more information about paged pool memory issues and kernel memory issues in Exchange Server, see Ruling Out Memory-Bound Problems.    

Another general best practice is to create one replica of the Schedule+ Free/Busy public folder for every 10,000 users. 

Also, make sure that you pay special attention to how users from different regions schedule meetings with one another. If user groups on opposite sides of the globe rarely schedule meetings with each other, you may be able to justify pointing users to distant replicas of the Schedule+ Free/Busy folder by using public folder referral. 

[image: image6.png]


Note: 

When Microsoft Office Outlook® Web Access or Outlook Mobile Access requests free/busy information, the mailbox store uses one free/busy server to find the information. This limitation may cause problems if your topology has multiple sites, because in the default configuration, each free/busy server holds the free/busy data of only that site. You must configure the free/busy folders to replicate if you want data from multiple sites to be available to all users.

For more information about Free/Busy public folders, see Managing Exchange Server 2003 Free/Busy Folders.

To make sure that each server is handling approximately the same amount of traffic, you should consider taking the following actions on all replicas except the Schedule+ Free/Busy public folder that was described earlier:


Remove replicas of folders that do not receive much traffic.


Distribute content so that each server is handling about the same amount of traffic. 

As you remove replicas, be sure to maintain sufficient redundancy for public folders that contain mission-critical information.

As you plan for public folder replication, try to standardize your solution for easier management and recoverability. Specifically, organize public folder trees so they are segmented logically. Ideally, logical segments, or public folder branches, coincide with regional user groups or LAN segments of your network. 

It is a best practice to replicate public folder branches to specific servers. If you replicate a specific branch of public folders to multiple servers, it is more difficult to recover data because you must identify the servers that contain various branches of the data in the tree before you try to recover data. 

This best practice does not mean that you should not create other replicas of folders in a branch. However, when you create other replicas of folders in a branch, make sure that these additional replicas are carefully managed instances in addition to a single server that holds a replica of the whole branch.

The second step in determining a solution that enables efficient public folder replication is to determine what replication latencies are allowed in your organization. It is likely that users who access mission-critical documents in one public folder require more frequent replication than users who access documents that are not mission-critical. In fact, sometimes when data is mission-critical, some users may not want to replicate the data at all. This approach assures that everyone accesses the same data and that the data is always guaranteed to be up-to-date. Of course, the advantages of this scheme must be weighed against the tradeoffs in disaster recovery. Specifically, if you opt to store only a single instance of the data, and that data is mission critical, be sure to back up the data so that it can be restored quickly and with a minimum of loss.
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Note: 

In such scenarios, where versioning and recoverability of mission-critical documents is required, consider deploying Microsoft Windows® SharePoint® Portal Server. For more information about the differences between Exchange Server public folders and SharePoint Products and Technologies, see Selecting the Appropriate Public Folder Solution.

By monitoring public folder usage and defining an acceptable service level agreement with your organization or client, you can determine acceptable periods of replication latency for different types of public folders. 
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Important: 

Verify that replication actually finishes between intervals. If replication does not finish, replication queues grow. The larger the replication queue becomes, the more out of synchronization the content in the folders becomes. You can monitor replication queues by using the Performance Monitor to examine the MSExchangeIS Public\Replication Receive Queue Size performance counter. When replication queues grow, there is an increased load on resources when the replication does complete. Also, growing replication queues indicate that content on the server is outdated. 

For more information about troubleshooting replication, see Exchange Public Folder Troubleshooting Resources.

For More Information

To learn more about public folders in Exchange Server, see the following resources:


Best Practices for Exchange Server Public Folders

Selecting the Appropriate Public Folder Solution

Selecting the Appropriate Client for Exchange Public Folder Access

Exchange Public Folder Best Practices: Understanding Referrals

Exchange Public Folder Best Practices: Mail-Enabling Public Folders

Exchange Public Folder Best Practices: Managing Data

Exchange Public Folder Best Practices: Scalability

Exchange Public Folder Troubleshooting Resources
Exchange Public Folder Best Practices: Understanding Referrals

This article describes best practices for deploying and configuring public folder client referrals in Microsoft® Exchange 2000 Server and Exchange Server 2003. This article assumes that you understand concepts about public folder referral. For a description of these concepts, see Chapter 7, "Managing Mailbox Stores and Public Folder Stores,” in the Exchange Server 2003 Administration Guide.

When a client tries to open an Exchange Server public folder, the Exchange server determines an appropriate folder replica for the client to access. This process is called referral. If a replica of the requested content exists on the Exchange server that serves the client request, the client accesses the local replica. If the replica does not exist on the local server, Exchange Server tries to find a replica in the same routing group. 
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Note: 

When more than one replica exists in the local routing group, referral is based on a hash. This hash helps load-balance the referrals across the multiple replicas. You should also note that the hash is based on user properties that are typically static. A user almost always is referred to the same replica for that particular folder.

If no replica of the content exists in the routing group, the referral is determined by connector costs on the routing group, and the client is referred to the replica with the lowest cost. 

Public folder referrals are transitive. For example, consider an organization that has three routing groups: A, B, and C. There is a routing group connector between A and B, and there is a routing group connector between B and C. In this scenario, clients in A can access public folder data in C, even though there is no explicit routing group connector between the two routing groups, A and C. This routing pattern occurs because public folder referrals are transitive in nature. 

You should consider the transitive nature of public folder referrals when you plan your referral topology. In some scenarios, it may make sense to disallow public folder referrals over routing group connectors. If you disallow public folder referrals so that no replicas are accessible by clients, clients receive an error when they try to connect to the public folder. Therefore, make sure that the appropriate client groups can access public folders if you turn off referrals. You can turn off public folder referrals on the General tab of a specific connector's Properties page.

In Exchange Server 2003 Service Pack 1 (SP1), you can manually configure referrals. When you manually configure a referral, you can perform the following tasks:


Specify, at the server level, where all requests for public folder client referral are directed. 


Specify multiple servers for referral.


Assign each server a cost to prioritize the servers in your referral list. 

You can manually configure referral servers on the Public Folder Referrals tab on the Properties page for each server. This referral feature has been included in Exchange Server 2003 SP1 to help users troubleshoot public folder problems. This referral feature enables users to force client referrals from one server to another server regardless of the routing path. By using server-level referrals, you can perform the following tasks:


Control referrals across slow links.


Prevent referrals to new servers that have not replicated all content.


Prevent referrals to servers that are experiencing problems. 

If the server in the custom list is not available, referral logic falls back to the routing referral process. 

For more information about how to implement public folder referrals, see "Understanding Public Folder Referrals" in Chapter 7, "Managing Mailbox Stores and Public Folder Stores,” in the Exchange Server 2003 Administration Guide. 

For More Information

To learn more about public folders in Exchange Server, see the following resources:


Best Practices for Exchange Server Public Folders

Selecting the Appropriate Public Folder Solution

Selecting the Appropriate Client for Exchange Public Folder Access

Exchange Public Folder Best Practices: Implementing Replication

Exchange Public Folder Best Practices: Mail-Enabling Public Folders

Exchange Public Folder Best Practices: Managing Data

Exchange Public Folder Best Practices: Scalability

Exchange Public Folder Troubleshooting Resources
Exchange Public Folder Best Practices: Mail-Enabling Public Folders

A mail-enabled public folder is a public folder that has a directory entry. Users can look up a mail-enabled public folder in the address book and send e-mail to it. In Microsoft® Exchange Server 5.5, all public folders were mail-enabled and hidden by default. In Exchange 2000 Server and Exchange Server 2003, folders can be mail-enabled or mail-disabled, depending on whether the Exchange Server organization is in mixed mode or in native mode. For information about mail-enabling a public folder, see Mail-Enabling a Public Folder.

When an Exchange Server organization is in mixed mode, all folders in the MAPI top-level hierarchy (TLH) are mail-enabled. Public folders in MAPI TLH are mail-enabled in mixed mode for backward compatibility with Exchange Server 5.5. The Exchange Server 5.5 administration program expects to find a directory entry for every public folder. Without a directory entry for every public folder, you cannot administer folders from the Exchange 5.5 administration tool. 
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Note: 

For a brief description of the difference between the MAPI TLH and the application TLH, see Selecting the Appropriate Client for Exchange Public Folder Access.

When you switch the Exchange Server organization to native mode, public folders in the MAPI TLH can be mail-enabled or mail-disabled. For new Exchange 2000 Server folders or new Exchange Server 2003 public folders, the default configuration is mail-disabled. The application TLH can be mail-enabled or mail-disabled in a mixed mode, but the default configuration is mail-disabled. In native mode, the application TLH can be mail-enabled or mail-disabled, and the default configuration is mail-disabled. 

The following table summarizes mail-enabled status as discussed here.

	TLH
	Mixed Mode
	Native Mode

	MAPI 
	Always mail-enabled and hidden from the global address list (GAL).
	Either mail-enabled or mail-disabled. Default is mail-disabled. When public folders are mail-enabled, public folders proxy objects are not hidden from the GAL.

Note that public folders that are created in mixed mode remain mail-enabled when an organization switches to native mode.

	Application
	Either mail-enabled or mail-disabled. Default is disabled. When public folders are mail-enabled, public folder proxy objects are not hidden from the GAL.
	Either mail-enabled or mail-disabled. Default is mail-disabled. When public folders are mail-enabled, public folders proxy objects are not hidden from the GAL.


If you have many mail-enabled public folders in your organization, you should understand how public folder posts that are sent over e-mail are routed to each replica in your organization. 

When public folders are mail-enabled, an Active Directory® directory service entry of objectClass publicFolder is created. The public folder entry contains mail-specific attributes. For example, the public folder entry has the following attributes:


proxyAddress

mailNickname

homeMDB
It is important to note that the public folder entry does not contain an attribute that explains where the replicas for the public folder exist. 

It takes two steps to deliver a public folder post through e-mail.

1.
Exchange Server uses Active Directory to identify which public folder store holds the folder hierarchy to which the folder belongs. Then Exchange Server forwards the message to that public folder store. The receiving public folder store then transports the message to a folder replica as described in step 2 later. 

When an Exchange Server receives a message that is bound for a public folder, it queries Active Directory to determine the homeMDB attribute of the public folder. The homeMDB attribute contains the distinguished name (DN) of the folder hierarchy in which the public folder resides. The folder hierarchy entry, in turn, contains the msExchOwningPFTreeBL attribute. The msExchOwningPFTreeBL attribute specifies the DNs of all stores that make up the folder hierarchy. At this point, the final destination, which is the folder replica, is still unknown. However, because Exchange Server knows the names of all stores that contain the folder hierarchy, the receipt of the message by any one of these stores causes a referral to an appropriate replica. Exchange Server selects one of the stores that are listed in msExchOwningPFTreeBL and sends the message according to the following criteria:


If the store of the local Exchange server, which is currently processing the message, is listed in the msExchOwningPFTreeBL attribute, Exchange Server submits the message to its local store.


If the local store is not listed, Exchange Server tries to locate a store in the local routing group.


If no store is listed in the msExchOwningPFTreeBL attribute that is in the same routing group, Exchange Server uses the first store that is returned. 

The msExchOwningPFTreeBL attribute always returns the public folder store that was most recently added first. A public folder store is created when a new server is installed. Therefore, frequently, the most recently installed servers are returned first. If the server is new, it may not contain a replica of the public folder hierarchy yet. Therefore the delivery of the message to this store causes an non-delivery report (NDR). In the Exchange 2000 Server Post-Service Pack 3 (SP3) Update Rollup and Exchange Server 2003, this logic has been changed so that messages are not submitted to a public store if the public store is less than two days old. However, if no public stores older than two days exist, the message is submitted to the new store anyway. 
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Note: 

You can configure the age (in days) that Exchange Server will submit messages to for this operation. For more details, see Public folder routing is enabled before the hierarchy is replicated.

2.
After the message is sent to a store in the folder hierarchy, the message is redirected to a store that holds a replica of the folder. Exchange Server redirects the message by using a logic that is similar to how Exchange Server provides client referrals to replicas. If the receiving server contains a local replica, the message is submitted locally. If no local replica exists, Exchange Server searches for a replica in the same routing group. If no replica exists in the routing group, Exchange Server delivers the message to a replica that is outside the routing group across the path with the lowest cost. 

However, Exchange Server treats public folder messages differently from replication messages. Exchange Server treats public folder messages much like it treats regular mail messages. Message size restrictions and delivery restrictions apply. Exchange Server refers to the link state table to verify that the destination server is reachable. Note that restrictions on public folder referral and the custom Per Server referral lists are ignored.

By understanding how public folder e-mail messages are routed, you can now determine how to configure Exchange Server to optimize message delivery for public folders.

If your organization requires heavy use of mail-enabled public folders, you should consider replicating full hierarchies to servers that might be the initial receivers of mail that is destined for public folders but does not replicate content to them. These servers are typically bridgehead servers. This configuration causes mail to be routed based on link state information because mail will always be submitted to the local store first and then routed. 

By specifying bridgehead servers in this way, you can also manage connector costs if the bridgehead servers or connectors fail. If the bridgehead server or connectors fail, you can temporarily raise the connection cost so new messages can take lower cost paths until the bridgehead server or connector comes back up. One trade-off to consider, however, is that replication traffic will increase somewhat because there is another hierarchy in your organization.

For more information about how public folder e-mail messages are routed and why Active Directory does not just contain a list of replicas, see these Exchange Team Blog entries: 


"Why on earth did my email to a public folder go there?" 


"How mail-enabled Public Folders work" 

External E-mail Sent to Public Folders

When you send Simple Mail Transfer Protocol (SMTP) mail, which is mail that is not from a MAPI source, to an Exchange 2000 Server or an Exchange Server 2003 server public folder, the message class is IPM.Post. In Exchange Server 5.5, the message class of a message that is sent to a public folder is IPM.Note. This difference is important for organizations that have created mail archiving solutions by using public folders and Exchange 5.5. 

A message class of IPM.Note translates to a basic mail MAPI mail message. A message class of IPM.Post translates to a MAPI public folder post. The two message class types have different properties. Microsoft Office Outlook® displays them differently, and Exchange Server transforms them differently when you convert for other clients. 

You can change the behavior of Exchange 2000 Server and Exchange Server 2003 by setting a registry key. The registry key stores all SMTP messages that are submitted to public folder addresses as IPM.Notes. For more information about setting this registry key, see the Microsoft Knowledge Base article, "Update to permit the caching of incoming SMTP messages as IPM.Note in Exchange Server 2003."

Finally, if you want to enable users who are outside your organization to post messages to public folders, you must make sure that the permissions on the public folders are set appropriately. In Exchange Server 5.5, all public folders were configured so that the Everyone security principle had Contributor permissions. All non-authenticated inbound SMTP messages were treated as if they were sent from Everyone, and external posts were delivered. 

In Exchange 2000 Server and Exchange Server 2003, the Everyone security principle was removed from default folders in the MAPI TLH. Instead, Exchange 2000 Server and Exchange Server 2003 use the Anonymous security principle and assign Contributor permissions to Anonymous by default. In Exchange 2000 Server and Exchange Server 2003, inbound, non-authenticated messages are treated as Anonymous. 

For more information, see the Knowledge Base article, "Anonymous Permissions for Public Folder Are Set to Contributor in Exchange 2000."

For More Information

To learn more about public folders in Exchange Server, see the following resources:


Best Practices for Exchange Server Public Folders

Selecting the Appropriate Public Folder Solution

Selecting the Appropriate Client for Exchange Public Folder Access

Exchange Public Folder Best Practices: Implementing Replication

Exchange Public Folder Best Practices: Understanding Referrals

Exchange Public Folder Best Practices: Managing Data

Exchange Public Folder Best Practices: Scalability

Exchange Public Folder Troubleshooting Resources

Mail-Enabling a Public Folder
Exchange Public Folder Best Practices: Managing Data

After you have planned and deployed a public folder solution in your organization, you must implement a data management plan.

At a high level, managing public folder data means managing database size and growth. Database size affects the following functions:


Backup and restore times


Online maintenance time


Hardware planning

Therefore, it is critical to the maintenance of an efficient public folder deployment that you control database size and monitor growth of the public folder databases. This article discusses the following aspects of data management:


Planning for capacity on public folder databases


Online maintenance


Content expiration and size limits

This article assumes that you understand basic public folder concepts. For a description of these concepts, see Chapter 7, "Managing Mailbox Stores and Public Folder Stores,” in the Exchange Server 2003 Administration Guide.  

Capacity Planning

There are two elements to consider when you plan for capacity on a specific public folder database. First, you must determine how much data that you will store on a database. After you know how much data that you will store on a database, you can determine the database size. Second, you must monitor and quantify the growth rate on a specific public folder database. By monitoring the growth rate of each database, you can maintain the database at or below the optimal capacity.

The general rule for determining database size is to multiply the amount of data that you will be storing on the database by a scaling factor of 1.6. This scaling factor of 1.6 represents the database overhead that is required to prepare and maintain database indexes and to perform maintenance. For example, if your database must store up to 1 GB of data, you should plan to implement a 1.6-GB database. 

The scaling factor of 1.6 is a general guideline that is based on averages. The scaling factor of 1.6 has been determined through testing at Microsoft. It is not a best practice to run public folders on databases that are less than 1.6 times the size of the data.

The monitoring and quantifying of growth are critical parts of capacity planning and data management on a public folder database. At a minimum, you should monitor the growth rate on a server-by-server basis to prevent the overloading of a single server. Ideally, you should monitor overall database and individual folder growth. By understanding growth rates at the database level, you are better prepared to prevent growth database problems. 

Also, you should note that replicated data can have a direct effect on growth rates. Periodically examine the daily amounts of content replication and hierarchy replication. To track this growth, note the physical growth on the disks where the data is stored. 

Finally, if you are upgrading from Exchange Server 5.5 to Exchange 2000 Server or Exchange Server 2003, you should plan for some growth on the Exchange 2000 Server or Exchange Server 2003 mailbox store. This growth occurs because of public folder replication from Exchange Server 5.5 to Exchange 2000 Server or Exchange Server 2003. This growth occurs even if there are no mailboxes on the Exchange 2000 Server or Exchange Server 2003. For more information, see the Microsoft Knowledge Base article, Mailbox Store Grows When You Replicate Public Folders from Exchange Server to Exchange 2000.

Online Maintenance

Online database maintenance in Exchange Server is very important. Online database maintenance includes the following tasks:


Dumpster cleanup, which means the deletion of messages that have passed their deleted item retention date


Public folder expiry, which means messages in public folders expire after a certain date has passed


Cleanup of deleted mailboxes 


Online defragmentation, which means the detection and removal of database objects that are no longer being used, thereby freeing additional database space

These processes keep the Exchange Server computer healthy and the performance stable. It is a general best practice to run online maintenance at least four hours a day. More specifically, make sure that a full online maintenance schedule is completed at least once a week. Failure to do so harms performance over time.

It is recommended that you configure online database maintenance to run on each database, including mailbox stores and public folder stores for four hours each day. Stagger the online maintenance intervals with the backup schedules. For example, if backup runs from midnight to 2:00 A.M., run online maintenance from 3:00 A.M. to 7:00 A.M. 

This staggered schedule is important because online maintenance will not start if the backup session is still running. If an overlap occurs, backup takes precedence over maintenance. In this case, Exchange Server checks every 15 minutes to see if backup has completed. After backup is finished, maintenance will start. 

During online maintenance, 18 tasks are performed. Once a task has started, it must finish, regardless of the maintenance timing window. However, maintenance will not start a new task if the maintenance timing window has expired. Therefore, in some instances, not all tasks are finished during a specific maintenance interval. If maintenance is stopped before a task is finished, during the next maintenance cycle, the task will start again where it stopped. 
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To enable online database maintenance

	1.
Open Exchange System Manager.

2.
Expand Servers, and then expand the server that you want to work with. 

3.
Expand the storage group that you want to work with. 

4.
In the list of available data stores in the details pane, right-click the store that you want to work with, and then click Properties. 

5.
In the Store Properties dialog box, click the Database tab. 

6.
Perform one of the following procedures: 


In the Maintenance interval list, select an interval. 


Alternatively, click Customize to gain access to the Schedule dialog box, and then create a custom interval. 

7.
Click OK.


For more information about online database maintenance, see "Configuring Store Maintenance and Backup Options" in Chapter 7, "Managing Mailbox Stores and Public Folder Stores," in the Exchange Server 2003 Administration Guide. Also, see JeremyK's Microsoft WebLog, Store Background Processes Part I - IS Maintenance.

Enforcing Content Expiration and Size Limits

Another important task when you manage data on public folder databases is the enforcement of appropriate policies for content expiration and size limit. 

Make sure that you implement limits on the folders before you make them available to users. This practice is important for many reasons:


There are practical limits for backing up and restoring databases. These limits will likely be bound by the service level agreement (SLA) that you may have with your users. For example, if your SLA requires that a specific mission-critical folder be available 99.9999 percent of the time, the size of the database that stores that mission-critical content will be bound by the time it takes to restore it.  . 


Public folders are frequently used as public archives. Therefore, they are likely to fill up unless you impose controls. Note that it is not a best practice to allow users to use public folders as personal, private archives for mail.


You can configure expiration policies on public folders to delete postings that are older than a certain age. However, this procedure is not appropriate for certain types of public folders, such as those folders that store contact details. 


You may want to configure limits on typical public folders that are used for simple posts. For example, configure the limits on public folders that are used for simple posts to 20 MB and the limits on archive folders to 100 MB. However, you may not want to configure limits on a Contacts folder to make the space unlimited.  


You configure public folder limits on the public folder store just as you configure mailbox limits. However, you can configure individual public folder limits to override the limits that you set on the store.  


To perform an in-place restore, it is recommended that your disks have at least as much free space as the size of the database itself plus at least 10 percent. For example, a 35-GB database should run on an 80-GB partition. 


Remember that the retention time for deleted items also affects the size of a public folder store because items are not actually deleted until after the retention time for deleted items has expired.

For more information about setting storage and expiration limits on public folders, see the following Microsoft Knowledge Base articles:


XADM: How to Add Age Limits to Individual Public Folders

HOW TO: Configure Storage Limits on Public Folders in Exchange 2000

XADM: Override on Public Folder Age Limit Fails
For More Information

To learn more about public folders in Exchange Server, see the following resources:


Best Practices for Exchange Server Public Folders

Selecting the Appropriate Public Folder Solution

Selecting the Appropriate Client for Exchange Public Folder Access

Exchange Public Folder Best Practices: Implementing Replication

Exchange Public Folder Best Practices: Understanding Referrals

Exchange Public Folder Best Practices: Mail-Enabling Public Folders

Exchange Public Folder Best Practices: Scalability

Exchange Public Folder Troubleshooting Resources
Exchange Public Folder Best Practices: Scalability

When you design and implement your deployment of Microsoft® Exchange Server public folders, consider the following factors as you determine how to optimize scalability:


Number of public folder databases


Public folder hierarchy width and depth


Items per public folder


Users per public folder database

This article discusses each of these factors in detail. For more information about disk size, public folder growth rates, and general capacity planning, see Exchange Public Folder Best Practices: Managing Data.

Number of Public Folder Databases

When you plan how many public folder databases to deploy, consider these two best practices.

First, for large enterprise topologies where public folders are heavily used, deploy dedicated public folder servers. This best practice stems from the general best practice of dedicating CPU resources and disk resources to isolated server functions.

Second, remember that a few large public folder databases scale better and are more easily managed than many smaller public folder databases. By reducing the number of public folder databases, you can decrease the time that is required to back up and restore many smaller databases. You also reduce the amount of background replication traffic. Additionally, online maintenance of fewer larger databases is quicker than online maintenance of many smaller databases. Finally, it is easier to manage a smaller number of public folder databases from the perspective of applying permissions and content access, and implementing efficient replication and referrals.

The best practice that a few large public folder databases scale better and are more easily managed than many smaller public folder databases is especially true when you consider your topology from the organization level. From the server level, some management and maintenance tasks, such as backup and restore, are more quickly performed when more, smaller databases are deployed. Ultimately, the number of public folder databases that you deploy must address your business requirements. As you determine the number of databases that you want to deploy, you must balance the cost of replication traffic against the costs of database backup, maintenance, and restore times.

Hierarchy Width and Depth

As you design your public folder hierarchy, you must recognize the effect of hierarchy replication in your environment. Deep public folder hierarchies scale better than wide hierarchies. A deep hierarchy consists of many vertically nested folders, instead of many higher-level folders. A wide hierarchy consists of many higher-level folders with fewer vertically nested subfolders. 

For example, consider how 250 folders might be arranged in a specific hierarchy. A wide hierarchy might have 250 direct subfolders under one parent folder. A deep hierarchy might have five top level folders, each with five direct subfolders. Inside each of those subfolders may be ten subfolders. 

In both these examples, there are 250 folders (5*5*10=250). However, the deep hierarchy offers better performance than the wide hierarchy for two reasons. The first reason is because of the way that replication handles folders that have different permissions applied to them. The second reason is that client actions, such as sort, search, and expand, against a folder that has ten subfolders is much less expensive than a folder that has 250 subfolders.

While deep hierarchies scale better than wide hierarchies, remember that it is best practice not to exceed 250 subfolders per folder. Exceeding 250 subfolders likely will cause an unacceptable client experience when a client requests access.

As mentioned earlier, a factor to consider as you implement a hierarchy is the effect that permissions have on a client experience when a user wants to gain access to public folders. When each public folder subfolder has its own Access Control List (ACL) entries defined, every time that the Exchange Server computer receives a new public folder replication message, the ACL for the parent public folder must be evaluated to determine which users have rights to see the changes to the parent public folder. If the parent public folder has a large discretionary access control list (DACL) entry, it may take a long time to update the view for each public folder subscriber. 
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Note: 

The DACL for the parent folder is made up of the sum of the DACLs of all the public folder subfolders.

You may have many megabytes (MB) of DACL data that must be parsed if the following conditions are true:


You have many subfolders under a single parent public folder.


Each of those subfolders has its own ACL defined. 

This DACL data must be parsed so that the display can be updated for all the public folder subscribers every time that a public folder replication message is received. 

Therefore, it is recommended that you arrange your public folder hierarchy according to the user sets that gain access to the parent folders. Additionally, do not implement complex permission models on your public folder hierarchies. If you have already implemented deep folder hierarchies with different permissions at various nodes of the tree, see the Microsoft Knowledge Base article, "Users experience a slow response when they access public folders on a computer that is running Exchange Server 2003" for a hotfix that may improve client performance. For a similar hotfix for Exchange 2000 Server, see the Knowledge Base article, "Users experience a slow response from an Exchange 2000 Server public folder server."

When you consider hierarchy design, you should also consider how you will replicate the content in the hierarchy. Most of the time, it makes sense to distribute the content and reduce the number of replicas as much as you can. For more information, see Exchange Public Folder Best Practices: Implementing Replication.

Items per Folder

As a best practice, the number of items per public folder should not exceed 5,000 items. To manage the number of items per folder, you should configure expiration accordingly. If the 5,000 item per folder limit is reached regularly, even with an aggressive expiration schedule, consider segmenting the public folder subject into sub-topics and creating multiple public folders for each sub-topic.

For more information, see Exchange Public Folder Best Practices: Managing Data.

Users per Public Folder Database

Although there are no set limits on the number of users who can gain access to a single public folder database, it is recommended that you limit users to 10,000 users. The main reason for this recommended limit is that Exchange Server may run out of virtual memory or kernel memory when more than 10,000 users gain access to a single database.

You should monitor Client Logons and Peak Client Logons in the MSExchangeIS Public performance object of the Performance Microsoft Management Console (MMC) snap-in administrative toolto track the number of users who gain access to the public folders on a specific server. 

For more information about monitoring load, performance tuning, and scalability, see the Exchange Server 2003 Performance and Scalability Guide.

For More Information

To learn more about public folders in Exchange Server, see the following resources:


Best Practices for Exchange Server Public Folders

Selecting the Appropriate Public Folder Solution

Selecting the Appropriate Client for Exchange Public Folder Access

Exchange Public Folder Best Practices: Implementing Replication

Exchange Public Folder Best Practices: Understanding Referrals

Exchange Public Folder Best Practices: Mail-Enabling Public Folders

Exchange Public Folder Best Practices: Managing Data

Exchange Public Folder Troubleshooting Resources
Exchange Public Folder Troubleshooting Resources

This article provides links to documentation that you can use to help troubleshoot Microsoft® Exchange Server public folders.

Before you troubleshoot, it is highly recommended that you run the Microsoft® Exchange Server Best Practices Analyzer Tool in your environment. The Exchange Server Best Practices Analyzer automatically examines the Exchange Server deployment and determines whether the configuration is set according to Microsoft best practices. You can install the Exchange Server Best Practices Analyzer on a client computer that is running Microsoft .NET Framework 1.1. With the appropriate network access, the Exchange Server Best Practices Analyzer examines all your Microsoft Active Directory® directory service and Exchange servers. 

You can determine the overall health of your Exchange servers and topology by using the Exchange Server Best Practices Analyzer to perform the following tasks:


You can generate a list of issues, such as suboptimal configuration settings and unsupported or non-recommended options.


You can determine the general health of a system.


You can help troubleshoot specific problems by collecting alert-specific documentation for each warning, error, and non-default configuration message.

You can run the tool against a whole deployment, a specific server, or a set of servers.

The following items are examples of the specific public folder configurations that the Exchange Server Best Practices Analyzer reports on:


Aging Clean Interval registry value


Background Cleanup registry value


Replication Expiry registry value


Minimum Runtime registry value


Replication Folder Tombstone Age Limit registry value


Replication Folder Conflict Age Limit registry value


Preferred Backfill Source registry value


The size of the public folder store database 


The location of the public folder store database 


Public folder stores that do not have an e-mail address


Public folder database tree assignments


Tracking of duplicate registry values


Content indexing configurations


Permissions on top-level hierarchy (TLH)


Configurations for deleted item retention 


Configurations for the offline address book 


Configurations for the public folder hierarchy 


Public folder connection agreements that are made by the Active Directory Connector (ADC)

Deleting Exchange Server Public Folders

This section provides some general best practices to help you when you delete public folders and public folder databases. You must delete Exchange Server public folders and public folder databases with care.

Using Exchange System Manager

To delete public folders, under Folders, right-click the appropriate folder, and select Delete. This action results in the following actions:


It deletes the public folder. 


It generates an outgoing hierarchy replication message.


It sends the outgoing hierarchy replication message from this server to all other public folder servers in the organization. The outgoing hierarchy replication message provides information about the deletion of the public folder. 

In Exchange Server 5.5, administrators could delete public folders so that no record of the folder or the delete event was captured. In Exchange 2000 Server and Exchange Server 2003, an administrator can enable the auditing of public folder deletion by adjusting diagnostic logging for the Public Folders General category to Medium or High. This adjustment causes an event to be logged in the application logs on the server every time a public folder is deleted. The event lists the name of the public folder that has been deleted and the user account that was used to delete the public folder.

If you try to delete a public folder tree, Exchange Server will not delete the tree until the associated store is deleted. When you delete public folder stores and public folders, Exchange System Manager updates Active Directory appropriately. Before you remove a public store, you should remove or replicate to another server any folders that exist on the store. The contents of any public folders that are only replicated to the public store that you are deleting will be permanently lost after the public folder is deleted.

It is not a best practice to manually delete public database files (.edb and .stm files). After these files have been manually deleted, Exchange Server re-creates them the next time the Exchange Server store mounts. At this time, the folder hierarchy backfills, and if one or more of the folders on the deleted store had replicas on other folders, the content also backfills.
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Caution: 

You can also remove public folders by using the Remove Server option in Exchange System Manager. By right-clicking on a server in Exchange System Manager and selecting Remove Server, you can force the server out of the organization. This method bypasses all the checks that are made by other methods. However, this method is the most destructive way of removing a server and can cause the most problems. You should only use this method if the server itself has been lost. For example, if the server has experienced a catastrophic failure and you have no backup, you could use this method. However, even in this case, you should use this method with additional caution.

Site Folder Considerations

The first Exchange server that is installed into an administrative group contains the administrative group's site folders. The site folders maintain copies of the offline address list and the free and busy data for that administrative group. The site folders also hold replicas of other site folders from other administrative groups. If you try to delete a store that contains the site folders, Exchange System Manager will not delete the store until the site folders have been re-homed to another server in the administrative group.

Therefore, to remove the first Exchange server in an administrative group, or to remove the public folder store that contains the site folders, you must first replicate the public folders to another Exchange server in the administrative group. Additionally, you must replicate the offline address list and the Schedule+ Free/Busy folder to another server. 

Resources for Managing Public Folders

For more information about managing public folders, see the following Microsoft Knowledge Base articles:


How to remove the first Exchange Server 2003 computer from the administrative group

XADM: How to Reset System Folders on an Exchange 2000 Server

XADM: How to Rehome Public Folders in Exchange 2000

Update to Exchange 2000 Server and to Exchange Server 2003 adds application event logging for deletion of public folders

Description of a hotfix that enables Exchange Server 2003 to log an event when a user deletes a public folder

Understanding Public Folders in Exchange 2000, Part II
Replication

Before you can effectively troubleshoot replication issues, you must understand how replication works. You should understand the types of replication messages that Exchange Server uses, and you should understand change number sets (CN sets). For a description of these concepts, see "Controlling Public Folder Replication,” in Working with Exchange Server 2003 Stores. Also, for information about best practices for deploying and configuring public folder replication in Exchange 2000 Server and Exchange Server 2003, see Exchange Public Folder Best Practices: Implementing Replication.

The following section provides some general best practices to help you troubleshoot replication issues.

The Backfill Process Takes a Long Time

Sometimes, the backfill process can take a long time, especially if the store is down and has missed the original replication update and the subsequent status message. Here are several common scenarios in which the backfill process is slow.


Exchange Server is backfilling from an out-of-date server. If a backfill request is sent to a server that does not have the missing data, the backfill request is not satisfied. An example of this scenario is when you have recently restored an old backup to a server, and a backfill request is sent to that server after you have restored the backup. In this scenario, the store must send multiple backfill requests. This process can take many hours or even days. 


Exchange Server is sending status requests to a new server. If the server that sends the initial status request is a new store itself, the server may have only the hierarchy. In that case, the stores will appear to be in sync with each other, even though they are out of sync with the rest of the organization. This problem will be resolved eventually as updates arrive from other stores in the organization. However, because the initial request was satisfied, the subsequent backfills can take hours or even days. 


A new routing group is created. Exchange Setup starts the Exchange public store before there is a transport link to the rest of the organization. The store sends out its status request, but because transport is not yet operational, the store does not receive a response. The store then falls back to using the revised schedule before it sends additional status requests. After the transport link is established, the server attempts to send the status request or updates. Additionally, status messages from other stores may indicate that the store requires a backfill. But because the initial status request was lost, the data backfill can take hours or even days. 


The Recipient Update Service has not updated mail attributes on the store. It is possible for a public folder store to attempt to send a status request before its directory object has been stamped with the required mail attributes. Of course, this status request causes a non-delivery notification (NDR) for the replication message. Again, because the initial status request failed, the store may take hours or even days to get back in sync.

In all of these scenarios, either the initial replication messages are lost, or the store requests information from a store that has no information about the public folders. Eventually, these situations resolve themselves as other servers discover that data is missing. If you notice that the folder is out of sync and the folder does not seem to get back into sync after a number of backfill timeouts, you should modify a replica of the folder that is up to date. 

To verify that a folder is up-to-date, you must visually confirm that all folder items are present. For example, if you are experiencing problems with incomplete hierarchies, modify the hierarchy on the up-to-date replica. You can do this by changing a permission entry on the up-to-date replica. Additionally, if you are experiencing problems with missing content, modify the content on the up-to-date replica by posting a message. This action forces a replication message to be sent to the out-of-sync store and triggers a backfill request. 

Diagnostic Logging

You can troubleshoot replication issues by setting diagnostic logging to the maximum level for incoming and outgoing replication on a specific server. 
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To set diagnostic logging to Maximum for incoming and outgoing replication on a specific server

	1.
On the Properties page of the server, click the Diagnostic Logging tab.

2.
Expand MSExchangeIS, and then expand Public Folder.

3.
On the Public Folder tab, set Replication Incoming Messages and Replication Outgoing Messages to Maximum. 


This procedure produces several event IDs, including notification of replication messages that are sent and receipt for public folder updates. Event IDs for the inbound replication messages range from 3011 to 3020, and event IDs for outbound replication messages range from 3021 to 3030. These are good general-purpose replication event messages that can help you narrow the replication issue. 

After you have determined the specific replication area, you can turn up logging appropriately on other replication logging objects. The other replication objects are Replication Site Folders, Replication Expiry, Replication Conflicts, Replication Backfill, and Replication Errors. Make sure that you set the logging back to None, or Minimum when you finish troubleshooting, because Maximum logging levels can fill up the event logs quickly.

When you troubleshoot public folder replication issues, you may notice that the event log shows no errors. However, newly created public folders and the contents of old public folders may not be correctly replicated across groups, even though the replication time period may have passed. This discrepancy may be caused by the fact that the replication messages have been sent out, but they are not being received by the destination servers. Message tracking is a useful tool to determine the cause of this discrepancy. Stores send e-mail to one another through applications, and these e-mail messages can be tracked by using the message tracking tools. 

For more information about how to use message tracking to diagnose and resolve public folder replication issues, see Knowledge Base article, XADM: Public Folder Hierarchy and Content Is Not Being Replicated Across Routing Groups. 

Resources for Troubleshooting Replication

For more information about troubleshooting replication, see the following Knowledge Base articles:


How to troubleshoot public folder replication problems in Exchange 2000 Server and in Exchange Server 2003

XADM: Mailbox Store Grows When You Replicate Public Folders from Exchange Server to Exchange 2000

Folder replicas may not be created when you run the Exchange Server 2003 Public Folder Migration tool

XADM: How to Send Replication Status Request Messages in Exchange 2000 Server

XADM: Update to Send Status Request Messages in Exchange 2000 Server
Permissions

Two common problems that are related to permissions on public folders can negatively affect accessibility for users and performance of the Exchange server. These issues are the result of a migration from Exchange Server 5.5 to Exchange 2000 Server or Exchange Server 2003.

First, there are instances where the permissions that are applied to public folders do not appear to persist. For example, you may go through the process of giving a user access to a public folder by adding the user on the Permissions tab on the public folder property page. Although the user appears to have been added, the user is not allowed access to the folder. Additionally, when you refresh the Permissions tab, the user is not listed.

This issue is caused by a problem with the Active Directory account that you are adding to the permissions of the public folder. It is likely not an issue with the public folder itself. The account that you are trying to provide access is probably a mail-enabled account with the msExchMasterAccountSID attribute defined. The information store does not consider a mail-enabled user who has an msExchMasterAccountSID attribute a valid configuration. If you examine the application logs on the Exchange server, you will likely see 9548 events, which refer to the user who has the msExchMasterAccountSID attribute.

The MSExchMasterAccountSID attribute is created on disabled mail-enabled user objects that are created by the ADC. The MSExchMasterAccountSID attribute is set with the security identifier (SID) from the user account that is associated with the Exchange 5.5 Server mailbox. In migration scenarios, this user account is typically a Microsoft Windows NT® 4.0 user account. However, depending on the scenario, it might be an Active Directory user account from another forest that is associated with the Exchange 5.5 Server mailbox. 

This issue is most common when the disabled mail-enabled user accounts that were created by the ADC have been manually enabled instead of using a tool, such as the Active Directory Migration Tool, to migrate the accounts to Active Directory. It is recommended that you not manually enable the disabled accounts. For more information about fixing this issue, see the Resources for Troubleshooting Replication later in this article.

Another common issue with public folder permissions is also the result of upgrading from Exchange 5.5 Server. Sometimes, a mailbox that had permissions to a public folder in the Exchange 5.5 Server organization does not have a user object that is associated with the mailbox in Active Directory. This discrepancy may cause access issues when users who have Exchange 2000 Server or Exchange Server 2003 mailboxes try to view public folders. The users may experience access issues. Additionally, Exchange Server may suffer general performance issues. 

The most common symptom that you will likely experience with public folder permissions is users who can no longer see certain public folders from Microsoft Office Outlook®. The individual folder itself does not show up. This symptom only affects users who have been migrated to either Exchange 2000 Server or Exchange Server 2003. Users who are still on Exchange 5.5 Server are not affected. 

When you look in Exchange System Manager, the public folders are visible. If you then examine the permissions of the public folder in Exchange System Manager, the users who cannot view the public folder are listed as having permissions. If you change permissions so these users have owner permissions, they will see the public folder in Outlook, and they will be able to access it. However, if you then change their permissions back to non-owner, the public folder will not appear in Outlook when they try to view it again.

This behavior is the result of an Access Control List (ACL) conversion problem. There is probably a mailbox that is listed on the public folder as having permissions, but it no longer exists. The mailbox probably was deleted from the Exchange 5.5 Server but was not removed from the ACL of the public folders or mailboxes. Alternatively, there are users who are listed on the public folder and have permissions that are not yet represented in Active Directory. If you examine the application logs on the Exchange 2000 Server or Exchange Server 2003, you will probably see 9551 events and possibly 9552 events. The events will list the public folders with which the server is having ACL conversion problems. The events will also list the user or group that is causing the issue. For more information about fixing this issue, see the following resources.

Resources for Troubleshooting Replication

For more information about troubleshooting replication, see the following Microsoft Knowledge Base articles:


Client permissions and delegations do not persist after being assigned

XADM: Addressing Problems That Are Created When You Enable ADC-Generated Accounts

MSExchangeISPublic Event 9551 is logged after you grant Public Folder permissions to an Exchange Server 5.5 user

Troubleshooting Public Folder Performance Issues Related to ACL Conversions
For More Information

To learn more about public folders in Exchange Server, see the following resources:


Best Practices for Exchange Server Public Folders

Selecting the Appropriate Public Folder Solution

Selecting the Appropriate Client for Exchange Public Folder Access

Exchange Public Folder Best Practices: Implementing Replication

Exchange Public Folder Best Practices: Understanding Referrals

Exchange Public Folder Best Practices: Mail-Enabling Public Folders

Exchange Public Folder Best Practices: Managing Data

Exchange Public Folder Best Practices: Scalability

Exchange Public Folder Troubleshooting Resources
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