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	IT Services Company Revamps the IT setup, Cuts Time and Cost by More Than 80 Percent



	Overview

Country/Region: India
Industry: Government
Customer Profile

Punjab Information and Communication Technology Corporation Limited (Punjab Infotech) does IT and e-governance projects for the Punjab state government in India.
Business Situation

Punjab Infotech needed an optimized, managed and secured IT setup which it could also use as a showcase of latest technology. 
Solution

Punjab Infotech deployed Windows Server® 2003 with its rich feature-set benefiting end-users and administrators, Microsoft® Exchange Server 2003-based messaging services, Microsoft

ISA Server 2004 proxy and firewall services, and Antigen for Exchange and Advanced Spam Manager for e-mail anti-virus and anti-spam.
Benefits

· Provided a lower total cost of ownership 

· Optimized IT setup

· Increased operational efficiency and administrative benefits

· Enhanced user experience, productivity and team collaboration 
	
	
	“Success depends on deployment of managed, secure and optimized IT infrastructure setup while delivering mission critical projects within the timelines and up to the satisfaction of the stakeholders.”
Nirmaljeet Singh Kalsi, Managing Director, Punjab Infotech 


	
	
	
	Punjab Information and Communication Technology Corporation (Punjab Infotech) is the nodal agency for promotion of IT, ITES, electronics, communication and BPO in the State of Punjab, India. The existing IT setup could not manage the clients properly and was clogging the Internet bandwidth. Hence Punjab Infotech decided to upgrade it to an optimized, manageable and secure setup which it could also use as a showcase of latest technologies for other state government departments. The organization achieved this with Windows Server® 2003, Active Directory®, Microsoft® Exchange Server 2003, Microsoft Internet Security and Acceleration Server 2004, Microsoft Office 2003, and third-party products. The new, enhanced setup has helped Punjab Infotech save time and cost by more than 80 percent and increase administrative productivity in terms of IT application and deployment by more than 90 percent.
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Situation

Punjab Information and Communication Technology Corporation Limited (Punjab Infotech) is the nodal agency for promotion of IT, ITES, electronics, communication and BPO in the State of Punjab, India. It also executes IT and e-governance projects for the Punjab state government/boards and corporations. The company is a major catalyst in the promotion and growth of the IT industry in the state.

Punjab Infotech had an IT setup with Active Directory® and a single server computer using a third-party firewall. Initially, the organization had only 10 to 15 users, which grew to about 40. When the number of users increased, this IT setup faced several problems and became difficult to manage: 

Lack of centralized management: The users had been configured in different workgroups and there was no centralized user repository or authentication mechanism. This situation meant that users faced difficulties when performing frequent tasks such as file and print sharing. 

Lack of software update management: Because the software update management was decentralized in the existing setup, the desktop computers were not updated for long durations, thus they were not adequately protected with the latest patches and updates. This system also made the desktop computers vulnerable to external virus and worm attacks. “There are different users, and all of them used to download the patches from the Internet simultaneously, which used to clog the bandwidth,” says Karamjit Singh, System Administrator, Punjab Infotech.

Trouble of manually configuring desktop computers: The administration involved a high level of manual intervention in configuring the desktop computers. A large part of the IT team’s time was spent administrating the setup itself rather than planning or provisioning new services or features.

Insufficient e-mail services and management: Punjab Infotech was using outsourced e-mail from an ISP. It provided only basic POP3 and SMTP services, while the expectations of the information workers had increased from the messaging services due to the enhanced needs of team collaboration and productivity. It also did not give enough administrative control—the external dependency was high requiring a lot of day-do-day coordination. 

Lack of security and unmanaged Internet access: The IT setup of Punjab Infotech was unsecured, exposing the Web server to security threats. The Internet users had unrestricted and uncontrolled Internet access. The IT team wanted to secure the setup, control the Internet content visited by the users, provide faster Internet access and efficiently utilize the Internet bandwidth.

Increasing e-mail spam: Spam e-mail messages were on the rise and had hindered the effectiveness of mailing services. This affected the productivity of the information workers who had to counter the increasing number of unsolicited e-mail messages. 

Punjab Infotech was looking ways to counter these problems, and improve the manageability, efficiency, and security aspects of its IT setup. The company wanted to provide a higher level of collaboration and enhance the productivity of its information workers.

It also wanted to establish a reference setup which could be adopted by other state government departments to overcome such challenges and increase their IT productivity and manageability.

Solution

The existing IT setup at Punjab Infotech was based on the Windows® operating system. Since Punjab Infotech was used to working with Windows platform, the company decided to enhance the same platform. Says Singh, “We’ve provided thrust to the same setup. We haven’t changed the platform.” Punjab Infotech tied up with Microsoft for its IT infrastructure optimization initiative and adopted Windows Server 2003 as its platform for delivering efficient and managed infrastructure services. For the day-to-day work on desktop computers of users, Punjab Infotech adopted Microsoft® Office 2003.

Centralized authentication and policy-based management: The basic building block of this infrastructure solution is the Active Directory. This is used as a centralized repository of information on users and system resources and serves as a single, integrated directory-authentication-mechanism for the operating system, and messaging and proxy services. The Group Policy defines options for managing configurations of desktop computers, server computers, and users. 

Automated software update management: The Windows Server Update Services (WSUS) deployed at Punjab Infotech delivers core update management for Windows, Office and added support for other Microsoft products. The WSUS downloads software updates centrally on the WSUS server and distributes it automatically to the computer systems. 

Feature-rich collaborative e-mail services: Punjab Infotech did away with the outsourced basic e-mail services. The company decided to host the Microsoft Exchange Server 2003 messaging services in its own office to provide better administrative control and a valuable, rich messaging experience to its users. The Microsoft Office Outlook® Web Access published on the Microsoft Internet Security and Acceleration (ISA) 2004 Server enables more secure e-mail access to employees while on the move. 

Fast and secure Internet access: The company deployed the ISA Server 2004, which works as a proxy server, a cache solution, and the network and application-layer firewall. 

E-mail anti-virus and spam protection: Protecting the e-mail server from viruses and worms is one of the main challenges faced by all messaging administrators. A single-engine, anti-virus software is too vulnerable because if it fails to detect an attack, the system comes under a serious threat. Punjab Infotech has deployed Antigen for Microsoft Exchange which delivers comprehensive server-level anti-virus protection with a unique, powerful multiple scan engine management approach and advanced content-filtering capabilities. It provides the flexibility of real-time, scheduled and on-demand scanning of the Exchange Server 2003 mailstore. The in-memory scanning capability improves the performance. Unsolicited and unwanted e-mail messages cause loss of productivity and user annoyance. Punjab Infotech has deployed the Advanced Spam Manager which delivers a comprehensive anti-spam and content-filtering solution with an integrated anti-spam engine and multiple filtering methods. 

The backend setup at Punjab Infotech has three server computers, and an Internet leased line from the Software Technology Park of India (STPI), Mohali. Training sessions were organized within the organization; no specialized external trainer was required to train the users. Being an ISO-certified company, Punjab Infotech organizes training sessions for its employees from time to time. These took care of the user training.

Benefits

With the help of Microsoft products and solutions, Punjab Infotech has been able to set up an optimized, managed and secured IT infrastructure. The new setup has helped Punjab Infotech save on time and cost. It has also increased the productivity of the users.

Provided a Lower Total Cost of Ownership

The deployment of comprehensive Windows server system technologies have resulted in lowering the total cost of ownership of the IT infrastructure, besides enhancing the user and administrative productivity. Active Directory provides a single, unified enterprise directory for administration of all users, groups, permissions, configuration data, network logon, and file and print shares, thereby lowering cost of maintenance. Integrated administration of e-mail and network resources has lowered the total cost for messaging and collaboration. Centralized patch management using WSUS has resulted in bandwidth and management cost saving. Centralized enforcement of organization policies through Group Policy has resulted in huge amount of administrative costs savings. In the old setup, every desktop computer had to be configured separately, which required additional time and manpower. The new optimized and managed setup has done away with this, leading to more than 80 percent time- and cost-savings.

Optimized IT Setup

The new infrastructure has given Punjab Infotech several advantages, providing a well-managed and secure IT setup. The company’s IT team now has a means to manage the settings of desktop computers centrally through Active Directory and group policy. The centralization gives the IT team a high degree of control, enabling them to set detailed policies and automate many previously manual and time-consuming tasks, including deploying new software and updates.

Increased Operational Efficiency and Administrative Benefits

The Punjab Infotech IT team has been able to significantly improve the operational efficiency and management of its IT setup. The administrator can centrally manage the setup and define, enforce and change organizational policies. The policy-based access control, secure publishing of Web servers, tight integration with the Outlook Web Access, and application-level traffic filtering have greatly improved the security of the setup while significantly reducing the administrative time and effort to perform these tasks. The centralized update management using WSUS has also significantly increased the update management process. The administrative productivity in terms of IT application, deployment and troubleshooting has increased by more than 90 percent. “Now I come to know which systems haven’t implemented the patches. And the ones that haven’t are removed from the domain,” remarks Singh. 

Enhanced User Experience, Productivity, and Team Collaboration
As a result of new, optimized system, the users at Punjab Infotech experience increased productivity. They have anytime, anywhere access to e-mail, calendar and contacts. Calendaring and scheduling of appointments and meetings have resulted in improved employee collaboration. The improved Outlook Web Access interface closely resembles Outlook 2003 and gives users a consistent experience even whey they are on move. Efficient search mechanisms, fast Internet access, and reduction in spam messages have increased user productivity. “We’ve seen drastic changes in the spam coming in our system. I used to get more than 20 to 30 spam mail per day, which has been reduced to negligible,” says Singh. Teams also experience improvement in file sharing and printing. Employees can access the server 24 hours, even from their homes through the Internet. “The new IT setup has improved the availability of the resources which are now available 24 hours. We can access the resources from our homes too,” says Ashooneet Kaur, DGM Administration & Support Services.

Microsoft Windows Server System

Microsoft Windows Server System™ is a comprehensive, integrated, and interoperable server infrastructure that helps reduce the complexity and costs of building, deploying, connecting, and operating agile business solutions. Windows Server System helps customers create new value for their business through the strategic use of their IT assets. With the Windows ServerTM operating system as its foundation, Windows Server System delivers dependable infrastructure for data management and analysis; enterprise integration; customer, partner, and employee portals; business process automation; communications and collaboration; and core IT operations including security, deployment, and systems management. For more information about Windows Server System, go to: 

www.microsoft.com/‌windowsserversystem/
“The new IT setup has improved the availability of the resources which are now available 24x7 to all users. The security levels have increased and we can access the resources from our homes too."


Ashooneet Kaur, DGM Administration & Support Services, Punjab Infotech �
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For More Information


For more information about Microsoft products and services, call the Microsoft Sales Information Center at (800) 426-9400. In Canada, call the Microsoft Canada Information Centre at (877) 568-2495. Customers who are deaf or hard-of-hearing can reach Microsoft text telephone (TTY/TDD) services at (800) 892-5234 in the United States or (905) 568-9641 in Canada. Outside the 50 United States and Canada, please contact your local Microsoft subsidiary. To access information using the World Wide Web, go to: � HYPERLINK "http://www.microsoft.com" ��www.microsoft.com�








For more information about Punjab Infotech products and services, call (91) (172) 270 4206 or visit the web site at: � HYPERLINK "http://www.punjabinfotech.org" ��www.punjabinfotech.org�  











