[image: image1.jpg]s LT

Windows
Small Business Server 2003




Installing and Securing Microsoft CRM 1.2 on a Windows Small Business Server 2003 Network

Microsoft Corporation

Published: July 2004
The information contained in this document represents the current view of Microsoft Corporation on the issues discussed as of the date of publication.  Because Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee the accuracy of any information presented after the date of publication.

This White Paper is for informational purposes only.  MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user.  Without limiting the rights under copyright, no part of this document may be reproduced, stored in or introduced into a retrieval system, or transmitted in any form or by any means (electronic, mechanical, photocopying, recording, or otherwise), or for any purpose, without the express written permission of Microsoft Corporation. 

Microsoft may have patents, patent applications, trademarks, copyrights, or other intellectual property rights covering subject matter in this document.  Except as expressly provided in any written license agreement from Microsoft, the furnishing of this document does not give you any license to these patents, trademarks, copyrights, or other intellectual property.

(c) 2004 Microsoft Corporation. All rights reserved.
Microsoft, Outlook, Windows, Windows Server, and Windows Server System are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or other countries.
The names of actual companies and products mentioned herein may be the trademarks of their respective owners.
Contents

Introduction
Before You Begin
Preparing the Server for Microsoft CRM
Sizing the Server for Optimal Performance
Creating Service Accounts for SQL Server and Microsoft CRM
Installing SQL Server 2000
Changing the SQL Server Service Account
Starting the SQL Server Agent
Creating a Web Site for Microsoft CRM
Installing Message Queuing and Indexing Service
Installing and Configuring Microsoft CRM
Installing Microsoft CRM Server
Changing the Crystal Reports Administrator Password
Adding Microsoft CRM to the Pre-Windows 2000 Compatible Access Group
Giving the Domain Users Group Access to the Microsoft CRM Databases
Installing the Microsoft CRM-Exchange E-mail Router
Giving Users Access to Microsoft CRM
Securing Microsoft CRM
Enabling Failure Auditing in SQL Server
Removing Sample Databases from SQL Server
Preparing Microsoft CRM Databases for Backup
Reconfiguring the Microsoft CRM Database to Use the Simple Recovery Model
Using the Full Recovery Model
Related Information
Sample Installing CRM Worksheet


Installing and Securing Microsoft CRM 1.2 on a Windows Small Business Server 2003 Network

Introduction

Microsoft® Business Solutions CRM is a sophisticated program that you can use to keep track of customer sales and support relationships. Although most businesses install Microsoft CRM in large networks containing multiple Windows-based servers, for small businesses a single server running a combination of both Microsoft® Windows Small Business Server 2003 and Microsoft CRM is a better solution because of its ease-of-use and lower cost.

Because it is a Web-based application, Microsoft CRM can be vulnerable to misuse or attack by internal users as well as Internet-based attackers. These attacks could potentially result in unauthorized access to sensitive customer data in a Microsoft SQL Server™ 2000 database. Microsoft CRM can be vulnerable to misuse or attack by internal users as well as Internet-based attackers, who compromise the security of the computer running Windows Small Business Server. This document helps you install Microsoft CRM in a secure configuration by detailing how to accomplish the following tasks (which are different from those performed on a Microsoft® Windows Server™ 2003 network): 

· Prepare the server for Microsoft CRM.

· Install and configure Microsoft CRM and the Microsoft CRM-Exchange E-mail router.

· Secure Microsoft CRM from internal and external attack.

· Prepare the Microsoft CRM databases for backup.

Please note that, depending upon your system configuration, additional steps might be necessary to properly implement Microsoft® Business Solutions CRM.

By following this document, you will make the following changes to the computer running Windows Small Business Server:

· Install SQL Server, Microsoft CRM, Message Queuing, Indexing Service, and Microsoft XML Core Services.

· Tighten security for SQL Server.

· Create a new Web site in Internet Information Services (IIS) for Microsoft CRM.

· Configure all SQL Server databases with the Simple recovery model, or exclude the databases from the Backup Configuration Wizard and implement the Full recovery model.
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Note

You can install Microsoft CRM on a separate server in a Windows Small Business Server network. However, Microsoft CRM performance and availability are largely determined by the SQL Server database, which remains on the computer running Windows Small Business Server. If you have a separate SQL Server license, you can install SQL Server and Microsoft CRM on separate servers for increased performance — otherwise leave them on the same server.

Before You Begin

Before you install Microsoft CRM, you must perform the following tasks:

1. Choose a server with sufficient performance to support both Microsoft CRM and Windows Small Business Server (as described in “Sizing the Server for Optimal Performance” later in this document).

2. Install Microsoft Windows Small Business Server 2003 Premium (or Microsoft Windows Small Business Server 2003 Standard if you purchased Microsoft SQL Server 2000 separately), but do not install SQL Server yet. For more information about installing Windows Small Business Server, see “Windows Small Business Server 2003 Getting Started Guide” on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=31370.

3. Perform the tasks in the Server Management To Do List for Windows Small Business Server.

4. Perform the tasks that are relevant to your network in the “Securing Your Windows Small Business Server 2003 Network” document, located on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=31372.

5. Skim through this document in its entirety and begin filling out the worksheet, “Installing Microsoft CRM 1.2 checklist,” which is in the last section of this document. If you are not comfortable performing some of the procedures, consider getting help from a colleague or hiring a consultant.

This document covers installing and securing Microsoft CRM on a computer running Windows Small Business Server, but does not cover ongoing Microsoft CRM administration. For information about Microsoft CRM management tasks, see “Microsoft CRM” on the TechNet Web site at http://go.microsoft.com/fwlink/?LinkId=31365. 

[image: image3.wmf]
Note

This document uses example.office as an example domain name. You can use the .local extension instead of .office, but doing so prevents computers running Apple Mac OS X 10.2 or later from working properly on the Windows Small Business Server network.
Preparing the Server for Microsoft CRM

There are a number of tasks that you must perform before you install Microsoft CRM on a computer running Windows Small Business Server:

· Sizing the server for optimal performance

· Creating the SQL Server and Microsoft CRM service accounts

· Installing SQL Server 2000

· Changing the SQL Server Service Account

· Starting the SQL Server Agent

· Creating a Web site for Microsoft CRM

· Installing Message Queuing and Indexing Service

Sizing the Server for Optimal Performance

Microsoft CRM can occupy a large amount of resources on a server, so it is important to confirm that the computer running Windows Small Business Server is powerful enough to run Microsoft CRM and the rest of the network with the desired level of performance. If the server is not powerful enough to provide adequate performance, you should upgrade or replace it. 

The most reliable means of determining the performance needs of a server is to test it under a variety of real-world conditions — that is, deploy the server and see how well it works. To limit the amount of trial-and-error involved in choosing appropriate server hardware, use the following recommendations as a starting point. Scale the recommended configuration to support the number of users, the importance of performance to the company, and the complexity of the client requests. (Heavy SQL Server usage places more demand on a server than Web browsing, for example.) Whenever possible, purchase higher performance hardware than necessary to allow for future growth.

The following table contains a set of guidelines for sizing a server for adequate Microsoft CRM performance in a typical 25-client Windows Small Business Server network. 

Server Hardware Recommendations

	Component
	Requirement
	Recommendation

	Processor
	Dual Intel Pentium III 700 megahertz (MHz), single Intel Pentium 4 1.4 gigahertz (GHz) or comparable
	Dual 1.8 GHz Intel Xeon P4 or comparable

	Memory
	512 megabytes (MB) of RAM
	1 gigabyte (GB) of RAM or more

	Hard disk
	8 GB hard disk in a single NTFS partition
	72 GB or larger RAID 5 array of 10,000 rpm SCSI or Serial ATA hard disks in 2 or 3 NTFS partitions plus an additional hard disk or disk array for SQL databases (a typical Microsoft CRM database is 1 to 5 GB in size) 

	Modem
	No modem
	One or more modems for Fax Service, dial-up remote access , and Internet Security and Acceleration Server dial-up service

	CD-ROM drive
	CD-ROM drive
	30X CD-ROM drive or DVD-ROM drive

	Network adapter 
	1 network adapter (10/100 megabit Ethernet)
	2 network adapters (10/100 megabit Ethernet)

	Video card
	Video graphics adapter capable of 256 colors and 640x480 pixels
	Video graphics adapter capable of 256 colors and 800 X 600 pixels

	Backup device
	None
	Supported tape backup with 40+ GB per tape, OR 2+ external high-speed USB 2 or IEEE 1394 hard drives with a minimum capacity of 80 GB per disk


Creating Service Accounts for SQL Server and Microsoft CRM

Malicious attackers who compromise a SQL Server or Microsoft CRM installation that uses the LocalSystem or Administrator accounts can gain complete access to the server and launch further attacks (this is how the Slammer virus propagated). To help reduce the damage attackers could cause by compromising SQL Server or Microsoft CRM, use the following procedure to create two dedicated user accounts (called service accounts) that are members of the Domain Users group (and thus much less useful to attackers) — one for SQL Server and one for Microsoft CRM and the Microsoft CRM-Exchange E-mail Router. 

Then install or configure SQL Server to run under the user credentials of the account you created for SQL Server, as described in “Installing SQL Server 2000” and “Changing the SQL Server Service Account” later in this document. Install Microsoft CRM and the Microsoft CRM-Exchange E-mail Router to run under the user credentials of the account you created for Microsoft CRM, as described in “Installing Microsoft CRM Server” and “Installing the Microsoft CRM-Exchange E-mail Router.”

Requirements

· Credentials: Use a Domain Administrator account to log on to the computer running Windows Small Business Server, either locally or by using a Remote Desktop connection.

· Tools: Server Management. To open Server Management, click Start, and then click Server Management. 
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To create service accounts for SQL Server and Microsoft CRM

6. In the details pane of the Server Management console, click Users, and then click Add a User. In the first page of the Add User Wizard, click Next.

7. On the User Account Information page, type fictitious names in the First name, Last name, and Logon name boxes. Alternatively, type a descriptive name such as SQL or CRM. 
8. Delete the text in the E-mail alias box, and then click Next. Click Yes in the warning dialog box to create the user account without a mailbox.
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Note

Service accounts can be attractive targets for attackers. Therefore, it is important to limit their user rights and, optionally, disguise the accounts by using fictitious user names (but make sure nobody accidentally deletes the accounts). Because nobody uses the accounts, you can use long and complex passwords with no concern for memorizing the passwords — you need the passwords only when you set up SQL Server, Microsoft CRM and their associated services.

9. On the User Password page, type a long (15 characters minimum, 25 characters or longer recommended) and complex password, and then click Next. Click Yes in the warning dialog box about password length.

10. On the Template Selection page, click Do not use a template to define user settings, and then click Next.

11. On the Security Groups page, click Domain Users, click Add, and then click Next.

12. On the Distribution Groups page click Next, in the SharePoint Access page click Next, and then on the Address Information page click Next to accept the default settings.

13. On the Disk Quotas page, click No disk space limit, and then click Next.

14. On the Set Up Client Computer page, click Do not set up a computer, click Next, and then click Finish. 

15. In the Manage Users pane of the Server Management console, double-click the newly created user account.

16. In the Properties dialog box, click the Account tab, and then select the Password never expires check box.

17. Click the Terminal Services Profile tab, and then clear the Allow logon to terminal server check box.

18. Click the Dial-in tab, click Deny Access, and then click OK.

19. Repeat this procedure to create the second service account, so that both SQL Server and Microsoft CRM have their own service accounts and passwords. 
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Tip

Record the name of the SQL Server service account and any other important configuration details of the Windows Small Business Server network in a secure location such as a notebook or floppy disk stored in a safe. Keep these records up to date to prevent important network information from getting lost or a new administrator accidentally deleting the SQL Server service account. Consider keeping this information offsite to facilitate disaster recovery procedures in the event of a natural disaster or other catastrophic situation such as a fire.

Installing SQL Server 2000

Before installing Microsoft CRM, you must install SQL Server 2000 and SQL Server Service Pack 3a (or later) from the Windows Small Business Server 2003 Premium Technologies product disc, unless you have already installed them. (If you purchased SQL Server separately, you can use the Microsoft SQL Server 2000 product CD.) 

To install SQL Server 2000 and SQL Server Service Pack 3a, use the “To install a new instance of SQL Server 2000” and the “To install SP3a to the new instance of SOL Server” procedures on the Windows Small Business Server 2003 Premium Technologies product disc as guides. To find these procedures, insert the disc, click How To Install, and scroll down in the Completing Setup For Microsoft Windows Small Business Server Premium Technologies Help page.

Use the following recommendations with the procedures:

· On the Setup Type page, click Browse in the Destination Folders section of the page to place the Data Files on a separate physical disk from Windows Small Business Server, if possible. 

· On the Services Accounts page, click Use a domain user account and type the user name for the user account you created for use by SQL Server. If you already installed SQL Server by using the Administrator account or LocalSystem, use the “Changing the SQL Service Account” section, later in this document.
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Note

To avoid losing data if a disk or RAID volume fails, place the SQL database on a different physical disk or disk set from Windows Small Business Server (and the SQL Server transaction logs) and use the SQL Server Full recovery model, as discussed in “Using the Full Recovery Model” later in this document. For optimal performance and reliability on a server with a heavy workload, use a separate RAID 5 array for the SQL database.

Changing the SQL Server Service Account

If you installed SQL Server by using the Administrator or LocalSystem account, you can improve the security of SQL Server by configuring it to run by using a dedicated user account, called a service account. It is easier to configure a service account during SQL Server installation, but you can also configure the service account after installing SQL Server by using the following procedure.

Requirements

· Credentials: Use a Domain Administrator account to log on to the computer running Windows Small Business Server, either locally or by using a Remote Desktop connection.

· Create a service account for use with SQL Server by using the procedure in “Creating Service Accounts for SQL Server and Microsoft CRM” earlier in this document.

· Tools: Enterprise Manager. To open Enterprise Manager, click Start, point to All Programs, click Microsoft SQL Server, and then click Enterprise Manager. 
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To configure the SQL Server service to use the dedicated service account

1. In the Enterprise Manager console tree, double-click Microsoft SQL Servers, double-click SQL Server Group, double-click (local)(Windows NT), and then click Management.

2. Right-click SQL Server Agent, and then click Properties. 

3. On the General tab, click This account, type the user name (for example, EXAMPLE\BenS) and password of the SQL Server/Microsoft CRM service account you created, and then click OK.

4. In the Enterprise Manager console tree, right-click (local)(Windows NT), and then click Properties. 

5. In the SQL Server Properties dialog box, click the Security tab, click This Account, and then type the user name (for example, EXAMPLE\BenS) and password of the SQL Server service account you created.

6. Click OK, and then click Yes to restart the SQL Server service. 

7. Click Start, point to Administrative Tools, and then click Services. 

8. Click MSSQLSERVER, and then click Restart. (SQL Server often does not restart the service properly the first time.)

Starting the SQL Server Agent

Microsoft CRM requires that the SQL Server Agent be running before installing or using Microsoft CRM.

Requirements

· Credentials: Use a Domain Administrator account to log on to the computer running Windows Small Business Server, either locally or by using a Remote Desktop connection.

· Tools: SQL Server Service Manager. To open SQL Server Service Manager, click Start, point to All Programs, click Microsoft SQL Server, and then click Service Manager.
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To start the SQL Server Agent service

20. In the SQL Server Service Manager window, click SQL Server Agent in the Services list.

21. Select the Auto-start service when OS starts check box, and then click Start/Continue. 
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Creating a Web Site for Microsoft CRM

Before installing Microsoft CRM, you need to create a separate Web site for the Microsoft CRM Web application on the computer running Windows Small Business Server. This action improves the stability and security of Microsoft CRM and prevents Microsoft CRM from overwriting the SharePoint site with its own Web application during installation.

Requirements

· Credentials: Use a Domain Administrator account to log on to the computer running Windows Small Business Server, either locally or by using a Remote Desktop connection.

· Tools: Server Management. To open Server Management, click Start and then click Server Management.
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To create a Web site for Microsoft CRM

1. In the Server Management console tree, double-click Advanced Management, double-click Internet Information Services, double-click SBSSRV (assuming the name of the Windows Small Business Server computer is SBSSRV), and then double-click Web Sites.

[image: image13.png]o [=] B3

Computer Management (Lot
=) Fist Drgarizaton Exchangy
POP3 Connector Manager
Termina Senices Corligure
€5 Intemet Informalion Service
5554 SBSSAV (local compuit
) Applcation Pooks

) Web Senvice Exten
(5] Migete Server Setings

Kl |

\ File Acon View Favaites Window Help 8l
e - | am| & =
[ Home Fage Descipton TGenter | Sate
i Standend Management 8 Detsuk web e 1 Runring
4] Advanced Management |8 Microsaft SharePoint Adnirisra... 2 Running
ctive Dieclon Users and | | @ i epoiy Corl Adrivisttion 3 Furing
Goup ol Horsgenert 207 1 P





2. Right-click Web Sites in the console tree, click New, and then click Web Site. In the Web Site Creation Wizard, click Next.

3. On the Web Site Description page, type a descriptive name for the Web site, such as CRM Web, and then click Next.

4. On the IP Address and Port Settings page, click the IP address associated with the internal (local) network adapter (most likely 192.168.16.2 or 10.0.0.2) in the Enter the IP address to use for this Web site list.

If you do not know the IP address of the internal network adapter, you can look at the IP address listed for the companyweb Web site in the Web Sites pane of Server Management.
5. Type an alias for the Web site (for example, crmweb) in the Host header for this Web site box, and then click Next.

To access the Microsoft CRM Web site, visitors must type the host header alias, for example, if the alias is crmweb, the URL is http://crmweb.

6. On the Web Site Home Directory page, click Browse. In the Browse For Folder dialog box, select the disk (or volume) and parent folder in which you want to store the CRM Web site, click Make New Folder, type a name for the folder (for example CRMWeb), and then click OK.
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Important

If possible, do not create the CRM Web site on the system partition (the partition in which Windows Small Business Server is installed). If the Web site resides on the system partition, an attacker could potentially run programs located in the \Windows folder, and use them to gain complete access to the server.

7. On the Web Site Home Directory page, clear the Allow anonymous access to this Web site check box, and then click Next.
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8. On the Web Site Access Permissions page, select the Read and Run scripts check boxes, click Next, and then click Finish.

9. In the console tree, double-click Advanced Management, double-click Computer Management, double-click Services And Applications, double-click DNS, double-click SBSSRV (assuming the name of the Small Business Server computer is SBSSRV), double-click Forward Lookup Zones, and then click the domain name for the Windows Small Business Server network (for example, example.office). 

This is the primary forward lookup zone for the domain. (Ignore the forward lookup zone beginning with _msdcs.)

10. Right-click the primary forward lookup zone for the domain (example.office), and click New Alias (CNAME). 
11. In the Alias name box of the New Resource Record dialog box, type crmweb (where crmweb is alias you used for the host header when creating the Web site). 

12. In the Fully qualified domain name (FQDN) for target host box, type the DNS name of the computer running Windows Small Business Server, for example, sbssrv.example.office (where sbssrv is the computer name and example.office is the domain name), and then click OK.

[image: image16.png]New Resource Record

Alss (CHAE) |

Al name (uses parent domain F lft blank):

crmweh,

Fully qualfied domain name (FQDA):

crmweb.example. i,

Eully qualfied dorain name (FQDA) for target host:
sbssrv.example offce

™ Alow any authenticated user to update all DNS records with the same.
name. This setting applies anly ta DNS recards for a new name.

] concel





[image: image17.wmf]
Note

To access the Microsoft CRM Web site by using its fully qualified domain name (FQDN) (for example, http://crmweb.example.office), add a host header value with the FQDN to the CRM Web site in IIS. For more information, see “How to Host Multiple Web Sites" in Internet Information Services Help.

Installing Message Queuing and Indexing Service

Before installing Microsoft CRM, you need to install Message Queuing and Indexing Service. Microsoft CRM requires these optional Windows Server components in order to install.

Requirements

· Credentials: Use a Domain Administrator account to log on to the computer running Windows Small Business Server, either locally or by using a Remote Desktop connection.
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To Install Message Queuing and Indexing Service

1. Click Start, point to Control Panel, and then click Add or Remove Programs.

2. Click Add/Remove Windows Components. 
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3. Select Application Server, and then click Details. 

4. In the Application Server dialog box, select the Message Queuing check box, and then click Details. 

5. In the Message Queuing dialog box, clear the Active Directory Integration check box, and then click OK.

6. In the Application Server dialog box, click OK, select the Indexing Service check box, click Next, and then click Finish.

Installing and Configuring Microsoft CRM

Once you have completed all the procedures in “Preparing the Server for Microsoft CRM,” you can install Microsoft CRM itself. Besides performing the Microsoft CRM setup process, you must also perform a number of other tasks: changing the Crystal Reports password, changing group permissions, and installing the Microsoft-CRM Exchange E-mail Router (if you want to integrate Microsoft CRM with the mail server).
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Note

There are two Microsoft CRM clients: a Web-based program that does not require installation and Microsoft CRM Sales for Outlook, which is easily installed from the Microsoft CRM Sales For Outlook product CD (do not install this program on the server). For more information about installing the Microsoft CRM Sales for Outlook client, see “Microsoft CRM Implementation Guide - Installing Microsoft CRM” on the TechNet Web site at http://go.microsoft.com/fwlink/?LinkId=31369.
Installing Microsoft CRM Server

The actual process of installing Microsoft CRM is simple — step through the Microsoft CRM Server Setup wizard and then restart the server.

Requirements

· Credentials: Use a Domain Administrator account to log on to the computer running Windows Small Business Server locally (not using Remote Desktop).

· If you must use Remote Desktop, install CRM from a local source or a shared folder — you cannot use a Remote Desktop connection to install Microsoft CRM from a drive mapped to a shared folder.

· Create a service account for use with Microsoft CRM by using the procedure in “Creating Service Accounts for SQL Server and Microsoft CRM” earlier in this document.
· SQL Server 2000 is installed and should be configured to use a dedicated SQL Server service account. For procedures to do this, see the “Creating Service Accounts for SQL Server and Microsoft CRM,” “Installing SQL Server 2000,” and “Changing the SQL Server Service Account” earlier in this document.
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To install Microsoft CRM on a computer running Windows Small Business Server

1. Insert the Microsoft CRM product disc. The Microsoft CRM Server Setup Version 1.2 window appears (if the window does not appear, open D:\splash.exe where D is the letter of your CD drive).

2. Click Install Microsoft CRM Server. The Microsoft CRM Server Setup wizard appears.

3. On the License Agreement page, read the End-User License Agreement, click I accept the license agreement, and then click Next.

4. On the Set Up Licenses page, type your organization name and license key, and then click Add. If you have additional licenses, type each key in the License key box and click Add to add them to the list of licenses, and then click Next.

To obtain licenses, see “Microsoft Business Solutions Software Registration” on the Microsoft Business Solutions Web site at http://go.microsoft.com/fwlink/?LinkId=31363. 
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Note

To install additional license keys after you install Microsoft CRM, click Start, point to All Programs, click Microsoft CRM, and then click Deployment Manager. In Deployment Manager, right-click License Manager, point to New, and then click License.
5. If the Install Required Components page appears, select the Install Components check box, and then click Next.

6. On the Select SQL Server page, click the computer running Windows Small Business Server in the Server list (or type the server name), and then click Create new databases. 

If you are reinstalling Microsoft CRM and want to use a previously created database, click Connect to an existing database instead of Create new databases. Click Next.
7. On the Set Up Organization page, click Next to accept the default values.

8. On the Select Installation Locations page, select CRM Web from the Web site box (where CRM Web is the name of the Web site you created for Microsoft CRM), change the installation directory if necessary (the default is \Program Files\Microsoft CRM), and then click Next.

9. On the Specify Security Account page, click Use the same account for each service, click Domain user account, type the user name and password of the service account you created for Microsoft CRM, and then click Next.
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10. Review the installation settings, and then click Install. 

11. After the installation completes, click OK, and then restart the computer.

Changing the Crystal Reports Administrator Password

Microsoft CRM automatically installs Crystal Enterprise during the setup process. Crystal Enterprise is a reporting program that can provide detailed analysis of Microsoft CRM data.

To customize these reports, you must use the Crystal Reports Administrator account, to which Microsoft CRM assigns a blank password. To make this application more secure, use the CrystalAdmin.exe program to set a password for this Administrator account.

Requirements

· Credentials: Use an Administrator account to log on to the computer running Windows Small Business Server, either locally or by using a Remote Desktop connection.

· Tools: Windows Explorer.
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To change the Crystal Reports Administrator password

1. In Windows Explorer go to the C:\Program Files\Microsoft CRM\Tools folder (or the folder in which you installed Microsoft CRM).

2. Double-click Microsoft.Crm.Tools.CrystalAdmin.exe. 

[image: image25.png]Ciystal Reports Password Tool

Microsoft CM Web Site UL g/ Formneh,
0id Password

New Passuord
Fiepeat New Password

G| Coneel





3. Type http://crmweb in the Microsoft CRM Web Site URL box (where crmweb is the alias for the Microsoft CRM Web site you created prior to installing Microsoft CRM).

4. Leave the Old Password field empty, type a new password in the New Password and Repeat New Password boxes, and then click OK.

Adding Microsoft CRM to the Pre-Windows 2000 Compatible Access Group

Microsoft CRM requires that you make the following accounts members of the Pre-Windows 2000 Compatible Access Group to support client systems running Windows operating systems earlier than Microsoft® Windows® 2000, such as Microsoft® Windows® 98 or Microsoft® Windows NT® 4.0:

· Microsoft SQL service account (for information about creating this account, see “Creating Service Accounts for SQL Server and Microsoft CRM” earlier in this document)

· Microsoft CRM service account (for information about creating this account, see “Creating Service Accounts for SQL Server and Microsoft CRM” earlier in this document)

· IIS service account (the local computer account, by default)
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Important

Placing these accounts in the Pre-Windows 2000 Compatible Access Group reduces the security of the Windows Small Business Server network. If the network does not have any computers running Microsoft® Windows® Millennium Edition (Me), Windows® 98, Windows® 95, or Windows NT 4.0 that must access Microsoft CRM, you can skip this procedure. If there are pre-Windows 2000 clients that must access Microsoft CRM, consider upgrading or replacing them instead of using this procedure.

Requirements

· Credentials: Use a Domain Administrator account to log on to the computer running Windows Small Business Server, either locally or by using a Remote Desktop connection.
· Tools: Server Management. To open Server Management, click Start and then click Server Management. 
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To add the SQL Server, Microsoft CRM, and IIS service accounts to the Pre-Windows 2000 Compatible Access Group

1. In the Server Management console tree, double-click Advanced Management, double-click Active Directory Users and Computers, double-click Example.office (assuming your domain name is example.office), and then click Builtin.

2. Double-click Pre-Windows 2000 Compatible Access in the details pane. The Pre-Windows 2000 Compatible Access Properties dialog box appears.

3. Click the Members tab, and then click Add.

[image: image28.png]lect Users, Contacts

Computers.

i Groups

Select this object type:

[Users. Computers. Groups, Buiin secuty pincipals, or Other obiects _bject Types.

Erom ths location

[erample.affice Locaions.

Entetthe abiect names to select (esamples}:
[SBSSRV. Ben Smith; Chiste Moo Check Names

Advanced TR concel





4. In the Select Users, Contacts, Computers, or Groups dialog box, click Object Types, select the Computers check box in the Object Types dialog box, and then click OK.

5. In the Enter the object names to select box, type the name of the service account you created for Microsoft SQL Server, the name of the service account you created for Microsoft CRM, and the name of the computer running Windows Small Business Server (for example, sbssrv), and then click Check Names to verify that you typed the names properly.

Alternatively, click Advanced, then Find Now to display a list of accounts from which to choose. Double-click an account to select it.

6. Click OK in the Select Users, Contacts, Computers, or Groups dialog box. The Pre-Windows 2000 Compatible Access Properties dialog box is updated to reflect the additional members. Click OK.

Giving the Domain Users Group Access to the Microsoft CRM Databases

Before anybody can access Microsoft CRM, you must first give the Domain Users group permission to access the Microsoft CRM databases.

Requirements

· Credentials: Use a Domain Administrator account to log on to the computer running Windows Small Business Server, either locally or by using a Remote Desktop connection.

· Tools: Enterprise Manager. To open Enterprise Manager, click Start, point to All Programs, click Microsoft SQL Server, and then click Enterprise Manager. 
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To give the Domain Users group access to the Microsoft CRM databases

7. In the Enterprise Manager console tree, double-click Microsoft SQL Servers, double-click SQL Server Group, double-click (local)(Windows NT), and then double-click Security.

8. Right-click Logins and then click New Login. 
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9. In the SQL Server Login Properties - New Login dialog box, type EXAMPLE\Domain Users in the Name box (where EXAMPLE is the short (NetBIOS) domain name of your domain). 

Alternatively, click the ellipsis button next to the Name box, click Domain Users, click Add, and then click OK.

10. Click the Database Access tab, select the Organization_MSCRM and Organization_METABASE database check boxes (where Organization is the organization name you typed during the Microsoft CRM setup process). You might have to resize the Database column to view the full names of the databases. Click OK.
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Installing the Microsoft CRM-Exchange E-mail Router

The Microsoft CRM-Exchange Router is a software component that transfers e-mail from Microsoft Exchange Server to the Microsoft CRM system. This makes it possible to associate company e-mail with activity records in the Microsoft CRM database. For example, a salesperson can use this integration to automatically associate a customer e-mail with the appropriate case record in Microsoft CRM.

Requirements

· Create a service account for use with Microsoft CRM by using the procedure in “Creating Service Accounts for SQL Server and Microsoft CRM” earlier in this document.
· Microsoft CRM must be installed and functioning properly.

· Microsoft Exchange Server 2003 must be functioning properly and serving as the e-mail server for the company.

· Credentials: Use a Domain Administrator account to log on to the computer running Windows Small Business Server, either locally or by using a Remote Desktop connection.
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To install the Microsoft-CRM Exchange E-mail Router

1. Insert the Microsoft CRM product disc. The Microsoft CRM Server Setup Version 1.2 window appears (if the window does not appear, open D:\splash.exe where D is the letter of your CD drive).

2. Click Install Microsoft CRM-Exchange E-Mail Router. The Microsoft CRM Exchange E-Mail Router Setup wizard appears.

3. On the License Agreement page, read the End-User License Agreement, click I accept the license agreement, and then click Next.

4. On the Specify Microsoft Business Solutions CRM Server page, click Configure, and then click Add in the Configure Servers dialog box. 

5. In the Microsoft CRM server name box, type the DNS name of the computer running Windows Small Business Server, for example, sbssrv.example.office (where sbssrv is the computer name and example.office is the domain name). 
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6. In the Microsoft CRM Web site URL box, type the alias you created for the Microsoft CRM Web site, as described earlier in this document (for example, http://crmweb), click OK, then click OK again. The Specify Microsoft Business Solutions CRM Server page is updated to show the server name you typed. Click Next to continue.

7. On the Specify Security Account page, type the user name and password of the service account you created for Microsoft CRM, and then click Next.

8. On the Select Installation Locations page, click Microsoft CRM Version 1.2 on the Web site list, change the installation directory if necessary, and then click Next.

9. Review the settings, and then click Install.

Giving Users Access to Microsoft CRM

To add users to Microsoft CRM, create the users using the Windows Small Business Server Add User wizard, then use the Microsoft CRM User Manager Wizard to give the users access to the Microsoft CRM database.
Requirements

· Microsoft CRM must be installed and functioning properly.

· The user accounts you want to add to Microsoft CRM must already exist.
· Credentials: Use a Domain Administrator account to log on to the computer running Windows Small Business Server, either locally or by using a Remote Desktop connection.

· Tools: Deployment Manager. To open Deployment Manager, click Start, point to All Programs, point to Microsoft CRM, and then click Deployment Manager. 
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To give users access to Microsoft CRM

1. In the Deployment Manager console tree, double-click User Manager.

2. Right-click OrganizationName (where OrganizationName is the name of your organization), click New, and then click Create CRM Users. 

3. On the Select Users page of the User Manager wizard, click the user you want to grant access to Microsoft CRM, and then click Next. (You do not need to add the SQL Server service account.) To select multiple users, hold down CTRL and click each user you want to select.

4. On the Select a Business Unit page, click the business unit in which to place the users, and then click Next.

5. Click the role(s) that most closely fit the selected users, and then click Next. 
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Note

The role(s) you select determine the level of access you give the users to the Microsoft CRM application. For a complete list of permissions given to each role, see “Microsoft CRM Implementation Guide - Security Role Tables” on the TechNet Web site at http://go.microsoft.com/fwlink/?LinkId=31360.

6. On the Select a License page, click the license that you want to use for the selected users, and then click Next.

7. Review the user settings, and then click Create. Click Finish.
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Important

Grant access to the Microsoft CRM database only to trusted and trained users with a clear business need. For more information about how to manage the permissions that you grant Microsoft CRM users, see “Microsoft CRM Implementation Guide - Microsoft CRM System Security” on the TechNet Web site at http://go.microsoft.com/fwlink/?LinkId=31374.

Securing Microsoft CRM

The typical security threats to Microsoft CRM on Windows Small Business Server are:

· Malicious or misguided employees

· Indiscriminate attackers

· Business competitors and other targeted attacks

· Viruses and spyware

Attacks on Windows Small Business Server and Microsoft CRM usually attempt to exploit the following categories of vulnerabilities:

· Systems without the latest security updates

· Weak permissions and passwords

· Employee vulnerabilities

· Firewall vulnerabilities

· Poor physical security

· SQL Server vulnerabilities

The following sections provide procedures for securing SQL Server and Microsoft CRM. For more information about securing Windows Small Business Server, see “Securing Your Windows Small Business Server 2003 Network” on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=31372.
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Note

To check for updates to Microsoft CRM, see “Microsoft Business Solutions CustomerSource” on the Microsoft Business Solutions Web site at http://go.microsoft.com/fwlink/?LinkId=31361.

Enabling Failure Auditing in SQL Server

SQL Server does not audit anything by default, but you can enable failure auditing by using the following procedure, which audits failed SQL Server logon attempts and other failures. For information about more sophisticated auditing, see “Microsoft SQL Server Books Online” in Enterprise Manager Help.

Requirements

· Credentials: Use a Domain Administrator account to log on to the computer running Windows Small Business Server, either locally or by using a Remote Desktop connection.

· Tools: Enterprise Manager. To open Enterprise Manager, click Start, point to All Programs, point to Microsoft SQL Server, and then click Enterprise Manager. 
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To enable SQL Server failure auditing

22. In the Enterprise Manager console tree, double-click Microsoft SQL Servers, and then double-click SQL Server Group.

23. Right-click (local)(Windows NT), and then click Properties. 

24. In the SQL Server Properties dialog box, click the Security tab, click Failure under Audit level, and then click OK.

25. Restart the SQL Server service if SQL Server prompts you to.
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Tip

If you enable SQL Server failure auditing, regularly check the Application log in Event Viewer for SQL errors that indicate failed logon attempts. You might also want to increase the maximum log file size, or empty it regularly.

Removing Sample Databases from SQL Server

Microsoft SQL Server installs with two sample databases — the Northwind and pubs databases. These databases contain tools that attackers can use to further propagate an attack, and have weak default permissions (for example, they both have the Guest account enabled). To increase the security of the server, you should delete these databases.

Requirements

· Credentials: Use a Domain Administrator account to log on to the computer running Windows Small Business Server, either locally or by using a Remote Desktop connection.

· Tools: Enterprise Manager. To open Enterprise Manager, click Start, point to All Programs, point to Microsoft SQL Server, and then click Enterprise Manager. 
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To remove the Northwind and pubs databases

26. In the Enterprise Manager console tree, double-click Microsoft SQL Server, double-click SQL Server Group, double-click (local)(Windows NT), and then double-click Databases.

27. Click Northwind, and then click Delete. 

28. Click pubs, and then click Delete.

29. Select the Delete backup and restore history for the database check box, and then click Yes.

Preparing Microsoft CRM Databases for Backup

There are two primary methods of backing up Microsoft CRM databases — using the Windows Small Business Server Backup Configuration Wizard, and using the SQL Server Full recovery model. The Backup Configuration Wizard performs a full backup of the entire computer on a regular basis (usually nightly), and makes backup and restore operations very simple. The SQL Server Full recovery model is more complicated, but takes advantage of SQL Server transaction logs to facilitate the recovery of almost all data in the Microsoft CRM database until the point at which the server fails.

To use the Backup Configuration Wizard to backup the Microsoft CRM databases along with the rest of the server, you must first configure all SQL Server databases to use the Simple recovery model. After the databases are configured, back up and restore the server as you would normally (this restores the server to the state it was in when you performed the last backup operation).

To use the SQL Server Full recovery model, you should install SQL Server with the database and transaction logs on separate physical disks, exclude the SQL Server databases from the Windows Small Business Server backup, and create backup schedules in Enterprise Manager. 
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Tip

If you need more frequent backups than is practical using the Backup Configuration Wizard, but do not want to implement the SQL Server Full recovery model, you can use SQL Server Enterprise Manager to schedule frequent database-differential backups of the Microsoft CRM databases to complement the Backup Configuration Wizard. There is some performance impact during the backup operation, so you should monitor the impact of this approach. For more information about differential-database backups, see “Microsoft SQL Server Books Online” in Enterprise Manager Help.
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Important

Keep backup media in a secure location, and rotate backup media to a secure off-site location. If you use Backup separately from the Backup Configuration Wizard or a non-Microsoft backup program, password-protect the backup files for additional security.

Reconfiguring the Microsoft CRM Database to Use the Simple Recovery Model

Microsoft CRM data is stored in SQL Server, which you cannot back up by using the Backup Configuration Wizard without changing the SQL Server database to Simple mode. After you configure the database to use Simple mode, the Backup Configuration Wizard can automatically back up the SQL Server databases, as long as they are not explicitly excluded.

Requirements

· Credentials: Use a Domain Administrator account to log on to the computer running Windows Small Business Server, either locally or by using a Remote Desktop connection.

· Tools: Enterprise Manager. To open Enterprise Manager, click Start, point to All Programs, point to Microsoft SQL Server, and then click Enterprise Manager. 
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To reconfigure the Microsoft CRM Database to use the Simple recovery model

1. In the Enterprise Manager console tree, double-click Microsoft SQL Servers, double-click SQL Server Group, double-click (Local)(Windows NT), and then double-click Databases.

2. Right-click OrganizationName_CRMCRYSTAL (where Organization is the organization name you typed during the Microsoft CRM setup process), and then click Properties. 

3. Click the Options tab, and in the Model list, click Simple, and then click OK.

4. Repeat step 3 to reconfigure the following databases with the Simple recovery model:

· OrganizationName_METABASE

· OrganizationName_MSCRM

· OrganizationName_MSCRMDISTRIBUTION

· OrganizationName_model

· Any additional databases that use the Full recovery model

Using the Full Recovery Model

Use the SQL Server Full recovery model when you cannot afford to lose even a small amount of data when the server has a major failure, and are prepared to perform a more involved backup and restore process. If you want to use the Full recovery model, use the following guidelines:

· Store the SQL Server databases on a separate physical disk or disk set from the transaction logs. This makes it possible to use the transaction logs to recover a SQL Server database from the point of failure in the event of a catastrophic failure of the disk set storing the SQL Server databases. 

· Exclude the folder storing all SQL Server databases that use the Full recovery model from the Backup Configuration Wizard — by default C:\Program Files\Microsoft SQL Server\MSSQL\Data.

· Use the SQL Server Database Maintenance Plan Wizard to create a maintenance schedule for all SQL Server databases that performs the following actions:

· Back up the database on a regular schedule (this is a complete database backup)

· Back up the transaction log on a regular schedule (transaction log backups are incremental)

· Use a dedicated backup device for SQL Server backups, back up to a drive included in the Windows Small Business Server backup process, or discontinue the use of the Backup Configuration Wizard. This is necessary because the Backup Configuration Wizard overwrites the backup tape with each backup operation.

· When restoring a database from a backup, restore the backups in the following order:

1. Restore the most recent complete backup of the database

2. Restore the most recent differential backup of the database (if available)

3. Restore each transaction log backup of the database, in order, since the most recent differential or complete backup of the database.

For additional help with using the Full recovery model to backup and restore SQL Server databases (including Microsoft CRM), see “Microsoft SQL Server Books Online” in Enterprise Manager Help.
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Tip

Non-Microsoft backup programs designed for Windows Small Business Server 2003 Premium can back up the entire computer running Windows Small Business Server including SQL Server databases using the Full recovery model, thus simplifying the backup process.

Related Information

For information about setting up Windows Small Business Server, see the following:

· “Windows Small Business Server 2003 Getting Started Guide” on the TechNet Web site at http://go.microsoft.com/fwlink/?LinkId=31370
For information about securing Windows Small Business Server, see the following:

· “Securing Your Windows Small Business Server 2003 Network” on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=31372
To obtain Microsoft CRM licenses, see the following:

· Microsoft Business Solutions Web site at http://go.microsoft.com/fwlink/?LinkId=31363
For in-depth information on deploying Microsoft CRM, see the following:

· “Microsoft CRM” at the TechNet Web site http://go.microsoft.com/fwlink/?LinkId=31365 

For a complete list of permissions given to each role in Microsoft CRM, see the following:

· “Microsoft CRM Implementation Guide - Security Role Tables” on the TechNet Web site at http://go.microsoft.com/fwlink/?LinkId=31360
For information about Software Update Services (SUS), see the following:

· “Get Ready for Windows Update Services” on the Microsoft Windows Server System Web site at http://go.microsoft.com/fwlink/?LinkId=22376
Sample Installing CRM Worksheet

Installing Microsoft CRM 1.2 checklist

Prepared by: 

Date prepared: 
	Complete?
	Task Description
	Notes

	
	Record network configuration

	
	     Domain Name:
	

	
	     Server Name:
	

	
	      Internal network adapter IP address:
	

	
	     Windows 98/Windows Me clients?
	Yes
	
	No
	

	
	Locate Windows Small Business Server 2003 product key
	

	
	Locate Microsoft CRM License key
	

	
	Locate Premium Technologies (or SQL Server 2000) and Microsoft CRM product discs

	
	Size the server for optimal performance

	
	Create a service account for SQL Server
	Account Name:
	

	
	Create a service account for Microsoft CRM
	Account Name:
	

	
	Install SQL Server 2000 and SQL Server SP3a or newer
	Location of SQL Database: 
	

	
	Configure SQL Server to use a dedicated service account (unnecessary if done during the setup process)

	
	Start SQL Server Agent

	
	Create a Web site for Microsoft CRM

	
	     Host Header (alias): 
	

	
	     Location of Web site home directory:
	

	
	Install Message Queuing

	
	Install Indexing Service

	
	Install Microsoft CRM Server

	
	Change Crystal Reports Administrator password

	
	Add Microsoft CRM to the Pre-Windows 2000 Compatible access group (if applicable)

	
	Give the Domain Users group access to the Microsoft CRM databases

	
	Install Microsoft CRM-Exchange E-mail Router

	
	Give users access to the Microsoft CRM

	
	Remove SQL Server from the Domain Admins group

	
	Enable Failure Auditing in SQL Server

	
	Remove Unnecessary Databases from SQL Server

	
	Prepare Microsoft CRM for backup

	
	     Backup model: 
	Simple
	
	Full
	

	
	     Backup schedule: 
	

	
	     Location of Backup:
	


