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Deploying Enterprise Edition

This section describes how to deploy Microsoft Office Communications Server 2007 R2 Enterprise Edition. When you deploy an Enterprise pool, you install all the servers in the pool as well as the load balancer that distributes traffic to the servers in the pool. You also configure the Domain Name System (DNS) records that enable servers and clients to automatically locate one another.

Important: 

This section assumes that you have planned your deployment and prepared for the deployment process by reviewing the Office Communications Server 2007 R2 Planning and Architecture documentation.

Before you begin deploying Enterprise Edition, verify that your environment meets the software, hardware, audio/video infrastructure, and storage requirements in the following sections of the Supported Topologies and Infrastructure Requirements documentation. For details about Enterprise Edition prerequisites, Office Communications Server Infrastructure Requirements in the Supported Topologies and Infrastructure Requirements documentation. Optionally, verify support for your planned topology. For details about supported topologies in Office Communications Server 2007 R2, see Supported Topologies in the Supported Topologies and Infrastructure Requirements documentation. To see a chart of server roles that can be collocated on a single physical computer, see Supported Server Role Collocation  in the Supported Topologies and Infrastructure Requirements documentation.

The order of operations in the deployment process is the same for Enterprise Edition in a consolidated configuration and in an expanded configuration. However, the steps are different. The deployment process for Enterprise Edition in a consolidated configuration consists of the following steps:

Important: 

To complete the same deployment process for Enterprise Edition in an expanded configuration, see the Command-Line Deployment of Office Communications Server 2007 R2 Expanded Configuration section of the Office Communications Server 2007 R2 Command-Line Reference documentation. By default, the Office Communications Server 2007 R2 documentation installer file (UCDocumentation.msi) installs this document on your computer under %ProgramFiles%\Microsoft Office Communications Server 2007 R2\Documentation\OCS_CommandLine.doc.

In This Document

Install SQL Server

Configure SQL Server for Office Communications Server

Configure a Load Balancer for Your Pool (Optional)


Create and Verify DNS Records for Your Server or Pool

Configure IIS for Office Communications Server 2007 R2

Deploying in a Consolidated Configuration

Appendix: Deploying Office Communications Server 2007 R2 Enterprise Edition.

Install SQL Server

The Office Communications Server 2007 R2, Back-End Database, stores user data for all Enterprise Edition servers within a pool. As a centralized repository, the Back-End Database cannot be installed on the same computer as any other Office Communications Server role. The Back-End Database cannot reside on an Enterprise Edition server in the pool.

The Back-End Database is created automatically when you create the pool, but the computer that you designate as the back end must already be running the Microsoft SQL Server database software in order for installation to succeed. Before you deploy Enterprise Edition server, install SQL Server 2008 or SQL Server 2005 with Service Pack 2 (SP2) on a dedicated computer that meets the hardware requirements described in the Internal Office Communications Server Component Requirements topic of the Office Communications Server 2007 R2 Supported Topologies and Infrastructure Requirements documentation. Both 32-bit and 64-bit versions of SQL Server are supported. 64-bit is recommended.

Before you create the Enterprise pool, if you install SQL Server 2008 on a Windows Server 2008 operating system, you must also configure the Windows Firewall to allow SQL Server 2008 access to Transmission Control Protocol (TCP) port 1433. By default, SQL Server uses port 1433 to listen for incoming connections. If the default port is not used, you need to add an exception for the non-default port to Windows Firewall.

Configure SQL Server for Office Communications Server

After you have created your pool and configured it, you must configure the computer hosting your back-end database to avoid performance degradation.

In This Section

Configure Windows Firewall for SQL Server 2008 Access

Configuring SQL Server for a Small Back-End Database (4 GB of Memory)

Configuring SQL Server for Mid-Range (8 GB) and High-End (12+ GB) Database Computers
Configure Windows Firewall for SQL Server 2008 Access

In an Enterprise pool, if you install SQL Server 2008 on the computer that you designate as the back end and the Windows Server 2008 operating system is installed, you must configure the Windows Firewall to allow any computer that can identify itself as a member of either the Domain network or Private network to access SQL Server using Transmission Control Protocol (TCP) over port 1433. For details about ports to which SQL Server 2008 may require access, see Configuring the Windows Firewall to Allow SQL Server Access at http://go.microsoft.com/fwlink/?LinkId=131093. For details about Network Location Profiles in Windows Server 2008, see Network Location Types at http://go.microsoft.com/fwlink/?LinkId=131211.

Configure Windows Firewall on the Back-End Database Server

	1.
Log on to the computer where you installed SQL Server for Office Communications Server 2007 R2.

2.
Click Start, click Administrative Tools, and then click Windows Firewall with Advanced Security.

3.
Right-click Inbound Rules, and then click New Rule.

4.
In the New Inbound Rule Wizard dialog box, on the Rule Type page, click Port, and then click Next.

5.
On the Protocol and Ports page, click TCP, click Specific local ports, type 1433, and then click Next.

6.
On the Action page, click Allow the connection, and then click Next.

7.
On the Profile page, do all of the following:


Select the Domain check box.


Select the Private check box.


Clear the Public check box.

8.
Click Next.

9.
On the Name page, click Name, and then type a meaningful name for the new inbound rule.

10.
(Optional) Click Description (optional), and then type a description for the inbound rule.

11.
Click Finish.


Configuring SQL Server for a Small Back-End Database (4 GB of Memory)

Use the following procedures to configure on the back-end database server in deployments where the back-end database includes 4 GB memory:


Set /3GB in the boot.ini (required if you are running a 32-bit version of SQL Server). If you are using the 64-bit version of SQL Server, this setting is not necessary.


Add a SQL Server trace flag for T4618. For details about issues that arise without this setting, see Microsoft Knowledge Base article 927396, "Queries take a longer time to finish running when the size of the TokenAndPermUserStore cache grows in SQL Server 2005," at http://go.microsoft.com/fwlink/?LinkID=126940.

To add a SQL Server trace flag for T4618

	1.
Open SQL Server Configuration Manager by pointing to Start, pointing to All Programs, pointing to Microsoft SQL Server 2005, pointing to Configuration Tools, and then clicking SQL Server Configuration Manager.

2.
Select the Office Communications Server SQL server instance in SQL Server 2005 Services, right-click the instance, and then click Properties.

3.
Click the Advanced tab.

4.
Click Startup Parameters.

5.
Type ;-T4618 at the end of the Startup Parameters list.

Note: 

Note that startup parameters are separated by semicolons.

6.
Click OK.

7.
Restart SQL Server.


Configuring SQL Server for Mid-Range (8 GB) and High-End (12+ GB) Database Computers

If you are deploying a large back-end database for an Enterprise pool, you need to configure SQL Server settings to avoid performance degradation as follows:


Enable Lock Pages in Memory and enable AWE (required if you are running a 32-bit version of SQL Server). If you are using a 64-bit version of SQL Server, these settings are not necessary. For details, see How to: Enable the Lock Pages in Memory Option (Windows) at http://go.microsoft.com/fwlink/?LinkId=133033 and awe enabled Option at http://go.microsoft.com/fwlink/?LinkId=133034.


Add a SQL Server trace flag for T4618. For details, see Microsoft Knowledge Base article 927396, "Queries take a longer time to finish running when the size of the TokenAndPermUserStore cache grows in SQL Server 2005" at http://go.microsoft.com/fwlink/?LinkID=126940.

To add a SQL Server trace flag for T4618

	1.
Open SQL Server Configuration Manager by pointing to Start, pointing to All Programs, pointing to Microsoft SQL Server 2005, pointing to Configuration Tools, and then clicking SQL Server Configuration Manager.

2.
Select the Office Communications Server SQL Server instance in SQL Server 2005 Services, right-click the instance, and then click Properties.

3.
Click the Advanced tab.

4.
Click Startup Parameters.

5.
Type ;-T4618 at the end of the Startup Parameters list.

Note: 

Note that startup parameters are separated by semicolons.

6.
Click OK.

7.
Restart SQL Server.


Configure a Load Balancer for Your Pool

A load balancer is required in an Enterprise pool that has more than one Enterprise Edition server. The load balancer performs the critical role of delivering scalability and high availability across multiple servers that are connected to a centralized database on the Office Communications Server, Back-End Database. After you have prepared your environment and have installed and configured SQL Server for Office Communications Server, but before you create Domain Name System (DNS) records for your pool, configure a load balancer with the appropriate settings for your Enterprise pool (that is, if you need to deploy a load balancer).

Note: 

A load balancer is not required if you deploy only one Enterprise Edition server in your pool. If you are deploying a pool that has a single Enterprise Edition server connected to the Back-End Database, skip to Create and Verify DNS Records for Your Server or Pool.

Only one load balancer is required for a pool that has more than one Enterprise Edition server, but you can optionally create two logical load balancers—one for the Front End Servers and one for the Web Components Server—if you deploy Enterprise Edition in an expanded configuration. If you want to employ two logical load balancers, you can configure two virtual IP (VIP) addresses on one physical load balancer, or you can configure two separate physical load balancers.

Load Balancer Settings

Configure the load balancer for your Enterprise pool using the documentation according to the settings described in the “Prerequisites for a Load Balancer Connecting to a Pool” section of Enterprise Edition.

Note: 

If you deploy a load balancer for computers that are running applications such as Conferencing Attendant, Conferencing Announcement Service, Response Group Service, and Outside Voice Control, you must also configure the load balancer with the ports used by each application, as described in Dial-In Conferencing Support, Response Group Service Support, and Outside Voice Control in the Office Communications Server 2007 R2 Planning and Architecture documentation.

Create and Verify DNS Records for Your Server or Pool

This topic describes how to configure the Domain Name System (DNS) records that you are required to create in all Office Communications Server deployments and those required for automatic client sign-in. When you create an Enterprise pool or deploy a Standard Edition server, Setup creates Active Directory objects and settings for the pool or server, including the pool or server fully qualified domain name (FQDN). For clients to be able to connect to the pool or server, the FQDN of the pool or server must be registered in DNS.

Important: 

This topic assumes that you already know what DNS records you must configure for Office Communications Server and those required for automatic client sign-in. For details about the DNS records required to deploy your Enterprise pool or Standard Edition server, see the DNS Requirements for Servers topic in the Office Communications Server 2007 R2 Planning and Architecture documentation.

Create and Verify DNS SRV and A Records for Client Automatic Client Sign-in

You must create DNS SRV records in your internal DNS for every Session Initiation Protocol (SIP) domain. The procedure assumes that your internal DNS has zones for your SIP user domains.

To create a DNS SRV record

	1.
On the DNS server, click Start, click Control Panel, click Administrative Tools, and then click DNS.

2.
In the console tree for your SIP domain, expand Forward Lookup Zones, and then right-click the SIP domain in which your Office Communications Server will be installed.

3.
Click Other New Records.

4.
In Select a resource record type, click Service Location (SRV), and then click Create Record.

5.
Click Service, and then type _sipinternaltls.

6.
Click Protocol, and then type _tcp.

7.
Click Port Number, and then type 5061.

8.
Click Host offering this service, and then type the FQDN of the pool.

9.
Click OK.

10.
Click Done.


After you have created the DNS SRV record, create a DNS A record. For Enterprise Edition, create a DNS A record for each pool FQDN and URL FQDN that is not the same as the server FQDN. For Standard Edition, create a DNS A record for the Standard Edition server.

To create a DNS A record

	1.
On the DNS server, click Start, click Control Panel, click Administrative Tools, and then click DNS.

2.
In the console tree for your domain, expand Forward Lookup Zones, and then right-click the domain in which your Office Communications Server will be installed.

3.
Click New Host (A).

4.
Click Name (uses parent domain name if blank), and then type the name of the server or pool.

5.
Click IP Address, and then do one of the following: 


For Enterprise Edition, type the VIP of the load balancer.


For Standard Edition, type the IP address of the Standard Edition server.

Note: 

If you deploy only one Enterprise Edition server that is connected to the back end without a load balancer, type the IP address of the Enterprise Edition server. A load balancer is required if you deploy more than one Enterprise Edition server in a pool.

6.
Click Add Host, and then click OK.

7.
To create an additional A record, repeat steps 4 and 5.

8.
When you are finished creating all the A records that you need, click Done.


To verify that the required records have been created successfully, wait for DNS replication (if you have just added the records), and then verify that the records were created as described in the next procedure.

Note: 

For illustrative purposes, the following steps use example.com as the domain portion of the SIP URI namespace. When performing these steps, use your actual SIP domain name instead.

To verify the creation of a DNS SRV record

	1.
Log on to a client computer in the domain with an account that is a member of the Administrators group or has equivalent permissions.

2.
Click Start, and then click Run. 

3.
In the Open box, type cmd, and then click OK.

4.
At the command prompt, type nslookup, and then press ENTER.

5.
Type set type=srv, and then press ENTER.

6.
Type _sipinternaltls._tcp.example.com, and then press ENTER. The output displayed for the TLS record is as follows:

Server:  <dns server>.example.com Address:  <IP address of DNS server> Non-authoritative answer: _sipinternaltls._tcp.example.com SRV service location:           priority       = 0           weight         = 0           port           = 5061           svr hostname   = poolname.example.com poolname.example.com       internet address = <virtual IP Address of the load balancer> or <IP address of a single Enterprise Edition server for pools with only one Enterprise Edition server>

7.
When you are finished, at the command prompt, type exit, and then press ENTER.


After you configure the DNS records, verify that the FQDN of the Standard Edition server or Enterprise pool can be resolved by DNS.

To verify that the FQDN of the Enterprise pool or Standard Edition server can be resolved

	1.
Log on to a client computer in the domain.

2.
Click Start, and then click Run. 

3.
In the Open box, type cmd, and then click OK.

4.
At the command prompt, type ping<FQDN of the Enterprise pool or Standard Edition server>, and then press ENTER.

5.
Verify that you receive a response similar to the following, where the IP address returned is one of the following: 


For Enterprise Edition, the IP address of the load balancer for your Enterprise pool or, in the case of an Enterprise pool with a single Enterprise Edition server, the IP address of the Enterprise Edition server.


For Standard Edition, the IP address of the Standard Edition server.

Reply from 172.27.176.117: bytes=32 time<1ms TTL=127 Reply from 172.27.176.117: bytes=32 time<1ms TTL=127 Reply from 172.27.176.117: bytes=32 time<1ms TTL=127 Reply from 172.27.176.117: bytes=32 time<1ms TTL=127


Configure IIS for Office Communications Server 2007 R2

Before you install Office Communications Server 2007 R2 Enterprise Edition in a consolidated configuration or Office Communications Server 2007 R2 Standard Edition, you must deploy Internet Information Services (IIS). For Enterprise pools in a consolidated configuration, you must deploy IIS before you can add servers to the pool. Web Components Server requires that IIS is installed.

If you install Office Communications Server 2007 R2 on a computer running IIS 7.0 on Windows Server 2008, you must configure IIS to run in IIS 6.0 compatibility mode, as described later in this topic.

Note: 

For both Standard Edition servers and Enterprise pools, the Office Communications Server 2007 R2 installer creates virtual directories in IIS. For details, see IIS Requirements for Enterprise Pools and Standard Edition Servers.

Configuring IIS 6.0 on Windows Server 2003

If you install Office Communications Server 2007 R2 on a computer running IIS 6.0 on Windows Server 2003, you need to install only the following IIS services:


ASP.NET


World Wide Web Service

Configuring IIS 7.0 on Windows Server 2008

If you install Office Communications Server 2007 R2 on a computer running IIS 7.0 on Windows Server 2008, you need to configure IIS to run in IIS 6.0 compatibility mode. You need to install all of the following IIS services:


ASP.NET

Note: 

You must manually select this role on Windows Server 2008 Standard Edition.


Windows Authentication


IIS 6 Management Compatibility

This group of services includes the following:


IIS 6 Metabase Compatibility


IIS 6 WMI Compatibility


IIS 6 Scripting Tools


IIS 6 Management Console

When you install and activate Office Communications Server 2007 R2 on a computer running Windows Server 2008, Setup disables kernel mode authentication in IIS to support Kerberos.  As an alternative to disabling kernel mode authentication, you can configure IIS to use the Web application pool’s identity for internal virtual directories used by Office Communications Server. For details, see Internet Information Services (IIS) 7.0 Kernel Mode Authentication Settings. 

Deploying in a Consolidated Configuration

When you deploy Office Communications Server in a consolidated configuration, all server roles are installed together on each Enterprise Edition server within a pool. For details about the consolidated configuration, see the Enterprise Edition Consolidated Topology topic in the Office Communications Server 2007 R2 Supported Topologies and Infrastructure Requirements documentation.

Important: 

Office Communications Server 2007 R2 must be run on 64-bit hardware with a 64-bit operating system, such as the 64-bit editions of Windows Server 2003 or Windows Server 2008.

We recommend that you use the Deployment Wizard to deploy Enterprise Edition. You can run the wizard from the Microsoft Office Communications Server 2007 R2 CD, or from a network share. If you install from a network share, go to the \setup\amd64\ folder, and then double-click setupEE.exe. If the Microsoft Visual C++ Redistributable Package, Microsoft .NET Framework 3.5, and the Windows Media Format Runtime are not already installed on the computer, you will be prompted to install them before the Deployment Wizard starts.

In Office Communications Server 2007 R2, the Office Communications Server snap-in, the Communicator Web Access snap-in, and the deployment command-line tool, LcsCmd, which is used to deploy Office Communications Server 2007 R2 in an expanded configuration, are not installed by default. For details about installing these administrative tools, see the Installing Administrative Tools in the Administering Office Communications Server 2007 R2 section of the Operations documentation.

In This Section

Create the Pool

Configure Pool and Applications

Add Servers to the Pool

Configure Certificates for Office Communications Server

Start the Services

Validate Your Server and Pool Configuration

Configure Audio/Video Conferencing and Web Conferencing

Create and Enable Users

Deploy Clients and Additional Features
Create the Pool

Before you install files for Office Communications Server 2007 R2 Enterprise Edition, you must create a pool. If you have access to the Back-End Database, we recommend that you create and configure the pool there. However, you can also create and configure the Enterprise pool from a Front End Server or another computer that is joined to the domain and running a 64-bit version operating system. When you add servers to the pool later, they must be in the same domain as the pool.

Important: 

Using a load balancer in the destination network address translation (DNAT) configuration is not supported.

Before running the Create Enterprise Pool wizard, you need to create a shared folder to store the information required for device and client updates. Device Update Service uses this shared folder for updating devices and the client version control mechanism uses it for updating Office Communicator clients. For details about the requirements for the shared folder, see the “Folders” section in the Storage Requirements topic, which is located in the Office Communications Server 2007 R2 Planning and Architecture documentation.

To create an Enterprise pool

	1.
Do one of the following:


If you are using a 64-bit version of SQL Server, log on to your Office Communications Server Back-end Database as a member of RTCUniversalServerAdmins and DomainAdmins group.


If you are using a 32-bit version of SQL Server, create the pool by using the computer that you plan to use as the Front End Server. Log on to this computer as a member of RTCUniversalServerAdmins and Domain Admins group and with user rights to create and modify SQL Server databases.

2.
Do one of the following: 


Insert the Microsoft Office Communications Server 2007 R2 CD, and then click Enterprise Edition.


If you are installing from a network share, browse to the \setup\amd64\ folder on the network share, and then double-click setupEE.exe.

3.
In the deployment tool, click Prepare Environment.

4.
At Create Enterprise Pool, click Run.

5.
On the Welcome to the Create Enterprise Pool Wizard page, click Next.

6.
On the Pool Name, Domain, and Back-End page, do the following:


Click Pool name, and then type a name for the new pool. The pool name cannot be the same as the server name.


Verify that Domain shows the fully qualified domain name (FQDN) of the domain where you will install the Office Communications Server Enterprise Edition server roles.


Confirm that Pool FQDN is the pool name followed by the domain that you specified.


Click SQL Server instance, and then type the name of the SQL Server that will host the Office Communications Server Back-End Database and the name of the database instance. If you are using the default instance, specify only the name of the SQL Server. Otherwise, type the SQL Server name and instance by using the following syntax: <servername_or_serverFQDN>\<instance>.

Note

The SQL Server instance must already exist before you run this step.

Furthermore, if your network is configured to disable network basic input/output system (NetBIOS) over TCP/IP, you must specify the server FQDN when you configure the SQL Server instance setting. If you specify the server name instead, remote administration may not function properly.

7.
Click Next.

8.
On the Web Farm FQDNs page, do one or more of the following:


In an Enterprise pool with multiple Enterprise Edition servers and one logical load balancer, click Internal Web farm FQDN, and then type the FQDN of the load balancer. This FQDN is used by internal users for client download of Web conferencing content, distribution group expansion, and Address Book information.


In an Enterprise pool with multiple Enterprise Edition servers and two logical load balancers, click Internal Web farm FQDN, and then type the FQDN of the load balancer that is used by the Web Components Server. This FQDN is used by internal users for client download of Web conferencing content, distribution group expansion, and Address Book information.


In an Enterprise pool with only one Enterprise Edition server and no load balancers, click Internal Web farm FQDN, and then type an internal FQDN. This FQDN is used by internal users for client download of Web conferencing content, distribution group expansion, and Address Book information. This FQDN must resolve to the IP address of this Enterprise Edition server. We recommend that you use a dedicated FQDN for this purpose, rather than using the FQDN of your Enterprise Edition server. Using a dedicated FQDN for this purpose allows you to scale your pool by adding a load balancer and additional servers, while keeping this URL unchanged.


If you enable external user access or federated user access to Web conferences, under External Web farm FQDN (optional), type the FQDN that resolves to the external IP address of your reverse proxy. This FQDN is used by external users for client download of Web conferencing content, distribution group expansion, and Address Book information. It is also used by anonymous and federated users to download Web conference content. For details about external user access, see the Planning for External User Access topic in the Office Communications Server 2007 R2 Planning and Architecture documentation.

Important: 

If you plan to deploy Edge Servers for external user access, we recommend that you configure the external URL during your Enterprise pool deployment. If you create this URL later, you need to use the LcsCmd.exe command-line tool. For details, see the “Before You Begin” section of the Configure a Reverse Proxy topic in the Office Communications Server 2007 R2 Edge Server deployment documentation.

9.
Click Next.

10.
On the Reuse Existing Database page, click Next. 

Note: 

We recommend that you leave this check box cleared. If you have an existing database and you select this option, you will lose existing data.

11.
On the Locations for Backend Databases page, to accept the default installation directories for the user database files and transaction log files, click Next.

Note: 

Setup automatically detects the best location for the files. If possible, place each database and transaction log file on a separate physical disk to improve performance. Do not place these files on the system disk or page file disk.

12.
On the Meeting Content and Archive Location page, do the following:


Under Meeting content location, type the address of the share that you created for storing Web conference presentations as described in the “Folders” section of Storage Requirements. Use the format \\<computer name>\<Presentation>. You must specify a remote Universal Naming Convention (UNC) path.


Under Meeting metadata location, type the address of the share that you created to store metadata used by the pool’s Web Conferencing Server for the pool. For details, see Storage Requirements. Use the format \\<computer name>\<Metadata>. You must specify a remote UNC path.


To enable archiving of Web conference data, select the Enable meeting archiving check box. Click Meeting archive location, and then type the address of the share that you created to store Web conference compliance information. For details, see Storage Requirements. Use the format \\<computer name>\<MeetingCompliance>. You must specify a remote UNC path.

Note

The Create Pool Wizard accesses these shares and attempts to give read/write permission to the service accounts and groups used by Office Communications Server. For a complete list of these permissions, see Permissions Created by the Create Pool Wizard. If for some reason, the wizard cannot access any of these shares or cannot grant the correct permissions, the wizard fails. 

If you encounter this issue, ensure that the account you are using has permissions to administer the shares. As a last resort, you can bypass this step by using LcsCmd.exe with the /force command-line option. If you do this, you must grant the appropriate permissions on these shares manually. For details, see the Office Communications Server 2007 R2 Command Line Reference documentation.
13.
Click Next.

14.
On the Specify Locations of Miscellaneous Server Stores page, type the UNC paths for the following three stores:


Click Address Book Server file store, and then type the UNC path of the share that you created for storing Address Book download files.


Click Application Data store, and then type the UNC path of the share that you created for storing application data.


Click Client Update Data store, and then type the UNC path of the share that you created for storing client and device update files.

Note: 

For details about the share that stores device update files and its requirements, see the Device Update Service topic in the Office Communications Server 2007 R2 Planning and Architecture documentation.

Note

For the UNC paths, see Storage Requirements. Use the format \\<computer name>\<AddressBook>. You must specify a remote UNC path.

In Office Communications Server 2007 R2, the Address Book Server is configured automatically. To change Address Book Server settings, see “Administering Address Book Servers" in the Office Communications Server Operations content.

15.
Click Next.

16.
On the Archiving, Call Detail Recording, and QoE Monitoring page, do the following:


To enable archiving, select the Archive instant messages check box.

Note: 

When you archive instant messages, archiving is enabled in critical mode, which will shut down the Office Communications Server service if messages cannot be archived. You can change this setting after setup by using the snap-in.


To enable call detail recording (CDR), select the Enable call detail recording check box.


To enable QoE monitoring, select the Enable QoE monitoring check box.

Note: 

For details about archiving, CDR, and QoE, see Archiving, CDR, and QoE Enhancements. For details about the Monitoring Server, which gathers both CDR and QoE data, see Monitoring Server Architecture. These topics are both located in the Office Communications Server 2007 R2 Getting Started documentation.

17.
Click Next.

18.
On the Ready to Create Enterprise Pool page, review the settings that you specified, and then click Next.

19.
When the files have been installed and the wizard is complete, select the View the log when you click Finish check box, and then click Finish.

20.
In the log file, verify that <Success> appears under the Execution Result column for each task, and then close the log window.

To create additional pools, repeat these procedures.

For a summary of the permissions that are granted during pool creation, see Permissions Created by the Create Pool Wizard.


Permissions Created by the Create Pool Wizard

This section lists permissions created by the Create Pool Wizard.

Table B-1 Access permissions granted to Presentation share

	User Group
	Access Permissions

	RTCUniversalGuestAccessGroup
	Read only

	RTCComponentUniversalServices
	Read/write


Table B-2 Access permissions granted to MetaData share

	User Group
	Access Permissions

	RTCComponentUniversalServices
	Read/write


Table B-3 Access permissions granted to Address Book share

	User Group
	Access Permissions

	RTCHSUniversalServices
	Read/write

	RTCUniversalServerAdmins
	Read/write

	Authenticated Users
	Read only

	RTCUniversalGuestAccessGroup
	Read only


Table B-4 Access permissions granted to Meeting Compliance share

	User Group
	Access Permissions

	RTCComponentUniversalServices
	Read/write


Table B-5 Access permissions granted to Application share

	User Group
	Access Permissions

	RTCComponentUniversalServices
	Read/write

	RTCUniversalServerAdmins
	Read/write


Table B-6 Access permissions granted to Device/Client Update share

	User Group
	Access Permissions

	RTCComponentUniversalServices
	Read only

	RTCUniversalServerAdmins
	Read/write

	RTCUniversalGuestAccessGroup
	Read only


Configure Pool and Applications

After you have created the pool, you can use the Configure Pool Wizard to configure the Session Initiation Protocol (SIP) domains that your organization will use. A pool needs to be configured only once, not every time that you add a server to the pool. However, you can rerun the Configure Pool Wizard if you need to change the pool configuration after deployment. For example, if you did not activate unified communications applications during your initial deployment, but want to activate applications later, you can do so by running the Configure Pool Wizard again. 

We recommend that you configure the pool on the Back-End Database server where you created the pool. If you configure the pool on a Front End Server, you must first manually install the SQL Server client tools.

Important: 

If you plan to deploy Archiving Server or Monitoring Server to enable archiving and monitoring for this pool and you deploy an Archiving Server or a Monitoring Server before you configure your pool, you can configure the archiving and monitoring settings during pool configuration. Otherwise, you can configure them by using administrative tools. For details, see Managing Usage in the Office Communications Server 2007 R2 Operations documentation.

To configure an Office Communications Server Enterprise pool

	1.
Log on to the computer with an account that is a member of the RTCUniversalServerAdmins group.

2.
Do one of the following: 


Insert the Microsoft Office Communications Server CD, and then click Enterprise Edition.


If you are installing from a network share, browse to the \setup\amd64 folder on the network share, and then double-click setupEE.exe.

3.
In the deployment tool, click Prepare Environment.

4.
At Configure Pool, click Run.

5.
On the Welcome to the Configure Pool/Server Wizard page, click Next.

6.
On the Core Components Required page, click Next to install the core components.

Note: 

Before you can continue, core components that are required by Office Communications Server must be installed if they are not already on the computer.

7.
On the Server or Pool to Configure page, select the pool from the list, and then click Next.

8.
On the Application Configuration page, do the following:


To activate the Conferencing Attendant application, select the Conferencing Attendant check box.


To activate the Conferencing Announcement Service, select the Conferencing Announcement Service check box.


To activate the Response Group Service, select the Response Group Service check box.


To activate the Outside Voice Control, select the Outside Voice Control check box.

Note: 

For details about the applications on this page, see the New Server Applications topic in the Office Communications Server 2007 R2 Getting Started documentation.

9.
Click Next.

10.
On the SIP domains page, verify that your SIP domain appears in the list. 

Note: 

If your SIP domain does not appear in the list, click the SIP domains in your environment box, type your SIP domain, and then click Add. Repeat these steps for all other SIP domains that the Enterprise pool will support.

11.
Click Next.

12.
On the Client Logon Settings page, do one of the following:


If the Office Communicator clients and Microsoft Office Live Meeting 2007 clients in your organization will use DNS SRV records for automatic logon, click Some or all clients will use DNS SRV records for automatic logon.

If this server or pool will also be used to authenticate and redirect requests for automatic sign-in, then select the Use this server or pool to authenticate and redirect automatic client logon requests check box. 

Note: 

When you configure automatic client logon, you must designate one (and only one) Enterprise pool or Standard Edition server to authenticate and redirect client sign-in requests.


If the Office Communicator clients and Live Meeting 2007 clients in your organization will not be configured to use automatic discovery, click Clients will be manually configured for logon.

13.
Click Next.

14.
Select from the following:


If you selected Clients will be manually configured for logon in the previous step, skip to the next step.


If you selected Some or all clients will use DNS SRV records for automatic logon in the previous step, on the SIP Domains for Automatic Logon page, select the check box for the domains that will be supported by the server for automatic sign-in, and then click Next.

15.
On the External User Access Configuration page, do one of the following:


If you have deployed your Edge Servers and configured all necessary settings as described in the Office Communications Server 2007 R2 Deploying Edge Servers for External User Access documentation, click Configure for external user access now.


If you have not deployed any Edge Servers, click Do not configure for external user access now.

16.
Click Next.

17.
Do one of the following:


If you selected Configure for external user access now in the previous step, see the Connect Your Internal Servers with Your Edge Servers topic in the Office Communications Server 2007 R2 Edge Server deployment documentation for details about how to complete this wizard.


If, in the previous step, you selected Do not configure for external user access now, skip to the next step.

18.
On the Ready to Configure Server or Pool page, review the settings that you specified and then click Next to configure the pool.

19.
When the files have been installed and the wizard has completed, select the View the log when you click Finish check box, and then click Finish.

20.
In the log file, verify that <Success> appears under the Execution Result column for each task to verify that pool configuration completed successfully, and then close the log window.

Additional SIP server, domain, and forest settings can be configured using the instructions in the Office Communications Server 2007 R2 Operations and Deploying Edge Servers for External User Access documentation. For details about configuring SIP user settings, see Create and Enable Users for Office Communications Server.


Add Servers to the Pool

After you configure a pool, you need to add servers to the pool. Before you add a server to the pool, ensure that you have met the requirements described in the Office Communications Server Infrastructure Requirements section of the Office Communications Server 2007 R2 Supported Topologies and Infrastructure Requirements documentation. Some requirements apply to specific server roles. For a chart of server roles that can be collocated on a single physical computer, see Supported Server Role Collocation in the same section.

Add a Server

When you add an Office Communications Server 2007 R2 to a consolidated topology, all the server roles are installed and activated on the server.

Important: 

If you plan to use Windows Firewall, we strongly recommend that you enable and configure it before you install and activate Office Communications Server 2007 R2. If Windows Firewall is running when Office Communications Server is installed, the activation process automatically adds the exceptions needed for Office Communications Server. If Windows Firewall is not running when Office Communications Server is installed, you must start it after installation and then run the activation procedure to add the necessary exceptions. Alternatively, you can manually add the necessary exceptions to Windows Firewall. To identify the exceptions, search the installation log for "firewall exceptions."

To install and activate an Enterprise Edition server in a consolidated configuration

	1.
Log on to the Office Communications Server where you will install all the server roles as a member of the Administrators group, the DomainAdmins group, and the RTCUniversalServerAdmins group.

2.
Do one of the following:


Insert the Microsoft Office Communications Server CD, and then click Enterprise Edition.


If you are installing from a network share, browse to the \setup\amd64 folder on the network share, and then double-click setupEE.exe.

3.
In the deployment tool, click Add Enterprise Edition Server to Pool.

4.
At Add Server to Pool, click Run.

5.
On the Welcome to the Add Server To Pool Wizard page, click Next.

6.
Review the license agreement, click I accept the terms in the license agreement, and then click Next.

7.
On the Location for Server Files page, do one of the following:


To accept the default location where the files will be installed, click Next.


To install the files at another location, click Browse, browse to the location where you want the files to be installed, and then click Next.

8.
On the Ready to Install Components page, review the installation location and then click Next. 

Note: 

The Front End Server, Web Components Server, Web Conferencing Server, Audio/Video Conferencing Server, Application Sharing Conferencing Server, and four new unified communications applications are installed.

9.
On the Select a Pool page, select the pool that you created, and then click Next.

10.
On the Select Main Service Account page, type the name of a new or existing service account to use to run the core Office Communications Server service on this server, type the account password, and then click Next. 

Note: 

The default account is RTCService. For a new account, ensure that you use a strong password that meets your organization’s Active Directory password requirements.

11.
On the Select Component Service Account page, type the name of a new or existing service account that will run the Audio/Video Conferencing Server and Web Conferencing Server components on this server, type the account password, and then click Next. 

Note: 

The default account is RTCComponentService. For a new account, ensure that you use a strong password that meets your organization’s Active Directory password requirements.

12.
On the Select Guest Account page, type the name of a new or existing account that you will use with Internet Information Services (IIS) for anonymous and external user access to Web conference content, type the account password, and then click Next. 

Note: 

The default account is RTCGuestAccessUser. For a new account, ensure that you use a strong password that meets your organization’s Active Directory password requirements.

13.
Review the settings that you have configured, and then click Next.

14.
When the wizard is finished, select the View the log file when you click ‘Finish’ check box, and then click Finish.

15.
In the log, verify that <Success> appears under the Execution Result column for each task, and then close the log window.


Note: 

If you added a server to a computer that did not already have the Windows Media Format Runtime installed, Setup installs the runtime automatically. After the runtime is installed, you might receive a message requiring you to restart the computer. If so, you must restart the computer right away and rerun the installation.

When you are finished, you are ready to configure certificates. 

Configure Certificates for Office Communications Server

Office Communications Server requires certificates on each Standard Edition server or Enterprise Edition server in order to use mutual TLS (MTLS), which is TLS with mutual authentication. All Office Communications Servers use MTLS to communicate with one another. If you do not configure MTLS on each server, presence and instant messaging (IM) communication may not work properly.

Each client also needs to trust the certificate that the server is using in order to connect to the server by using TLS. You can use the Certificates Wizard on a Standard Edition server or Enterprise Edition server to:  


Create a New Certificate

Process an Offline Certificate Request and Import the Certificate

Assign an Existing Certificate
You cannot use the Certificates Wizard to request or assign the certificate to the Web Components Server. Instead, the certificate must be requested, or requested and assigned, by using the Internet Information Services (IIS) certificate wizard as explained in Configure the Web Components Server IIS Certificate.

Use the certificate assignment procedures that are appropriate for your deployment scenario.

Note: 

For details about submitting a request to a public certification authority (CA), see Generating an Offline Request for a Public Certification Authority.

Create a New Certificate

This topic describes how to configure a new certificate for an Office Communications Server 2007 R2 server.

To configure a new certificate

	1.
Log on to the server for which you want to configure a certificate with an account that is a member of the Administrators and the RTCUniversalServerAdmins group and has permissions to request a certificate from your certification authority (CA).

2.
Do one of the following:


Insert the Microsoft Office Communications Server 2007 R2 CD, and then click one of the following:


Enterprise Edition

Standard Edition

If you are installing from a network share, browse to the \setup\amd64\ folder on the network share, and then double-click one of the following:


setupEE.exe

setupSE.exe
3.
In the deployment tool, do one of the following: 


Click Deploy Pools in a Consolidated Topology.


Click Deploy Standard Edition Server.

4.
At Configure Certificate, click Run.

5.
On the Welcome to the Certificate Wizard page, click Next.

6.
On the Available certificates tasks page, click Create a new certificate, and then click Next.

7.
On the Delayed or Immediate Request page, click Send the request immediately to an online certification authority, and then click Next.

8.
On the Name and Security Settings page, do the following:


Under Name, type a meaningful name for the certificate that this server will use for Office Communications Server communications.


Under Bit length, select the bit length that you want to use for encryption. 

Note: 

A higher bit length is more secure, but it can degrade performance.


Clear the Mark cert as exportable check box.

9.
Click Next.

10.
On the Organization Information page, type or select the name of your organization and organizational unit, and then click Next.

11.
On the Your Server’s Subject Name page, do the following:


In Subject name, verify that the pool fully qualified domain name (FQDN) is displayed.


In Subject Alternate Name, verify that the required entries exist. Optionally, click Subject Alternate Name, and then type any alternate names that identify the pool during authentication.

Note

Subject alternate names (SANs) are required on your server for each supported Session Initiation Protocol (SIP) domain in the format sip.<domain> if all of the following are true:

If you selected the option to configure clients for automatic sign-in or selected the Enterprise Edition server option to configure this pool to redirect sign-in requests when you ran Configure Pool Wizard, the certificate wizard automatically adds these SIP domains to the certificate request.


To include the local computer name on the list of alternate names that identify the pool during authentication, select the Automatically add local machine name to the Subject Alt Name check box.

12.
Click Next.

13.
On the Geographical Information page, enter the Country/Region, State/Province and City/Locality (do not use abbreviations), and then click Next.

14.
On the Choose a Certification Authority page, the wizard attempts to automatically detect any CAs that are published in Active Directory Domain Services (AD DS). Do one of the following:


Click Select a certificate authority from the list detected in your environment, and then click your CA in the list.


Click Specify the certificate authority that will be used to request this certificate, and then type the name of your CA in the box, using the format <FQDN of CA>\<CA instance>. For example, CA.contoso.com\CAserver1. If you type an external CA name, a dialog box appears. Type the user name and password for the external CA, and then click OK.

15.
Click Next.

16.
On the Request Summary page, review the settings that you specified, and then click Next.

17.
On the Assign Certificate Task page, click Assign certificate immediately, and then click Next.

18.
On the Configure the Certificate(s) of Your Server page, click Next.

19.
Click Finish.

20.
Submit this file to your CA (by e-mail or other method supported by your organization for your Enterprise CA). If your CA is configured for automatic approval, proceed to the next procedure. If your CA requires CA administrator approval to issue a certificate, the administrator must manually approve or deny the certificate issuance request on the issuing CA before you can assign it.


Process an Offline Certificate Request and Import the Certificate

This topic describes how to assign an existing certificate to a server running Office Communications Server 2007 R2.

To process an offline certificate request

	1.
Log on to the server for which you want to configure a certificate with an account that is a member of the Administrators and the RTCUniversalServerAdmins group.

2.
Do one of the following:


Insert the Microsoft Office Communications Server 2007 R2 CD, and then click one of the following:


Enterprise Edition

Standard Edition

If you are installing from a network share, browse to the setup\amd64\ folder on the network share, and then double-click one of the following:.


setupEE.exe

setupSE.exe
3.
In the deployment tool, do one of the following:


Click Deploy Pools in a Consolidated Topology.


Click Deploy Standard Edition Server.

4.
At Configure Certificate, click Run.

5.
On the Welcome to the Certificate Wizard page, click Next.

6.
Click Process an offline certificate request and import the certificate, and then click Next.

7.
In Path and file name, do one of the following:


Type the location and file name of the .cer file that was issued to you by the certification authority (CA), and then click Next.


Click Browse, locate the certificate issued to you by the CA, and then click Open.

8.
Verify the certificate location and file name in the Path and file name box, and then click Next. 

Note: 

The certificate is installed to the local computer store.

9.
Click View Certificate to view the details of the certificate, and then close the certificate.

10.
Click Finish.


Assign an Existing Certificate

This topic describes how to assign an existing certificate to a server running Office Communications Server 2007 R2.

To assign an existing certificate

	1.
Log on to the server for which you want to configure a certificate with an account that is a member of the Administrators and the RTCUniversalServerAdmins group and that has permissions to request and assign a certificate from your certification authority (CA).

2.
Do one of the following:


Insert the Microsoft Office Communications Server 2007 R2 CD, and then click one of the following:


Enterprise Edition

Standard Edition

If you are installing from a network share, browse to the \setup\amd64\ folder on the network share, and then double-click one of the following:


setupEE.exe

setupSE.exe
3.
In the deployment tool, do one of the following:


Click Deploy Pools in a Consolidated Topology.


Click Deploy Standard Edition Server.

4.
At Configure Certificate, click Run.

5.
On the Welcome to the Certificate Wizard page, click Next.

6.
On the Available Certificate Tasks page, click Assign an existing certificate, and then click Next.

7.
On the Available Certificates page, click the certificate that you want to assign to the server, and then click Next.

8.
On the Configure the Certificate(s) of your Server page, review the certificate assignments, and then click Next to assign the certificate.

9.
Click Finish. 

10.
For Enterprise Edition server, repeat these steps for each server in your pool.


Generating an Offline Request for a Public Certification Authority

These topics describe the steps required to generate an offline request for a public certification authority (CA).

In This Section

Requesting a Certificate

Issuing a Certificate Request

Submitting an Offline Request to a Public Certification Authority

Processing a Pending Certificate Request
Requesting a Certificate

This section describes the procedures for requesting a certificate from a public certification authority (CA). If you need to generate an offline request or you are using a public CA, use the following set of instructions to request and process the certificate.

To request the certificate

	1.
On the server on which you have installed Office Communications Server, click Start, click Programs, click Administrative Tools, and then click Office Communications Server 2007 R2.

2.
In the snap-in, expand the nodes until you reach the Enterprise Edition server or Standard Edition server that you installed.

3.
Right-click the server name, and then click Certificates.

4.
On the Welcome to the Certificate Wizard page, click Next.

5.
On the Available Certificate Tasks page, click Create a new certificate, and then click Next.

6.
On the Delayed or Immediate Request page, click Prepare the request now, but send it later, and then click Next.

7.
On the Name and Security Settings page, do the following: 


Under Name, type a meaningful name for the certificate that this server will use for Office Communications Server communications. For example, you can use the pool fully qualified domain name (FQDN) or the server name as the certificate name.


Under Bit length, select the bit length that you want to use for encryption.

Note: 

A higher bit length is more secure, but it can degrade performance.


Clear the Mark cert as exportable check box.

8.
Click Next.

9.
On the Organization Information page, type or select the name of your organization or organizational unit, and then click Next.

10.
On the Your Server’s Subject Name page, do the following: 


Click Subject name, and then type the FQDN of the pool.


In Subject Alternate Name, verify that the required entries exist. Optionally, click Subject Alternate Name, and then type any alternate names that identify the pool during authentication.

Note

Subject alternate names (SANs) are required on your server for each supported Session Initiation Protocol (SIP) domain in the format sip.<domain> if all of the following are true:

If you selected the option to configure clients for automatic sign-in or selected the Enterprise Edition server option to configure this pool to redirect sign-in requests when you ran Configure Pool Wizard, the certificate wizard automatically adds these SIP domains to the certificate request.


To include the local computer name on the list of alternate names that identify the pool during authentication, select the Automatically add local machine name to the Subject Alt Name check box.

11.
On the Geographical Information page, enter the Country/Region, State/Province and City/Locality (do not use abbreviations), and then click Next.

12.
On the Certificate Request File Name page, click Browse, choose a location, type a File name (with a .txt extension) for the certificate request, and then click Save.

13.
Verify the path and file name of the certificate request file in the File name box, and then click Next.

14.
On the Request Summary page, review the request information, and then click Next.

15.
Click Finish.


Issuing a Certificate Request

If you are an administrator on the certification authority (CA), complete the next procedure to issue the certificate after you have generated the request. If you are not an administrator on the CA, complete the procedure in Submitting an Offline Request to a Public Certification Authority.

To issue a certificate

	1.
Click Start, click Run, type mmc in the Open box, and then click OK.

2.
On the File menu, click Add/Remove Snap-in.

3.
Click Add, click Certification Authority, and then click Add.

4.
Click Another computer, and then click Browse.

5.
Choose your CA, and then click OK.

6.
Click Finish.

7.
Click Close.

8.
Click OK.

9.
In the snap-in, expand the Certification Authority node.

10.
Right-click your CA, click All Tasks, and then click Submit new request.

11.
In the Open Request File dialog box, go to and click the certificate request (.txt) file that you created by using the wizard, and then click Open.

12.
In the Save Certificate dialog box, enter a File name (that is, with an X.509 extension, .cer, .crt, or .der) for the certificate, and then click Save.

13.
Close the CA snap-in.

Repeat these steps on each server in the pool for which you generated an offline certificate request.


Submitting an Offline Request to a Public Certification Authority

If you are not an administrator on the certification authority (CA) or if you use a public CA, after you have generated the certificate request, you need to access the public CA site to submit the request. Depending on the CA, the process varies, but you usually need to supply your organizational and contact information.

If you are prompted, choose the following options:


Microsoft as the server platform


IIS as the version


Web Server as the certificate usage type


PKCS7 as the response format

After the public CA has verified your information, you receive an e-mail message that contains the text that is required for the certificate.

Processing a Pending Certificate Request

After you submit the certificate request, verify that the certificate was downloaded correctly and that is has been bound to the local computer store.

To process the certificate from the Public CA

	1.
On the server on which you have installed Office Communications Server, click Start, click Programs, click Administrative Tools, and then click Office Communications Server 2007 R2.

2.
In the snap-in, expand the nodes until you reach the Enterprise Edition server or Standard Edition server that you installed.

3.
Right-click the Office Communications Server, and then click Certificates.

4.
On the Welcome to the Configure Certificate Wizard page, click Next.

5.
Click Process the pending request and install the certificate, and then click Next.

6.
In Path and file name, do one of the following:


Type the location and file name of the .cer file that was issued to you by the certification authority (CA), and then click Next.


Click Browse, locate the certificate issued to you by the CA, and then click Open.

7.
Verify the certificate location and file name in the Path and file name box, and then click Next. 

Note: 

The certificate is installed to the local computer store.

8.
Click View Certificate to view the details of the certificate, and then close the certificate.

9.
Click Finish.


Configure the Web Components Server IIS Certificate

As explained in Configure Certificates for Office Communications Server, you must use Internet Information Services (IIS) to configure the certificate for the Web Components Server.

If you deployed Standard Edition server or an Enterprise pool in the consolidated configuration and the internal Web farm fully qualified domain name (FQDN) matches the pool FQDN, choose one of the following procedures to assign the certificate with IIS 6 and Windows Server 2003 operating system or with IIS 7 and Windows Server 2008 operating system.

Configuring the Web Components Certificate with IIS 6 and Windows Server 2003

Assign the certificate to the Web Components server by using the IIS Manager. You must perform this procedure for Standard Edition servers or Enterprise Edition servers in a consolidated pool configuration.

To assign the certificate to the Web Components Server using IIS Manager

	1.
Log on to the server running the Web Components Server as a member of the Administrators group.

2.
Click Start, click Administrative Tools, and then click Internet Information Services (IIS) Manager.

3.
Expand the Web Sites node, right-click Default Web Site, and then click Properties.

4.
Click the Directory Security tab.

5.
Under Secure communications, click Server Certificate.

6.
On the Welcome to the Web Server Certificate Wizard page, click Next.

7.
Click Assign an existing certificate, and then click Next.

8.
Select the certificate that you requested by using the Certificates Wizard for your other server roles, and then click Next.

Note: 

If your internal Web farm FQDN is different from your pool FQDN, then you must first request a certificate.

9.
On the SSL Port page, verify that port 443 will be used for Secure Sockets Layer (SSL), and then click Next.

10.
Review the certificate details, and then click Next to assign the certificate.

11.
Click Finish.

12.
Click OK.


Configuring the Web Components Certificate  with IIS 7 and Windows Server 2008

Assign the certificate to the Web Components Server by using the IIS Manager. You must perform this procedure for Standard Edition servers or Enterprise Edition servers in a consolidated pool configuration.

To assign the certificate to the Web Components Server using IIS Manager

	1.
Log on to the server running the Web Components Server as a member of the Administrators group.

2.
Click Start, click Administrative Tools, and then click the Internet Information Services (IIS) Manager.

3.
In the Connections pane, expand the Web Components Server.

4.
Expand Sites, and then click Default Web Site.

5.
In the Default Web Site Home pane, under IIS click Authentication.

Note: 

If your internal Web farm FQDN is different from your pool FQDN, you must first request a certificate.

6.
In the Actions pane, click Bindings.

7.
In the Site Bindings dialog box, click Add. 

8.
In the Add Site Bindings dialog box, in the Type drop-down, click https.

9.
In the SSL certificate drop-down, click the certificate that you want to use for the Web Components Server.

Note

Verify that IP address is set to its default setting of All Unassigned.

Verify that Port is set to its default setting of 443.

10.
Click OK.

11.
Click Close.


Start the Services

Confirm that the Active Directory changes have replicated before you start the services. For details about the Active Directory changes that occur when you deploy Office Communications Server, see the Office Communications Server 2007 documentation that covers Preparing Active Directory Domain Services for Office Communications Server 2007 R2.

 Windows Firewall must be running before you start the services on Office Communications Server because that is when Office Communications Server opens the required ports in the firewall.

If you try to start the services on Office Communications Server when the Windows Firewall service is stopped, you are prompted to start the Windows Firewall service. If you do not start the Windows Firewall service, the required ports are not opened by Office Communications Server.

Note: 

If Windows Firewall is running when Office Communications Server 2007 R2 is installed, the installation automatically adds the necessary exceptions to the firewall. If Windows Firewall is not running when Office Communications Server is installed, you must start it after installation and then run the activation procedure that follows to add the exceptions. Alternatively, you can add the necessary exceptions in Windows Firewall manually. To identify the exceptions, search the installation log for “firewall exceptions.”

To start the services

	1.
Log on to the Enterprise Edition server or Standard Edition server with an account that is a member of the RTCUniversalServerAdmins group.

2.
Do one of the following:


Insert the Microsoft Office Communications Server 2007 R2 CD, and then click one of the following:


Standard Edition

Enterprise Edition

If you are installing from a network share, browse to the \setup\amd64 folder on the network share, and then double-click one of the following: 


setupEE.exe

setupSE.exe
3.
In the deployment tool, do one of the following:


Click Deploy Pools in a Consolidated Topology.


Click Deploy Standard Edition Server.

4.
At Start Services, click Run.

5.
On the Welcome to the Start Services Wizard page, click Next.

6.
Click Next again to start the services.

7.
When the wizard has completed, select the View the log when you click Finish check box, and then click Finish.

8.
In the log file, verify that <Success> appears under the Execution Result column for each task, and then close the log window.

Note: 

If a service does not respond to the wizard in a timely fashion, the log file shows that the service did not start successfully. If the log file shows that one or more services failed to start, check the Office Communications Server 2007 R2 event log for errors or warnings.


Validate Your Server and Pool Configuration

After you have installed all the server components, configured the certificates, and started the services, verify that the pool, server roles, and unified communications applications are correctly configured. You can perform the tasks described in this section to validate server, pool, and application configuration and functionality.

In This Section

Validate Front End Server Configuration

Validate Web Components Server Configuration

Validate Web Conferencing Server Configuration

Validate A/V Conferencing Server Configuration

Validate Application Sharing Server Configuration

Validate Application Functionality

Validation and Troubleshooting Hints in Office Communications Server 2007 R2
Note


If you have not configured Enterprise Voice or deployed Edge Servers, you will get the following warning messages:


You can safely ignore these warnings.

Validate Front End Server Configuration

Use the following steps to validate your Front End server configuration.

Note


If you did not configure Enterprise Voice or deploy Edge servers, you will get the following warning messages:


You can safely ignore these warnings.

You can perform additional validation of server functionality by using the steps described in Validation and Troubleshooting Hints in Office Communications Server 2007 R2.

To validate your Front End Server configuration

	1.
Log on to a Standard Edition server or Enterprise Edition server as a member of the RTCUniversalServerAdmins group.

2.
Do one of the following:


Insert the Microsoft Office Communications Server 2007 R2 CD, and then click one of the following:


Enterprise Edition

Standard Edition

If you are installing from a network share, browse to the \Setup\amd64 folder on the network share, and then double-click one of the following: 


setupEE.exe

setupSE.exe
3.
In the deployment tool, do one of the following: 


Click Deploy Pools in a Consolidated Topology.


Click Deploy Standard Edition Server.

4.
Do one of the following: 


For Office Communications Server Enterprise Edition, click Validate Server or Pool Functionality.


For Office Communications Server Standard Edition, click Validate Server Functionality.

5.
At Validate Front End Server Functionality, click Run.

6.
On the Welcome to the Office Communications Server 2007 R2 Validation wizard page, click Next.

7.
On the Validation steps page, do any or all of the following:


To validate that the Office Communications Server is configured correctly, select the Validate Local Server Configuration check box.


To verify that the Office Communications Server has connectivity to the Back-End Database, the Web Conferencing Server, and the Audio/Video Conferencing Server, select the Validate Connectivity check box.


Clear the Validate SIP Logon (1-Party) and IM (2-Party) and Validate IM Conference (2-Party) check boxes.

Note: 

The Validate SIP Logon (1-Party) and IM (2-Party) and Validate IM Conference (2-Party) options determine whether your enabled users can log on and send instant messages to one another. You can rerun the Validation Wizard and select these tasks after you have created and enabled users for Office Communications Server.

8.
Click Next.

9.
When the wizard is complete, select the View the log when you click ‘Finish’ check box, and then click Finish.

10.
In the log file, verify that <Success> appears under the Execution Result column for each task, and then close the log window when you finish.


Validate Web Components Server Configuration

Use the following procedure to validate your Web Components Server configuration.

If you are using a load balancer with Office Communications Server Enterprise Edition, the validation wizard will fail if the fully qualified domain name (FQDN) of the virtual IP (VIP) used by your Web Components Servers is not configured as a host name that is allowed to send loopback requests on Internet Information Services (IIS). To configure IIS to allow loopback from the load balancer, see Configuring IIS to Allow Load Balancer FQDN for Loopback.

Note


If you did not configure Enterprise Voice or deploy Edge servers, you will get the following warning messages:


You can safely ignore these warnings.

You can perform additional validation of server functionality by using the steps described in Validation and Troubleshooting Hints in Office Communications Server 2007 R2.

To validate your Web Components Server configuration

	1.
Log on to a Standard Edition server or Enterprise Edition server as a member of the RTCUniversalServerAdmins group.

2.
Do one of the following:


Insert the Microsoft Office Communications Server 2007 R2 CD, and then click one of the following:


Enterprise Edition

Standard Edition

If you are installing from a network share, browse to the \Setup\amd64 folder on the network share, and then double-click one of the following: 


setupEE.exe

setupSE.exe
3.
In the deployment tool, do one of the following: 


For Enterprise Edition, click Deploy Pools in a Consolidated Topology.


For Standard Edition, click Deploy Standard Edition Server.

4.
Do one of the following:


For Enterprise Edition server, click Validate Server or Pool Functionality.


For Standard Edition server, click Validate Server Functionality.

5.
At Validate Web Components Server Functionality, click Run.

6.
On the Welcome to the Office Communications Server 2007 R2 Validation wizard page, click Next.

7.
On the Validation steps page, do any or all of the following:


To validate that the Office Communications Server is configured correctly, select the Validate Local Server Configuration check box.


To verify that clients have connectivity to the IIS directories where the Address Book information, group expansion and meeting content and compliance data are stored, select the Validate Connectivity check box.

8.
Click Next.

9.
When the wizard is complete, select the View the log when you click ‘Finish’ check box, and then click Finish.

10.
In the log file, verify that <Success> appears under the Execution Result column for each task, and then close the log window.


Validate Web Conferencing Server Configuration

Use the following procedure to validate your Web Conferencing Server configuration.

Note


If you did not configure Enterprise Voice or deploy Edge Servers, you will get the following warning messages:


You can safely ignore these warnings.

You can perform additional validation of server functionality by using the steps described in Validation and Troubleshooting Hints in Office Communications Server 2007 R2.

To validate the Web Conferencing Server configuration

	1.
Log on to a Standard Edition server or Enterprise Edition server as a member of the RTCUniversalServerAdmins group.

2.
Do one of the following:


Insert the Microsoft Office Communications Server 2007 R2 CD, and then click one of the following:


Enterprise Edition

Standard Edition

If you are installing from a network share, browse to the \Setup\amd64 folder on the network share, and then double-click one of the following: 


setupEE.exe

setupSE.exe
3.
In the deployment tool, do one of the following: 


For Enterprise Edition server, click Deploy Pools in a Consolidated Topology.


For Standard Edition server, click Deploy Standard Edition Server.

4.
Do one of the following:


For Enterprise Edition server, click Validate Server or Pool Functionality.


For Standard Edition server, click Validate Server Functionality.

5.
At Validate Web Conferencing Server Functionality, click Run.

6.
On the Welcome to the Office Communications Server 2007 R2 Validation wizard page, click Next.

7.
On the Validation steps page, do any or all of the following:


To validate that the Office Communications Server is configured correctly, select the Validate Local Server Configuration check box.


To verify that the Web Conferencing Server has connectivity to the Front End Server and to any Web Conferencing Edge Servers (if configured), select the Validate Connectivity check box.

8.
Click Next.

9.
When the wizard is complete, select the View the log when you click ‘Finish’ check box, and then click Finish.

10.
In the log file, verify that <Success> appears under the Execution Result column for each task, and then close the log window.


Validate A/V Conferencing Server Configuration

Use the following procedure to validate the A/V Conferencing Server configuration.

Note


If you did not configure Enterprise Voice or deploy Edge Servers, you will get the following warning messages:


You can safely ignore these warnings.

You can perform additional validation of server functionality by using the steps described in Validation and Troubleshooting Hints in Office Communications Server 2007 R2.

To validate your A/V Conferencing Server configuration

	1.
Log on to a Standard Edition server or Enterprise Edition server as a member of the RTCUniversalServerAdmins group.

2.
Do one of the following:


Insert the Microsoft Office Communications Server 2007 R2 CD, and then click one of the following:


Enterprise Edition

Standard Edition

If you are installing from a network share, browse to the \Setup\amd64 folder on the network share, and then double-click one of the following: 


setupEE.exe

setupSE.exe
3.
In the deployment tool, do one of the following: 


For Enterprise Edition server, click Deploy Pools in a Consolidated Topology.


For Standard Edition server, click Deploy Standard Edition Server.

4.
Do one of the following:


For Enterprise Edition server, click Validate Server or Pool Functionality.


For Standard Edition server, click Validate Server Functionality.

5.
At Validate Audio/Video Conferencing Server Functionality, click Run.

6.
On the Welcome to the Office Communications Server 2007 R2 Validation wizard page, click Next.

7.
On the Validation steps page, do any or all of the following:


To validate that the Office Communications Server is configured correctly, select the Validate Local Server Configuration check box.


To verify that the A/V Conferencing Server has connectivity to Front End Servers and A/V Edge Servers, if deployed, select the Validate Connectivity check box.

8.
Click Next.

9.
When the wizard is complete, select the View the log when you click ‘Finish’ check box, and then click Finish.

10.
In the log file, verify that <Success> appears under the Execution Result column for each task, and then close the log window.


Validate Application Sharing Server Configuration

Use the following procedure to validate the Application Sharing Server configuration.

Note


If you did not configure Enterprise Voice or deploy Edge Servers, you will get the following warning messages:


You can safely ignore these warnings.

You can perform additional validation of server functionality by using the steps described in Validation and Troubleshooting Hints in Office Communications Server 2007 R2.

To validate your Application Sharing Server configuration

	1.
Log on to a Standard Edition server or Enterprise Edition server as a member of the RTCUniversalServerAdmins group.

2.
Do one of the following:


Insert the Microsoft Office Communications Server 2007 R2 CD, and then click one of the following:


Enterprise Edition

Standard Edition

If you are installing from a network share, browse to the \Setup\amd64 folder on the network share, and then double-click one of the following: 


setupEE.exe

setupSE.exe
3.
In the deployment tool, do one of the following: 


For Enterprise Edition server, click Deploy Pools in a Consolidated Topology.


For Standard Edition server, click Deploy Standard Edition Server.

4.
Do one of the following:


For Enterprise Edition server, click Validate Server or Pool Functionality.


For Standard Edition server, click Validate Server Functionality.

5.
At Validate Application Sharing Server Functionality, click Run.

6.
On the Welcome to the Office Communications Server 2007 R2 Validation wizard page, click Next.

7.
On the Validation steps page, do any or all of the following:


To validate that the Office Communications Server is configured correctly, select the Validate Local Server Configuration check box.


To verify that the Application Sharing Server has connectivity to Front End Servers and A/V Edge Servers (including the Media Relay Authentication Service collocated with the A/V Edge Server), if deployed, select the Validate Connectivity check box.

8.
Click Next.

9.
When the wizard is complete, select the View the log when you click ‘Finish’ check box, and then click Finish.

10.
In the log file, verify that <Success> appears under the Execution Result column for each task, and then close the log window.


Validate Application Functionality

Use the following procedure to validate the installation, activation, and configuration of the unified communications applications you installed.

To validate your unified communications application configuration

	1.
Log on to a Standard Edition server or Enterprise Edition server as a member of the RTCUniversalServerAdmins group.

2.
Do one of the following:


Insert the Microsoft Office Communications Server 2007 R2 CD, and then click one of the following:


Enterprise Edition

Standard Edition

If you are installing from a network share, browse to the \Setup\amd64 folder on the network share, and then double-click one of the following: 


setupEE.exe

setupSE.exe
3.
In the deployment tool, do one of the following: 


For Enterprise Edition server, click Deploy Pools in a Consolidated Topology.


For Standard Edition server, click Deploy Standard Edition Server.

4.
Do one of the following:


For Enterprise Edition server, click Validate Server or Pool Functionality.


For Standard Edition server, click Validate Server Functionality.

5.
Click Validate Application Functionality.

6.
On the Validate Applications page, do one of the following:


At Validate Conferencing Attendant Configuration, click Run.


At Validate Conferencing Announcement Service Configuration, click Run.


At Validate Response Group Service Configuration, click Run.


At Validate Outside Voice Control Configuration, click Run.

7.
On the Welcome to the Application Validation Wizard page, click Next to begin validation of application installation, activation, and configuration.

8.
When the wizard is complete, select the View the log when you click Finish check box, and then click Finish.

9.
In the log file, verify that <Success> appears under the Execution Result column for each task, and then close the log window.


Configuring IIS to Allow Load Balancer FQDN for Loopback

Microsoft Internet Information Services (IIS) has a security measure that prevents loopback. When you use the fully qualified domain name (FQDN) or a custom host header to browse a local Web site that is hosted on a computer that is running IIS, you may receive an error message similar to the following: "HTTP 401.1 - Unauthorized: Logon Failed."

This occurs when the Web site uses Integrated Authentication and has a name that is mapped to the local loopback address. If you are using a load balancer for your pool and attempt to validate Web Components Server functionality and you do not add the load balancer FQDN as an allowed FQDN for loopback, you receive the error message and validation fails. For details, see Microsoft Knowledge Base article 896861, "You receive error 401.1 when you browse a Web site that uses Integrated Authentication and is hosted on IIS 5.1 or IIS 6," at http://go.microsoft.com/fwlink/?LinkId=130067.

To allow FQDN of the virtual IP (VIP) of your load balancer that is mapped to the loopback address and can connect to Web sites on your computer, follow the steps outlined in the following procedure.

Caution: 

Serious problems might occur if you modify the registry incorrectly by using Registry Editor or other methods. These problems might require that you reinstall your operating system. We cannot guarantee that these problems can be solved. Modify the registry at your own risk.

To add the FQDN of the VIP of the load balancer to loopback

	1.
Click Start, click Run, type regedit, and then click OK.

2.
In Registry Editor, locate and then click the following registry key:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa\MSV1_0
3.
Right-click MSV1_0, point to New, and then click Multi-String Value.

4.
Type BackConnectionHostNames, and then press ENTER.

5.
Right-click BackConnectionHostNames, and then click Modify.

6.
In the Value data box, type the FQDN of your load balancer VIP, and then click OK.

7.
Close Registry Editor, and then restart the IISAdmin service.

You can remove this FQDN after the validation wizard is complete.


Validation and Troubleshooting Hints in Office Communications Server 2007 R2

ISSUE: Problems signing in with the client

RESOLUTION: To troubleshoot user sign-in issues, use the Validation Wizard option to test Session Initiation Protocol (SIP) sign-in. You can also verify the following:


There are no errors or warnings in the event log.


The user is enabled and configured properly in the Active Directory Users and Computers snap-in.


Office Communications Server User Replicator has finished synchronizing the users information from Active Directory. Check for event codes by the Office Communications Server User Replicator in the event log.


All users SIP domains (that is, at least the suffix) are reflected in the global settings SIP Domain list.


Client computer trusts the certification authority (CA).


Server certificate is configured and is valid for client automatic sign-in (that is, assuming you are not using manual sign-in). The certificate must match the domain suffix of the end-users SIP URI.


Office Communications Server Enterprise Edition or Office Communications Server Standard Edition service is running.


Server has permission on the database. Check the SQL Server database by using SQL Query Analyzer to ensure that the RTC Server Local Group is a member of the Server Role on the RTC (that is, static) database.

ISSUE: Problems starting the services

RESOLUTION: At times, the Start Services Wizard reports that there are failures starting the services if one or more services do not respond in a timely fashion. This can happen even when all services have started successfully. You can check the Office Communications Server event log to verify that the services have been started. You can also rerun the Start Services Wizard to verify the results.

ISSUE: Problems using the Web Components Server

RESOLUTION:

Check the event log for error or warnings.


If the user receives an "unauthorized 401" error message, do the following:


Verify that the user is enabled for Web conferencing by checking the user properties. For details about configuring these settings, see the Configure Audio/Video Conferencing and Web Conferencing and Create and Enable Users topics in the Deploying Office Communications Server 2007 R2 Enterprise Edition documentation or in the Deploying Office Communications Server 2007 R2 Standard Edition documentation (as appropriate).


Verify that the certificate for the Web Components Server has been correctly configured as described in Configure the Web Components Server IIS Certificate in the Deploying Office Communications Server 2007 R2 Enterprise Edition documentation or in the Deploying Office Communications Server 2007 R2 Standard Edition documentation (as appropriate).


If you are using a load balancer, and the validation wizard fails with this message, verify that you have configured the fully qualified domain name (FQDN) of the virtual IP (VIP) of the load balancer to allow it to loopback. For details, see Configuring IIS to Allow Load Balancer FQDN for Loopback in the Deploying Office Communications Server 2007 R2 Enterprise Edition documentation.


If the user receives an error message that the server is unreachable, verify that the IIS server is running. For Office Communications Server Enterprise Edition, verify that the Web Components Server application pool has a valid service account and that the application pool service is enabled and running by using the Service Control Manager. For Office Communications Server Standard Edition, verify that the Front End Server on which the Web Components Server is running has a valid service account and that the Front End Server service is enabled and is running by using the Service Control Manager.

ISSUE: Client stops responding when joining a conference

RESOLUTION: The certificate on the server may not be configured correctly. Check the event logs on the client and on the server for events that mention certificate-related issues.

ISSUE: Problems with archiving

RESOLUTION: The certificate on the server might not be configured correctly. Check the Office Communications Server event logs on the client and the server for events that mention certificate-related issues:


Stop and restart Office Communications Server. Sign out and then sign in again using Office Communicator, and then try to send an instant message. Check the Archiving Server again to see if it is archiving messages.


Check that the queue name on the Archiving tab of the Enterprise Edition server or Standard Edition server properties points to a valid queue on the Archiving Server.


Check event logs for warnings or errors.


If Archiving was enabled after the Front End Server started, restart the Front End Server services (RTCSrv) to apply these changes.


Verify that users are enabled for archiving and that archiving is configured on the Enterprise Edition server or Standard Edition server.

ISSUE: When attempting to run Create Enterprise Pool task for Enterprise Edition server, the error message "Error connecting ([Microsoft][ODBC SQL Server Driver][SQL Server]To connect to this server, you must use SQL Server Management Studio or SQL Server Management Objects (SMO).)" appears.

RESOLUTION: If you want to run the Create Enterprise Pool task from the Front End Server and SQL Server 2005 SP2 is the database management system that is running on the Back-End Database Server, you need to install the SQL Server 2005 client tools on the Front End Server. 

Configure Audio/Video Conferencing and Web Conferencing

Note: 

Instant messaging (IM) and presence are enabled by default when you deploy Office Communications Server. If your organization plans to support only instant messaging and presence features, you can skip this task and continue to the next deployment task.

In Office Communications Server, conferencing enables Office Communications Server users to organize and invite other users to Web conferences that are hosted on your own on-premises servers. The default meeting policy, which all users are initially configured to use, prevents users from organizing conferences that use the Web conferencing or audio/video (A/V) conferencing features. To allow access to these features, you must configure a policy that enables Web conferencing and A/V conferencing and then assign this policy to your users. You can define the policy as a global policy so that it applies to all users, or you can apply the policy on a per-user basis.

The meeting policy that applies to a meeting organizer also applies to all attendees of the meeting. For example, if Bob organizes a meeting with IP audio enabled and the meeting policy for Sue does not allow her to use IP audio, as an attendee of Bob's meeting, Sue will be able to use IP audio. However, if Sue organizes a meeting, all attendees of this meeting will use her meeting policy and so IP audio will not be available. 

For details about administering Web and A/V conferencing features, see the Office Communications Server Operations section of this documentation.

If you expect heavy audio/video traffic in your environment, you can optimize your network adapter settings to accommodate this volume. For details, see Optimizing Your Network Adapter for High Audio/Video Traffic.

To configure Audio/Video and Web conferencing

	1.
Log on as a member of the RTCUniversalServerAdmins group to an Office Communications Server or to any computer that is joined to an internal domain and that has the Office Communications Server administrative tools installed.

2.
Click Start, click Control Panel, click Administrative Tools, and then click Office Communications Server 2007 R2.

3.
Right-click the Forest node, point to Properties, and then click Global Properties.

4.
Click Meetings, and then do one of the following:


To allow all users to organize Web conferences that include anonymous participants, click Anonymous participants, and then click Allow users to invite anonymous participants.


To prevent all users from organizing Web conferences that include anonymous participants, click Anonymous participants, and then click Disallow users from inviting anonymous participants.


To allow only some users to organize Web conferences that include anonymous participants, click Anonymous participants, and then click Enforce per user. 

Note: 

By default, all users are allowed to organize Web conferences that include anonymous participants unless you disallow them individually as described in Configure Users.

5.
In the Policy Definition list, click the name of a policy, and then click Edit.

6.
In the Edit Policy dialog box, select the Enable Web conferencing check box.

7.
To enable audio, select the Enable IP audio check box.

8.
To enable video, select the Enable IP video check box.

9.
Click OK.

10.
Click Apply.

11.
After you finish editing the features that are enabled by each policy, decide which policy to apply to Web conferences organized by users, and then do one of the following:


To apply the same policy to all users, click Global policy, and then click the name of the policy that defines the features you want to enable for all users.


To apply different policies to different users, click Global policy, and then click Use per user policy. 

Note: 

Ensure that you follow the procedures in Configure Users to configure the Web conferencing policy for individual users.

12.
Click OK.


Optimizing Your Network Adapter for High Audio/Video Traffic

Some network adapters allow you to optimize performance for high audio/video traffic. For many deployments, it is sufficient to use the default settings on your network adapter. If your network adapter supports optimization, it is recommended that you increase the receive and transmit buffer settings on the network adapter to three times their default value in the following situations:


If you anticipate audio and video traffic on any particular Audio/Video Conferencing Server or Audio/Video Edge Server to exceed 200 to 250 Mbps.


If your servers experience packet loss on the network.

Note: 

Increasing receive and transmit buffer settings can improve performance but will also consume system memory.

You can use the following procedure to change these settings on many network adapters. However, the procedure varies depending on the manufacturer and is not available for all network adapters.

To change your network adapter settings

	1.
Log on to the computer that is running the Audio/Video Conferencing Server or Audio/Video Edge Server as a member of the Administrators group.

2.
Click Start, point to Administrative Tools, and then click Computer Management.

3.
In the console pane, click Device Manager.

4.
In the details pane, expand Network adapters.

5.
Right-click the network adapter, and then click Properties.

6.
Click the Advanced tab.

7.
Under Settings, click Performance Options, and then click Properties.

8.
Under Settings, click Receive Descriptors, and then in Value, change the setting to three times the default value.

9.
Click Transmit Descriptors, and then in Value, change the setting to three times the default value.

10.
Click OK, and then click OK again.


Create and Enable Users

After you have deployed and configured your Enterprise Edition pool or Standard Edition server, you must create users and then enable them for the Office Communications Server features that you want them to use. If you are deploying Office Communications Server 2007 R2 in a new environment without existing Live Communications Servers, create and enable users as described in the following section. 

Note: 

If you are deploying Office Communications Server 2007 R2 in an existing Office Communications Server 2007 or Live Communications Server 2005 SP1 environment, see the Supported Migration Paths and Coexistence Scenarios section of the Office Communications Server 2007 R2 Supported Topologies and Infrastructure Requirements documentation. 

In This Section

Create and Enable Users for Office Communications Server

Wait for User Replication to Complete

Configure Users
Create and Enable Users for Office Communications Server

For users to access the features and functions that are provided by Office Communications Server, you need to create and configure user accounts for Office Communications Server. This topic includes the information you need to create and configure user accounts.

Create Users in Active Directory Domain Services

You create user accounts in Active Directory Domain Services (AD DS). 

To create user accounts

	1.
Log on as a member of the DomainAdmins group to a server that is joined to an Active Directory domain that has the Office Communications Server administrative tools installed.

2.
Click Start, and then click Run.

3.
In the Open box, type dsa.msc, and then press ENTER.

4.
Right-click the Users container or another container where you want to create your users, click New, and then click User.

5.
Complete the New Object - User Wizard.


Enable Users for Office Communications Server 2007 R2

After you create users in Active Directory, enable the users so that they can connect to Office Communications Server. Office Communications Server provides the infrastructure to enable client applications to publish and subscribe to extended, or enhanced, presence information. The enhanced presence infrastructure includes categories and containers. Categories are collections of presence information, such as status, location, or calendar state. Containers are logical buckets into which clients group instances of various categories of presence information for publication to other users, depending on what a user wants the others to be able to see. When you enable users for Office Communications Server 2007 R2, they are automatically enabled for enhanced presence. You cannot reverse this setting. 

Important


If you enable enhanced presence for a user and the user signs in to Office Communications Server by using the Office Communicator 2007 R2 client, the user account is converted to use enhanced presence. The user will then no longer be able to sign in to Live Communications Server 2005 with SP1 and cannot use any versions of Communicator prior to Communicator 2007, including Communicator Web Access (2005 release) or Communicator Mobile (2005 release), to sign in. 


If you are deploying Office Communications Server 2007 R2 in an environment with Live Communications Server 2005 with SP1 or Office Communications Server 2007 servers, see the Supported Migration Paths and Coexistence Scenarios in the Office Communications Server 2007 R2 Supported Topologies and Infrastructure Requirements documentation.

To enable users for Office Communications Server

	1.
Log on as a member of the RTCUniversalUserAdmins group to an Office Communications Server or another server that is joined to an Active Directory domain that has the Office Communications Server 2007 administrative tools installed.

2.
Click Start, and then click Run.

3.
In the Open box, type dsa.msc, and then click OK.

4.
Navigate to the Users folder or other organization unit where your users reside.

5.
For each user whom you want to enable for Office Communications Server, right-click the user name, and then click Enable users for Communications Server.

6.
On the Welcome to the Enable Office Communications Server Users Wizard page, click Next.

7.
On the Select Server or Pool page, select the server from the list, and then click Next.

8.
On the Specify Sign-in Name page, specify how to generate the Session Initiation Protocol (SIP) address by doing one of the following:


To generate the SIP address from the user’s e-mail address, click Use user’s e-mail address. Select this option only if you have configured an e-mail address for your users.


To generate the SIP address from the user’s principal name, click Use userPrincipalName.


To generate the SIP address using the user’s full name, click Use the format: <first name>.<lastname>@, and then select the Office Communications Server domain.


To generate the SIP address using the user’s SAM account, click Use the format: <SAMAccountName>@, and then select the Office Communications Server domain.

Note: 

If you need to configure SIP addresses using a different format from the options presented, you can enable users individually or use the Office Communications Server 2007 Software Development Kit to enable a group of users.

9.
Click Next.

10.
Verify settings, and then click Next.

11.
Verify that the user or users were enabled successfully, and then click Finish.


To create a mailbox for the users to receive Web conference invitations, see the Microsoft Exchange Server documentation.

Wait for User Replication to Complete

Before you try to test or verify any end-user functionality, verify that the changes you made to enable users have been replicated by the Office Communications Server User Replicator. The User Replicator logs an event with ID 30024 when replication completes successfully.

To verify that users were enabled

	1.
Log on to a server with the Office Communications Server 2007 R2 administrative tools as a member of the RTCUniversalUserAdmins group or with equivalent user rights.

2.
Click Start, point to All Programs, point to Administrative Tools, and then click Office Communications Server 2007 R2.

3.
Expand the forest node and the pool node, and then click Users.

4.
Confirm that the users you successfully enabled for Office Communications Server are listed.


Configure Users

Procedures to configure global Web conferencing settings are included in Configure Audio/Video Conferencing and Web Conferencing. All other user configuration settings are described in this section. Ensure that the global settings for desired features are such that they can be configured for individual users.

Note: 

For details about using WMI scripting to configure users, see the Using WMI to Configure New Users topic in the Administering Office Communications Server 2007 R2 section of the Operations documentation.

Important: 

If you did not configure your global properties on the Meetings tab to enforce per user, some of the options are not available because they are enforced by the global settings you configured.

To configure users for Office Communications Server

	1.
Log on to a server with the Office Communications Server 2007 R2 administrative tools as a member of the RTCUniversalUserAdmins group or with equivalent user rights.

2.
Click Start, click Administrative Tools, and then click Office Communications Server 2007 R2.

3.
Expand the Forest node, expand the Enterprise pool node or Standard Edition Servers node, expand the pool or server name, and then click Users.

4.
Do one of the following:


To configure all users for the server, right-click Users, and then click Configure users.


To configure an individual user, in the console pane, expand Users. In the details pane, right-click the user account that you want to configure, and then click Configure users.

5.
On the Welcome to the Configure Users Wizard page, click Next.

6.
Select the check box next to any of the following features that you want to configure for the selected user or users, and then, for each feature, click Enable or Disable, as appropriate:


Federation

Remote user access

Public IM connectivity

Enhanced Presence

Archive internal messages

Archive federated messages
7.
Click Next.

8.
Select the Organize meetings with anonymous participants check box, click Allow or Disallow, and then click Next.

9.
Select the Change meeting policy check box. 

10.
In the Select a meeting policy for the users list, click the name of the policy that you want to apply to the selected users, and then click Next.

11.
To enable or disable Enterprise Voice for the selected users, select the Change Enterprise Voice Settings for selected users check box, and then click Enable Enterprise Voice or Disable Enterprise Voice as appropriate. 

Note: 

To configure a particular Enterprise Voice setting for a specific user, the corresponding setting under Voice Properties must be configured to allow enforcement on a per-user basis. For details about Enterprise Voice, see Planning for Voice in the Office Communications Server 2007 R2 Planning and Architecture documentation as well as the Deploying Enterprise Voice documentation.

12.
To configure the Enterprise Voice policy that will be applied to the selected users, select the Change Enterprise Voice policy for selected users check box, and then click the name of the Enterprise Voice policy in the list.

Note: 

To view the settings configured for a policy, click the name of the policy in the list, and then click View.

13.
To configure the location profile that will be applied to the selected users, select the Change location profile for selected users check box, and then click the name of the location profile in the list.

Note: 

To view the settings configured for a location profile, click the name of the location profile in the list, and then click View.

14.
Click Next.

15.
Verify the settings, and then click Next.

16.
Verify the status of each user configuration operation, and then click Finish.


Deploy Clients and Additional Features

After you have installed Microsoft Office Communications Server 2007 R2, you can install the Office Communications Server clients and other features. See the following documentation for more information:

Appendix: Deploying Office Communications Server 2007 R2 Enterprise Edition

To facilitate access to the Office Communications Server 2007 R2 Enterprise Edition requirements that are documented in the Planning and Architecture documentation, the following topics are replicated in this Appendix.

In This Section

Enterprise Edition

Prepare Active Directory Schema, Forest, and Domain

DNS Requirements for Servers

DNS Requirements for Automatic Client Sign-In

Certificates for Enterprise Pools and Standard Edition Servers

IIS Requirements for Enterprise Pools and Standard Edition Servers

Internet Information Services (IIS) 7.0 Kernel Mode Authentication Settings

Prepare Windows for Setup

Deploying Unified Communications Applications

Accounts and Permissions Requirements
Enterprise Edition

This topic describes the prerequisites and requirements for the deployment of Office Communications Server 2007 R2 Enterprise Edition. This topic also lists requirements for a hardware load balancer deployed in an Office Communications Server 2007 R2 Enterprise pool.

You can deploy Enterprise Edition in your network after your Active Directory Domain Services (AD DS) has been prepared for Office Communications Server 2007 R2. We recommend that you deploy at least one Office Communications Server 2007 R2 pool or server in your internal network before you deploy any other servers in an Office Communications Server 2007 R2 topology. At any time, you can deploy new Enterprise Edition servers in your environment by adding a server to an existing pool or by creating a new pool for new servers.

In this release, unified communications applications are automatically installed. The applications can be activated when you deploy Enterprise Edition, but you can also activate unified communications applications later.

If you plan to deploy Office Communications Server 2007 R2 Archiving Server or Office Communications Server 2007 R2 Monitoring Server to enable archiving or monitoring, you can deploy either server before you deploy Enterprise Edition. If you deploy Archiving Server or Monitoring Server before you configure your pool, you can configure the archiving and monitoring settings during pool configuration.

You can deploy unified communications clients and devices in your environment before or after you deploy Office Communications Server, but we recommend that you deploy clients after you deploy at least one Office Communications Server or pool to host users. Clients cannot be used until servers are configured and running and user accounts have been enabled for Office Communications Server.

Prerequisites for Enterprise Edition

Office Communications Server 2007 R2 is available only in a 64-bit edition, which requires 64-bit hardware and the 64-bit edition of Windows Server. A 32-bit edition is not available with this release. The exception is Office Communications Server Administrative Tools, which is available both in a 64-bit and a 32-bit edition.

The following operating system updates are prerequisites for deploying Office Communications Server 2007 R2:


Microsoft Knowledge Base article 953582, "You may be unable to install a program that tries to register extensions under the IQueryForm registry entry in Windows Server 2008 or in Windows Vista" at http://go.microsoft.com/fwlink/?LinkId=131392.

This update must be installed before you install Office Communications Server 2007 R2 Administrative Tools only in the following situations: 


On computers running Windows Vista, on which you install Remote Server Administration Tools (RSAT).


On computers running Windows Server 2008, if the server role Active Directory Domain Services role is added.


Microsoft Knowledge Base article 953990, “AV at mscorwks!SetAsyncResultProperties” at http://go.microsoft.com/fwlink/?LinkId=131394 .

This update applies to Windows Server 2003 with SP2 and Windows Server 2008.

For details about Enterprise Edition operating system and hardware requirements, see Office Communications Server Infrastructure Requirements.

AD DS must be prepared for Office Communications Server 2007 R2 before you can deploy Office Communications Server 2007 R2, Enterprise Edition. Enterprise Edition also requires that the following be deployed in your environment:


Domain Name System (DNS)


Public key infrastructure (PKI)


Microsoft .NET Framework 3.5 (64-bit)


Microsoft Visual C++ 2008 redistributable


IPv4 addresses and networking protocols


Hardware load balancer

You must prepare certificates using the PKI so that you can configure mutual TLS (MTLS) between Office Communications Servers. Setup prompts you to install the .NET Framework and the Visual C++ 2008 redistributable, and it automatically installs them if they are not already installed on the computer.

For details about these prerequisites, see Environmental Requirements.

Prerequisites for a Load Balancer Connecting to a Pool

A hardware load balancer is required in an Enterprise pool that has more than one Enterprise Edition server. The load balancer performs the critical role of delivering scalability and high availability across multiple servers that are connected to a centralized database on the Office Communications Server Back-End Database.

Before a hardware load balancer can connect to the Office Communications Server Enterprise pool, you must configure the following:


A static IP address for servers within your pool.


Source network address translation (SNAT). Using a load balancer in the destination network address translation (DNAT) configuration is not supported. Using a load balancer in SNAT mode is required. However, be aware that each SNAT IP address on the load balancer limits the maximum number of simultaneous connections to 65,000. If you deploy load balancer in SNAT mode, ensure that you configure a minimum of one SNAT IP address for each group of 65,000 users. (The open number of connections generally corresponds to the number of active users.) For example, in a deployment supporting 100,000 users, you would configure two SNAT IP addresses.

Note: 

Although DNAT is not supported for the Enterprise pool or for Communicator Web Access, both DNAT and SNAT are supported for Edge Servers and HTTP.


A VIP address and associated DNS record for the load balancer. For details, see DNS Requirements for Servers.

Important: 

The following requirements apply to all load balancers that are deployed in an Office Communications Server 2007 R2 Enterprise pool. For details about configuring and deploying a particular brand and model of hardware load balancer, see the documentation that is included with the product of your choice.

A load balancer for an Enterprise pool must meet the following requirements:


Expose a VIP Address through Address Resolution Protocol (ARP). The VIP must have a single DNS entry called the pool FQDN and must be a static IP address.


Allow multiple ports to be opened on the same VIP. The following ports are required.

Table 1. Hardware Load Balancer Ports That Are Required for Office Communications Server 2007 R2

	Port required
	Virtual IP 
	Port use

	5060
	Load balancer VIP used by the Front End Servers
	Client to server SIP communication over TCP

	5061
	Load balancer VIP used by the Front End Servers
	Client to Front End Server SIP communication over TLS

SIP communication between Front End Servers over MTLS

	5065
	Load balancer VIP used by the Front End Servers
	Used for incoming SIP listening requests for application sharing over TCP

	5069
	Load balancer VIP used by the Front End Servers
	Used by QoE Agent on Front End Servers, needs to be open only if this pool sends QoE data to Monitoring Server

	135
	Load balancer VIP used by the Front End Servers
	To move users and perform other pool level Windows Management Instrumentation (WMI) operations over DCOM 

	444
	Load balancer VIP used by the Front End Servers
	Communication between the internal components that manage conferencing and the conferencing servers

	443
	Load balancer VIP used by the Web Components Server
	HTTPS traffic to the pool URLs


Note: 

If you deploy a load balancer for computers that are running applications such as Conferencing Attendant, Conferencing Announcement Service, Response Group Service, and Outside Voice Control, you must also configure the load balancer with the ports used by each application, as described in Dial-In Conferencing Support, Response Group Service Support, and Outside Voice Control, respectively.


Provide TCP-level affinity. This means that the load balancer must ensure that TCP connections can be established with one Office Communications Server in the pool and all traffic on that connection will be destined for that same Office Communications Server.


Have an IP address on each Front End Server that is directly routable within the internal network (specifically to allow communications between Front End Servers across different pools).


Ensure that the load balancer provides a configurable TCP idle-timeout interval with its value set to 20 minutes or greater. This value must be 20 minutes or higher because it should be above the following values:


Maximum SIP connection idle timeout of 20 minutes (this is the major determining value).


SIP Keep-alive interval 5 minutes.


Maximum REGISTER refresh interval of 15 minutes in absence of keep-alive checks.


Enable TCP resets on idle timeout.


Ensure that Front End Servers within a pool behind a load balancer are capable of routing to each other. There can be no NAT device in this path of communication. Any such device will prevent successful RPC between Front End Servers within a pool.


Ensure that Front End Servers behind a load balancer have access to the Active Domain Directory Services environment.


Ensure that Front End Servers have static IP addresses that can be used to configure them in the load balancer. In addition, these IP addresses must have DNS registrations (referred to as Front End FQDNs).


Ensure that any computer running Office Communications Server 2007 R2 administrative tools is able to route through the load balancer to both the Pool FQDN and the Front End FQDN of every Front End Server in the pool or pools to be managed. In addition, there can be no NAT device in the path of communication to the Front End Servers to be managed. Again, this is a restriction enforced by the usage of the RPC protocol by DCOM.


Use a load balancer that allows for adding and removing servers to the pool without shutting down.


Use a load balancer that supports a least-connections-based load balancing mechanism. This means that the load balancer will rank all Office Communications Server servers based on the number of outstanding connections to each of them. This rank will then be used to pick the Office Communications Server to be used for the next connection request.


Use a load balancer that is capable of monitoring server availability by connecting to a configurable port for each server.

Important: 

The monitor for ports 135 and 444 should open TCP connections to port 5060 or 5061 for determining server availability. Attempting to monitor ports 135 and 444 on the servers will cause the load balancer to incorrectly detect these servers to be available, because these ports are open even though Office Communications Server is not running.

Best Practices

We strongly recommend that you read Planning and Architecture to determine the features, functionality, and topology required by your organization before you begin deploying Enterprise Edition.

Deployment Process

The deployment process for Enterprise Edition is described in the following table.

Table 2. Enterprise Edition Deployment Process

	Phase
	Steps
	Permissions
	Documentation

	Install prerequisite software.
	Manually install Windows Updates, and then automatically install prerequisite software using Office Communications Server 2007 R2 Setup.
	RTCUniversalServerAdmins group

DomainAdmins group
	Environmental Requirements

Internal Office Communications Server Component Requirements

	Prepare AD DS.
	Prepare the schema, forest, and domain for Office Communications Server 2007 R2.
	Member of Schema Admins group and Administrator rights on the schema master 

Member of EnterpriseAdmins group for the forest root domain 

Member of EnterpriseAdmins or DomainAdmins group
	Preparing Active Directory Domain Services for Office Communications Server 2007 R2 in the Deployment documentation

	Prepare Windows for Setup.
	Install required Windows Updates, configure Windows Firewall, and then disable all services not required by Office Communications Server.
	Administrators group
	Prepare Windows for Setup

	Install SQL Server.
	Install SQL Server 2008 or SQL Server 2005 with Service Pack 2 (SP2) on a dedicated computer to host the Office Communications Server 2007 R2 Back-End Database.
	Local Administrator
	Install SQL Server 


	Configure SQL Server for Office Communications Server.
	Configure SQL Server trace flags. If you installed SQL Server on the Windows Server 2008 operating system, configure the Windows Firewall for SQL Server access.
	SQL Server administrator

Local administrator
	Configure SQL Server for Office Communications Server

	Optionally, configure a load balancer for your pool.
	If you plan to deploy more than one Enterprise Edition server in a pool, deploy and configure a load balancer according to the load balancer settings described earlier in this topic.
	Load balancer administrator
	Documentation included with your hardware load balancer

Configure a Load Balancer for Your Pool 

	Create and verify DNS records.
	Configure DNS A and SRV records as described in DNS Requirements for Servers.
	DNS Admins group
	Domain Name System (DNS) Requirements

Create and Verify DNS Records for Your Server or Pool 

	Create the pool.
	On the computer where you installed SQL Server, run Office Communications Server 2007 R2 Setup to create an Enterprise pool to which you will later add servers.
	RTCUniversalServerAdmins group

DomainAdmins group
	Create the Pool

	Configure the pool and applications.
	Configure settings that will apply to all servers in the pool, including SIP domain and client logon settings. Optionally, activate any unified communications applications that you want to deploy.
	RTCUniversalServerAdmins group
	Configure Pool and Applications

	Add servers to the pool.
	On the server in the domain that you want to add to your new or existing pool, run Setup to install and activate Office Communications Server Enterprise Edition.
	Administrators group

RTCUniversalServerAdmins group

DomainAdmins group
	Supported Server Role Collocation

Add Servers to the Pool 

	Configure certificates for Office Communications Server.
	Request a mutual TLS (MTLS) certificate for Office Communications Server, and then assign the certificate to each server in the Enterprise pool by using both Setup and Internet Information Services (IIS) Manager. 
	Administrators group

RTCUniversalServerAdmins group
	Create a New Certificate
Assign an Existing Certificate
Configure the Web Components Server IIS Certificate

	Start the services.
	Confirm that AD DS replication has completed, and then start Office Communications Server services.
	RTCUniversalServerAdmins group
	Start the Services

	Validate your server and pool configuration.
	With the services running, run the validation wizard to verify the configuration of each server role. In a consolidated configuration, the validation wizard verifies all server roles configured on the computer.
	RTCUniversalServerAdmins group
	Validate Your Server and Pool Configuration

	Optionally, configure audio/video and Web conferencing.
	Configure one or more meeting policies to enable users to organize and invite other users to Web conferences that are hosted on your own on-premises servers.
	RTCUniversalServerAdmins group
	Configure Audio/Video Conferencing and Web Conferencing

	Create and enable users.
	Enable users in AD DS so that they can connect to Office Communications Server 2007 R2, and then configure user settings to enable access to features of Office Communications Server.
	To create users, DomainAdmins group

To enable users and configure user accounts for Office Communications Server, RTCUniversalServerAdmins group
	Create and Enable Users for Office Communications Server
Configure Users

	Deploy clients.
	Deploy the unified communications clients that will connect to Office Communications Server 2007 R2.
	Administrators group
	Deploy Clients and Additional Features 


Prepare Active Directory Schema, Forest, and Domain

Before you deploy Office Communications Server, you must prepare Active Directory Domain Services (AD DS). Active Directory preparation includes schema preparation, forest preparation, and domain preparation. You perform the Active Directory preparation step only during an initial deployment. This step is not repeated when you add servers or pools to the deployment. For details about Active Directory preparation, see Preparing Active Directory Domain Services for Office Communications Server 2007 R2 in the Office Communications Server 2007 R2 deployment documentation.

In the same section, see Delegating Office Communications Server Setup and Administration for details about delegating Office Communications Server setup or administration.

DNS Requirements for Servers

Office Communications Server 2007 R2 uses Domain Name System (DNS) in the following ways:


To discover internal servers or pools for server-to-server communications.


To allow clients to discover the Enterprise pool or Standard Edition server used for various SIP transactions.


To allow unified communications (UC) devices that are not logged in to discover the Enterprise pool or Standard Edition server running Device Update Service, obtain updates, and send logs.


To allow external servers and clients to connect to Edge Servers or the HTTP reverse proxy for instant messaging (IM) or conferencing.


To allow external UC devices to connect to Device Update Service through Edge Servers or the HTTP reverse proxy and obtain updates.

In This Section
This section includes the following topics


DNS Requirements for Enterprise Pools and Standard Edition Servers

DNS Requirements for Communicator Web Access

DNS Requirements for External User Access
DNS Requirements for Enterprise Pools and Standard Edition Servers

This section describes the DNS records that are required for deployment of Enterprise pools and for Standard Edition servers.

In This Section
This section includes the following topics:


DNS Requirements for Enterprise Pools

DNS Requirements for Standard Edition Servers
DNS Requirements for Enterprise Pools

This section describes the DNS records that are required for deployment of Enterprise pools.

DNS Records for Enterprise Pools

The following table specifies DNS requirements for Office Communications Server 2007 R2 Enterprise pool deployment.

Table 1. DNS Requirements for an Enterprise Pool

	Deployment scenario
	DNS requirement

	Enterprise pool with multiple Front End Servers and a required load balancer
	An internal A record that resolves the FQDN of your Enterprise pool to the virtual IP address of the load balancer.

	Enterprise pool with a single Front End Server and a dedicated Back-End Database but no load balancer
	An internal A record that resolves the FQDN of the Enterprise pool to the IP address of the single Enterprise Edition server.

	An internal URL for Web conferencing that is different from the default pool FQDN
	An internal A record that resolves the host name portion of the URL to the virtual IP of the Web conferencing load balancer (or single Front End Server if appropriate).

	Automatic client logon
	For each supported SIP domain, an SRV record for _sipinternaltls._tcp.<domain> over port 5061 that maps to the FQDN of the Enterprise pool that authenticates and redirects client requests for sign-in. For details, see DNS Requirements for Automatic Client Sign-In.

	Device Update Service discovery by UC devices
	An internal A record with the name ucupdates-r2.<SIP domain> that resolves to the IP address of the Enterprise pool hosting Device Update Service. In the situation where an Office Communications Server 2007 R2 UC device is turned on, but a user has never logged into the device, the A record allows the device to discover the Enterprise pool hosting Device Update Service and obtain updates. Otherwise, devices obtain this information though in-band provisioning the first time a user logs in. For details, see Device Update Service. 

Important: 

 If you have an existing deployment of Software Update Server in Office Communications Server 2007, you have already created an internal A record with the name ucupdates.<SIP domain>. For Office Communications Server 2007 R2, you must create an additional DNS A record with the name ucupdates-r2.<SIP domain>.

	A reverse proxy to support Web conferencing for external users as well as access to Device Update Service by external UC devices
	An external A record that resolves the external Web farm FQDN to the external IP address of the reverse proxy. Clients and UC devices use this record to connect to the reverse proxy. For details, see DNS Requirements for External User Access.


The following table shows an example of the DNS records required for the internal Web farm FQDN.

Table 2. Example DNS Records for Internal Web Farm FQDN

	Internal Web farm FQDN
	Pool FQDN
	DNS A record(s)

	EEpool.contoso.com
	EEpool.contoso.com
	DNS A record for EEpool.contoso.com that resolves to the virtual IP (VIP) address of the load balancer used by the Enterprise Edition servers in the pool. 

In this case, the load balancer distributes SIP traffic to the Front End Servers and HTTP(S) traffic to the Web Components Servers.

	Meetings.internal.contoso.com
	EEpool.contoso.com
	DNS A record for the EEpool.contoso.com that resolves to the VIP address of the load balancer used by the Front End Servers.

DNS A record for Meetings.internal.contoso.com that resolves to the VIP address of the load balancer used by the Web Components Servers.


DNS Requirements for Standard Edition Servers

This section describes the DNS records that are required for deployment of Standard Edition servers.

DNS Records for Standard Edition Servers

The following table specifies DNS requirements for Office Communications Server 2007 R2 Standard Edition server deployment.

Table 3. DNS Requirements for a Standard Edition Server

	Deployment scenario
	DNS requirement

	Standard Edition server
	An internal A record that resolves the FQDN of the server to its IP address.

	Automatic client logon
	For each supported SIP domain, an SRV record for _sipinternaltls._tcp.<domain> over port 5061 that maps to the FQDN of the Standard Edition server that authenticates and redirects client requests for sign-in. For details, see DNS Requirements for Automatic Client Sign-In.

	Device Update Service discovery by UC devices
	An internal A record with the name ucupdates-r2.<SIP domain> that resolves to the IP address of the Standard Edition server hosting Device Update Service. In the situation where an Office Communications Server 2007 R2 UC device is turned on, but a user has never logged into the device, the A record allows the device to discover the server hosting Device Update Service and obtain updates. Otherwise, devices obtain the server information though in-band provisioning the first time a user logs in. For details, see Device Update Service. 

Important: 

 If you have an existing deployment of Software Update Server in Office Communications Server 2007, you have already created an internal A record with the name ucupdates.<SIP domain>. For Office Communications Server 2007 R2, you must create an additional DNS A record with the name ucupdates-r2.<SIP domain>.

	A reverse proxy to support Web conferencing for external users as well as access to Device Update Service by external UC devices
	An external A record that resolves the external Web farm FQDN to the external IP address of the reverse proxy. Clients and UC devices use this record to connect to the reverse proxy. For details, see DNS Requirements for External User Access.


DNS Requirements for Communicator Web Access

Each Communicator Web Access server must have a DNS host record that associates the Web site URL with the computer's IP address. In addition, each Communicator Web Access server must have a pair of canonical name (CNAME) records named as and download. For example, the URL im.contoso.com must have the following two DNS records:


as.im.contoso.com


download.im.contoso.com

These CNAME records are required in order to support desktop sharing.

If you are employing a hardware load balancer, your CNAME records must refer to the IP address of the load balancer rather than to individual Communicator Web Access server. For example, if you have four servers located behind a hardware load balancer, your CNAME records should point to the load balancer, and you should have a single as record that points to the load balancer rather than four separate as records, one for each server.

A similar approach is required if you are using a reverse proxy server to handle external logons. In that case, your CNAME records must refer to the IP address of the reverse proxy server. In addition, you will need to create a host name record for this server.

For details, including step-by-step information about creating DNS records, see Configuring Communicator Web Access DNS Records in Deploying Communicator Web Access in the Deploying Office Communications Server 2007 R2 documentation.

DNS Requirements for External User Access

An Edge Server runs three services—Access Edge service, Web Conferencing Edge service, and A/V Edge service. Each of these services has a separate external and internal interface. Each of these services requires a separate external IP address/port combination; the recommended configuration is for each of the three services to have different IP addresses, so that each service can use its default port settings. 

Specific Domain Name System (DNS) settings must be configured on each external and internal interface. In general, this includes configuring DNS records to point to appropriate servers in the internal network and configuring DNS records as appropriate for each service.

Note: 

To prevent DNS SRV spoofing and ensure that certificates provide valid ties from the user Uniform Resource Identifier (URI) to real credentials, Office Communications Server 2007 R2 requires that the name of the DNS SRV domain match the server name on the certificate. The subject name (SN) must point to sip.<domain>.

The following table provides details about each DNS record required for the Edge Servers.

Note: 

The port numbers referenced in the following table and elsewhere in this documentation are typically the default ports. If you use different port settings, you will need to modify the procedures in this documentation accordingly.

Table 1. Required DNS Records for Edge Servers

	Internal/external record
	Server
	DNS settings

	External
	Edge Server
	To support DNS discovery of your domain by federation partners. An external SRV record for one Edge Server for _sipfederationtls._tcp.<domain>, over port 5061 (where <domain> is the name of the SIP domain of your organization). This SRV should point to an A record with the external fully qualified domain name (FQDN) of the Access Edge service. If you have multiple SIP domains, you need a DNS SRV record for each domain. The Edge Server you choose for this SRV record will be the Edge Server through which all federation traffic will flow.

To support external user access through Microsoft Office Communicator and the Microsoft Office Live Meeting client. A DNS SRV record for _sip._tls.<domain>, over port 443, where <domain> is the name of your organization’s SIP domain. This SRV record must point to the A record of the Access Edge service. If you have multiple SIP domains, you need a DNS SRV record for each domain—each SRV record can point to a different Edge Server, if you want, to spread the workload. 

Note: 

If multiple DNS records are returned to a DNS SRV query, the Access Edge service always picks the DNS SRV record with the lowest numerical priority and highest numerical weight. If multiple DNS SRV records with equal priority and weight are returned, the Access Edge service will pick the SRV record that came back first from the DNS server.

To resolve domain lookups for the Access Edge service. For each supported SIP domain in your organization, an external A record for sip.<domain> that resolves to the external IP address of the Access Edge service (or to the virtual IP address used by the Access Edge services on the external load balancer, if you have multiple Edge Servers deployed). If a client cannot perform an SRV record lookup to connect to the Access Edge service, it uses this A record as a fallback.

To resolve domain lookups for the Web Conferencing Edge service. An external DNS A record that resolves the external name of the Web Conferencing Edge service to the external IP address of the Web Conferencing Edge service (or to the virtual IP address used by the Web Conferencing Edge services on the external load balancer, if you have multiple Edge Servers deployed).

To resolve domain lookups for the A/V Edge Service. An external DNS A record that resolves the external FQDN of the A/V Edge service to the external IP address of the A/V Edge service (or to the virtual IP address used by the A/V Edge services on the external load balancer, if you have multiple Edge Servers deployed).

	External 
	Reverse proxy
	To support Web conferencing for external users. An external DNS A record that resolves the external Web farm FQDN to the external IP address of the reverse proxy. The client uses this record to connect to the reverse proxy.

To support access to Device Update Service by external devices. An external DNS A record that resolves the external IP address of the reverse proxy to the IP address of the Office Communications Server 2007 R2 Enterprise pool or Standard Edition server hosting Device Update Service. For details, see Device Update Service.

	Internal
	Edge Server
	You must set up internal DNS A records so that Office Communications Server 2007 R2 servers within the organization can connect to the internal interface of the Edge Server.

If you have a single Edge Server at one site: 


You need just one internal DNS A record that resolves the internal FQDN of the Edge Server to the internal IP address of the Edge Server.


Additionally, if the A/V Edge service is behind a NAT, you must ensure that the Edge Server can resolve its public FQDN within the perimeter network. To test this, log on directly to the Edge Server itself, ping the external FQDN of the A/V Edge service  (for example, av.contoso.com), and ensure that the IP address returned is the public IP address listed in your external DNS. If the IP address returned is the NAT IP address, then edit the DNS A record used by the Edge Server so it contains the public IP address, and restart the A/V Edge service.

If you have multiple Edge Servers at one site, you need the following DNS records:


One internal DNS A record that resolves the internal FQDN of the Access Edge service array to the virtual IP (VIP) of the Access Edge service array on the internal load balancer.


One internal DNS A record that resolves the internal FQDN of the A/V Edge service array to the VIP of the A/V Edge service array on the internal load balancer.


For each Edge Server, an internal DNS A record that resolves the internal FQDN of the Web Conferencing Edge service on that server to the internal IP address of the Web Conferencing Edge service on that server.


DNS Requirements for Automatic Client Sign-In

This section explains the DNS records required for automatic client sign-in. When you deploy your Standard Edition servers or Enterprise pools, you can configure your clients to use automatic discovery to sign in to the appropriate Standard Edition server or Enterprise pool. If you plan to require your clients to connect manually to Office Communications Server, you can skip this topic.

To support automatic client sign-in, you must:


Designate a single server or pool to distribute and authenticate client sign-in requests. This can be one of the existing server or pool in your organization that host users, or you can designate a dedicated server or pool for this purpose that hosts no users. For high availability, we recommend that you designate an Enterprise pool for this function.


Create an internal DNS SRV record to support automatic client sign-in for this server or pool.

Note: 

In the following record requirements, SIP domain refers to the host portion of the SIP URIs assigned to users. For example, if SIP URIs are of the form *@contoso.com, contoso.com is the SIP domain. The SIP domain is often different from the internal Active Directory domain. An organization can also support multiple SIP domains. For details about configuring SIP domains, see Administering Office Communications Server 2007 R2 in the Operations documentation.

To enable automatic configuration for your clients, you must create an internal DNS SRV record that maps one of the following records to the fully qualified domain name (FQDN) of the Enterprise pool or Standard Edition server that distributes sign-in requests from Microsoft Office Communicator clients:


_sipinternaltls._tcp.<domain> - for internal TLS connections


_sipinternal._tcp. <domain> - for internal TCP connections (performed only if TCP is allowed)

You only need to create a single SRV record for the Enterprise pool or Standard Edition server or that will distribute sign-in requests.

Important: 

Only a single Enterprise pool or Standard Edition server can be designated to distribute sign-in requests. Create only one SRV record for the designated server or pool. Do not create this SRV record for additional internal servers or pools.

The following table shows some example records required for the fictitious company Contoso, which supports SIP domains of contoso.com and retail.contoso.com.

Table 1. Example of DNS Records Required for Automatic Client Sign-in with Multiple SIP Domains

	FQDN of Enterprise pool used to distribute sign-in requests
	SIP domain
	DNS SRV record

	pool1.contoso.com
	contoso.com
	An SRV record for _sipinternaltls._tcp.contoso.com domain over port 5061 that maps to pool1.contoso.com

	pool1.contoso.com
	retail.contoso.com
	An SRV record for _sipinternaltls._tcp.retail.contoso.com domain over port 5061 that maps to pool1.contoso.com


Note: 

By default, queries for DNS records adhere to strict domain name matching between the domain in the user name and the SRV record. If you prefer that client DNS queries use suffix matching instead, you can configure the DisableStrictDNSNaming Group Policy. For details, see the Planning for Communicator and Deploying Communicator documentation.

Example of the Certificates and DNS Records Required for Automatic Client Sign-In

This example uses the examples in the preceding table. The Contoso organization supports the SIP domains of contoso.com and retail.contoso.com, and all its users have a SIP URI in one of the following forms:


<user>@retail.contoso.com


<user>@contoso.com

Example of Required DNS Records

If the administrator at Contoso configures pool1.contoso.com as the pool that will distribute its sign-in requests, the following DNS records are required:


SRV record for _sipinternaltls._tcp.contoso.com domain over port 5061 that maps to pool1.contoso.com


SRV record for _sipinternaltls._tcp. retail.contoso.com domain over port 5061 that maps to pool1.contoso.com

Example of Required Certificates

In addition, the certificate that is assigned to the Front End Servers in the pool1.contoso.com Enterprise pool must include the following in its Subject Alternate Name (SAN):


sip.contoso.com


sip.retail.contoso.com

Certificates for Enterprise Pools and Standard Edition Servers

Internal Office Communications Server 2007 R2 servers that require certificates include Standard Edition server, Enterprise Edition Front End Server, and Director. The following table shows high-level certificate requirements for internal Office Communications Server servers. Although an internal Enterprise certification authority (CA) is recommended for internal servers, you can also use a public CA. For a list of public CAs that provide certificates that comply with specific requirements for unified communications certificates and have partnered with Microsoft to ensure they work with the Office Communications Server Certificate Wizard, see article Microsoft Knowledge Base 929395, “Unified Communications Certificate Partners for Exchange 2007 and for Communications Server 2007,” at http://go.microsoft.com/fwlink/?LinkId=140898.

The following tables show certificate requirements by server role for Enterprise pools and Standard Edition servers.

Table 1. Certificates for Standard Edition Server Topology

	Server role
	Recommended CA
	Subject Name/

Common Name
	Subject Alternate Name
	Comments

	All server roles (which are collocated)
	Enterprise CA
	FQDN of the Standard Edition server
	If you have multiple SIP domains and have enabled automatic client configuration, the certificate wizard detects and adds each supported SIP domain FQDNs.
	The wizard detects any SIP domains you specified during setup and automatically adds them to the Subject Alternate Name.

Additionally, you must use the IIS administrative snap-in to assign the certificate used by the Web Components Server.


Table 2. Certificates for Enterprise Pool: Consolidated Server Topology

	Server role
	Recommended CA
	Subject Name/

Common Name
	Subject Alternate Name
	Comments

	All server roles (which are collocated)
	Enterprise CA
	FQDN of the pool

For the Web Components Server role, the certificate must have the URL of the internal Web farm in the SN or Subject Alternate Name.
	If you have multiple SIP domains and have enabled automatic client configuration, the wizard detects the SIP domains, adds them to the Subject Alternate Name, and then adds each supported SIP domain FQDN.

For the Web Components Server role, the certificate must have the URL of the internal Web farm in the Subject Alternate Name (if the FQDN is different from the pool FQDN).
	The wizard detects any SIP domains you specified during setup and automatically adds them to the Subject Alternate Name.

The certificate must be installed on each server in the pool.

Additionally, you must use the IIS administrative snap-in to assign the certificate used by the Web Components Server.


Table 3. Certificates for Director, Standard Edition Topology

	Server role
	Recommended CA
	Subject Name/

Common Name
	Subject Alternate Name
	Comments

	Director
	Enterprise CA
	FQDN of the Standard Edition server
	If you have multiple SIP domains and have enabled automatic client configuration and all clients use this Director for logon, add each supported SIP domain FQDN.
	The wizard detects any SIP domains you specified during setup and automatically adds them to the Subject Alternate Name.


Table 4. Certificates for Director, Enterprise Pool Topology

	Server role
	Recommended CA
	Subject Name/

Common Name
	Subject Alternate Name
	Comments

	Director
	Enterprise CA
	FQDN of the pool
	If you have multiple SIP domains and have enabled automatic client configuration and all clients use this Director for logon, add each supported SIP domain FQDN.
	The wizard detects any SIP domains you specified during setup and automatically adds them to the Subject Alternate Name.


IIS Requirements for Enterprise Pools and Standard Edition Servers

For both Standard Edition servers and Enterprise pools, the Office Communications Server 2007 R2 installer creates virtual directories in IIS for the following purposes:


To enable users to download files from the Address Book Service 


To enable computer-based clients, such as Office Communicator, to obtain updates


To enable Web conferencing


To enable users to download meeting content 


To enable unified communications (UC) devices to connect to Device Update Service and obtain updates


To enable users to expand distribution groups


To enable phone conferencing


To enable response group features

The following table lists the URIs for the virtual directories for internal access and the file system resources to which they refer. The file system folders to which the virtual directories refer are described in Storage Requirements.

Table 1. Virtual Directories for Internal Access

	Feature
	Virtual Directory URI
	Refers to

	Address Book Server
	https://<Internal FQDN>/ABS/int/Handler
	Location of Address Book Server download files for internal users.

	Client updates
	http://<Internal FQDN>/AutoUpdate/Int
	Location of update files for internal computer-based clients.

	Conf
	http://<Internal FQDN>/Conf/Int
	Location of Web conferencing resources for internal users.

	Device updates
	http://<Internal FQDN>/DeviceUpdateFiles_Int
	Location of UC device update files for internal UC devices.

	Meeting
	http://<Internal FQDN>/etc/place/null
	Location of meeting content location for internal users.

	Group Expansion and Address Book Web Query service
	http://<Internal FQDN>/GroupExpansion/int/service.asmx
	Location of the Web service that enables group expansion for internal users. Also, the location of the Address Book Web Query service that provides global address list information to internal Communicator Mobile for Windows Mobile clients.

	Phone Conferencing
	http://<Internal FQDN>/PhoneConferencing/Int
	Location of phone conferencing data for internal users.

	Device updates
	http://<Internal FQDN>/RequestHandler
	Location of the Device Update Service Request Handler that enables internal UC devices to upload logs and check for updates.

	Response Group Service
	http://<Internal FQDN>/Rgs
	Location of Response Group Service configuration tool and data.


Note: 

For Enterprise pools in a consolidated configuration, you must deploy IIS before you can add servers to the pool.

Security Note

You must use the IIS administrative snap-in to assign the certificate used by the Web Component Server.

Internet Information Services (IIS) 7.0 Kernel Mode Authentication Settings

Internet Information Services (IIS) 7.0 enables kernel mode authentication by default. In Windows Server 2008, kernel mode authentication runs under the machine account, but Office Communications Server 2007 R2 runs under a user account. As a result, Kerberos service ticket decryption fails if kernel mode authentication is enabled. If you install and activate Office Communications Server 2007 R2 on a computer running the Windows Server 2008 operating system, Setup disables kernel mode authentication in IIS to support Kerberos.

Instead of disabling kernel mode authentication in IIS, you can configure IIS to use the Web application pool’s identity for internal virtual directories used by Office Communications Server. You can do so by modifying the windowsAuthentication element for the default Web Site on the Web Components Server or Communicator Web Access server. For details about the windowsAuthentication element, see “IIS 7.0: windowsAuthentication Element (IIS Settings Schema)” in the Internet Information Services documentation at http://go.microsoft.com/fwlink/?LinkId=131083.

To configure useAppPoolCredentials using the ApplicationHost.config File

	1.
Open the ApplicationHost.config file in a text editor. By default, this file is located at %windir%\system32\inetsrv\config\.

2.
For all folders under the Default Web Site location path, set the value of the WindowsAuthentication element and the useAppPoolCredentials attribute to true. For example:

<system.webServer>    <security>       <authentication>          <windowsAuthentication enabled="true" useAppPoolCredentials="true" />       </authentication>    </security> </system.webServer>


Prepare Windows for Setup

This topic describes tasks you can take to prepare the server before you install Office Communications Server. These tasks involve the following:


Apply operating system updates required for Windows Server 2008.


Configure Windows Firewall.


Disable Windows services.

Windows Server 2008 Windows Updates

The following operating system updates are prerequisites for deploying Office Communications Server 20007 R2:


Microsoft Knowledge Base article 953582, "You may be unable to install a program that tries to register extensions under the IQueryForm registry entry in Windows Server 2008 or in Windows Vista," at http://go.microsoft.com/fwlink/?LinkId=131392.

This update must be installed before you install Office Communications Server 2007 R2 administrative tools. It applies to Windows Server 2008 and Windows Vista.


Microsoft Knowledge Base article 953990, “AV at mscorwks!SetAsyncResultProperties,” at http://go.microsoft.com/fwlink/?LinkId=131394.

This update applies to Windows Server 2003 SP2 and Windows Server 2008.

Windows Firewall

If you plan to use Windows Firewall, we strongly recommend that you enable and configure it before you install and activate Office Communications Server 2007 R2. If Windows Firewall is running when Office Communications Server is installed, the activation process, if run locally, automatically adds the exceptions needed for Office Communications Server. Windows Firewall must be running before you start the Office Communications Server services during the deployment process because that is when Office Communications Server opens the required ports in the firewall. If Windows Firewall is not running when you start the Office Communications Server services, the required ports are not opened.

If Windows Firewall is not running when you install Office Communications Server, you must start Windows Firewall after installation and then run the activation procedure locally to add the necessary exceptions. Alternatively, you can add the necessary exceptions to Windows Firewall manually. To identify the exceptions, search the installation log for the text string “firewall exceptions.” For details, see “Firewall Rules” in the Windows Server 2008 product documentation at http://go.microsoft.com/fwlink/?LinkID=144611 or “Managing Program, Port, and System Service Exceptions: Windows Firewall (WF)” in the Windows Server 2003 product documentation at http://go.microsoft.com/fwlink/?LinkId=144621.

The activation process does not automatically add exceptions needed for Office Communications Server on any Back-End Database Servers. For details, see later in this topic.

SQL Server Access

In an Enterprise pool, if both Windows Server 2008 (any version) and SQL Server 2008 (any version) or both Windows Server 2008 (any version) and SQL Server 2005 with Service Pack 2 (SP2) are installed on the computer that you designate as the back end, you must configure the Windows Firewall to allow SQL Server access to TCP port 1433 (by default) or to another, non-default port. If you have multiple SQL instances on the computer or if the TCP port is dynamically assigned, you can add the SQL Server service, Sqlservr.exe, to the firewall exception list instead.

For details, see Configure Windows Firewall for SQL Server 2008 Access.

Remote Administration

If you want to use remote administration to deploy or administer Office Communications Server while Windows Firewall is running, you must configure Windows Firewall to enable the remote administration exception. For details, see “Help: Enable or disable the remote administration exception” in the Windows Server 2003 product documentation at http://go.microsoft.com/fwlink/?LinkId=137361. To remotely deploy or administer the Web Components Server, you must also add Inetinfo.exe to the Windows Firewall exceptions list. For details, see “Help: Add a program to the Windows Firewall exceptions list” in the Windows Server 2003 product documentation at http://go.microsoft.com/fwlink/?LinkId=137362.

Windows Service Dependencies

We recommend that you disable the Microsoft Windows operating system services that are not required on the computers where you install Office Communications Server. The table below describes the Windows services that Office Communications Server requires. You can safely disable all other services.

	Office Communications Server Service Name
	Windows Service Dependencies

	Office Communications Server Front-End (RTCSRV)
	HTTP SSL (HTTP, IIS Admin Service, Remote Procedure Call, Security Accounts Manager)

Windows Management Instrumentation (Event Log and Remote Procedure Call)

Windows Management Instrumentation Driver Extensions

If archiving  is enabled, Message Queuing (Message Queuing access control, NTLM Security Support Provider [NTLMSSP] service, Remote Procedure Call, RMCAST [Pgm] Protocol Driver, TCP/IP Protocol Driver, IPSEC Driver, Security Accounts Manager)

	Office Communications Server QoE Monitoring Agent – (RtcQmsAgent, runs on Front End Server)
	Windows Management Instrumentation

	Office Communications Server Audio/Video Conferencing (RTCAVMCU)
	HTTP SSL (HTTP, IIS Admin Service, Remote Procedure Call, Security Accounts Manager)

Windows Management Instrumentation (Event Log and Remote Procedure Call)

	Office Communications Server IM Conferencing (RTCIMMCU)
	HTTP SSL (HTTP, IIS Admin Service, Remote Procedure Call, Security Accounts Manager)

Windows Management Instrumentation (Event Log and Remote Procedure Call)

	Office Communications Server Telephony Conferencing (RTCACPMCU)
	HTTP SSL (HTTP, IIS Admin Service, Remote Procedure Call, Security Accounts Manager)

Windows Management Instrumentation (Event Log and Remote Procedure Call)

	Office Communications Server Web Conferencing (RTCDATAMCU)
	HTTP SSL (HTTP, IIS Admin Service, Remote Procedure Call, Security Accounts Manager)

Windows Management Instrumentation (Remote Procedure Call)

	Office Communications Server Archiving (RTCLOG)
	Message Queuing (Message Queuing access control, NTLM Security Support Provider [NTLMSSP] service, Remote Procedure Call, RMCAST [Pgm] Protocol Driver, TCP/IP Protocol Driver, IPSEC Driver, Security Accounts Manager) 

Windows Management Instrumentation

	Office Communications Server Call Detail Recording (RTCCDR)
	Message Queuing (Message Queuing access control, NTLM Security Support Provider [NTLMSSP] service, Remote Procedure Call, RMCAST [Pgm] Protocol Driver, TCP/IP Protocol Driver, IPSEC Driver, Security Accounts Manager) 

Windows Management Instrumentation

	Office Communications Server QoE Monitoring Service (RtcQms)
	Message Queuing (Message Queuing access control, NTLM Security Support Provider [NTLMSSP] service, Remote Procedure Call, RMCAST [Pgm] Protocol Driver, TCP/IP Protocol Driver, IPSEC Driver, Security Accounts Manager) 

Windows Management Instrumentation

	Office Communications Server Conference Announcement Service (RTCCAS)
	Windows Management Instrumentation (Event Log and Remote Procedure Call)

	Office Communications Server Conferencing Attendant (RTCCAA)
	Windows Management Instrumentation (Event Log and Remote Procedure Call)

	Office Communications Server Application Host (RTCAPPSRV) 
	Windows Management Instrumentation (Remote Procedure Call)

	Outside Voice Control (RTCCCS)
	Windows Management Instrumentation (Remote Procedure Call), but only via Outside Voice Control’s dependency on unified communications application server

	Office Communications Server Response Group Service (RTCACD)
	Windows Management Instrumentation (Remote Procedure Call), but only via Response Group Service’s dependency on unified communications application server


Deploying Unified Communications Applications

The following applications are automatically installed when you deploy Office Communications Server 2007 R2:


Conferencing Attendant 


Conferencing Announcement Service


Response Group Service


Outside Voice Control

These applications are hosted by an application server that is also automatically installed when you deploy an Office Communications Server 2007 R2 Front End Server. For more information about these applications, see New Server Applications in New Server Features in the Getting Started documentation. For details about installing Office Communications Server 2007 R2, see Deploying Office Communications Server 2007 R2 Enterprise Edition and Deploying Office Communications Server 2007 R2 Standard Edition in the Deployment documentation.

This section explains how to activate any applications that you did not activate during Setup, and how to start an application. For details about how to configure Conferencing Attendant to support dial-in conferencing for your users, see Deploying Dial-in Conferencing in the Deployment documentation. For details about how to configure a Response Group server pool and create workflows, see Deploying the Response Group Service in the Deployment documentation.

In This Section

Activate an Application

Start an Application
Activate an Application

Before you can start an installed application, you must activate it. By default, all applications are activated during Office Communications Server 2007 R2 setup if you use the Deployment Wizard. During setup, if you cleared the check box to prevent activation of one or more applications, you can use the procedure in this topic to activate the application by using the Office Communications Server administrative tools.

Note


When you add a Front End Server to a pool, the application server that hosts unified communications applications is automatically activated. If you need to reactivate the application server or if you did not activate any applications during your initial deployment, you can do one of the following: 


If you installed Office Communications Server 2007 R2 at the command line and you did not install the application server or any applications, you must first install the application server and applications before you can activate them.

To activate an application using the Office Communications Server 2007 R2 snap-in

	1.
Log on to the Office Communications Server where you want to run unified communications applications as a member of the Administrators group, the Domain Admins group, and the RTCUniversalServerAdmins group.

2.
Click Start, point to All Programs, point to Administrative Tools, and then click Office Communications Server 2007 R2.

3.
In the console tree, expand the forest node.

4.
Expand Enterprise pools, and then expand the pool.

5.
Do one of the following, depending on whether you have configured the Office Communications Server 2007 R2 snap-in view options to organize servers by role or as a list:


Expand Applications, expand Application Host, right-click the server where the application was installed, and then click Activate an application.


Right-click the server where the application was installed, and then click Activate an application.

6.
On the Welcome to the Application Activation Wizard page, click Next.

7.
On the Application Configuration page, do one or more of the following:


To activate Conferencing Attendant, select the Conferencing Attendant check box.


To activate Conferencing Announcement Service, select the Conferencing Announcement Service check box.


To activate Response Group Service, select the Response Group Service check box.


To activate Outside Voice Control, select the Outside Voice Control check box.

8.
When you are finished selecting your options, click Next.

9.
To begin activation, click Next.

10.
When the wizard has completed, click Finish.

When you are finished, you are ready to start the application. However, to run properly, Conferencing Attendant, Conferencing Announcement Service, and Response Group Service require additional configuration. For details about configuring Conferencing Attendant, see Configuring Conferencing Attendant. For details about configuring Response Group Service, see Deploying the Response Group Service.


Start an Application

After you activate the applications that are installed on your application server and specify settings for the applications that require configuration, you must start the applications that you want to use.

Note: 

To run properly, Conferencing Attendant, Conferencing Announcement Service, and Response Group Service require additional configuration. For details about configuring Conferencing Attendant, see Configuring Conferencing Attendant. For details about configuring Response Group Service, see Deploying the Response Group Service.

To start individual applications

	1.
Log on to the Office Communications Server where you have activated unified communications applications as a member of the Administrators group, the Domain Admins group, and the RTCUniversalServerAdmins group.

2.
Click Start, point to All Programs, point to Administrative Tools, and then click Office Communications Server 2007 R2.

3.
In the console tree, expand the forest node.

4.
Expand Enterprise pools, and then expand the pool.

5.
Do one of the following, depending on whether you have configured the snap-in view options to organize servers by role or as a list:


Expand Applications, expand Application Host, right-click the server that is running the application that you want to start, click Start , and then click the name of the application.


Right-click the server that is running the application that you want to start, click Applications, click Start, and then click the name of the application.

Note: 

If you want to start individual applications separately, you can also do this by using the service control manager (SCM).


To start all applications

	1.
Log on to the Office Communications Server where you have activated unified communications applications as a member of the Administrators group, the Domain Admins group, and the RTCUniversalServerAdmins group.

2.
Click Start, point to All Programs, point to Administrative Tools, and then click Office Communications Server 2007 R2.

3.
In the console tree, expand the forest node.

4.
Expand Enterprise pools, and then expand the pool.

5.
Do one of the following, depending on whether you have configured the snap-in view options to organize servers by role or as a list:


Expand Applications, expand Application Host, right-click the server that is running the applications that you want to start, and then click Start all stopped applications.


Right-click the server that is running the applications that you want to start, click Applications, click Start, and then click Start all stopped applications.


Accounts and Permissions Requirements

Security requirements for Office Communications Server 2007 R2 include the following:


Administrative credentials


Security levels


Media gateway security

Administrative Credentials

The following table outlines the permissions required to deploy the various server roles.

Note: 

By default, membership in the Domain Admins group is required to deploy or activate a server that is joined to an Active Directory domain. If you do not want to grant this level of privilege to the group or users deploying Office Communications Server, you can use the setup delegation wizard to provide a specific group the subset of permissions required for this task.

Table 1. Administrative Credentials Required for Deployment Tasks

	Procedure
	Administrative credentials or roles required

	Standard Edition
	 

	Install prerequisite software
	RTCUniversalServerAdmins group

Domain Admins group

	Prepare Active Directory Domain Services (AD DS)
	Member of Schema Admins group and Administrator rights on the schema master

Member of EnterpriseAdmins group for the forest root domain

Member of EnterpriseAdmins or DomainAdmins group 

	Prepare Windows for setup
	Administrators group

	Create and verify DNS records
	DNS Admins group

	Deploy and activate Standard Edition server and applications
	RTCUniversalServerAdmins group

Domain Admins group

	Configure Standard Edition server
	RTCUniversalServerAdmins group

	Configure certificates for Office Communications Server
	Administrators group

RTCUniversalServerAdmins group 

	Start the services
	RTCUniversalServerAdmins group

	Validate server configuration
	RTCUniversalServerAdmins group

	Optionally, configure A/V and Web conferencing
	RTCUniversalServerAdmins group

	Enterprise Edition, Consolidated Topology
	 

	Install prerequisite software
	RTCUniversalServerAdmins group

Domain Admins group

	Prepare AD DS
	Member of the Schema Admins group and Administrator rights on the schema master

Member of the EnterpriseAdmins group for the forest root domain

Member of the EnterpriseAdmins or DomainAdmins group 

	Prepare Windows for setup
	Administrators group

	Install SQL Server
	Local Administrator

	Configure SQL Server for Office Communications Server
	SQL Server administrator

Local administrator

	Optionally, configure a load balancer for the pool
	Load balancer administrator

	Create and verify DNS records
	DNS Admins group

	Create the pool
	RTCUniversalServerAdmins group

Domain Admins group

	Configure the pool and applications
	RTCUniversalServerAdmins group

	Add servers to the pool
	Administrators group

RTCUniversalServerAdmins group

Domain Admins group

	Configure certificates for Office Communications Server
	Administrators group

RTCUniversalServerAdmins group 

	Start the services
	RTCUniversalServerAdmins

	Validate the server and pool configuration
	RTCUniversalServerAdmins

	Dial-in Conferencing
	 

	Install and activate Office Communications Server 2007 R2
	Administrators group

RTCUniversalServerAdmins group

Domain Admins group

	Activate Conferencing Attendant and Conferencing Announcement Service applications
	RTCUniversalServerAdmins group

Domain Admins group

	Install, activate, and configure the 2007 R2 version of Microsoft Office Communicator Web Access server
	Administrators group

Domain Admins group

	Optionally, enable remote user access to Communicator Web Access
	Administrators group

Domain Admins group

	Test the Dial-in Conferencing Web page
	Office Communications Server 2007 R2 user 

	Create one or more location profiles
	RTCUniversalServerAdmins group

	Configure a global policy to support dial-in conferencing
	RTCUniversalServerAdmins group

	Deploy a Mediation Server
	RTCUniversalServerAdmins group

	Deploy a third-party basic media gateway

OR

Configure the Mediation Server to perform SIP trunking
	RTCUniversalServerAdmins group (to configure Mediation Server)

Administrator of the SIP trunking provider

	Response Group Service
	 

	Install and activate Office Communications Server 2007 R2
	Administrators group

RTCUniversalServerAdmins group

Domain Admins group

	Activate the Response Group Service application
	RTCUniversalServerAdmins group 

Domain Admins group

	Add agents, create agent groups, and create queues for the server pool
	RTCUniversalServerAdmins group 

	Create the workflows
	RTCUniversalServerAdmins group

	Configure the Response Group tab
	Domain Admins group

	Archiving Server
	 

	Install prerequisite software
	Administrators group and Domain Admins group (to install Message Queuing with Active Directory integration enabled) 

	Install and activate Archiving Server
	Administrators group

Domain Admins or RTCUniversalServerAdmins group

	Configure Archiving Server associations
	Administrators group

	Configure users for archiving
	RTCUniversalUserAdmins  group

	Start the archiving services
	RTCUniversalUserAdmins Group

	Monitoring Server
	 

	Install prerequisite software
	Administrators group

Domain Admins group (to install Message Queuing with Active Directory integration enabled)

	Install and activate Monitoring Server
	Administrators group

Domain Admins or RTCUniversalServerAdmins group

	Start the services
	Administrators group

	Deploy Monitoring Server reports
	Administrators group

	Configure Monitoring Server associations
	Administrators group

	Communicator Web Access
	 

	Install and activate
	Domain Admins

	Create virtual server
	Domain Admins, or RTCUniversalServerAdmins and local Administrators

	Publish Communicator Web Access URLs
	Domain Admins, or RTCUniversalServerAdmins and local administrators

	Manage Communicator Web Access settings
	Domain Admins, or RTCUniversalServerAdmins and local administrators

	Group Chat
	 

	Create SQL Server database
	Database administrator

	Set up Group Chat accounts and permissions
	Administrators group

	Obtain certificates for Group Chat
	Administrators group

	Install Group Chat
	Administrators group

	Configure Web site settings in IIS
	Administrators group

	Connect the Group Chat Administration Tool to Group Chat
	Administrators group

Channel service administrator

	Configure Group Chat user access
	Administrators group

	Deploy archiving and compliance support
	Database administrator

Administrators group

	Administrative Tools
	 

	Install Administrative Tools on a centralized administrative console that is not running Office Communications Server
	Administrators group

Domain Admins group

	Configure user account settings
	RTCUniversalUserAdmins

	Configure all other settings (other than user account settings)
	RTCUniversalServerAdmins

	Edge Server
	 

	Set up the infrastructure for Edge Servers
	Administrators group

	Set up Edge Servers
	Administrators group

Domain Admins or RTCUniversalServerAdmins group 

	Configure the environment
	Administrators group

Domain Admins or RTCUniversalServerAdmins group 

	Validate edge configuration
	Administrators group

Domain Admins or RTCUniversalServerAdmins group

	Communicator Mobile for Windows Mobile
	 

	Install prerequisites
	Administrator


	Install Communicator Mobile for Windows Mobile
	Administrator

	Install self-signed certificates
	Administrator

	Configure the client
	Administrator

	Test IM and presence
	Administrator

	Communicator Mobile for Java
	 

	Verify that prerequisites and dependencies are met 
	Administrator

	Deploy the Communicator Mobile component 
	Administrator

	Install Communicator Mobile for Java client software
	Administrator

	Configure and use the client
	Administrator

	Test IM and presence
	Administrator

	Outside Voice Control
	 

	Install and activate Office Communications Server 2007 R2
	Administrators group

RTCUniversalServerAdmins group

Domain Admins group

	Activate Outside Voice Control application
	RTCUniversalServerAdmins group

Domain Admins group

	Start the application
	RTCUniversalServerAdmins group 

	Test Outside Voice dialing on a supported mobile client
	Office Communications Server 2007 R2 user

	Enterprise Voice with PBX Coexistence
	 

	Deploy Office Communications Server, including Mediation Server that connects to the PBX
	
Create Enterprise pool: RTCUniversalServerAdmins and Domain Admins or equivalent credentials


Configure pool: RTCUniversalServerAdmins


Add server to pool: RTCUniversalServerAdmins


Configure certificate: RTCUniversalServerAdmins


Configure Web Components Server certificate: Local Administrator credentials


Validate server and pool functionality: RTCUniversalServerAdmins

	Deploy Office Communicator 2007
	Administrator on the computer on which Office Communicator is being installed

	Enable users for IM and presence
	RTCUniversalUserAdmins group

	Configure Communications Server for Enterprise Voice
	RTCUniversalServerAdmins group

	Configure PBX to fork calls to Office Communications Server
	RTCUniversalServerAdmins (to get information from AD DS to convert an extension into the correct telephone URI) 

	Deploy media gateways (if required)
	Media gateways are external systems their own authentication and authorization schemes. If the media gateway requires creation of trusted service entries, you must be at least a member of the RTCUniversalServerAdmins group.

	Deploy RCC gateway (if required)
	RCC gateways are external systems their own authentication and authorization schemes. You must be at least a member of the RTCUniversalServerAdmins group to create the required trusted service entries.

	Enable users for Enterprise Voice and PBX integration 
	RTCUniversalUserAdmins group

	Enterprise Voice stand-alone (no PBX coexistence)
	 

	Deploy Office Communications Server
	
Create enterprise pool: RTCUniversalServerAdmins and Domain Admins or equivalent credentials


Configure pool: RTCUniversalServerAdmins


Add server to pool: RTCUniversalServerAdmins


Configure certificate: RTCUniversalServerAdmins


Configure Web Components Server certificate: Local Administrator credentials


Validate server and pool functionality: RTCUniversalServerAdmins

	Deploy Office Communicator 2007
	Administrator on the computer on which Office Communicator is being installed

	Configure Office Communications Server for Enterprise Voice
	RTCUniversalUserAdmins group

	Deploy Exchange Server 2007 Unified Messaging and configure to integrate with Office Communications Server
	
For Office Communications Server: RTCUniversalServerAdmins group 


For Exchange Server: Exchange Organization Administrators permissions are sufficient when Office Communications Server and Exchange Server are running in the same forest.

Note: 

The user account used to configure Exchange Unified Messaging must have READ access to Office Communications Server pools in AD DS and READ/WRITE access on the Exchange configuration containers (First Organization\UM Dial Plan Container, UM IP Gateway Container, UM Auto Attendant Container, and so on).

	Deploy media gateways
	Media gateways are external systems their own authentication and authorization schemes. If the media gateway requires creation of trusted service entries, you must be at least a member of the RTCUniversalServerAdmins group.

	Enable users for Enterprise Voice
	RTCUniversalUserAdmins group

	Device Update Service
	 

	Deployment
	Device Update Service is automatically installed on the Web Components Server. There are no specific deployment permissions needed outside those required to deploy Standard Edition or Enterprise Edition.


Security Levels

The security levels required for deploying Office Communications Server 2007 R2 depend on the components your organization plans to deploy.

Exchange UM Security Levels

An Exchange Unified Messaging (UM) dial plan supports three different security levels: Unsecured, SIPSecured, and Secured. You configure security levels by means of the VoipSecurity parameter of the UM dial plan. The following table shows appropriate dial plan security levels depending on whether mutual TLS (MTLS) and/or Secure Real-Time Transport Protocol (SRTP) are enabled or disabled.

Table 2. VoipSecurity Values for Various Combinations of Mutual TLS and SRTP

	Security level
	Mutual TLS
	SRTP

	Unsecured
	Disabled
	Disabled

	SIPSecured
	Enabled (required)
	Disabled

	Secured
	Enabled (required)
	Enabled (required)


When integrating Exchange UM with Communications Server 2007 R2, you need to select the most appropriate dial plan security level for each voice profile. In making this selection, you should consider the following:


MTLS is required between Exchange UM and Office Communications Server. Therefore, the dial plan security level must not be set to Unsecured.


When dial plan security is set to SIPSecured, SRTP is disabled. In this case, the Office Communicator 2007 R2 client encryption level must be set to either rejected or optional.


When setting dial plan security to Secured, SRTP is enabled and is required by Exchange UM. In this case, the Office Communicator 2007 R2 client encryption level must be set to either optional or required.

 Media Gateway Security

Media flowing both directions between the Mediation Server and Communications Server network is encrypted using SRTP. Organizations that rely on IPsec for packet security are strongly advised to create an exception on a small media port range if they are to deploy Enterprise Voice. The security negotiations required by IPsec work for normal UDP or TCP connections, but they can slow call setup to unacceptable levels.

Because a media gateway receives calls from the PSTN that can present a potential security vulnerability, the following are recommended mitigation actions:


Enable TLS on the link between the gateway and the Mediation Server. This will assure that signaling is encrypted end to end between the gateway and your internal users.


Physically isolate the media gateway from the internal network by deploying the Mediation Server on a computer with two network adapters: the first accepting traffic only from the internal network, and the second accepting traffic from a media gateway. Each card is configured with a separate listening address so that there is always clear separation between trusted traffic originating in the Communications Server network and untrusted traffic from the PSTN. 

The internal edge of a Mediation Server should be configured to correspond to a unique static route that is described by an IP address and a port number. The default port is 5061.

The external edge of a Mediation Server should be configured as the internal next-hop proxy for the media gateway. It should be identified by a unique combination of IP address and port number. The IP address should not be the same as that of the internal edge, but the default port is 5060.
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