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Executive Summary

Many of the techniques and products available to help secure an enterprise network rely on some form of cryptography. A Public Key Infrastructure (PKI) provides the certificates used by each party involved in a cryptographically secured electronic transaction. To help secure the Microsoft corporate network, the Microsoft internal Information Technology group—called Microsoft IT—needed to implement several initiatives that required cryptographic techniques. These initiatives included:

· Certificate-based 802.1X wireless authentication
· Secure Multipurpose Internet Mail Extensions (S/MIME) for digitally signing and encrypting e-mail

· Encrypting File System (EFS) for file and folder encryption

· Internet Protocol Security (IPsec) for the security of network transactions

· Secure Sockets Layer (SSL) for the security of Web connections

· Smart cards for two-factor remote access authentication 

These initiatives required the presence of an enterprise-wide PKI to provide public key–based security services.

Running its own certification authorities (CAs) rather than using commercial, third-party services enabled Microsoft IT to more securely manage the infrastructure and reduce the costs associated with issuing certificates and managing an external CA relationship. Implementing an enterprise PKI enabled Microsoft IT to better secure its network-based communications.

Microsoft IT’s easy-to-manage, standards-based, scalable PKI solution resulted in a method to exchange sensitive data, compatibility with other Microsoft applications, and reduced infrastructure costs.

This white paper describes the deployment and use of the PKI features of Windows server and client products into the production environment at Microsoft. Certificate Services provides customizable services for managing certificates in a PKI infrastructure, such as when creating a CA that receives certificate requests, verifying both the information in the request and the identity of the requester, issuing and revoking certificates, and publishing a Certificate Revocation List (CRL). 

Note: A CRL is a list of certificates that were revoked prior to their preset expiration date.

This paper also discusses the initial Windows 2000 Server PKI architecture, the reasons why Microsoft IT upgraded the PKI to Windows Server 2003, and the deployment of the Windows Server 2003 PKI. This paper offers lessons learned and best practices, and it includes a discussion on the future directions of the technology at Microsoft. It assumes that readers are technical decision makers and are already familiar with the fundamentals of public key security systems, the benefits that such systems offer, and the components required to implement the systems. Links to additional sources of information about PKI are available in the "For More Information" section at the end of this paper.

Note: For security reasons, the sample names of forests, domains, internal resources, organizations, and internally developed security file names used in this paper do not represent real resource names used within Microsoft and are for illustration purposes only.

Introduction

The charter of Microsoft IT is to maintain an IT environment composed of services, applications, and an infrastructure that provides availability, privacy, and security to Microsoft employees in more than 400 locations worldwide. Microsoft IT is responsible for running the company's internal networks, telecommunication systems, corporate servers, and all line-of-business applications. In addition, Microsoft IT is committed to testing Microsoft enterprise products in a production environment before they are released to the public—a process commonly referred to as “eating your own dogfood.”

Security continues to be at the highest level of priority across all areas of product development at Microsoft and within the corporate infrastructure. By implementing an enterprise PKI, Microsoft IT is able to use standards-based cryptographic technologies to help secure the Microsoft corporate network.

A PKI is a collection of interconnected components working together to provide security services, such as encryption, authentication, and digital signatures. A PKI uses asymmetric keys rather than symmetric keys for this purpose. Using multiple keys, one public and one private, provides multiple benefits over symmetric key technologies. These benefits include scalability and a reduction in key management and distribution efforts. Regardless of whether the keys are used for encryption or digital signature, the private key does not need to be distributed outside of the user’s control. The public key, on the other hand, is meant to be distributed. Digital certificates provide a mechanism for distribution of public keys and identify the entity with which they are associated.

The premise of PKI is based on trusting a common root certificate. An internally built PKI (such as within an enterprise) offers a ubiquitous trust within the confines of the enterprise. Third-party PKI service providers offer a facility to extend that ubiquity across the Internet for what would otherwise be untrusted entities.

A hierarchy of CAs—linked by a series of signed certificates based on the trust of a common root issuing CA—forms a chain. At the end of the chain is the certificate, known as an end-entity certificate, which a CA issues to a user or a computer. This certificate is one end of the chain, extending back to a trusted root. In this way, chains of trusts can enable people and computer systems unknown to each other to trust that they are who or what they claim to be.

Microsoft wanted to implement its own PKI to enhance the security of its internal and external network communications. Microsoft IT accomplished this implementation by using a three-tier hierarchy, distinguishing functional layers for its offline PKI root, its offline intermediate (or subordinate) CAs, and its online issuing CAs. Microsoft IT also recognized that because of its key role in running “dogfood” technologies for the myriad product development groups within Microsoft, implementing a PKI would provide valuable feedback to the development groups building this technology into various server software products. 

Certificate Services in a Microsoft Windows®–based server product was first introduced in the Microsoft Windows NT® version 4.0 Server Option Pack. However, at that time, the technology was not a scalable solution, and Microsoft IT did not deploy it. The first implementation of PKI within Microsoft was through Key Management Services (KMS) in Microsoft Exchange Server version 5.5. KMS acted as its own CA specifically for the issuance of S/MIME certificates.

The first Windows-based, enterprise-quality PKI was included with Microsoft Windows 2000 Server. To expand the internal use of PKI, Microsoft IT implemented PKI as a core service to the Microsoft corporate network when it deployed Windows 2000 Server. 

This effort augmented Microsoft IT group’s earlier practice of buying individual, third-party certificates for external, SSL enabled Web sites such as https://www.microsoft.com. Several third-party root certificates have been embedded in the Windows products since the release of Microsoft Internet Explorer version 4, enabling simple use of this technology. At the time of the initial PKI deployment at Microsoft, several third-party PKI providers offered externally based PKI service solutions to customers. However, Microsoft IT chose not to deploy a third-party-based PKI for internal use. For such reasons as minimizing costs, maximizing system control, and simplifying management and administration, Microsoft IT chose to run its own PKI by using its existing Windows-based server infrastructure.

The release of Windows Server 2003 greatly enhanced and improved upon PKI services, enabling Microsoft IT to consolidate its core server infrastructure and better manage its certificate issuance practices and policies. Furthermore, Microsoft IT ended the practice of purchasing individual third-party certificates in favor of issuing its own certificates from an internal subordinate CA signed by a public root CA.

Initial Windows 2000 Server PKI Architecture

In February 2000, Microsoft IT built its own PKI by using its existing Windows 2000 Server infrastructure. Microsoft IT had several user requirements that needed the deployment of cryptographic technologies. These requirements included:

· Enabling strong network user authentication by using smart cards

· Helping to ensure the confidentiality and integrity of transmitted data by using IPsec

· Helping to ensure the confidentiality of stored data by using EFS

· Helping to secure e-mail by using S/MIME encryption and digital signatures

· Helping to secure Web connections by using SSL or Transport Layer Security (TLS)

· Helping to facilitate secure relationships with business partners

The common factor for supporting these security technologies was the implementation of a PKI.

Microsoft IT built the PKI by deploying a hierarchy of CAs implemented through Windows 2000 Server Certificate Services. Windows 2000 Server Certificate Services provided a comprehensive mechanism for issuing certificates that enabled Microsoft to take full advantage of PKI technology. Adherence to industry standards meant that Windows 2000 Server Certificate Services interoperated with most third-party, public key–enabled software. 

A Windows 2000 Server PKI offered Microsoft the following features: 

· Certificate Services. Certificate Services enables an enterprise to issue and manage X.509 version 3.0 certificates and implement its own PKI.

· Public key–enabled applications and services. These include Internet Information Services (IIS), Internet Explorer, Microsoft Outlook® messaging and collaboration client and Microsoft Outlook Express, EFS, IPsec, and smart card logon. 

· Integration with Active Directory. An enterprise can use Active Directory as a publication point for CAs and issued certificates. Active Directory and the account authentication mechanism can also effectively serve as the registration authority, controlling who is able to enroll for what type of certificates based on account credentials.

· Autoenrollment. An enterprise can use Group Policy to configure automatic certificate enrollment for Active Directory computer account objects.

· Smart card logon support. An enterprise can use smart cards for interactive logons as well as for certificate and key storage. 

· Public key policies in Group Policy. PKI Group Policy enables administrators to define and control various aspects of PKI use within the domain, including root trust, EFS data recovery, and autoenrollment for computer accounts. 

Deployment of a Windows 2000 Server–Based PKI

In Windows 2000 Server, two types of CAs are available: stand-alone and enterprise. When designing its PKI, Microsoft IT had to consider whether to deploy stand-alone, enterprise, or a mixture of both types in its hierarchy. Microsoft IT ultimately deployed a mixture of CA types.

The features and restrictions unique to each type of CA helped Microsoft IT differentiate them and determine which types of CAs to deploy within the hierarchy. A stand-alone CA does not interact with Active Directory, does not use certificate templates, and can, at any time, issue any type of certificate requested by an authorized user (including local user accounts). In contrast, an enterprise CA depends on and interacts directly with Active Directory, such that many of the normal operational tasks occur automatically. Additionally, this interaction seamlessly handles many post-issuance actions, such as certificate mapping to user and computer accounts. With an enterprise CA, objects with valid and active accounts in Active Directory perform all enrollments. This process provides a measure of authenticity to the enrollment.

An enterprise CA requires the existence of Active Directory in Windows 2000 Server or later. When an enterprise CA issues a certificate to a user or computer account, that certificate is inherently trusted within the enterprise. Part of this inherent trust is the requirement that to install an enterprise CA, the administrator must be logged on with Enterprise Administrator credentials. This requirement helps prevent rogue or unauthorized CAs from being placed online within the environment.

Determining the CA Hierarchy

There are two hierarchical configuration types within both the stand-alone and enterprise CA types: a root and a subordinate. A root CA is a self-signed entity, whereas a subordinate CA requires a certificate signed by another CA. A subordinate is sometimes known as an intermediate when the subordinate is beneath a root CA but above an issuing CA in the chain.

When a client trusts a root CA (by having the root CA’s certificate in its Trusted Root Certification Authorities store), it also trusts, by default, every CA subordinate to it in the hierarchy. Thus, the root CA is the most important point of trust in an organization and should be secured and maintained accordingly. 

When determining the CA hierarchy, Microsoft IT determined that, for security reasons, the Microsoft root CA would be offline, never connected to the network. The root CA could never join a domain, and therefore, could not be installed as an enterprise CA. 

The primary PKI hierarchy as designed by Microsoft IT under Windows 2000 Server initially consisted of three tiers: one stand-alone offline root CA; two stand-alone intermediate CAs; and multiple specialized, online enterprise issuing CAs. There was no support for cross-forest enrollment; therefore, each forest required its own set of enterprise CAs. However, each forest used the same offline stand-alone root and intermediate CAs. 

The offline root and two intermediates functioned as follows:

· Microsoft Corporate Root CA. This CA was the root of the corporate PKI hierarchy. Its only purpose was to issue or revoke the certificates of the two offline intermediate CAs. 

· Microsoft Intermediate Intranet CA. This offline intermediate CA certified all other CAs used to issue certificates intended for use only within the bounds of the Microsoft corporate network environment.

· Microsoft Intermediate Extranet CA. This offline intermediate CA certified all other CAs used to issue certificates intended for use outside the bounds of the Microsoft corporate network, including the Internet and the Microsoft extranet environment.

All the enterprise issuing CAs were subordinate to the intermediate CAs. Table 1 details the function of each issuing enterprise CA in the hierarchy.

Table 1. Types of Online Enterprise Issuing CAs Initially Deployed

	Type of CA
	Function

	Intranet Network 
	Issued certificates for network-wide services that related to general server, user, or network administration, such as an enrollment agent and EFS data recovery.

	Intranet Machine
	Issued authentication and IPsec certificates for computer accounts, including domain controllers.

	FTE User
	Issued user-based certificates for full-time Microsoft employees on the corporate network for general client authentication and EFS.

	Non-FTE User
	Issued certificates for temporary contract and vendor staff users on the corporate network for general client authentication and EFS.

	Intranet Level 2 User
	Issued certificates for full-time Microsoft employee users for smart card logon.

	Personnel E-mail
	Issued certificates for S/MIME digital signatures and encryption services.

	Extranet Machine
	Issued certificates for computers outside the corporate network, such as Web servers and business partner systems.


Figure 1 shows the hierarchy of CAs in the initial primary PKI design that Microsoft IT created. All of the CAs were housed in a secure vault that Microsoft controlled.
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Figure 1. Hierarchy of the initial primary PKI design with Windows 2000 Server

The stand-alone, offline root signed the offline intermediate CAs. Then, the offline intermediates signed the online enterprise subordinate CAs. The online enterprise CAs were the issuing CAs for all certificates issued internally at Microsoft. Because the root and subordinate CAs were offline, Microsoft IT security staff manually issued and published their certificates (through a floppy disk) to Active Directory. Additionally, the security staff issued certificates to all online enterprise CAs in the appropriate Active Directory forest by manually copying certificate request files from the online servers to the offline intermediates. The security staff used floppy disks to transport the certificates between servers. The requests were processed, and security staff transferred the issued certificates through floppy disks from the offline CA back to the online server and installed. 

The advantages of the three-tier hierarchy are manifold. One advantage is that the root is never exposed to network traffic and is rarely physically touched by staff after issuance of the certificates of the offline intermediates, thereby minimizing the chance that it could be compromised. 

Because Microsoft IT relies on a single root for trust, this hierarchical design provides multiple levels of assurance by enabling multiple branches under this root. Further changes can be made in the lower portions of the hierarchy without affecting the root or causing root trust issues.

This hierarchy provides flexibility by allowing multiple intermediate CAs, which can each have subordinates. There are several practical reasons for deploying multiple subordinate CAs, such as CAs issuing certificates for only a specific use, CAs issuing certificates for a specific location, or having different certificate policies for different business units.

Moreover, the three-tier hierarchy simplifies the auditing process on the root. The ability to account for every certificate ever issued by the root CA provides Microsoft IT with a high level of assurance with that root. The three-tier hierarchy helps ensure that if the root was used as a primary issuing CA, after thousands (if not millions) of certificates were issued, the level of confidence that all issuance parameters and guidelines were followed in each case is high.

The offline intermediates are kept offline for similar security reasons. Using the offline subordinates to certify the issuing CAs, rather than using the root itself, creates an additional buffer, which further isolates the offline root from any chance of corruption or compromise. The offline subordinates also enable various policies to be set with differing certificates, creating separate branches of policies and restrictions stemming from the same root.

The three-tier design gives Microsoft IT the ability to frequently renew keys and certificates for those offline intermediate and issuing CAs, without requiring a change to established root trust relationships. 

Microsoft IT initially defined the root certificate as an eight-year CA certificate lifetime, a 2,048-bit key length, and a 90-day CRL publishing interval. The CRL was published to an external Hypertext Transfer Protocol (HTTP) path and in Active Directory through a Lightweight Directory Access Protocol (LDAP) Uniform Resource Locator (URL). Microsoft IT defined the certificate for both offline intermediate CAs as four-year CA certificate lifetimes, also with 2,048-bit key lengths and 90-day CRL publishing intervals. The CRLs used similar HTTP and, in Active Directory, LDAP URLs. Microsoft IT defined a two-year CA lifetime for each of the issuing CAs, using 2,048-bit keys. The CRL publication interval on the issuing CAs varied, depending on the function of the certificates being issued. 

Note: Microsoft IT later increased the lifetimes and key sizes for the offline CAs. Microsoft IT extended the root certificate validity to 16 years and the intermediates to eight years. It increased the key sizes of both to 4,096 bits.

End-entity certificates are generally issued with a validity period of one year or less. Because a CA is not capable of issuing a certificate with a validity period that exceeds that of its own certificate, the certificates for issuing CAs need to be renewed on an annual basis. The issuing CAs can thus continue to issue end-entity certificates that will be valid for their full, intended one-year validity period.

Integrating PKI into Active Directory 

Much of the power of a Windows 2000 enterprise PKI comes from its integration with Active Directory. To use this integration, Microsoft IT needed to install online issuing CAs as enterprise CAs, the third tier in the three-tier hierarchy. However, because cross-forest enrollment is not supported, each Active Directory forest acts as a boundary for the enterprise PKI. 

Installation of either type of CA by a root domain administrator or enterprise administrator creates containers and objects that contain PKI information in Active Directory. Additionally, installation of enterprise root CAs automatically places the root certificate into Active Directory, and all clients in the enterprise automatically have that certificate installed as trusted in their systems. Stand-alone root CAs must have their certificates manually published in Active Directory to achieve the same result. 

Enterprise CAs require all certificate requests to be based on certificate templates. These templates reside in Active Directory and define the parameters on what information is contained in the certificate, as well as who is authorized to enroll for them. Typically, these templates pull subject information directly from Active Directory. In doing so, they normally require enrollees to have an associated Active Directory account object and authenticate to that account. However, in some cases, the templates are configured to allow the requestor to specify the subject information. This configuration is necessary when the certificates in use do not directly correspond to an Active Directory account, such as a Web server or an IPsec certificate for systems not joined to a domain.

In all cases, the use of certificates typically requires the root trust to be already established. Because the Microsoft IT root was an offline CA, the root certificate had to be manually published to Active Directory. After the root was published, it was automatically pushed to all enterprise client systems and recognized as a trusted root CA.

Considering Network and Server Performance

Microsoft IT considered requirements for CA capacity, performance, and scalability when specifying the infrastructure for its PKI servers. At the time Microsoft IT was preparing to deploy the initial Windows 2000 Server PKI, the number of computer systems and users accessing the Microsoft corporate network was well past 200,000.

Certificate Services is not heavily resource dependent. The primary hardware consideration was ensuring the availability of sufficient local hard disk space for holding the CA database. The amount of space needed for the CA database and accompanying logs depended on the number of certificates expected to be issued. 

For Microsoft IT, the performance of the offline CA servers was the least critical concern because they were used only when a new CA was brought online, to renew the subordinate CA certificates and to publish CRLs (every 90 days). Because of this minimal usage, the offline CAs were only required to meet the minimum computer hardware requirements for running Windows 2000 Server. As a result, Microsoft IT used small, standard desktop computer systems for offline servers rather than data-center-model servers. 

The hardware for the other online issuing CAs met Microsoft IT’s standard utility server hardware specification: a dual Intel Pentium III processor computer equipped with 256 megabytes (MB) of random access memory (RAM). The server also included a hard disk drive array controller and two 9.1-gigabyte (GB), hot-pluggable hard disk drives configured as a redundant array of independent disks (RAID)1 mirrored volume. 

Considering Security Requirements

To decide on the security required for a CA, Microsoft IT determined the risks of attack on the CA and the costs of a CA compromise. Higher risks of attacks on the CA and higher costs of a CA compromise justified higher costs for security measures to protect the CA. Offline root and subordinate CAs usually need higher levels of protection than issuing CAs.

Windows 2000 Server Certificate Services shipped with a software cryptographic service provider (CSP) that complied with the Level-1 requirements of Federal Information Processing Standard (FIPS) 140-1. To provide stronger protection of the CA’s private keys, Microsoft IT installed Hardware Security Modules (HSMs) on each CA server. The modules used were certified to FIPS 140-1, Level-2 and Level-3. Microsoft IT determined that it needed to raise the security level of the offline root to FIPS 140-1, Level-3. 

Note: The National Institute of Standards and Technology (NIST) issues the FIPS standards and guidelines for use within the U.S. federal government. FIPS 140-1 defines the “Security Requirements for Cryptographic Modules” as of January 1994. FIPS 140-2 defines the same topic but does so with more stringent security requirements as of June 2001. For specific definitions of the various security levels, browse the NIST PKI Program Web site at http://csrc.nist.gov/pki/. 

After evaluating the risks of an attack, any organization should justify the costs of security protection for the root CA. Security protection does not have to be expensive, especially for smaller companies. There might be adequate protection in having the offline root CA in a secure computer cabinet or using removable media that is stored in a safe.

The paragraphs that follow describe the security measures that Microsoft IT took in its Windows 2000 Server PKI infrastructure. 

Protection of CA Private Keys

The operating system manages the private-key pairs generated by a software CSP in Windows 2000 Server. This situation exposes a considerable risk if the system is compromised. With these keys, an attacker can re-create the CA and issue seemingly valid certificates. This is a typical FIPS 140-1 Level-1 security risk, which an organization can mitigate by providing more difficult and verifiable physical access to the Windows 2000 Server CA system. 

Microsoft IT chose to mitigate the risk associated with private key storage by using HSMs in all deployed CAs. By protecting private cryptographic keys with specialized, tamper-resistant hardware, HSMs provide a high level of security for the keys, for the CA, and for the certificates that the CA signs. Microsoft IT decided to use the nCipher nShield HSM for reasons that included the following:

· It provides interaction with the CryptoAPI.

· It provides the FIPS 140-2 Level-2 and Level-3 validated security certifications that Microsoft IT required for its security standards.

The nCipher nShield modules are certified for FIPS 140-1 Level-3 compliance. This was important in establishing a level of trust between Microsoft and its business partners, including the U.S. government. The Microsoft Corporate Root CA used an HSM configured in FIPS 140-1 Level-3 mode.

Each nShield HSM contains an integrated smart card reader. When configuring the nCipher HSMs, Microsoft IT created security worlds with administrative card sets composed of six smart cards, any three of which were required to perform administrative functions. The administrative cards were needed whenever a new CA was brought online and added to the associated security world. Two cards were distributed to the Legal and Corporate Affairs department, two others were distributed to a separate internal auditing team, and the final two were retained by the IT Security team in Microsoft IT. The requirement of three smart cards provided role separation and guaranteed that performing such high-level functions required the involvement of members from at least two of these three groups. 

Microsoft IT created three separate nCipher security worlds, each with its own administrative card set that employed the following pattern:

· A root security world containing the offline root CA

· A policy security world containing the two offline intermediate CAs

· An issuing security world containing all online issuing CAs

The different security worlds provided a distinction between the different CAs and administration activities. By separating the issuing security world from the two offline security worlds, and by using the principle of least privilege, Microsoft IT obtained a greater level of assurance.

In addition to the security worlds and the administrative cards, the HSM configuration used an operator smart card for protection of the private keys for each of the CAs. For the offline root and subordinate CAs, the Legal department held these cards. Because the Legal department does not have direct access to the security vault or servers, cooperation between the Legal and IT Security departments was required any time access to these servers’ private keys was needed. The operator cards for the online issuing CAs remained inserted into the nShield modules, because they were needed each time a CA’s key was accessed. This key access was needed each time the CA signed a certificate or a CRL. This level of security, in combination with restricted employee access, helped maintain a high level of assurance regarding the use of these CAs.

Physical Security

The original PKI design that Microsoft IT created specified that the Microsoft offline root and subordinate CAs would never be connected to a network. These computers are housed in a vault that Microsoft IT controls. Without network connectivity, certificate signing and revocation are manual processes that require physical access to the vault. 

Entrance into the vault requires at least two authorized people at a time, and only people who have been approved by IT Security are eligible to enter the vault. Entry into the vault is further controlled through multiple security requirements, including the combined use of building access cards, biometrics, and personal identification numbers (PINs). In addition, one of the persons entering the vault has to be one of two specifically designated employees with knowledge of the code needed to disarm the security alarm inside the vault. 

Furthermore, the Microsoft Security Control Center monitors all vault entries and the alarm status. By policy, the Security Control Center needs to be notified of any vault entry and provided with the identities of the individuals making the entry. If the Security Control Center does not receive a notification, it investigates any detected entry into the vault as suspicious.

Network and Directory Security

For security reasons, the online issuing CAs are not stored in the Microsoft data center. Instead, Microsoft IT installed them in the security vault. 

Microsoft IT applied restrictions to the online servers to allow only specified members of the IT Security team to access and administer the CAs in the vault by means of a network connection. The normal data-center operations team is therefore unable to perform administrative functions on those CAs. Using security configurations, the data-center operators and administrators are limited to only the same access to those servers that any other employee has—they are able to receive certificates issued from the online CAs over the corporate network. 

Access control list (ACL) permissions control enrollment permissions on both the CA servers and the certificate templates in Active Directory. Microsoft IT restricted the issuance of sensitive certificate types—such as issuance of server authentication certificates, which validate the identity of the server computer—to only designated personnel. All of the information was published to various Active Directory containers controlled by ACLs. These containers are part of the Active Directory Configuration container, enabling the Configuration container to be replicated to all domain controllers within the forest. Microsoft IT thus maintains central control over enrollment of these certificates, mitigating the possibility of unauthorized certificate issuance and usage.
Deploying Windows 2000 Server Certificate Services

Microsoft IT installed Windows 2000 Advanced Server on each of the CA servers. Microsoft IT then installed the online CAs as Member Servers in the Active Directory forest on the corporate network. 

Next, Microsoft IT installed and configured Certificate Services on each of the servers. The procedure started with the root CAs at the top of the hierarchy and worked down through the offline intermediate CAs to the issuing CAs. 

During the installation and configuration of Certificate Services, Microsoft IT configured each of the following:

· Publication of offline CAs to Active Directory. Microsoft IT published the offline root and subordinate CAs to Active Directory through Dsstore.exe, a command-line tool available through the Windows 2000 Server Resource Kit. Microsoft IT published the root certificate directly to the Certification Authorities and Authority Information Access (AIA) containers of Active Directory. The Certification Authorities container is used to define trusted root CAs within the enterprise and is recognized by all enterprise clients. Microsoft IT could have opted to distribute the root certificate by means of Group Policy. However, this distribution would have required separate policy configurations for each domain in the enterprise structure. By publishing the root certificate directly to Active Directory, Microsoft IT pushed it to all enterprise clients—in multiple domains throughout the forest—in one process.

Microsoft IT also published the offline intermediate CAs' certificates in the AIA container. This action provided a location from which users could obtain the certificates for the CAs. This container was an effective repository for CA certificates because it, along with the other PKI-related containers, is part of the Configuration container, which is replicated to every domain controller within the forest.

· Certificates to be issued. Microsoft restricted the issuing CAs to issuing only specific certificate types. By default, an enterprise CA is preconfigured with a variety of different certificate templates. Microsoft IT deleted unwanted certificate templates from the Policy Setting container in the CA and added the templates that it wanted.

Table 2 lists the various types of internal user certificates issued.

Table 2. Certificate Types As Required by Recipients

	Recipients
	Certificate types

	Administrators
	· EFS recovery certificates

· Smart card enrollment agent certificates

	End users
	· S/MIME signature certificates

· S/MIME encryption certificates

· 802.1X client authentication certificates

· Smart card logon certificates

· EFS certificates

	IT-managed computers
	· IPsec certificates

· Domain controller certificates

· SSL certificates (server authentication)

· 802.1X client authentication certificates


· CRL Distribution Point (CDP). The CDP is an extension in a certificate that defines where a CA publishes its CRL. The CDP is where any client or application that is performing certificate validation, including revocation checking, can retrieve the current CRL from the issuing CA. This location is written into the certificates that the CA issues. Before Microsoft IT installed Certificate Services, it defined the CDP URLs that would be included in the offline root certificate by creating a Capolicy.inf file and defining the paths that it wanted. Configuration of this extension in Certificate Services after installation then defined which URLs would be included in the certificates that the root CA issued.

· Authority Information Access (AIA). Similar to the CDP extension, the AIA extension defines where the CA’s certificate is published. This information is also written into certificates that the CA issues. Prior to the installation of the CA, Microsoft IT defined in Capolicy.inf the information that was to be written into the root certificate. Configuration of this extension in Certificate Services after installation then defined which URLs would be included in the certificates that the root CA issued.

CRL Publication

When any application, user, or process validates a certificate, it makes sure that the certificate chains to a root that is trusted on that system, is time-valid, and contains the specific functional capabilities for which it is being presented. If all of these checks pass, the certificate is considered valid. 

The CRL is checked to make sure that certificates that otherwise would be considered valid have not been revoked. The CRL itself is a file, signed by the CA, which contains a list of revoked certificates. The list defines the revoked certificates by serial number, and it includes the revocation date in addition to the reason for revocation. The application that is performing the certificate validation determines whether or not it checks for revoked certificates as part of the validation process. When an application checks for revoked certificates, it retrieves the current CRL from one of the URLs specified in the CDP extension of the certificate being validated. After the CRL is retrieved, it is typically cached until its expiration. After a CRL is cached, the application performs further revocation checks against this cached copy, eliminating the need to retrieve the CRL for each revocation check. When expired, the CRL itself becomes invalid, forcing the download of a new CRL.

CRL Lifetime

Microsoft IT configured different CAs to have different CRL publication intervals, depending on how the certificates that the CAs issued were being used. For example, Microsoft IT configured the CRL lifetime to be 24 hours for the user CAs, and one week for the e-mail and computer CAs. The purpose of the differential was to balance the need for timely CRL updates if a certificate needed to be revoked, while minimizing the performance impacts of frequent CRL retrieval and directory replication. With the revocation of a user authentication certificate, Microsoft IT wanted the revocation status to take effect as quickly as possible. Because a CRL is cached until it expires, short expirations would ensure timely CRL updates that would reflect current revocation status more quickly. 

CRL publishing for the offline CAs is a manual process. The CRL lifetime for the offline CAs at Microsoft is 90 days. Members of the IT Security team must enter the vault to manually publish the CRL from these offline CAs because they are normally turned off and always lack network connectivity. Certificate Services handles CRL publishing for the online CAs automatically.

A CRL has an established lifetime, and a new CRL must be published before the old CRL expires. There is a buffer included in the CRL publication interval to define a specific amount of time for which existing CRLs will remain valid after the next scheduled CRL publication. The purpose of this overlap period is to provide time for manual publication and replication of the newly created CRL prior to the expiration of the original CRL, and to avoid leaving a gap in the availability of a valid CRL. The default overlap period is 10 percent of the CRL lifetime period, with a maximum of 12 hours. 

When Microsoft IT decided to publish a new CRL every 24 hours, the default overlap period was reduced to just 2.4 hours. Because this period did not provide sufficient time for replication of the new CRL throughout Microsoft IT‘s worldwide enterprise, before the previous CRL expired, Microsoft IT needed to manually configure the CRL overlap to extend the validity period. The extended period ensured that the old CRL would remain valid while the new CRL was being replicated throughout the network.

PKI-Enabled Services Offered

After Microsoft IT had the PKI in place, it initially made a variety of PKI-enabled services available to users of the Microsoft corporate network. These services included EFS, IPsec, smart card authentication, S/MIME signatures, and S/MIME encryption.

Microsoft IT did not configure any of the CAs to issue all types of certificates. The designation of each CA type was based on the certificate template employed, which was based on the application requirements of a particular type of certificate. As a result, Microsoft IT established individual CA roles. Table 3 lists the types of certificates that each CA server could issue in the original PKI design.

Table 3. Types of Issuing CAs and Corresponding Certificates

	CA
	Certificate issued

	Microsoft Corporate Root CA
	Root CA (self-signed), subordinate CA

	Offline Intermediate Intranet CA
	Subordinate CA

	Offline intermediate Extranet CA
	Subordinate CA

	Intranet Network CA
	Administrator, EFS recovery, IPsec offline, router, enrollment agent

	Intranet Machine CA
	Domain controller, computer, Web server, IPsec online

	FTE User CA 
	Client authentication, EFS, smart card logon

	Non-FTE User CA
	Client authentication, EFS, smart card logon

	Personnel E-mail CA 
	S/MIME encryption, S/MIME signature


Whereas some PKI-enabled applications needed only one type of certificate to function, such as S/MIME, others required several types of certificates. For example, a smart card interactive logon required both domain controller certificates and smart card logon certificates. When Microsoft IT installed an enterprise PKI and configured a CA to issue domain controller certificates, all enterprise domain controllers enrolled for these certificates automatically. This enrollment did not require any additional configuration.

Other PKI-enabled applications provided their own autoenrollment process. For example, EFS required the use of an EFS-capable certificate to perform both encryption and decryption. When a user encrypted a file or folder by using EFS, the user was automatically enrolled for the certificate from an enterprise CA configured to issue an EFS certificate. The process took place in the background and worked seamlessly, with no specific actions required on the part of the user. All other user-based certificates required a manual enrollment process. Additional autoenrollment for computer certificates was available through Group Policy configuration.

Benefits of Upgrading the PKI to Windows Server 2003

The PKI that Windows 2000 Server provided met most of the needs of Microsoft IT. However, aspects of PKI management and support were not optimal. When the opportunity to use Windows Server 2003 and its enhanced PKI features became available, Microsoft IT migrated to the new platform. 

Microsoft IT’s existing companywide deployment of Microsoft Windows XP Professional as the default corporate client further enhanced the move to the PKI of Windows Server 2003. The combination of Windows XP Professional and Windows Server 2003 provided a range of PKI enhancements that enabled Microsoft IT to securely extend its network to employees, partners, and customers. This combination also enhanced the management and performance features of the Windows 2000 Server security infrastructure. Windows XP Professional and Windows Server 2003 offer many PKI-specific business benefits to organizations that require enhanced security on business processes and IT infrastructures.

Extended Certificate Templates 

Like Windows 2000 Server PKI, Windows Server 2003 PKI uses certificate templates that are stored in Active Directory. However, Windows 2000 does not support the modification or addition of templates. Only the provided templates are available for issuance from an enterprise CA. Windows Server 2003 extends the range of capabilities of certificate templates. These extensions include the ability to: 

· Create new certificate templates. 

· Duplicate and modify existing templates.

· Provide a large number of template configuration options. 

The extension of the Windows Server 2003 schema adds a new set of default templates. The original Windows 2000 templates are called Version 1 templates, and the new templates are called Version 2. Version 2 templates can be modified and configured as needed and support user-based autoenrollment. Version 1 templates can be used only as defined and cannot be modified. However, a Version 1 template can be duplicated as a Version 2 template, which can then be modified as needed. 

Version 2 templates provide additional functionality and configuration options, such as: 

· Validity and renewal periods

· Certificate publishing to an Active Directory account object

· Autoenrollment behavior

· Key archival

· Minimum key size and CSP type

· Key exportability

· Subject information and format

· Issuance and renewal requirements

· Superseded templates

· Certificate extensions, including issuance policies, application policies, and key usages 

Creation and Customization of Certificate Templates

An organization can create and customize Version 2 certificate templates to meet specific business requirements and operational needs. The ability to have one template supersede another simplifies the management of user certificates. An organization can deploy certificates for users or computers, or it can replace those certificates rapidly and easily by providing an updated certificate and superseding an existing certificate template (or templates). This functionality removes the worry in deploying certificates that may need to be modified or updated at a time prior to their expiration.

Dependencies

There are several dependencies required to take full advantage of Version 2 templates:

· To use Version 2 templates, an organization must extend the Active Directory schema to the Windows Server 2003 version. 

· To issue a certificate based on a Version 2 template, an organization needs an enterprise CA running on Windows Server 2003 Enterprise Edition.

· Template-based autoenrollment requires domain-joined clients running Windows XP or later.

· A Windows 2000–based client cannot use Microsoft Management Console (MMC) to enroll for a Version 2 template. However, clients running Windows 2000, Microsoft Windows 98, and Microsoft Windows Millennium Edition (Windows Me) can enroll for a Version 2 template by using Web enrollment pages.

Key Archival and Recovery

Lost or corrupted encryption keys can equate to inaccessible data. For this reason, Microsoft IT recommends that an organization should use some form of recovery mechanism anytime it uses encryption. Windows 2000 Server uses a data recovery agent for recovery of files that were encrypted by means of EFS. For S/MIME-encrypted e-mail, Windows 2000 Server requires Exchange KMS to provide key escrow and recovery. With Windows Server 2003, the CA can be used to archive and recover the private keys for both EFS and S/MIME. Private-key recovery does not recover any data or messages. It provides only recovery of lost or damaged keys. Often, keys must be recovered before encrypted data can be recovered.

One of the advantages of key recovery over data recovery is the savings recouped in support costs. For example, without key archival, if an EFS user encrypts a folder containing 5 GB of data on his or her local workstation and subsequently loses the private key, support teams must go through a laborious data recovery process. This process includes:

1. Backing up the locally encrypted data.

2. Transporting the backup to a recovery workstation.

3. Restoring the encrypted data onto a support technician’s recovery computer.

4. Decrypting the data.

5. Creating a new backup set of the decrypted data.

6. Providing the data back to the user by means of a read-only network share.

7. Having the user restore and re-encrypt the data for his or her own use.

Alternatively, due to the costs involved, decisions on when to spend limited support resources on such tasks might prohibit the data recovery effort except in critical cases, thereby depriving some users of access to their lost data. 

With key archival, support staff must restore only the user’s private key to enable the user to decrypt his or her own data at will. Key archival and recovery benefits the user by improving support services and speeding access to the encrypted data, while reducing support costs for the enterprise. Additionally, the recovery agent does not need to have direct access to the encrypted material, providing an even greater level of security for confidential business data.

Key Recovery Agents

Only users with specific rights can perform key recovery. When keys are archived, they are encrypted with the key recovery agent’s public key and stored in the CA database. To mitigate abuses of the key recovery process, Microsoft IT recommends that an organization use role separation. The people who hold the key recovery agent certificate may be separate from those who are able to retrieve the encrypted blob from the CA. As a result, the people authorized to retrieve archived key blob from the CA database may not possess the key recovery agent certificate and key needed to decrypt the blob. Those who do possess the key recovery agent certificate and key may not have access to the CA database. In this scenario, to recover a lost key, multiple people from different groups need to be involved in the process.

To provide further security of the highly sensitive key recovery agent certificate and private key, Microsoft IT uses an nCipher HSM to store and protect this key on recovery workstations. In this scenario, each designated key recovery agent has an nCipher nShield HSM installed on his or her workstation. Access to the recovery agent key requires this module.

Dependencies

There are several dependencies required for an organization to take advantage of key archival and recovery:

· Key archival can be enabled only on Version 2 templates. 

· Key archival and recovery can be performed only on Windows Server 2003 Enterprise or Datacenter Edition software running Certificate Services.

· The CSP must be able to export the key. For example, the Microsoft CSP that Microsoft IT uses with its smart card infrastructure is capable of a one-time export of its private key, for the purpose of key archival. Most smart card CSPs, however, are not capable of exporting private keys.

For additional information about the key archival and recovery process, refer to the white paper Key Archival and Management in Windows Server 2003 at http://www.microsoft.com/
technet/prodtechnol/windowsserver2003/technologies/security/kyacws03.mspx.

Extended Autoenrollment

The Windows Server 2003 PKI, together with an appropriate Group Policy configuration, can be configured to automatically enroll both user certificates and computer certificates. Users can receive certificates of various types (for example, EFS, S/MIME, and 802.1X client authentication) when they first log on to a domain. Additional autoenrollment behaviors can also be defined on individual templates—for example, not automatically enrolling for a certificate if the user already has a valid one published to his or her Active Directory account object.

User autoenrollment is available only on Windows XP Professional–based or later clients and requires a Windows Server 2003 schema. This feature also requires Windows Server 2003 Enterprise or Datacenter Edition, running as an enterprise CA, to support the Version 2 template.

Windows Server 2003 PKI Deployment

Microsoft IT carefully evaluated each additional feature and enhancement offered by Windows Server 2003 as part of the prerelease deployment project. With comprehensive lab testing, Microsoft IT proved the Windows Server 2003 Certificate Services PKI to be fully compatible with the Windows 2000 Server Certificate Services PKI. Implementing Windows Server 2003 Certificate Services in the existing PKI hierarchy entailed replacing the Windows 2000 Server versions with Windows Server 2003 versions whenever the next upgrade cycle for a CA server was due.

Server Consolidation

During the Windows Server 2003 Certificate Services PKI deployment, Microsoft IT realized that parts of the existing hierarchy were overly complex. The functionality in Windows Server 2003 Certificate Services enabled Microsoft IT to modify and edit certificate templates, providing better, more granular control of the various certificates that each CA issued. Microsoft IT thus no longer needed to use separate CAs for different types of certificates. Microsoft IT decided to consolidate the services of many of the existing CAs. This consolidation allowed for the reduction in the administrative overhead and hardware required to provide the needed functionality. 

The consolidation effort included the Intranet Network CA, two FTE User CAs, the Non-FTE User CAs, and two Intranet Machine CAs. Microsoft IT consolidated all of the functions of these CAs into two Corporate Enterprise CAs (a primary and a backup).

These two new CAs began managing key archival for EFS key recovery rather than the data recovery process required with Windows 2000 Server. Key archival was configured on both the certificate template and on the CA itself. For configuration of key archival on the CA, a key recovery agent certificate had to be issued first. This key recovery certificate needed to be specified in the CA configuration before the key archival could be performed, because the CA stores archived keys in its database. These keys are encrypted with the key recovery agent’s key. 

Microsoft IT standardized on four online enterprise issuing CAs in each forest that it manages. Two are general-purpose issuing CAs for such tasks as client authentication, including wireless local area network (WLAN), remote access logon, and IPsec. A third issuing CA supports S/MIME certificates. The last issuing CA manages certificates for smart cards. 

Other Changes to the Infrastructure

The default configuration of an enterprise CA includes the use of LDAP paths in the CDP and AIA extensions of issued certificates. These paths contain information about the directory structure of the organization. Additionally, initial configuration of a Microsoft IT CA included organizational and e-mail contact information directly in the CA certificate. Since the initial deployment, there were organizational changes within Microsoft, and the e-mail address included in issued certificates became a target for spammers and virus and worm authors. In an effort to restrict this information, Microsoft IT sanitized its certificates to remove specific bits of information previously included in the certificates it issued. Microsoft IT removed specific references to server names, hierarchical information, and e-mail addresses for the PKI administrator. 

Microsoft IT made the following changes to the Microsoft PKI deployment:

· Suppressed the CDP and AIA extensions in the root certificate.

· Enabled the issuer statement button in all CA certificates. The button contains a link to the Microsoft IT Certificate Policy (CP) and Certificate Practices Statement (CPS).

· Implemented path length constraints and set the constraints at a value of zero for the issuing CAs, preventing them from subordinating any CAs themselves.

· Configured the CDP extensions such that any certificate that could potentially be used outside the Microsoft corporate network uses only two HTTP URLs: one internal only and the other available on the Internet. For internally used certificates, Microsoft IT reconfigured the LDAP URL to restrict the directory structure information written into it.

· Configured the AIA extensions to write only two HTTP URLs in each extension: one internal only and the other available on the Internet . Microsoft IT excluded LDAP URLs in this configuration because CA certificates published to the Active Directory are automatically pushed down to Windows XP–based or later clients.

· Configured the subject template for CA certificates to include only the Common Name and Organization fields in issued certificates.

· Enabled the All Issuance Policies function in intermediate CA certificates. This function provides Microsoft IT the flexibility to define and use such policies in its online issuing CAs in the future without having to specifically define the individual policy Object Identifiers (OIDs) beforehand.

· Did not enable the All Issuance Policies function on the online issuing CAs. Microsoft IT can therefore define specific policies in certificate templates, and then define those specific policy OIDs only in the CAs that will issue those certificates.

Inclusion of Public Root Hierarchy

The existing private corporate root was not very usable for secure communications outside the Microsoft corporate network. Because the Microsoft corporate root was unique to Microsoft, no one outside Microsoft trusted it by default. It is critical that client computers trust certificates, such as those used for SSL server authentication. Because of this requirement, Microsoft IT purchased individual certificates for SSL-enabled Web sites that non-Microsoft personnel were intended to access. Microsoft IT purchased these certificates from a publicly trusted, third-party provider, rather than issuing them from the Microsoft internal PKI infrastructure. 

As the use of individual publicly trusted certificates grew, Microsoft IT found that purchasing these certificates was increasingly expensive. The use of S/MIME was also increasing. S/MIME certificates were all issued by CAs that chained to the Microsoft corporate root. To facilitate usage of these certificates outside the Microsoft corporate network, external recipients needed to manually install the Microsoft Corporate Root Certificate. This process and the user education around it proved to be laborious. Microsoft IT needed to include the architecture of a public root hierarchy in its PKI infrastructure for external security requirements, so that all parties could acknowledge that they trusted the root of the certificate chain.

Rather than continue to buy each end-entity certificate individually from a trusted third-party provider, Microsoft IT decided to create a second, independent PKI infrastructure by subordinating its own offline intermediate CA to that of a publicly trusted root CA. Microsoft IT agreed to pay GTE CyberTrust, Inc., an annual fee for subordinating a Microsoft CA under the GTE CyberTrust and GTE CyberTrust Global Roots. Since the 1998 timeframe, both of these root certificates have been shipped as trusted roots in Microsoft operating systems and a variety of third-party operating systems. The GTE CyberTrust roots provide the ubiquity that Microsoft needed to satisfy its public trust needs for both SSL and S/MIME.

Microsoft IT then chained two online enterprise issuing CAs to this offline intermediate: one for issuing S/MIME certificates and the other for issuing SSL certificates. Figure 2 shows the new, consolidated hierarchy. 
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Figure 2. Windows Server 2003 PKI architecture with GTE CyberTrust third-party root

This second PKI infrastructure operates alongside the original internally based PKI hierarchy and was built by means of Windows Server 2003 Certificate Services. There is no persistent connection to the external public root. Instead, the external public root CA signs the certificate used by the Microsoft IT offline intermediate CA for that chain. The offline intermediate CA then issues the certificates for the online enterprise issuing CAs. These online enterprise CAs (chained to the public root) are then enabled to issue certificates valid for SSL and S/MIME. This arrangement with the third-party root provider gives Microsoft IT control of the issuance of certificates. Chaining to a publicly trusted root provides validity to recipients outside the Microsoft corporate network. 

Before Microsoft IT deployed this new hybrid hierarchy, it had to purchase individual certificates from a publicly trusted, third-party provider for Internet-facing Web servers that needed to provide SSL service. With that arrangement, the third-party provider managed the authorization, enrollment, and revocation process for these certificates. To provide this same sort of control and management within its new infrastructure, Microsoft IT had to build its own custom registration authority, administration, and management tools.

CA Server Management and Support

Windows Server 2003 Certificate Services did not increase processor and memory requirements over the requirements for Windows 2000 Server Certificate Services. However, because of advancements in processor speeds and dropping prices on memory and disk storage, the current hardware standards are continually upgraded to keep up with current data-center standard specifications. 

Microsoft IT regularly backs up online CAs. In the event of a failure, the CA is restored from the latest backup. Microsoft IT developed a custom exit module when it created the CA backup policies. This exit module performs a real-time, centralized logging function using a Microsoft SQL Server™ database. This database tracks the issuing of certificates, enabling complex queries for tracking and monitoring purposes. 

If a CA needs to be rebuilt from backup, certificates issued after the last backup may not be reflected in the recovered database. The custom exit module assists in the task of tracking the certificates issued after the last backup. With this information, Microsoft IT can revoke issued certificates, if needed, by using the information that the exit module recorded. The exit module also provides the ability to obtain metrics on CA activity from a central database. The use of the database reduces the exposure to the CA servers and provides better performance with database queries. 

Five staff members handle the ongoing PKI operation in Microsoft IT. They manage the deployment of new cryptographic solutions, including managing the PKI, in addition to implementing releases, identifying shortfalls in the current infrastructure, and proposing new releases. They also support the user community, providing trouble ticketing, resolving issues, escalating problems (if necessary), and managing the CAs.

Smart Card Deployment

As a means to take advantage of the existing PKI infrastructure for securing the Microsoft corporate network, in early 2001, Microsoft IT began piloting a smart card deployment to add two-factor authentication to remote network logon connections. Later that year, a full-scale deployment of smart cards began to all employees worldwide, resulting in one of the largest smart card deployments in the world. 

After the deployment, users required smart cards for authentication for all remote access connections. The combined use of the smart cards and Extensible Authentication Protocol (EAP)/TLS provides a much stronger authentication mechanism over the standard approach of entering a user name and password.

The smart card solution initially took advantage of technologies found in the Windows 2000 Server infrastructure, including Certificate Services, Routing and Remote Access, and IAS. The smart card solution was later enhanced when Microsoft IT upgraded to Windows Server 2003. The PKI enhancements to Windows Server 2003 enabled Microsoft IT to better manage certificate enrollment and renewals, as well as delegate the process of creating and distributing smart cards.

Delegated Issuance

Microsoft IT did not want to allow users to simply enroll themselves for smart cards. Microsoft IT wanted to maintain control of the issuance and distribution so that a face-to-face authentication could be performed and so that only authorized users received smart cards. 

For the initial pilot deployment, the plan was for all smart cards to be created and issued by Microsoft IT staff (located in Redmond, Washington) to all Puget Sound users, and then subsequently issued to all other users worldwide. However, Microsoft IT quickly discovered that for ongoing support, it needed a more distributed plan to securely and quickly cover the issuance of smart cards to users on a regional basis. Microsoft IT decided to use the delegated issuance model to support smart cards after the initial deployment. 

The implementation of the delegated issuance model was possible only after Microsoft IT upgraded the corporate PKI to Windows Server 2003. The enhanced flexibility of the Windows Server 2003 PKI—particularly the ability to specify detailed issuance requirements on the certificate templates—allowed the delegated issuance model to support the required limited functionality role of Delegated Issuance Officers (DIOs). Microsoft IT wanted to distribute the issuance of smart cards and maintain control over the issuance of the certificates on them. The delegated issuance model allowed the DIOs to submit certificate requests on behalf of other users, but the issuance of those certificates required the explicit approval of Microsoft IT. The new issuance requirement settings on Windows Server 2003 certificate templates enabled Microsoft IT to specify all new certificate requests to be set to a pending status and require approval from a certificate manager. After the request was approved and the certificate was issued, the DIO would be able to retrieve the certificate and write it to the user’s smart card.

Members of Microsoft IT went on a worldwide tour to visit and train the various DIOs on their duties, required procedures, security considerations for smart card distribution, and how to use the internally developed smart card tools. Afterward, DIOs participated in weekly teleconferences with Microsoft IT to keep up to date on emerging and continuing issues.

Smart Card Renewal

The Microsoft IT team also took advantage of the greater flexibility and improved PKI features of Windows Server 2003 to enable users to renew their smart card certificates themselves. By using the new issuance requirement features, Microsoft IT was able to configure the certificate template such that authorized enrollment agents must perform enrollments for all new smart card certificates. However, each user can renew his or her own smart card certificate by employing the existing valid certificate to sign the renewal request for its replacement. This ability greatly reduces the ongoing costs associated with a smart card deployment because Microsoft IT no longer needs to manually renew each smart card when the certificate expires.

In addition to enabling users to renew their own smart card certificates, autorenewal functionality helps to ensure that users renew their certificates prior to expiration. The certificate template configuration allows for specification of the renewal period. When a certificate reaches this period, autorenewal code prompts the user to renew the certificate and provides an automated method to do so. 

For more information about Microsoft IT’s deployment of smart card technology, refer to the IT Showcase technical white paper Smart Card Deployment at Microsoft at http://www.microsoft.com/technet/itsolutions/msit/security/smartcrd.mspx.

Retirement of KMS

In the winter of 2003/2004, Microsoft IT retired its existing Exchange-based KMS server and began performing all S/MIME encryption key archival by using Windows Server 2003 Certificate Services. Microsoft IT exported the existing KMS database and imported it into the Certificate Services database. In doing so, Microsoft IT re-encrypted the archived keys by using the key recovery agent’s public key. 

S/MIME Certificates Migrated onto Smart Cards

As of this writing, Microsoft IT is implementing its plans to extended use of its existing PKI and smart card infrastructure. All S/MIME certificates are now being stored on smart cards. Employees can now use any workstation equipped with a smart card reader to send and receive S/MIME-enabled e-mail. For more information about how Microsoft employees use S/MIME technology with e-mail, refer to the IT Showcase technical solution brief Trustworthy Messaging at Microsoft at http://www.microsoft.com/technet/itsolutions/msit/operations/
trustmes.mspx. 

Lessons Learned and Best Practices

By thoroughly evaluating and deploying a PKI based on Windows 2000 Server Certificate Services and Windows Server 2003 Certificate Services, Microsoft IT learned several valuable lessons that can be applied as best practices in most other PKI deployment plans. Microsoft IT learned many of the lessons during actual deployment and some of the lessons as outcomes of the deployment. 

Plan for the Upgrade to Windows Server 2003 PKI

Domain controllers do not need to be upgraded to Windows Server 2003 in order to migrate the PKI from Windows 2000 Server. However, to obtain all the benefits associated with the Windows Server 2003 PKI, the Active Directory schema must be extended to the version provided with Windows Server 2003. Additionally, client computers should be running Windows XP Professional or later. 

The first step to take in preparing for the upgrade is to plan for the schema extension. An organization must run Adprep.exe with the /ForestPrep command-line switch to extend the schema before any other work commences. Adprep.exe is available on the Windows Server 2003 CD.

Note that updating a Windows 2000 schema to Windows Server 2003 generates a large amount of data that must be replicated to all domain controllers throughout the enterprise. An organization should carefully plan for, and evaluate the result of, the replication of the new schema on network performance. 

Carefully Consider the Number of CA Servers Needed

An organization should be realistic about the number of CAs that it needs to deploy. When an organization uses Windows Server 2003 Certificate Services, it does not need to create separate CAs for different applications. Each CA can issue all the certificates that are in use in that forest. 

Microsoft IT realized that the number of CAs deployed in the original plans created unnecessary administrative complications and overhead. Decommissioning some underused CAs and consolidating their certificate templates to other CAs proved to have no effect on performance, but yielded significant savings in server hardware and ongoing maintenance. In situations where enrollment services are critical, Microsoft IT employs multiple CAs, configured identically, to provide failover redundancy.

Implement a Multiple-Tier Hierarchy

The most effective hierarchy for isolating the corporate root from common use consists of multiple tiers. The offline corporate root is responsible for signing the offline intermediates and issuing periodic CRLs. Minimizing the responsibilities of the root maximizes the efforts of the IT security team to help keep the root secure and free from the threat of tampering and corruption. A multiple-tier hierarchy also improves and simplifies the ability to fully audit activity on the root.

Consider Integration with a Public Root

An organization should consider how it will address the issue of root trust for public-facing PKI-enabled services. Implementing only a self-signed root CA will not provide root trust for users outside the bounds of a network environment. Depending on an organization's needs and the scope of its deployment, there are two primary ways that an organization can address this problem: It can either purchase individual certificates as needed or subordinate its own CA under a publicly trusted root. 
Microsoft IT implemented a new offline intermediate CA that chains to the publicly trusted GTE CyberTrust Root and GTE CyberTrust Global Root. The offline intermediate CA subordinates multiple issuing CAs, which can issue both SSL and S/MIME certificates. Purchasing the necessary SSL certificates through a third party represented a significant cost for Microsoft. With the use of the new, publicly trusted infrastructure, Microsoft IT’s internal PKI realizes significant savings. Microsoft IT pays an annual fee for subordination to a publicly trusted root and is able to issue an unlimited number of certificates, rather than paying for each certificate issued. Additionally, Microsoft increased its control over the certificate issuance process by handling the issuance of all end-entity certificates internally. 

Automate CRL Publication

The availability of valid CRLs is crucial for uninterrupted operation by PKI-enabled services and applications. Automating CRL publication to external locations can be challenging because most enterprises do not connect their public-facing Web servers directly to corporate network resources. There are typically firewalls and perimeter networks that isolate publicly accessed servers from other servers. 

Windows Server 2003 CAs can be configured to automatically write new CRL files to shares on other servers, whereas Windows 2000 Server required separate procedures to perform this function. This improvement enabled Microsoft IT to reduce its external CRL publication intervals from once a week to once every 24 hours for such time-sensitive certificates as those used for smart card remote access logons. Microsoft IT CAs now write their CRL material directly to a specific drop point. A periodic synchronization routine is automatically run that accesses the data on the drop point and makes it available on the externally facing Web servers in a timely manner.

Customize the CRL Publication Overlap Interval

The overlap between the times a new CRL is issued and the old CRL expires needs to be managed. With CRL publication in Active Directory, replication time must be considered. Microsoft IT needed to provide sufficient time for replication of the newly published CRL before the old CRL expired and would no longer be valid for certificate validation purposes. Additionally, with external HTTP URLs, Microsoft IT needed enough time to provide for manual publication of newly issued CRLs to these points.

For detailed information about defining CRL publication overlap, refer to the white paper Best Practices for Implementing a Microsoft Windows Server 2003 Public Key Infrastructure at http://www.microsoft.com/technet/prodtechnol/windowsserver2003/technologies/security/ws3pkibp.mspx.

Use New Keys for CA Renewal

Microsoft IT recommends renewing CA certificates by using new keys rather than reusing the old keys. Using new keys for CA renewal reduces the likelihood of having any ambiguous or improper certificate chains in the hierarchy. 

Using existing keys for certificate renewal may cause certificate chains to link to either the old or the new CA certificate, creating ambiguous certificate chains. However, if an organization uses a new key during CA certificate renewal, the certificate chains down the line will use only the new key, thereby eliminating any ambiguity. 

Using a new key does not break the chains created for end-entity certificates issued under the old CA certificate. Previously issued certificates will continue to chain to the appropriate CA certificate. However, multiple keys require multiple CRLs. During revocation checking, a CRL must be signed by the same key used to sign the end-entity certificate. As a result of using new keys for CA renewal, the CA must issue a CRL for each valid key, to ensure the validity of the certificates issued. Given the importance of CRL availability in successfully managing the issuance of new keys for CA renewal, an organization should plan its CRL propagation strategy carefully.

Multiple CRL files and CA certificate files are typically differentiated through the addition of a key version suffix to the file name. For this reason, Microsoft IT recommends using the appropriate variable when defining CDP and AIA extensions.

Plan for Certificate Issuance Policies

The Windows Server 2003 PKI includes certificate policies and application policies (called Enhanced Key Usage, or EKU, in Windows 2000 Server). Each type of policy has its own unique OID values. These OID values are written into corresponding extensions within the certificate. For a certificate to be valid for any specific purpose, the appropriate OID for that purpose must be present within the appropriate policy extension. For example, for an end-entity certificate to be valid for EFS usage, the EFS OID value must be present in the application policy extension for every certificate in the chain. 

By default, a root CA certificate is valid for all application policies and all certificate policies. However, by default, subordinate CAs are valid only for all application policies. By using the value of “all” for these policies, every application or issuance policy OID, whether recognized or not, is considered valid. However, specifying any individual policy OID overrides the “all” value. When the "all" value is overridden, a given policy must be explicitly defined in the policy to be considered valid.

Initially, Microsoft IT did not anticipate using issuance policies. Shortly after the initial deployment process, Microsoft IT planned to include an issuer statement in the root certificate. This statement included a space within the certificate for embedding legal disclaimers or other items of reference, and it included a hyperlink to the Microsoft CPS. The CA interpreted the inclusion of the issuer statement as an issuance policy, which thereby invalidated all other possible issuance policies. Initially, this situation was not a problem. However, when Microsoft IT decided to accommodate the potential use of issuance polices in its issuing CAs, it attempted to renew the intermediate certificates and include the All Issuance Policies value within them as well. Because the All Issuance Policies value had been overridden in the root certificate with the inclusion of the issuance statement, the effective issuance policies in the intermediate CA certificates were then restricted to only the issuance statement policy. 

To re-enable the All Issuance Policies functionality, Microsoft IT had to renew the root certificate. To provide this functionality, as well as the desired issuer statement, Microsoft IT needed to modify the Capolicy.inf file to include the specific All Issuance Policies OID along with the appropriate information for the issuer statement. Microsoft IT then repeated this configuration by renewing each of the offline intermediate CAs to match the “all” functionality of the root. The online enterprise subordinate CAs, however, have no issuance policies defined, thus limiting the use of any issuance policies in certificates issued by them. If ever required in the future, Microsoft IT can easily implement needed policies by simply renewing the issuing CA certificate and including the needed policies.

Microsoft IT recommends that all deployments of PKI that incorporate the use of subordinate CAs should plan for the use of issuance policies. Planning for issuance policies forces the consideration of which specific enhanced key usage and issuance policies an organization will enable when it deploys a CA. Alternatively, security administrators can change the default settings for issuance policies on the subordinate CAs to match the root. In either case, consideration of this factor at the planning stage of a deployment will eliminate the need to renew the certificate chain from the root down every time an organization needs a new enhanced key usage or issuance policy. 

For more information about setting policies in the Capolicy.inf file, refer to the white paper Best Practices for Implementing a Microsoft Windows Server 2003 Public Key Infrastructure at http://www.microsoft.com/technet/prodtechnol/windowsserver2003/technologies/
security/ws3pkibp.mspx.

Sanitize Elements of the PKI

Microsoft IT discovered that issued certificates may contain potentially sensitive information about the Microsoft infrastructure. By default, LDAP paths explicitly defining the Microsoft Active Directory structure were stored in the CDP and AIA extensions. Microsoft IT chose to remove this information from its CA and end-entity certificates for reasons of corporate confidentiality. 

Enterprises concerned with the security of their Active Directory structures should plan to sanitize their certificates of any corporate confidential information that they do not want released externally. An organization should include contact information in the certificates only if it wants users to be able to use those channels for support. The publication of internal e-mail addresses on the Internet can lead to customer replies and unwanted e-mail. Official contact information is more appropriately placed in an organization’s publicly released CP or CPS documentation.

Do Not Use DSA Keys with Windows CE–Based Devices

During the installation of CAs, an organization can choose to use either Digital Signature Algorithm (DSA)–based or Rivest-Shamir-Adleman (RSA)–based encryption. An organization should consider this choice carefully. If the environment includes (or may include in the near future) the use of Microsoft Windows CE–based devices, such as Handheld PCs, Pocket PCs, and Smartphones, the organization should choose RSA-based encryption. Windows CE does not currently support DSA-based keys. 

Conclusion

By designing, implementing, and supporting a PKI that uses a self-signed root CA certificate for internal security needs and a separate PKI chained to a public root for enabling public-facing SSL and S/MIME requirements, Microsoft IT accomplished its goals for the Microsoft PKI implementation. Business benefits can be summarized as follows:

· Increased security. Microsoft employees use cryptographic technologies and applications each day. The remote access logon to the corporate network is accomplished through smart cards. The ability to use S/MIME when exchanging e-mail helps give senders, by means of encryption, confidence that no one other than the intended recipient can read messages. The ability to use S/MIME helps give recipients, by means of digital signatures, confidence that the contents of messages have not been altered. With the use of SSL, users of intranet and Internet Web sites can exchange sensitive data through an encrypted connection.

· Application and service compatibility. Deploying a self-hosted Microsoft PKI enables Microsoft teams to test each new Microsoft product for compatibility and interoperability with Windows 2000 Server and Windows Server 2003 PKI services before it is released to the market.

· Reduced certificate costs. Prior to the current infrastructure, the costs of using a third-party public CA for certificate delivery on a certificate-by-certificate basis were high. Running an internal PKI at Microsoft has reduced these costs. In addition, the new PKI model has reduced the required support infrastructure by enabling the consolidation of CA servers in each forest.

· Ease of manageability. Because both Windows 2000 Server and Windows Server 2003 offer PKI capability out of the box, a self-hosted PKI solution was easy to implement and is easy to manage.

· Conformance to industry standards. Implementing an enterprise PKI enables Microsoft IT to use standards-based cryptographic technologies to help secure Microsoft corporate resources. These technologies include encrypted files, folders, wireless communications, e-mail, remote network access, and Web server connections.

· Scalability. Certificates issued from Microsoft IT’s hybrid PKI hierarchy chain to a public CA, although Microsoft retains control over the actual issuance. The customizable certificate templates and other enhanced PKI features in Microsoft IT’s self-hosted Windows Server 2003–based PKI solution are scalable to meet the demands of a growing infrastructure.

For More Information

For more information about PKI, see the following sources.

White papers:

Key Archival and Management in Windows Server 2003:

http://www.microsoft.com/technet/prodtechnol/windowsserver2003/technologies/security/kyacws03.mspx
Best Practices for Implementing a Microsoft Windows Server 2003 Public Key Infrastructure:

http://www.microsoft.com/technet/prodtechnol/windowsserver2003/technologies/security/ws3pkibp.mspx.

Smart Card Deployment at Microsoft:

http://www.microsoft.com/technet/itsolutions/msit/security/smartcrd.mspx
Trustworthy Messaging at Microsoft:

http://www.microsoft.com/technet/itsolutions/msit/operations/trustmes.mspx
Web sites:

Microsoft Public Key Infrastructure for Windows Server 2003 Technology Center

http://www.microsoft.com/windowsserver2003/technologies/pki/default.mspx
Federal Information Processing Standards: 

http://csrc.nist.gov/publications/fips/
National Institute of Standards and Technology PKI Program:

http://csrc.nist.gov/pki/
Windows Server 2003 Security Services Technology Center:

http://www.microsoft.com/windowsserver2003/technologies/security/
For more information about Microsoft products or services, call the Microsoft Sales Information Center at (800) 426-9400. In Canada, call the Microsoft Canada information Centre at (800) 563-9048. Outside the 50 United States and Canada, please contact your local Microsoft subsidiary. To access information through the World Wide Web, go to:

http://www.microsoft.com
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Situation


Microsoft IT needed a platform for providing security for internal and external network communications. 


Solution


Microsoft IT installed Certificate Services built into Windows 2000 Server and later upgraded in Windows Server 2003 to implement an infrastructure for encrypted communications and remote authentication.


Benefits


Enabled the use of S/MIME signatures and encryption. 


Improved security of Web connections by using SSL or TLS.


Helped ensure the confidentiality of stored data by using EFS.


Helped ensure the confidentiality and integrity of transmitted data by using IPsec.


Enabled strong network user authentication by using smart cards.


Products & Technologies 


Windows 2000 Server


Windows Server 2003


Windows-based PKI and CA


Certificate Services


Active Directory


Windows XP Professional


Smart cards


EFS


IPsec


S/MIME


SSL
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